lowedunld Igble opase 0925 pedsple IUipl
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lJpzossle

s9u2e 03l IJpuwows Jsdss luwed vl igble weasole p9z) 9w Jidle Idisly sluodlzol.

NN RY:

sodou 0925 IJpedsple JJluuetuble 1leuss po @9lispe pugsé perss wuvdd pucbe
Jeulasu IP 3o Jupgs yusisé: Jpl 09 ped w9luwbd pzpseé Cisco Talos Security Intelligence
and Research Group (Talos). ey lJpop IJelb gJs wedse 09z 9sw 1U3le Luvdd pucbe

oS Spdu Jublpe Cisco Firepower |gueésle [dpgdyple 1Jzrses Jouodss 2yds p)9)
lJubods.

lJpclbdule IJigulusd

IJpobdolo

o902 Cisco Uiy oday Jssd pe,s uldesl ose IJeldss:
- pydj bb1yé FireSIGHT IJolog Jui,Js Cisco
- wérsé Idpedsple IUluvegubloss IJleoss

IJpdyule IUp g pd

cuwows Ipedgele 19hss Vs o3l 1dpuwews s 0,35 1sLé Cisco Firepower 1Uss suvéd
JlLosly 5.2 0 1deolez 19 luosl, lzse.

wp logbls IJpedoele 11,38 B o3l lJpuwons pu 1Jizess 1Up9z998 B wsiss pepdisé ¢luos.
wlo gpse 1Jlzojd 1Jpuwegsed Vs o3l ldpugwous wodssy ppunse (I8e,luos). bl dlge



dvodod 8ss IJouvgsd: Balds pu Bopd Jdoles) Idpzoed Jis e,

NPONE

9'?_00 Urou»ua»o U.)u”.9r°'~5° (GUI) JJssw |9 slaoo L}”b.) Ulslm (&m u*ua°| Uu) S Ulauulp
lJoldss).

o2dS pu lJpuvdJs pu 9lgod IJpuuodse Iyuwypess (GUI) JUsse

EU 2390 Buid Vs wease 092 98w J3dle Iiolu: s&,02 eod; 1bly6 Firepower ouwsole
|JLJUJ|p6.

388 IJpuindJs po IJ CLI

sédw inorder to gase ldgwow 1Jzs) JJoesse 16018 pe 1Jlposs 33le o9z 03110, slgJ IJ CLI
ou IJ firepower |51,6 o,95:

admin@Sourcefire3D:~$ cat /var/log/messages

loze g ls pu 030 IJoeis,le B Iyuulisd:

Sourcefire3D SF-IMS[2004]: [2011] CloudAgent:IPReputation [WARN] Cannot download
Sourcefire_Intelligence_Feed

Sourcefire3D SF-IMS[24085]: [24090] CloudAgent:IPReputation [WARN] Download
unsucessful: Failure when receiving data from the peer

lIJ2J
lope o3l steps in order to ez s IJpunIdJs:

1. vzl puU iQ intelligence.sourcefire.com |Jp9.9¢8 wuvl. luw9d IJs
https://intelligence.sourcefire.l>¢J oo o8,

2. 19009J 1Jss 8lz06 wlo, 1Jisle, (CLI) Jeud; 15,6 FirePOWER ey 2JIJ Secure Shell (SSH).

3. LSuUE intelligence.sourcefire.com py oy 1,6 Firepower:

admin@Sourcefire3D:~$ sudo ping intelligence.sourcefire.verifyyou receive an output similar
to this:

64 bytes from x (XXX.XXX.xxX.X): icmp_reqg=1 ttl=244 time=4.05 ifyou do not receive a
response similar to that shown, then you can have an outbound connectivity issue, or you do
not have a route to intelligence.sourcefire.com.

4. 2d luwp IJpuos8 J intelligence.sourcefire.com:


https://intelligence.sourcefire.com

admin@Firepower:~$ sudo nslookup intelligence.sourcefire.com

299 pu odBs luvoelud peleds Josl:

Server: 8.8.8.8
Address: 8.8.8.8#53

Name: intelligence.sourcefire.com
Address: XXX.XXX.XX.X

pdlebs: suveese IJulez 1psds, ledle gbe wble Iuuple Ipeldle 1Ugleé (DNS) B z9zJ
Jpold. sgops IJIE)lz eds leshble DNS IJos wp odssuel bs IJuble > ppds >
IJodoso: Jopw Network G wp. 131 Jp oodd luvoelud ppleds Jodd 1Jesozs: Bolds pu
0oed lesble DNS.opdsy: suwwese IJghe pgblb gusly IP sksys JJwslio vso IJizeld
9p9lz00 IJiEJoIJ 999w IJouvesd. JsdI: spdu IO oogs) guldsu IP 99 os Cisco
wodosu gl [Jgplsd wluwegsle cNAME LoJl pu guglu IP.
. vl pu IJlouold o intelligence.sourcefire.com wluwwgsle wyolpe Telnet:

admin@Firepower:~$ sudo telnet intelligence.sourcefire.com 443

oeldd pu luvedlpd Jegzle pplods Joil:

Trying XXX.XXX.XX.X...
Connected to intelligence.sourcefire.com.
Escape character is '"]°'.

pdlebé: 31 Jly Clpdlod |Jpld 1Ugbys IJoluss vuele 9JIdu swed) edsd luwaegsle
wulpz Telnet 9 intelligence.sourcefire.com §v) |J|pgg.§5 443, spdud ldzuod eJs Sleds
b eplsé wpug lJpo93 443 1ol pu lzJ intelligence.sourcefire.com.
Adoodd lds IJoble > peds > IJodaso 90288 pu lesble IUsdsd IJglueé o Manual Proxy
WO |bly Network Y p.
pJlz1bs: 51 8le 03l 1Jsdsd b o b $6 plgd IJes osd IUlews (SSL). Bszw edsyd
9uoe Blesxs welyy woely) [J9Jdsd J intelligence.sourcefire.com.
- 9p wldlgool) Bl Uly lpdlud lg)le HTTP GET bbdyw o> intelligence.sourcefire.com:

admin@Firepower:~sudo curl -vvk https://intelligence.sourcefire.com
* About to connect() to intelligence.sourcefire.com port 443 (#0)

* Trying 198.148.79.58...

* Adding handle: conn: 0xec5630

* Adding handle: send: 0

* Adding handle: recv: 0

* Curl_addHandleToPipeline: length: 1

* — Conn 0 (0xec5630) send pipe: 1, recv_pipe: 0

* Connected to intelligence.sourcefire.com (198.148.79.58) port 443 (#0)
* SSLwv3, TLS handshake, Client hello (1):

* SSLwv3, TLS handshake, Server hello (2):

* SSLv3, TLS handshake, CERT (11):

* SSLv3, TLS handshake, Server key exchange (12):

* SSLv3, TLS handshake, Server finished (14):

* SSLv3, TLS handshake, Client key exchange (16):

* SSLv3, TLS change cipher, Client hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSLv3, TLS change cipher, Client hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSL connection using DHE-RSA-AES256-SHA



* Server certificate:

* subject: O=Sourcefire Inc.; OU=VRT Department of Intelligence;
emailAddress=vrt-systems@sourcefire.com; L=Columbia; ST=MD; C=US;
CN=intelligence.sourcefire.com

* start date: 2016-02-29 22:50:29 GMT

* expire date: 2019-02-28 22:50:29 GMT

* issuer: O=Sourcefire Inc.; OU=VRT Department of Intelligence;
emailAddress=vrt-systems@sourcefire.com; L=Columbia; ST=MD; C=US;
CN=intelligence.sourcefire.com; nsCaRevocationUrl=
https://intelligence.sourcefire.com/vrtca.crl

* SSL certificate verify result: unable to get local issuer certificate
(20), continuing anyway.

>GET / HTTP/1.1

>User-Agent: curl/7.31.0

>Host: intelligence.sourcefire.com

>Accept: */*

>

<HTTP/1.1 200 OK

<Date: Tue, 01 Mar 2016 13:06:16 GMT

* Server Apache is not blacklisted

<Server: Apache

<Last-Modified: Tue, 09 Dec 2014 20:08:06 GMT

<ETag: "9da27-3-509cel9%e67580"

<Accept-Ranges: bytes

<Content-Length: 3

<Content-Type: text/html

<

:)

* Connection #0 to host intelligence.sourcefire.com left intact

edlebs: 1Jszo lJpwouup Bs wolss cul wubvs) peozle Ul 1Us louold vlzz. pdlebs: |5l
Joo oo 9dsdl Blu aul sobdo IUle) luue puwegspe. 11, curl -u <user> -vwwk
https://intelligence.sourcefire.com. s _1Jl_ol96 [Js 3J. wgs beld 1die) oop pbldood
wbeld JJpsd pi9, 1Usdsd.

L0288 pu 28 @19) HTTPS lJpuwetsps Joussd p9es 9sw Sdle Ilple Jl wp, po eI
2ol VI o) SSL. JJozdd pu 830 2298 I wuv s, SSLe wpdd pu pedyele
uwolxs [Jghe Vs IUIg)lz pu 1UEb9s 6. 131 Jp woblu@ Juolss [Jghe pg pl 09 pei9 0 O
lJpeld IJolds: spdod 1dzue9d gds zolh WY wvds,) SSL IJss suvws Iduielse. J3
poo I8 1der9) gon DY o) SSL: Ssew edsd welvs zese s 1Jeg) Idos

ouwdd lJsol intelligence.sourcefire.com.

admin@Firepower:~S$ sudo curl -vvk https://intelligence.sourcefire.com
* About to connect() to intelligence.sourcefire.com port 443 (#0)

* Trying 198.148.79.58...

* Adding handle: conn: 0xec5630

* Adding handle: send: 0

* Adding handle: recv: 0

* Curl_addHandleToPipeline: length: 1

* - Conn 0 (0Oxec5630) send_pipe: 1, recv_pipe: 0

* Connected to intelligence.sourcefire.com (198.148.79.58) port 443 (#0)
* 8SLv3, TLS handshake, Client hello (1):

* SSLv3, TLS handshake, Server hello (2):

* SSLv3, TLS handshake, CERT (11):

* SSLv3, TLS handshake, Server key exchange (12):

* 8SLv3, TLS handshake, Server finished (14):

* SSLv3, TLS handshake, Client key exchange (16):

* SSLv3, TLS change cipher, Client hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSLv3, TLS change cipher, Client hello (1):

* SSLv3, TLS handshake, Finished (20):


https://intelligence.sourcefire.com

* SSL connection using DHE-RSA-AES256-SHA

* Server certificate:

* gsubject: O=Sourcefire Inc.; OU=VRT Department of Intelligence;
emailAddress=vrt-systems@sourcefire.com; L=Columbia; ST=MD; C=US;
CN=intelligence.sourcefire.com

* start date: 2016-02-29 22:50:29 GMT

* expire date: 2019-02-28 22:50:29 GMT

* issuer: O=Sourcefire Inc.; OU=VRT Department of Intelligence;
emailAddress=vrt-systems@sourcefire.com; L=Columbia; ST=MD; C=US;
CN=intelligence.sourcefire.com; nsCaRevocationUrl=
https://intelligence.sourcefire.com/vrtca.crl

* SSL certificate verify result: unable to get local issuer certificate
(20), continuing anyway.

>GET / HTTP/1.1

>User-Agent: curl/7.31.0

>Host: intelligence.sourcefire.com

>Accept: */*

>

<HTTP/1.1 200 OK

<Date: Tue, 01 Mar 2016 13:06:16 GMT

* Server Apache is not blacklisted

<Server: Apache

<Last-Modified: Tue, 09 Dec 2014 20:08:06 GMT

<ETag: "9da27-3-509cel9%e67580"

<Accept-Ranges: bytes

<Content-Length: 3

<Content-Type: text/html

<

:)

* Connection #0 to host intelligence.sourcefire.com left intact

odlebé: szu wzlyy BY wuvds,) SSL Jesz) pedsple 1Jiply 1Usdsé Jiu zols Y
oS SSL syuwd 1Js ey Lo Firepower Liolss £5) 1996 WOs puoldzs SSL. Jpe
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