
 تاعومجم ةرادإ لوكوتورب ءاطخأ فاشكتسأ
 ددعتملا ثبلا تالوكوتوربو (IGMP) تنرتنإلا
 FirePOWER ديدهت نع عافدلاب ةصاخلا
اهحالصإو

تايوتحملا
ةمدقملا

ةيساسألا تابلطتملا

تابلطتملا

ةمدختسملا تانوكملا

ةيساسأ تامولعم

نيوكتلا
IGMP تايساسأ

مكحتلا ىوتسمل ددعتملا ثبلا رورم ةكرح - 1 ةمهملا

يساسألا ددعتملا ثبلا نيوكت - 2 ةمهملا

(IGMP) تنرتنإلا تاعومجم ةرادإ لوكوتورب عالطتسإ

 ةعومجم لباقم (IGMP) تنرتنإلا تاعومجم ةرادإ لوكوتوربل ةتباثلا ةعومجملا - 3 ةمهملا
(IGMP) تنرتنإلا تاعومجم ةرادإ لوكوتورب ىلإ مامضنالا

ةتباثلا IGMP ةعومجم

IGMP مامضنا ةعومجم

يرذجلا IGMP لوكوتوربل ثبلا ددعتم هيجوتلا نيوكت - 4 ةمهملا

ةفورعم تالكشم

ةهجولا قطانم ىلع ددعتملا ثبلا رورم ةكرح ةيفصت

IGMP ةهجاو دح زواجت دنع ةيامحلا رادج ةطساوب IGMP ريراقت ضفر متي

x.x/8.232 نيوانعلا قاطنل IGMP ريراقت ةيامحلا رادج لهاجتي

ةلص تاذ تامولعم

ةمدقملا

  

 FirePOWER ديدهت دض عافدلا ذيفنت ةيفيكو ددعتملا ثبلا تايساسأ دنتسملا اذه فصي
(FTD) تنرتنإلا ةعومجم ةرادإ لوكوتوربل (IGMP).

ةيساسألا تابلطتملا

تابلطتملا

.ةيساسألا IP هيجوت ةفرعم



ةمدختسملا تانوكملا

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

.(ASA) ةلدعملا نامألا ةزهجأ جمانرب ىلع اضيأ ةلاقملا هذه ىوتحم قبطني

:ةيلاتلا ةيداملا تانوكملاو جماربلا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

•.7.1.0 رادصإلا ،Cisco Firepower 4125 ديدهتلا دض عافدلا
•.7.1.0 رادصإلا ،Firepower (FMC) ةرادإ زكرم
ASA 9.19.1 رادصإلا.•

ةيساسأ تامولعم

فيراعتلا

Unicast = (دحاو ىلإ دحاو) رخآ فيضم ىلإ دحاو فيضم نم.•
Broadcast = (لكلا ىلإ دحاو) ةلمتحملا ةفيضملا تائيبلا عيمج ىلإ دحاو فيضم نم.•
 ةزهجألا نم ةعومجم ىلإ ةفيضملا ةزهجألا نم ةعومجم فيضم نم = ددعتملا ثبلا
.(ريثك ىلإ ريثك وأ ريثك ىلإ دحاو) ةفيضملا

•

AnyCast = (ةدع نم دحاو ىلإ دحاو) ةعومجمل فيضم برقأ ىلإ فيضم نم.•

تايساسأ

•.جنيريد فيتس ةطساوب 1986 ماع يف ددعتملا ثبلل RFC 988 ةباتك تمت
 - 224.0.0.0 - (1110 تب تادحو 4 لوأ) 224.0.0.0/4 قاطنلا IPv4 ل ددعتملا ثبلا مدختسي
239.255.255.255.

•

 L3: 01005e نم ددعتملا ثبلل IP لوكوتورب L2 نم MAC ناونع دمتسي ،IPv4 ل ةبسنلاب
.ددعتملا ثبلل IPv4 ناونع نم لقأ تب ةدحو 23 + 0 امئاد تب ةدحو 25 + (تب ةدحو 24)

•

 IPv4 ل ددعتملا ثبلا نم ةنورم رثكأ وهو FF00:/8 قاطنلا IPv6 ل ددعتملا ثبلا مدختسي
.(RP) ءاقتلالا ةطقنل تنرتنإلا لوكوتورب نيمضت نكمي هنأل ارظن

•

 لقأ تب 32 + 3333 :3 ىوتسملل ددعتملا ثبلا نم MAC ناونع دمتسي ،IPv6 ل ةبسنلاب
.ددعتملا ثبلل IPv6 ناونع نم

•

 هنأل ارظن ،ءادألا .ردصملا ىلع لمحلا ضافخنا نع ةجتان ةءافكلا :ددعتملا ثبلا تازيم
.اهناضيف وأ رورملا ةكرح ةيجاودزإ انبنجي

•

 ،ماحدزالا بنجت مدع ،(UDP ىلإ دنتسي) هب قوثوم ريغ لقن :ددعتملا ثبلا بويع
.لسلستلا جراخ ميلستلا

•

 يف ةدوجوملا ةزهجألا عيمج بلطتي هنأل ماعلا تنرتنإلا ىلع ددعتملا ثبلا معد متي ال
.ةكرتشم ةيرادإ ةطلس تحت ةزهجألا عيمج نوكت امدنع ةداع مدختسي .هنيكمتل راسملا

•

•.ويديف تارمتؤم دقعو يلخاد ويديف ثب :ةيجذومنلا ددعتملا ثبلا تاقيبطت

خوسنملا يداحألا ثبلا لباقم ددعتملا ثبلا

 ثبلا ةمزح سفن نم ةددعتم خسن ردصملا ءيشني الثامتم اخسن خوسنم Unicast يف
 ىلع ددعتملا ثبلا لمعي .ةددعتم ةهجو فيضم ىلإ اهلسريو (لصألا قبط ةخسن) يداحألا



 اخسن خوسنملا يداحألا ثبلا يف امنيب ،ةكبشلا ىلإ ردصملا فيضملا نم ءبعلا لقن
.ردصملا فيضملا ىلع لمعلا لك ذيفنت متي الثامتم

نيوكتلا

IGMP تايساسأ

IGMP زاهجو ددعتملا ثبلا لابقتسإ ةزهجأ نيب اهب ثدحتلا متي يتلا "ةغللا" يه L3 
.(اهجوم نوكي ام ةداع) يلحملا

•

IGMP 3 ةقبطلا نم لوكوتورب وه (لثم ICMP) لوكوتورب مدختسيو IP 2 مقر.•
 متي .2 رادصإلا وه ةيامحلا رادج ىلع يضارتفالا IGMP رادصإ .IGMP تارادصإ 3 ايلاح كانه
.ايلاح طقف 2 و 1 نيرادصإلا معد

•

•:يه ةيسيئرلا قورفلا IGMPv2 و IGMPv1 نيب

•.Leave Group ةلاسر ىلع IGMPv1 يوتحي ال
 رادج ةطساوب همادختسإ متي) ةعومجملاب صاخ مالعتسا ىلع IGMPv1 يوتحي ال
.(ددعتم ثب ةعومجم فيضم كرتي امدنع ةيامحلا

•

•.مالعتسالل رايتخإ ةيلمع يأ ىلع IGMPv1 يوتحي ال

 نيب مهملا فالتخالا نمكي ،عجرمك نكلو ،ASA/FTD ىلع IGMPv3 معد ايلاح متي ال
IGMPv2 و IGMPv3 يف ردصملاو ةعومجملاب صاخ مالعتسا نيمضت يف IGMPv3 يذلا 
.(SSM) ردصملا ددحم ددعتملا ثبلا يف همادختسإ متي

•

 IGMPv1/IGMPv2/IGMPv3 = 224.0.0.1 تامالعتسا
 IGMPv2 = 224.0.0.2 ةزاجإ
IGMPv3 = 224.0.0.22 ةيوضع ريرقت

•

 بوغرملا ريغ IGMP ةيوضع ريرقت ةلاسر لاسرإ هنكميف ،مامضنالا فيضملا دارأ اذإ
:اهيف

•

 

 ةماع تامالعتسا :IGMP تامالعتسا نم ناعون دجوي ،ةيامحلا رادج رظن ةهجو نم
ةعومجملاب ةصاخ تامالعتساو

•

 كانه ناك اذإ امم ققحتلا بجي ،IGMP Leave Group ةلاسر ةيامحلا رادج لبقتسي امدنع
 ةيامحلا رادج لسري ،ببسلا اذهل .ةيعرفلا ةكبشلا ىلع ةعومجملا هذه يف نورخآ ءاضعأ
:ةعومجملاب اصاخ امالعتسا

•



 رايتخإ متي ،ةيامحلا ناردج/تاهجوملا نم ديدعلا اهب دجوي يتلا ةيعرفلا تاكبشلا ىلع
:(IGMP تامالعتسا عيمج لسري زاهج) ملعتسم

•

 
<#root>

firepower# 

show igmp interface INSIDE

INSIDE is up, line protocol is up 
  Internet address is 192.168.1.97/24 
  IGMP is enabled on interface 
  Current IGMP version is 2 
  IGMP query interval is 125 seconds 
  IGMP querier timeout is 60 seconds 
  IGMP max query response time is 10 seconds 
  Last member query response interval is 1 seconds 
  Inbound IGMP access group is: 
  IGMP limit is 500, currently active joins: 2 
  Cumulative IGMP activity: 21 joins, 20 leaves 
 

 IGMP querying router is 192.168.1.97 (this system) 

<-- IGMP querier

 

 لئاسرلا ضرعل debug igmp نيكمت كنكمي ،يديلقتلا ASA رارغ ىلع ،FTD يف
:IGMP ب ةقلعتملا

•

 
<#root>

firepower# 

debug igmp

IGMP debugging is on 
IGMP: Received v2 Query on DMZ from 192.168.6.1 

IGMP: Received v2 Report on INSIDE from 192.168.1.50 for 239.255.255.250 

<-- Received an IGMP packet 
IGMP: group_db: add new group 239.255.255.250 on INSIDE 
IGMP: MRIB updated (*,239.255.255.250) : Success 
IGMP: Switching to EXCLUDE mode for 239.255.255.250 on INSIDE 
IGMP: Updating EXCLUDE group timer for 239.255.255.250 



IGMP: Received v2 Report on INSIDE from 192.168.1.50 for 230.10.10.10 
IGMP: group_db: add new group 230.10.10.10 on INSIDE 
IGMP: MRIB updated (*,230.10.10.10) : Success 
IGMP: Switching to EXCLUDE mode for 230.10.10.10 on INSIDE 
IGMP: Updating EXCLUDE group timer for 230.10.10.10 
IGMP: Send v2 general Query on INSIDE 
IGMP: Received v2 Query on INSIDE from 192.168.1.97 
IGMP: Send v2 general Query on OUTSIDE 
IGMP: Received v2 Query on OUTSIDE from 192.168.103.91 
IGMP: Received v2 Report on INSIDE from 192.168.1.50 for 239.255.255.250 
IGMP: Updating EXCLUDE group timer for 239.255.255.250 
IGMP: Received v2 Report on INSIDE from 192.168.1.50 for 230.10.10.10 
IGMP: Updating EXCLUDE group timer for 230.10.10.10

 

•.(IGMPv2) ةعومجم كرت ةلاسر عم ددعتملا ثبلا ةعومجم ةداع فيضملا كرتي

مكحتلا ىوتسمل ددعتملا ثبلا رورم ةكرح - 1 ةمهملا

 ةكرحو L2 ل نيزاهجلا ةجلاعم ةيفيك نم ققحت .ASA و FTD نيب OSPFv3 و OSPFv2 نيوكت
.OSPF ةطساوب اهؤاشنإ مت يتلا L3 ل ددعتملا ثبلا رورم

لحلا

OSPFv2 نيوكت



OSPFv3 ل ةبسنلاب ،لثملابو

:FTD ل (CLI) رماوألا رطس ةهجاو ىلع نيوكتلا

 
<#root>
router ospf 1

 network 192.168.103.0 255.255.255.0 area 0

 log-adj-changes 
! 

ipv6 router ospf 1

 no graceful-restart helper 
 log-adjacency-changes 
! 
interface Ethernet1/4 
nameif OUTSIDE 
security-level 0 
ip address 192.168.103.91 255.255.255.0 
ipv6 address fc00:103::91/64 
ospf authentication null 

ipv6 ospf 1 area 0

 

 FTD ل (ASP) عيرسلا نامألا راسمل حامسلا لوادج يف تالاخدإلا هذه ءاشنإب نيوكتلا موقي



:لخدملل ددعتملا ثبلا رورم ةكرح رظح متي ال ىتح

 
<#root>

firepower# 

show asp table classify domain permit

... 
in id=0x14f922db85f0, priority=13, 

domain=permit, deny=false 

<-- permit the packets 
        hits=1, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=89 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
 

dst ip/id=224.0.0.5, mask=255.255.255.255,

 port=0, tag=any, dscp=0x0, nsg_id=none     <-- OSPF for IPv4 
 

input_ifc=OUTSIDE

(vrfid:0), output_ifc=identity(vrfid:0)     <-- ingress interface 
in id=0x14f922db9350, priority=13, 

domain=permit, deny=false 

<-- permit the packets 
        hits=0, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=89 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
 

 dst ip/id=224.0.0.6, mask=255.255.255.255

, port=0, tag=any, dscp=0x0, nsg_id=none     <-- OSPF for IPv4 
 

input_ifc=OUTSIDE

(vrfid:0), output_ifc=identity(vrfid:0)     <-- ingress interface

 

:(IP) تنرتنإلا لوكوتورب نم سداسلا رادصإلل ةبسنلاب

 
<#root>

... 
in id=0x14f923fb16f0, priority=13, 

domain=permit, deny=false 

 <-- permit the packets 
        hits=1, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=89 
        src ip/id=::/0, port=0, tag=any 
 

dst ip/id=ff02::5/128

, port=0, tag=any, , nsg_id=none     <-- OSPF for IPv6 



 

input_ifc=OUTSIDE

(vrfid:0), output_ifc=identity(vrfid:0)  <-- ingress interface 
in id=0x14f66e9d4780, priority=13, 

domain=permit, deny=false 

<-- permit the packets 
        hits=0, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=89 
        src ip/id=::/0, port=0, tag=any 
 

dst ip/id=ff02::6/128

, port=0, tag=any, , nsg_id=none     <-- OSPF for IPv6 
 

input_ifc=OUTSIDE

(vrfid:0), output_ifc=identity(vrfid:0)  <-- ingress interface 
... 

 

:ليغشتلا ديق OSPFv3 و OSPFv2 رواجت تايلمع نوكت

 
<#root>

firepower# 

show ospf neighbor

 
Neighbor ID Pri State Dead Time Address Interface 
192.168.103.50 1 

FULL/BDR

 0:00:35 192.168.103.50 OUTSIDE   <-- OSPF neighbor is up 
 
firepower# 

show ipv6 ospf neighbor

 
Neighbor ID Pri State Dead Time Interface ID Interface 
192.168.103.50 1 

FULL/BDR

 0:00:34 3267035482 OUTSIDE       <-- OSPF neighbor is up 

 

:عبرملا ىلإ اهؤاهنإ مت يتلا ددعتملا ثبلل OSPF لمع تاسلج يه هذه

 
<#root>

firepower# 

show conn all | include OSPF



 
OSPF OUTSIDE fe80::2be:75ff:fef6:1d8e NP Identity Ifc ff02::5, idle 0:00:09, bytes 5924, flags 
OSPF OUTSIDE 192.168.103.50 NP Identity Ifc 224.0.0.5, idle 0:00:03, bytes 8904, flags 
OSPF OUTSIDE ff02::5 NP Identity Ifc fe80::f6db:e6ff:fe33:442e, idle 0:00:01, bytes 6304, flags 
OSPF OUTSIDE 224.0.0.5 NP Identity Ifc 192.168.103.91, idle 0:00:00, bytes 25220, flags 

 

:زاهجلاب تالاصتالا حسمو IPv4 ل طاقتلالا نيكمتب مق ،رابتخإك

 
<#root>

firepower# 

capture CAP interface OUTSIDE trace

firepower# 

clear conn all

12 connection(s) deleted. 
firepower# 

clear capture CAP

firepower# !

 

!طقف يحيضوتلا ضرعلا ضارغأل لاثملا ضرع متي !عاطقنا اذه ببسي :ريذحت

:ةطقتلملا OSPF مزح

 
<#root>
firepower# show capture CAP | include proto-89 

1: 12:25:33.142189 192.168.103.50 > 224.0.0.5 ip-proto-89, length 60 
2: 12:25:33.702691 192.168.103.91 > 224.0.0.5 ip-proto-89, length 60 
7: 12:25:36.317000 192.168.206.100 > 224.0.0.5 ip-proto-89, length 56 
8: 12:25:36.952587 fe80::2be:75ff:fef6:1d8e > ff02::5 ip-proto-89 40 [flowlabel 0xe] [hlim 1] 
12: 12:25:41.282608 fe80::f6db:e6ff:fe33:442e > ff02::5 ip-proto-89 40 [flowlabel 0xe] [hlim 1] 

 

:ةيامحلا رادج ةطساوب OSPFv2 ددعتملا ثبلا ةمزح ةجلاعم ةيفيك يلي اميف

 
<#root>

firepower# 

show capture CAP packet-number 1 trace 

115 packets captured 
 

1: 12:25:33.142189 192.168.103.50 > 224.0.0.5 ip-proto-89, length 60 



<-- The first packet of the flow 
Phase: 1 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Elapsed time: 6344 ns 
Config: 
Additional Information: 
MAC Access list 
 
Phase: 2 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Elapsed time: 6344 ns 
Config: 
Implicit Rule 
Additional Information: 
MAC Access list 
 
Phase: 3 
Type: ROUTE-LOOKUP 
Subtype: No ECMP load balancing 
Result: ALLOW 
Elapsed time: 10736 ns 
Config: 
Additional Information: 
Destination is locally connected. No ECMP load balancing. 
Found next-hop 192.168.103.50 using egress ifc OUTSIDE(vrfid:0) 
 
Phase: 4 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Elapsed time: 5205 ns 
Config: 
Implicit Rule 
Additional Information: 
 
Phase: 5 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Elapsed time: 5205 ns 
Config: 
Additional Information: 
 
Phase: 6 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Elapsed time: 5205 ns 
Config: 
Additional Information: 
 
Phase: 7 
Type: CLUSTER-REDIRECT 
Subtype: cluster-redirect 
Result: ALLOW 
Elapsed time: 29280 ns 
Config: 
Additional Information: 



 
Phase: 8 
Type: MULTICAST 
Subtype: 
Result: ALLOW 
Elapsed time: 976 ns 
Config: 
Additional Information: 
 

Phase: 9 

 

Type: OSPF 

<-- The OSPF process 

Subtype: ospf

 

Result: ALLOW

 

Elapsed time: 488 ns

 

Config:

 

Additional Information:

 
 
Phase: 10 
Type: FLOW-CREATION 
Subtype: 
Result: ALLOW 
Elapsed time: 13176 ns 
Config: 
Additional Information: 
New flow created with id 620, packet dispatched to next module 
 
Result: 
input-interface: OUTSIDE(vrfid:0) 
input-status: up 
input-line-status: up 
output-interface: OUTSIDE(vrfid:0) 
output-status: up 
output-line-status: up 
Action: allow 
Time Taken: 82959 ns

 

 
:ةيامحلا رادج ةطساوب OSPFv3 ددعتملا ثبلا ةمزح ةجلاعم اهب متي يتلا ةقيرطلا يه هذه

 
<#root>



firepower# 

show capture CAP packet-number 8 trace

 
274 packets captured 
 

8: 12:25:36.952587 fe80::2be:75ff:fef6:1d8e > ff02::5 ip-proto-89 40 [flowlabel 0xe] [hlim 1] 

<-- The first packet of the flow 
Phase: 1 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Elapsed time: 7564 ns 
Config: 
Additional Information: 
MAC Access list 
 
Phase: 2 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Elapsed time: 7564 ns 
Config: 
Implicit Rule 
Additional Information: 
MAC Access list 
 
Phase: 3 
Type: ROUTE-LOOKUP 
Subtype: No ECMP load balancing 
Result: ALLOW 
Elapsed time: 8296 ns 
Config: 
Additional Information: 
Destination is locally connected. No ECMP load balancing. 
Found next-hop ff02::5 using egress ifc identity(vrfid:0) 
 
Phase: 4 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Elapsed time: 8784 ns 
Config: 
Implicit Rule 
Additional Information: 
 
Phase: 5 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Elapsed time: 8784 ns 
Config: 
Additional Information: 
 
Phase: 6 
Type: CLUSTER-REDIRECT 
Subtype: cluster-redirect 
Result: ALLOW 
Elapsed time: 27816 ns 
Config: 



Additional Information: 
 

Phase: 7

 

Type: OSPF 

<-- The OSPF process 

Subtype: ospf

 

Result: ALLOW

 

Elapsed time: 976 ns

 

Config:

 

Additional Information:

 
 
Phase: 8 
Type: FLOW-CREATION 
Subtype: 
Result: ALLOW 
Elapsed time: 13664 ns 
Config: 
Additional Information: 
New flow created with id 624, packet dispatched to next module 
 
Result: 
input-interface: OUTSIDE(vrfid:0) 
input-status: up 
input-line-status: up 
output-interface: NP Identity Ifc 
Action: allow 
Time Taken: 83448 ns

 

يساسألا ددعتملا ثبلا نيوكت - 2 ةمهملا

ططخملا



تابلطتملا

 ليمع ىلإ مداخلا نم ددعتملا ثبلا رورم ةكرح قفدت متي ثيحب ةيامحلا رادج نيوكتب مق
IP 230.10.10.10 ىلع ددعتملا ثبلا

لحلا

 .ماع لكشب ددعتملا ثبلا هيجوت نيكمت وه ىندألا نيوكتلا نإف ،ةيامحلا رادج رظن ةهجو نم
.ةيامحلا رادج تاهجاو عيمج ىلع PIM و IGMP ةيفلخلا يف نكمي اذهو

:FMC مدختسم ةهجاو يف

:هعفد مت يذلا نيوكتلا وه اذه ةيامحلا رادج (CLI) رماوأ رطس ةهجاو ىلع

 
<#root>

firepower# 

show run multicast-routing

multicast-routing 

<-- Multicast routing is enabled

 

IGMP نم ققحتلا

 
<#root>

firepower#

 show igmp interface



 
diagnostic is up, line protocol is up 
  Internet address is 0.0.0.0/0 
  IGMP is disabled on interface 

INSIDE is up, line protocol is up 

<-- The interface is UP 
  Internet address is 192.168.1.24/24 

  IGMP is enabled on interface 

<-- IGMP is enabled on the interface 

  Current IGMP version is 2 

<-- IGMP version 
  IGMP query interval is 125 seconds 
  IGMP querier timeout is 255 seconds 
  IGMP max query response time is 10 seconds 
  Last member query response interval is 1 seconds 
  Inbound IGMP access group is: 
  IGMP limit is 500, currently active joins: 1 
  Cumulative IGMP activity: 4 joins, 3 leaves 
  IGMP querying router is 192.168.1.24 (this system) 

OUTSIDE is up, line protocol is up 

<-- The interface is UP 
  Internet address is 192.168.103.91/24 

  IGMP is enabled on interface 

<-- IGMP is enabled on the interface 

  Current IGMP version is 2 

<-- IGMP version 
  IGMP query interval is 125 seconds 
  IGMP querier timeout is 255 seconds 
  IGMP max query response time is 10 seconds 
  Last member query response interval is 1 seconds 
  Inbound IGMP access group is: 
  IGMP limit is 500, currently active joins: 1 
  Cumulative IGMP activity: 1 joins, 0 leaves 
  IGMP querying router is 192.168.103.91 (this system)

 
 
<#root>

firepower# 

show igmp group

 
IGMP Connected Group Membership 
Group Address Interface Uptime Expires Last Reporter 
239.255.255.250 INSIDE 00:09:05 00:03:19 192.168.1.50 
239.255.255.250 OUTSIDE 00:06:01 00:02:33 192.168.103.60

 
 
<#root>



firepower# 

show igmp traffic 

IGMP Traffic Counters 
Elapsed time since counters cleared: 03:40:48 Received Sent 
 
                              Received     Sent 
Valid IGMP Packets            21           207 
Queries                       0            207 
Reports                       15           0       <-- IGMP Reports received and sent 
Leaves                        6            0 
Mtrace packets                0            0 
DVMRP packets                 0            0 
PIM packets                   0            0 
 
Errors: 
Malformed Packets             0 
Martian source                0 
Bad Checksums                 0

 

 
PIM نم ققحتلا

 
<#root>

firepower# 

show pim interface

 
Address          Interface          PIM  Nbr   Hello  DR         DR 
                                       Count Intvl  Prior 
 
0.0.0.0          diagnostic         off  0     30     1          not elected 
192.168.1.24     INSIDE             on   0     30     1          this system 
192.168.103.91   OUTSIDE            on   0     30     1          this system 

 

 
 MFIB نم ققحتلا
 

 
<#root>

firepower# 

show mfib

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag, 
             AR - Activity Required, K - Keepalive 
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second 
Other counts: Total/RPF failed/Other drops 
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling 
             IC - Internal Copy, NP - Not platform switched 
             SP - Signal Present 



Interface Counts: FS Pkt Count/PS Pkt Count 
 
(*,224.0.1.39) Flags: S K 
 

Forwarding: 0/0/0/0

, Other: 0/0/0   <-- The Forwarding counters are: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second 
(*,224.0.1.40) Flags: S K 
   Forwarding: 0/0/0/0, 

Other: 8/8/0

   <-- The Other counters are: Total/RPF failed/Other drops 
(*,232.0.0.0/8) Flags: K 
   Forwarding: 0/0/0/0, Other: 0/0/0 

 

 
ةيامحلا رادج لالخ نم ددعتملا ثبلا رورم ةكرح

 ربتخي نأ نوبزو multicast لدانك قيبطت تلمعتسا لغشم طئاسو VLC لا ،ةلاحلا هذه يف
multicast رورم ةكرح:

:VLC ددعتملا ثبلا مداخ نيوكت





.طقف يلاتلا ددح ،ةيلاتلا ةشاشلا يف

:قيسنتلا ددح



:ءانيمو multicast IP لا تنيع



:FTD ةيامح رادج ىلع LINA طاقتلا نيكمت

 
<#root>

firepower# 

capture INSIDE interface INSIDE match ip host 192.168.103.60 host 230.10.10.10

firepower# 

capture OUTSIDE interface OUTSIDE trace match ip host 192.168.103.60 host 230.10.10.10 

 

:ددعتملا ثبلا قفد ءدبل زاهجلل قفدلا رز ددح



:رارمتساب قفدلا لاسرإ متي ثيحب "يقلحلا راركتلا" رايخ نكم



(يليغشت ريغ ويرانيس) ققحتلا

.ةيامحلا رادج كولس تابثإ وه فدهلا .يلمع ريغ ويرانيس ىلع ليلد ويرانيسلا اذهو

:ههيجوت ةداعإب موقي ال هنكلو ،ددعتملا ثبلا قفدت ىلع ةيامحلا رادج زاهج لصحي

 
<#root>

firepower# 

show capture

 
capture INSIDE type raw-data interface INSIDE 

[Capturing - 0 bytes] 

<-- No packets sent or received 
match ip host 192.168.103.60 host 230.10.10.10 
capture OUTSIDE type raw-data trace interface OUTSIDE 

[Buffer Full - 524030 bytes] 

<-- The buffer is full 
match ip host 192.168.103.60 host 230.10.10.10 

 



:Lina ةيامحلا رادجل ASP طاقسإ تايلمع راهظإ

 
<#root>

firepower# 

clear asp drop

firepower# 

show asp drop

 
Frame drop: 
 

Punt rate limit exceeded (punt-rate-limit)                         232 

<-- The multicast packets were dropped 
  Flow is denied by configured rule (acl-drop)                         2 
  FP L2 rule drop (l2_acl)                                             2 
 
Last clearing: 18:38:42 UTC Oct 12 2018 by enable_15 
 
Flow drop: 
 
Last clearing: 08:45:41 UTC May 17 2022 by enable_15 

 

 مق ببسلا اذهل .ددعتملا ثبلا قفدت نم ىلوألا ةمزحلا طاقتلا ىلإ ةجاح كانه ةمزح عبتتل
:ةيلاحلا تاقفدتلا حسمب

 
<#root>

firepower# 

clear capture OUTSIDE

 
firepower# 

clear conn all addr 230.10.10.10

2 connection(s) deleted. 
 
firepower# 

show capture OUTSIDE

 
 
379 packets captured 
 
1: 08:49:04.537875 192.168.103.60.54100 > 230.10.10.10.5005: udp 64 
2: 08:49:04.537936 192.168.103.60.54099 > 230.10.10.10.5004: udp 1328 
3: 08:49:04.538027 192.168.103.60.54099 > 230.10.10.10.5004: udp 1328 
4: 08:49:04.538058 192.168.103.60.54099 > 230.10.10.10.5004: udp 1328 
5: 08:49:04.538058 192.168.103.60.54099 > 230.10.10.10.5004: udp 1328 
6: 08:49:04.538073 192.168.103.60.54099 > 230.10.10.10.5004: udp 1328 
...



 

 
:ددعتملا ثبلل MAC ناونع "ليصافتلا" رايخ فشكي

 
<#root>

firepower# 

show capture OUTSIDE detail

 
 
379 packets captured 
 
1: 08:49:04.537875 0050.569d.344a 

0100.5e0a.0a0a

 0x0800 Length: 106 
192.168.103.60.54100 > 230.10.10.10.5005: [udp sum ok] udp 64 (ttl 100, id 19759) 
2: 08:49:04.537936 0050.569d.344a 

0100.5e0a.0a0a

 0x0800 Length: 1370 
192.168.103.60.54099 > 230.10.10.10.5004: [udp sum ok] udp 1328 (ttl 100, id 19760) 
3: 08:49:04.538027 0050.569d.344a 0100.5e0a.0a0a 0x0800 Length: 1370 
192.168.103.60.54099 > 230.10.10.10.5004: [udp sum ok] udp 1328 (ttl 100, id 19761) 
... 

 

:اقح ثدحي ام سيل اذه نكلو ،اهب حومسم ةمزحلا نأ ةيقيقحلا ةمزحلا عبتت رهظي

 
<#root>

firepower# 

show capture OUTSIDE packet-number 1 trace

 
379 packets captured 
 
1: 08:49:04.537875 192.168.103.60.54100 > 230.10.10.10.5005: udp 64 
Phase: 1 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Elapsed time: 11712 ns 
Config: 
Additional Information: 
MAC Access list 
 
Phase: 2 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Elapsed time: 11712 ns 
Config: 
Implicit Rule 



Additional Information: 
MAC Access list 
 
Phase: 3 
Type: ROUTE-LOOKUP 
Subtype: No ECMP load balancing 
Result: ALLOW 
Elapsed time: 7808 ns 
Config: 
Additional Information: 
Destination is locally connected. No ECMP load balancing. 
Found next-hop 192.168.103.60 using egress ifc OUTSIDE(vrfid:0) 
 
Phase: 4 
Type: ACCESS-LIST 
Subtype: log 
Result: ALLOW 
Elapsed time: 5246 ns 
Config: 
access-group CSM_FW_ACL_ global 
access-list CSM_FW_ACL_ advanced permit ip any any rule-id 268434432 
access-list CSM_FW_ACL_ remark rule-id 268434432: ACCESS POLICY: mzafeiro_empty - Default 
access-list CSM_FW_ACL_ remark rule-id 268434432: L4 RULE: DEFAULT ACTION RULE 
Additional Information: 
This packet will be sent to snort for additional processing where a verdict will be reached 
 
Phase: 5 
Type: CONN-SETTINGS 
Subtype: 
Result: ALLOW 
Elapsed time: 5246 ns 
Config: 
class-map class-default 
match any 
policy-map global_policy 
class class-default 
set connection advanced-options UM_STATIC_TCP_MAP 
service-policy global_policy global 
Additional Information: 
 
Phase: 6 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Elapsed time: 5246 ns 
Config: 
Additional Information: 
 
Phase: 7 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Elapsed time: 5246 ns 
Config: 
Additional Information: 
 
Phase: 8 
Type: CLUSTER-REDIRECT 
Subtype: cluster-redirect 
Result: ALLOW 
Elapsed time: 31232 ns 
Config: 



Additional Information: 
 
Phase: 9 

Type: MULTICAST 

<-- multicast process 
Subtype: 
Result: ALLOW 
Elapsed time: 976 ns 
Config: 
Additional Information: 
 
Phase: 10 

Type: FLOW-CREATION 

<-- the packet belongs to a new flow 
Subtype: 
Result: ALLOW           
Elapsed time: 20496 ns 
Config: 
Additional Information: 
New flow created with id 3705, packet dispatched to next module 
 
Result: 
input-interface: OUTSIDE(vrfid:0)    
input-status: up 
input-line-status: up 
output-interface: OUTSIDE(vrfid:0) 
output-status: up 
output-line-status: up 

Action: allow 

<-- The packet is allowed 
Time Taken: 104920 ns 

 

:ةغراف (OIL) ةرداصلا ةهجاولا ةمئاق نأل مزحلا طاقسإ متي ،mfib و راسملا تادادع ىلإ ادانتسا

 
<#root>

firepower# 

show mroute

 
 
Multicast Routing Table 
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, 
C - Connected, L - Local, I - Received Source Specific Host Report, 
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set, 
J - Join SPT 
Timers: Uptime/Expires 
Interface state: Interface, State 
 

(192.168.103.60, 230.10.10.10), 00:01:33/00:01:56, flags: SPF

 



Incoming interface: OUTSIDE 

 
RPF nbr: 192.168.103.60 

Outgoing interface list: Null 

<-- The OIL is empty! 
 
(*, 239.255.255.250), 00:01:50/never, RP 0.0.0.0, flags: SCJ 
Incoming interface: Null 
RPF nbr: 0.0.0.0 
Immediate Outgoing interface list: 
INSIDE, Forward, 00:01:50/never 

 

:اقح ثدحي ام تسيل ةلاحلا هذه يف يتلاو RPF لشف تالاح MFIB تادادع رهظت

 
<#root>

firepower#

 show mfib 230.10.10.10

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag, 
             AR - Activity Required, K - Keepalive 
firepower# show mfib 230.10.10.10 
Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag, 
AR - Activity Required, K - Keepalive 

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second 

<-- Multicast forwarding counters 

Other counts: Total/RPF failed

/Other drops            <-- Multicast drop counters 
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling 
             IC - Internal Copy, NP - Not platform switched 
             SP - Signal Present 
Interface Counts: FS Pkt Count/PS Pkt Count 
 
(192.168.103.60,230.10.10.10) Flags: K 
 

Forwarding: 0/0/0/0

, 

Other: 650/650

/0       <-- Allowed and dropped multicast packets

 

:'show mfib count' جارخإ يف ةلثامم RPF لشف تالاح

 
<#root>

firepower# 



show mfib count

 
IP Multicast Statistics 
8 routes, 4 groups, 0.25 average sources per group 
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second 
Other counts: 

Total/RPF failed

/Other drops(OIF-null, rate-limit etc) 
Group: 224.0.1.39 
  RP-tree: 
    Forwarding: 0/0/0/0, Other: 0/0/0 
Group: 224.0.1.40 
  RP-tree: 
    Forwarding: 0/0/0/0, Other: 0/0/0 

Group: 230.10.10.10

 
  Source: 192.168.103.60, 
    Forwarding: 0/0/0/0, 

Other: 1115/1115

/0   <-- Allowed and dropped multicast packets 
  Tot. shown: Source count: 1, pkt count: 0 
Group: 232.0.0.0/8 
  RP-tree: 
    Forwarding: 0/0/0/0, Other: 0/0/0 
Group: 239.255.255.250 
  RP-tree: 
    Forwarding: 0/0/0/0, Other: 0/0/0 

 

:ددعتملا ثبلل VLC لبقتسم نيوكت



:ليغشت ددحو ددعتملا ثبلا ردصم IP ددح



 

 ىلإ مامضنالل هدادعتسإ نع فيضملا نلعي ليغشت ديدحت درجمب ،ةيفلخلا ةياهنلا يف
:IGMP ريرقت ةلاسر لسريو ةددحملا ددعتملا ثبلا ةعومجم

:IGMP ريرقت لئاسر ةيؤر كنكميف ،ءاطخأ حيحصت نيكمتب تمق اذإ

 
<#root>

firepower# 

debug igmp group 230.10.10.10

 



IGMP: Received v2 Report on INSIDE from 192.168.1.50 for 230.10.10.10 

<-- IGMPv2 Report received 
IGMP: group_db: add new group 230.10.10.10 on INSIDE 
IGMP: MRIB updated (*,230.10.10.10) : Success 
IGMP: Switching to EXCLUDE mode for 230.10.10.10 on INSIDE 
IGMP: Updating EXCLUDE group timer for 230.10.10.10 

 

:قفدلا أدبي

 (يليغشتلا ويرانيسلا) ققحتلا
 

 
<#root>

firepower# 

show capture

 
capture INSIDE type raw-data interface INSIDE 

[Buffer Full - 524156 bytes] 

<-- Multicast packets on the egress interface 
match ip host 192.168.103.60 host 230.10.10.10 
capture OUTSIDE type raw-data trace interface OUTSIDE 

[Buffer Full - 524030 bytes] 

<-- Multicast packets on the ingress interface 
match ip host 192.168.103.60 host 230.10.10.10 



 

 
:ةيامحلا رادج راسم لودج

 
<#root>

firepower# 

show mroute

 
Multicast Routing Table 
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, 
       C - Connected, L - Local, I - Received Source Specific Host Report, 
       P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set, 
       J - Join SPT 
Timers: Uptime/Expires 
Interface state: Interface, State 
 
(*, 230.10.10.10), 00:00:34/never, RP 0.0.0.0, flags: SCJ 
  Incoming interface: Null 
  RPF nbr: 0.0.0.0 
  Immediate Outgoing interface list: 
    INSIDE, Forward, 00:00:34/never 
 

(192.168.103.60, 230.10.10.10), 00:01:49/00:03:29, flags: SFJT

 

  Incoming interface: OUTSIDE

 

  RPF nbr: 192.168.103.60

 

  Inherited Outgoing interface list:

 

    INSIDE, Forward, 00:00:34/never 

<-- The OIL shows an interface 

 
 
<#root>

firepower# 

show mfib 230.10.10.10

 
Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag, 
             AR - Activity Required, K - Keepalive 

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second

 
Other counts: Total/RPF failed/Other drops 
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling 



             IC - Internal Copy, NP - Not platform switched 
             SP - Signal Present 
Interface Counts: FS Pkt Count/PS Pkt Count 
 
(*,230.10.10.10) Flags: C K 
  Forwarding: 0/0/0/0, Other: 0/0/0 
  INSIDE Flags: F NS 
    Pkts: 0/0 

(192.168.103.60,230.10.10.10) Flags: K

 

  Forwarding: 6373/0/1354/0, 

Other: 548/548/0      <-- There are multicast packets forwarded 

  OUTSIDE Flags: A

 

  INSIDE Flags: F NS

 

    Pkts: 6373/6

 

:mfib تادادع

 
<#root>

firepower# 

show mfib count

 
IP Multicast Statistics 
10 routes, 5 groups, 0.40 average sources per group 

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

 
Other counts: Total/RPF failed/Other drops(OIF-null, rate-limit etc) 
Group: 224.0.1.39 
  RP-tree: 
    Forwarding: 0/0/0/0, Other: 0/0/0 
Group: 224.0.1.40 
  RP-tree: 
    Forwarding: 0/0/0/0, Other: 0/0/0 

Group: 230.10.10.10

 

  RP-tree:

 

    Forwarding: 0/0/0/0, Other: 0/0/0

 

  Source: 192.168.103.60,



 

    Forwarding: 7763/0/1354/0, 

Other: 548/548/0   <-- There are multicast packets forwarded 
  Tot. shown: Source count: 1, pkt count: 0 
Group: 232.0.0.0/8 
  RP-tree: 
    Forwarding: 0/0/0/0, Other: 0/0/0 
Group: 239.255.255.250 
  RP-tree: 
    Forwarding: 0/0/0/0, Other: 0/0/0 
  Source: 192.168.1.50, 
    Forwarding: 7/0/500/0, Other: 0/0/0 
  Tot. shown: Source count: 1, pkt count: 0

 

 
(IGMP) تنرتنإلا تاعومجم ةرادإ لوكوتورب عالطتسإ

•.ددعتملا ثبلا رمغ عنمل تالوحملا ىلع مدختست ةيلآ يه IGMP عالطتسإ
 (لابقتسالا ةزهجأ) ةفيضملا ةزهجألا ناكم ديدحتل IGMP ريراقت لوحملا بقاري
.ةدوجوملا

•

•.(نيلسرملا) ةيامحلا ناردج/تاهجوملا دوجو ناكم ديدحتل IGMP تامالعتسا لوحملا بقاري
 .Cisco تالوحم مظعم ىلع يضارتفا لكشب IGMP لوكوتورب ىلع لفطتلا نيكمت متي
 نم جاتنإ ةنيعلا انه .ليصافتلا نم ديزم ىلع لوصحلل ةلصلا تاذ ليوحتلا ةلدأ عجار
L3 حاتفم ةزافح ةدام:

•

 
<#root>

switch# 

show ip igmp snooping statistics

 
  Current number of Statistics entries    : 15 
  Configured Statistics database limit    : 32000 
  Configured Statistics database threshold: 25600 
  Configured Statistics database limit    : Not exceeded 
  Configured Statistics database threshold: Not exceeded 
 
Snooping statistics for Vlan204 
#channels: 3 
#hosts   : 5 
 
Source/Group                    Interface       Reporter        Uptime   Last-Join Last-Leave 
0.0.0.0/230.10.10.10            Vl204:Gi1/48    192.168.1.50    2d13h        -     2d12h 
0.0.0.0/230.10.10.10            Vl204:Gi1/48    192.168.1.97    2d13h    2d12h         - 
0.0.0.0/230.10.10.10            Vl204:Gi2/1     192.168.1.50    2d10h    02:20:05  02:20:00 
0.0.0.0/239.255.255.250         Vl204:Gi2/1     192.168.1.50    2d11h    02:20:05  02:20:00 
0.0.0.0/239.255.255.250         Vl204:Gi2/1     192.168.2.50    2d14h    2d13h         - 
0.0.0.0/239.255.255.250         Vl204:Gi2/1     192.168.6.50    2d13h        -     2d13h 
0.0.0.0/224.0.1.40              Vl204:Gi2/26    192.168.2.1     2d14h    00:00:39  2d13h 
 
Snooping statistics for Vlan206 
#channels: 4 
#hosts   : 3 



 
Source/Group                    Interface       Reporter        Uptime   Last-Join Last-Leave 
0.0.0.0/230.10.10.10            Vl206:Gi1/48    192.168.6.91    00:30:15 2d13h     2d13h 
0.0.0.0/239.10.10.10            Vl206:Gi1/48    192.168.6.91    2d14h    2d13h         - 
0.0.0.0/239.255.255.250         Vl206:Gi2/1     192.168.6.50    2d12h    00:52:49  00:52:45 
0.0.0.0/224.0.1.40              Vl206:Gi2/26    192.168.6.1     00:20:10 2d13h     2d13h 
0.0.0.0/230.10.10.10            Vl206:Gi2/26    192.168.6.1     2d13h    2d13h         - 
0.0.0.0/230.10.10.10            Vl206:Gi2/26    192.168.6.91    2d13h        -     2d13h 
0.0.0.0/239.10.10.10            Vl206:Gi2/26    192.168.6.1     2d14h    2d14h         - 
0.0.0.0/239.10.10.10            Vl206:Gi2/26    192.168.6.91    2d14h        -     2d14h 

 

 
 
 لباقم (IGMP) تنرتنإلا تاعومجم ةرادإ لوكوتوربل ةتباثلا ةعومجملا - 3 ةمهملا
(IGMP) تنرتنإلا تاعومجم ةرادإ لوكوتورب ىلإ مامضنالا ةعومجم

ةماع ةرظن

  ip igmp static-group ip igmp join-group
 قيبطتلا مت له
؟FTD ةهجاو ىلع معن معن

 جمانرب" بذجي له
 قئاف لاسرإلا
 "(FTD) ةعرسلا
 ثبلا رايت
؟ددعتملا

 "PIM مامضنا" لاسرإ متي ،معن
 وحن وأ ردصملا .مداخلا زاهج هاجت
 اذه ثدحي ال .(RP) ءاقتلالا ةطقن
 وه رمألا اذهب FTD ناك اذإ الإ
 ىلع PIM (DR) ل نيعملا هجوملا
.ةهجاولا هذه

 هاجت "PIM مامضنا" لاسرإ متي ،معن
 ةطقن وحن وأ ردصملا .مداخلا زاهج
 ناك اذإ الإ اذه ثدحي ال .(RP) ءاقتلالا
FTD ل نيعملا هجوملا وه رمألا اذهب PIM 
(DR) ةهجاولا هذه ىلع.

 FTD موقي له
 ةكرح هيجوت ةداعإب
 ددعتملا ثبلا رورم
؟ةهجاولا جراخ

معن معن

 FTD كلهتسي له
 ثبلا رورم ةكرح
 دريو ددعتملا
اهيلع

ال
 ثبلا قفدت مكلب FTD موقي ،معن
 ةيزكرملا ةجلاعملا ةدحو ىلإ ددعتملا
(CPU) ردصملا ىلع درلاو هكالهتساو.

 ةدحو ريثأت
 ةيزكرملا ةجلاعملا

 ال ةمزحلا نإ ثيح ىندألا دحلا
 ةجلاعملا ةدحو ىلإ اهماقتنا متي
.ةيزكرملا

 ةجلاعملا ةدحو ىلع ريثأتلا نكمي
 ارظن FTD ب ةصاخلا (CPU) ةيزكرملا
 ددعتملا ثبلا مزح نم ةمزح لك نأل
 متي ةعومجملا ىلإ يمتنت يتلا
 ةيزكرملا ةجلاعملا ةدحو ىلإ اهؤاقتنا
(CPU) ب ةصاخلا FTD.

ةمهملا تابلطتم

:لكيهلا اذه رابتعالا نيعب ذخ



:ةيلاتلا طاقتلالا تايلمع نيكمتب مق ةيامحلا رادج ىلع

 
<#root>

firepower#

 capture CAPI interface OUTSIDE trace match icmp host 192.168.103.62 any 

firepower#

 capture CAPO interface INSIDE match icmp host 192.168.103.62 any 

 

 IP ىلإ ددعتملا ثبلا رورم ةكرح لاسرإل L3 لوحم نم ICMP لاصتا رابتخإ مدختسأ
.ةيامحلا رادج ةطساوب رمألا اذه ةجلاعم ةيفيك صحفو 230.11.11.11

1. 

 ةجلاعم ةيفيك صحفو ةهجاولا لخاد ةيامحلا رادج ىلع igmp static-group رمألا نيكمتب مق
.ةيامحلا رادج ةطساوب (IP 230.11.11.11) ددعتملا ثبلا قفدت

2. 

 ةجلاعم ةيفيك صحفو ةهجاولا لخاد ةيامحلا رادج ىلع igmp static-group رمألا نيكمتب مق
.ةيامحلا رادج ةطساوب (IP 230.11.11.11) ددعتملا ثبلا قفدت

3. 

لحلا

:IP 230.11.11.11 ل تاراسم يأ ىلع ةيامحلا رادج يوتحي ال

 
<#root>

firepower# 

show mroute

 
Multicast Routing Table 
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, 
       C - Connected, L - Local, I - Received Source Specific Host Report, 
       P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set, 
       J - Join SPT 
Timers: Uptime/Expires 
Interface state: Interface, State 
 
(*, 239.255.255.250), 00:43:21/never, RP 0.0.0.0, flags: SCJ 
  Incoming interface: Null 
  RPF nbr: 0.0.0.0 
  Immediate Outgoing interface list: 
    OUTSIDE, Forward, 00:05:41/never 
    INSIDE, Forward, 00:43:21/never 



 

 هذه يف .ICMP لاصتا رابتخإ ةادأ مادختسإ يهو ددعتملا ثبلا رابتخال ةطيسب ةقيرط كانه
:230.11.11.11 ددعتملا ثبلل IP ناونع ىلإ R2 نم لاصتا رابتخإ أدبا ،ةلاحلا

 
<#root>

L3-Switch# 

ping 230.11.11.11 re 100

Type escape sequence to abort. 
Sending 100, 100-byte ICMP Echos to 230.11.11.11, timeout is 2 seconds: 
............................... 

 

:غراف طفنلاو يكيمانيد راسم ءاشنإ متي ،ةيامحلا رادج ىلع

 
<#root>

firepower# 

show mroute

 
Multicast Routing Table 
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, 
C - Connected, L - Local, I - Received Source Specific Host Report, 
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set, 
J - Join SPT 
Timers: Uptime/Expires 
Interface state: Interface, State 
 

(192.168.103.62, 230.11.11.11), 00:02:33/00:00:56, flags: SPF 

<-- The mroute is added 

  Incoming interface: OUTSIDE

 

  RPF nbr: 192.168.103.62

 

 Outgoing interface list: Null 

<-- The OIL is empty 

 

:ةيامحلا رادج ىلع طاقتلالا رهظي

 
<#root>
firepower# show capture 

capture CAPI type raw-data trace interface OUTSIDE 



[Capturing - 1040 bytes] 

<-- There are ICMP packets captured on ingress interface 
match icmp host 192.168.103.62 any 
capture CAPO type raw-data interface INSIDE 

[Capturing - 0 bytes] 

<-- There are no ICMP packets on egress 
match icmp host 192.168.103.62 any 

 

:تمصب مزحلا طاقسإب موقي هنكلو ،لاصتا رابتخإ لكل تالاصتإ ءاشنإب ةيامحلا رادج موقي

 
<#root>

firepower# 

show log | include 230.11.11.11

 
May 17 2022 11:05:47: %FTD-7-609001: 

Built local-host identity:230.11.11.11 

<-- A new connection is created 
May 17 2022 11:05:47: %FTD-6-302020: Built inbound ICMP connection for faddr 192.168.1.99/6 gaddr 230.11.11.11/0 laddr 230.11.11.11/0 type 8 code 0 
May 17 2022 11:05:47: %FTD-6-302020: Built inbound ICMP connection for faddr 192.168.103.62/6 gaddr 230.11.11.11/0 laddr 230.11.11.11/0 type 8 code 0 
May 17 2022 11:05:49: %FTD-6-302021: Teardown ICMP connection for faddr 192.168.1.99/6 gaddr 230.11.11.11/0 laddr 230.11.11.11/0 type 8 code 0 
May 17 2022 11:05:49: %FTD-6-302021: Teardown ICMP connection for faddr 192.168.103.62/6 gaddr 230.11.11.11/0 laddr 230.11.11.11/0 type 8 code 0 
May 17 2022 11:05:49: %FTD-7-609002: 

Teardown local-host identity:230.11.11.11 duration 0:00:02 

<-- The connection is closed 
May 17 2022 11:05:51: %FTD-7-609001: 

Built local-host identity:230.11.11.11 

<

-- 

A new connection is created 
May 17 2022 11:05:51: %FTD-6-302020: Built inbound ICMP connection for faddr 192.168.1.99/6 gaddr 230.11.11.11/0 laddr 230.11.11.11/0 type 8 code 0 
May 17 2022 11:05:51: %FTD-6-302020: Built inbound ICMP connection for faddr 192.168.103.62/6 gaddr 230.11.11.11/0 laddr 230.11.11.11/0 type 8 code 0 
May 17 2022 11:05:53: %FTD-6-302021: Teardown ICMP connection for faddr 192.168.1.99/6 gaddr 230.11.11.11/0 laddr 230.11.11.11/0 type 8 code 0 
May 17 2022 11:05:53: %FTD-6-302021: Teardown ICMP connection for faddr 192.168.103.62/6 gaddr 230.11.11.11/0 laddr 230.11.11.11/0 type 8 code 0 
May 17 2022 11:05:53: %FTD-7-609002: 

Teardown local-host identity:230.11.11.11 duration 0:00:02 

<-- The connection is closed

 

 اهطاقسإ مت يتلا مزحلا طاقسإلا LINA ASP طاقتلا ضرعي ال :ةظحالم

:وه ددعتملا ثبلا ةمزح طاقسإ تايلمعل يسيئرلا رشؤملا

 



<#root>

firepower# 

show mfib

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag, 
             AR - Activity Required, K - Keepalive 
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second 

Other counts: Total/RPF failed/Other drops

Interface Flags: A - Accept, F - Forward, NS - Negate Signalling 
             IC - Internal Copy, NP - Not platform switched 
             SP - Signal Present 
Interface Counts: FS Pkt Count/PS Pkt Count 
 
(*,224.0.1.39) Flags: S K 
  Forwarding: 0/0/0/0, Other: 0/0/0 
(*,224.0.1.40) Flags: S K 
  Forwarding: 0/0/0/0, Other: 0/0/0 

(192.168.103.62,230.11.11.11)

 Flags: K         <-- The multicast stream 
  Forwarding: 0/0/0/0, 

Other: 27/27/0 

<-- The packets are dropped 

 

 
ةتباثلا IGMP ةعومجم

:ةتباث IGMP ةعومجم نيوكتب مق FMC ىلع



:ةيفلخلا يف هرشن متي ام اذه

 
<#root>

interface Port-channel1.205 
 vlan 205 
 nameif INSIDE 
 cts manual 
  propagate sgt preserve-untag 
  policy static sgt disabled trusted 
 security-level 0 
 ip address 192.168.1.24 255.255.255.0 

 igmp static-group 230.11.11.11 

<-- IGMP static group is enabled on the interface

 

 رادج لالخ نم نآلا ددعتملا ICMP ثب رورم ةكرح هيجوت ةداعإ متت نكلو ،لاصتالا رابتخإ لشف
:ةيامحلا

 
<#root>

L3-Switch# 

ping 230.11.11.11 re 10000

Type escape sequence to abort. 
Sending 10000, 100-byte ICMP Echos to 230.11.11.11, timeout is 2 seconds: 
............................ 

 
 
<#root>

firepower# 

show capture

 
capture CAPI type raw-data trace interface OUTSIDE 

[Capturing - 650 bytes] 

<-- ICMP packets are captured on ingress interface 
match icmp host 192.168.103.62 any 
capture CAPO type raw-data interface INSIDE 

[Capturing - 670 bytes] 

<-- ICMP packets are captured on egress interface 
match icmp host 192.168.103.62 any 

 
 
<#root>

firepower# 



show capture CAPI

8 packets captured 
 
1: 11:31:32.470541 192.168.103.62 > 230.11.11.11 icmp: echo request 
2: 11:31:34.470358 192.168.103.62 > 230.11.11.11 icmp: echo request 
3: 11:31:36.470831 192.168.103.62 > 230.11.11.11 icmp: echo request 
4: 11:31:38.470785 192.168.103.62 > 230.11.11.11 icmp: echo request 
... 
 
firepower# 

show capture CAPO

 
11 packets captured 
 
1: 11:31:32.470587 802.1Q vlan#205 P0 192.168.103.62 > 230.11.11.11 icmp: echo request 
2: 11:31:34.470404 802.1Q vlan#205 P0 192.168.103.62 > 230.11.11.11 icmp: echo request 
3: 11:31:36.470861 802.1Q vlan#205 P0 192.168.103.62 > 230.11.11.11 icmp: echo request 
4: 11:31:38.470816 802.1Q vlan#205 P0 192.168.103.62 > 230.11.11.11 icmp: echo request

 

 .جرخم لثم اهسفن يه لوخدلا ةهجاو) ةحيحص ريغ تاجرخم ةمزحلا عبتت رهظي :ةظحالم
.Cisco CSCvm89673 نم ءاطخألا حيحصت فرعم عجار ،ليصافتلا نم ديزمل

 
<#root>

firepower# 

show capture CAPI packet-number 1 trace

 

1: 11:39:33.553987 192.168.103.62 > 230.11.11.11 icmp: echo request

 
Phase: 1 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Elapsed time: 3172 ns 
Config: 
Additional Information: 
MAC Access list 
 
Phase: 2 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Elapsed time: 3172 ns 
Config: 
Implicit Rule 
Additional Information: 
MAC Access list 
 
Phase: 3 
Type: ROUTE-LOOKUP 
Subtype: No ECMP load balancing 
Result: ALLOW 

https://tools.cisco.com/bugsearch/bug/CSCvm89673


Elapsed time: 9760 ns 
Config: 
Additional Information: 
Destination is locally connected. No ECMP load balancing. 
Found next-hop 192.168.103.62 using egress ifc OUTSIDE(vrfid:0) 
 
Phase: 4 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Elapsed time: 5368 ns 
Config: 
Implicit Rule 
Additional Information: 
 
Phase: 5 
Type: CONN-SETTINGS 
Subtype: 
Result: ALLOW 
Elapsed time: 5368 ns 
Config: 
class-map class-default 
match any 
policy-map global_policy 
class class-default 
set connection advanced-options UM_STATIC_TCP_MAP 
service-policy global_policy global 
Additional Information: 
 
Phase: 6 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Elapsed time: 5368 ns 
Config: 
Additional Information: 
 
Phase: 7 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Elapsed time: 5368 ns 
Config: 
Additional Information: 
 
Phase: 8 
Type: CLUSTER-REDIRECT 
Subtype: cluster-redirect 
Result: ALLOW 
Elapsed time: 31720 ns 
Config: 
Additional Information: 
 
Phase: 9 
Type: INSPECT 
Subtype: np-inspect 
Result: ALLOW 
Elapsed time: 488 ns 
Config: 
class-map inspection_default 
match default-inspection-traffic 
policy-map global_policy 



class inspection_default 
inspect icmp 
service-policy global_policy global 
Additional Information: 
 
Phase: 10 
Type: INSPECT 
Subtype: np-inspect 
Result: ALLOW 
Elapsed time: 2440 ns 
Config: 
Additional Information: 
 

Phase: 11

 

Type: MULTICAST 

<-- The packet is multicast 

Subtype:

 

Result: ALLOW

 

Elapsed time: 976 ns

 

Config:

 

Additional Information:

 
 
Phase: 12 

Type: FLOW-CREATION 

<-- A new flow is created 
Subtype: 
Result: ALLOW 
Elapsed time: 56120 ns 
Config: 
Additional Information: 
New flow created with id 5690, packet dispatched to next module 
 
Phase: 13 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Elapsed time: 10248 ns 
Config: 
Additional Information: 
MAC Access list 
 
Result: 

input-interface: OUTSIDE(vrfid:0)



 
input-status: up 
input-line-status: up 

output-interface: OUTSIDE(vrfid:0)

 
output-status: up 
output-line-status: up 

Action: allow 

<-- The packet is allowed 
Time Taken: 139568 ns

 

 كنكميو ردصملا فيضملا نم 0 ةلهملا مادختساب لاصتالا رابتخإ كنكمي :حيملت
:ةيامحلا رادجل mfib تادادع نم ققحتلا

 
<#root>

L3-Switch# 

ping 230.11.11.11 re 500 timeout 0

Type escape sequence to abort. 
Sending 1000, 100-byte ICMP Echos to 230.11.11.11, timeout is 0 seconds: 
...................................................................... 
...................................................................... 
...................................................................... 
.................... 

 
 
<#root>
firepower# clear mfib counters 

firepower# !ping from the source host.  
 
firepower# 

show mfib 230.11.11.11

 
Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag, 
AR - Activity Required, K - Keepalive 

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second

 
Other counts: Total/RPF failed/Other drops 
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling 
IC - Internal Copy, NP - Not platform switched 
SP - Signal Present 
Interface Counts: FS Pkt Count/PS Pkt Count 
 
(*,230.11.11.11) Flags: C K 
  Forwarding: 0/0/0/0, Other: 0/0/0 
  INSIDE Flags: F NS 
    Pkts: 0/0 



(192.168.103.62,230.11.11.11) Flags: K 
 

Forwarding: 500/0/100/0, Other: 0/0/0 

<-- 500 multicast packets forwarded. The average size of each packet is 100 Bytes 
  OUTSIDE Flags: A 
  INSIDE Flags: F NS 
    Pkts: 500/0

 

IGMP مامضنا ةعومجم

 ةعومجملا نيوكت نيوكت مت ،دعب نع (FMC) ةيساسألا ةحوللا ةرادإ يف مكحتلا ةدحو ىلع
 تاعومجم ةرادإ لوكوتورب ىلإ مامضنا ةعومجم نيوكتو اقبسم اهنيوكت مت يتلا ةتباثلا
:(IGMP) تنرتنإلا

:هرشن مت يذلا نيوكتلا

 
<#root>



firepower# 

show run interface Port-channel1.205

 
! 
interface Port-channel1.205 
vlan 205 
nameif INSIDE 
cts manual 
propagate sgt preserve-untag 
policy static sgt disabled trusted 
security-level 0 
ip address 192.168.1.24 255.255.255.0 

igmp join-group 230.11.11.11 

<-- The interface joined the multicast group 

 

 
:IGMP ةعومجم

 
<#root>

firepower# 

show igmp group

 
IGMP Connected Group Membership 
Group Address Interface Uptime Expires Last Reporter 

230.11.11.11 INSIDE 00:30:43 never 192.168.1.24 

<-- The group is enabled on the interface 

 

 
:IP 230.11.11.11 وحن لوألا ددعتملا ثبلل ICMP رابتخإ برج ،ردصملا فيضم نم

 
<#root>

L3-Switch# 

ping 230.11.11.11 repeat 10

 
Type escape sequence to abort. 
Sending 10, 100-byte ICMP Echos to 230.11.11.11, timeout is 2 seconds: 
 
Reply to request 0 from 192.168.1.24, 12 ms 
Reply to request 1 from 192.168.1.24, 8 ms 
Reply to request 2 from 192.168.1.24, 8 ms 
Reply to request 3 from 192.168.1.24, 8 ms 
Reply to request 4 from 192.168.1.24, 8 ms 
Reply to request 5 from 192.168.1.24, 12 ms 
Reply to request 6 from 192.168.1.24, 8 ms 



Reply to request 7 from 192.168.1.24, 8 ms 
Reply to request 8 from 192.168.1.24, 8 ms 
Reply to request 9 from 192.168.1.24, 8 ms

 

 Cisco نم ءاطخألا حيحصت فرعم نم ققحتف ،دودرلا عيمج دهاشت مل اذإ :ةظحالم
CSCvm90069.

 
 

يرذجلا IGMP لوكوتوربل ثبلا ددعتم هيجوتلا نيوكت - 4 ةمهملا

 لئاسر هيجوت ةداعإ متت ىتح FTD ىلع عذجلا لوكوتوربل ددعتملا ثبلا هيجوت نيوكتب مق
.ةيجراخلا ةهجاولا ىلإ ةيلخادلا ةهجاولا ىلع اهلابقتسا متي يتلا IGMP ةيوضع ريرقت

لحلا

https://tools.cisco.com/bugsearch/bug/CSCvm90069


:هرشن مت يذلا نيوكتلا

 
<#root>

firepower# 

show run multicast-routing

 

multicast-routing 

<-- Multicast routing is enabled 
firepower# 

show run interface Port-channel1.205

 
! 
interface Port-channel1.205 
 vlan 205 
 nameif INSIDE 
 cts manual 
  propagate sgt preserve-untag 
  policy static sgt disabled trusted 
 security-level 0 
 ip address 192.168.1.24 255.255.255.0 

 igmp forward interface OUTSIDE 

<-- The interface does stub multicast routing 

 

 
ققحتلا

:FTD ىلع طاقتلالا تايلمع نيكمت

 
<#root>

firepower# 

capture CAPI interface INSIDE trace match igmp any host 230.10.10.10

 
firepower# 

capture CAPO interface OUTSIDE match igmp any host 230.10.10.10 

 

 
ققحتلا

:VLC لثم قيبطت مادختسإ كنكمي ،IGMP ةيوضع ريرقت ضرفل



:IGMP مزح ليكوتب FTD لوكوتورب موقي

 
<#root>

firepower# 

show capture

 
capture CAPI type raw-data trace interface INSIDE 

[Capturing - 66 bytes] 

<-- IGMP packets captured on ingress 
match igmp any host 230.10.10.10 
capture CAPO type raw-data interface OUTSIDE 

[Capturing - 62 bytes] 



<-- IGMP packets captured on egress 
match igmp any host 230.10.10.10

 

:ردصملا IP رييغتب FTD موقي

 
<#root>

firepower# 

show capture CAPI

 
 
1 packet captured 
 
   1: 12:21:12.820483 802.1Q vlan#205 P6 

192.168.1.50

 > 230.10.10.10 ip-proto-2, length 8    <-- The source IP of the packet on ingress interface 
1 packet shown 
firepower# 

show capture CAPO

 
 
1 packet captured 
 
   1: 12:21:12.820743 

192.168.103.91

 > 230.10.10.10 ip-proto-2, length 8  <-- The source IP of the packet on egress interface 
1 packet shown

 

 لماكلاب اهؤاشنإ مت ةمزحلا نأ ىرت نأ كنكمي ،Wireshark يف PCAP نم ققحتلاب تمق اذإ
.(IP فيرعت تارييغت) ةيامحلا رادج ةطساوب

:FTD يف ةعومجم لاخدإ ءاشنإ متي

 
<#root>

firepower# 

show igmp group

IGMP Connected Group Membership 
Group Address    Interface            Uptime    Expires   Last Reporter 

230.10.10.10     INSIDE               00:15:22  00:03:28  192.168.1.50 

<-- IGMP group is enabled on the ingress interface 
239.255.255.250  INSIDE               00:15:27  00:03:29  192.168.1.50 

 



 
:مكحتلا ىوتسمل نيلاصتإ ءاشنإب FTD ةيامح رادج موقي

 
<#root>

firepower# 

show conn all address 230.10.10.10

 
9 in use, 28 most used 
Inspect Snort: 
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect 

IGMP INSIDE 192.168.1.50 NP Identity Ifc 230.10.10.10, idle 0:00:09, bytes 8, flags 

<-- Connection terminated on the ingress interface 

IGMP OUTSIDE 230.10.10.10 NP Identity Ifc 192.168.103.91, idle 0:00:09, bytes 8, flags 

<-- Connection terminated on the egress interface

 

:ىلوألا ةمزحلا عبتت

 
<#root>

firepower# 

show capture CAPI packet-number 1 trace 

 

6 packets captured 
 

1: 12:21:12.820483 802.1Q vlan#205 P6 192.168.1.50 > 230.10.10.10 ip-proto-2, length 8 

<-- The first packet of the flow 
Phase: 1 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Elapsed time: 5124 ns 
Config: 
Additional Information: 
MAC Access list 
 
Phase: 2 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Elapsed time: 5124 ns 
Config: 
Implicit Rule 
Additional Information: 
MAC Access list 
 
Phase: 3 
Type: ROUTE-LOOKUP 
Subtype: No ECMP load balancing 



Result: ALLOW 
Elapsed time: 7808 ns 
Config: 
Additional Information: 
Destination is locally connected. No ECMP load balancing. 
Found next-hop 192.168.1.50 using egress ifc INSIDE(vrfid:0) 
 
Phase: 4 
Type: CLUSTER-DROP-ON-SLAVE 
Subtype: cluster-drop-on-slave 
Result: ALLOW 
Elapsed time: 5368 ns 
Config: 
Additional Information: 
 
Phase: 5 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Elapsed time: 5368 ns 
Config: 
Implicit Rule 
Additional Information: 
 
Phase: 6 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Elapsed time: 5368 ns 
Config: 
Additional Information: 
 
Phase: 7 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Elapsed time: 5368 ns 
Config: 
Additional Information: 
 
Phase: 8 
Type: CLUSTER-REDIRECT 
Subtype: cluster-redirect 
Result: ALLOW 
Elapsed time: 40504 ns 
Config: 
Additional Information: 
 

Phase: 9

 

Type: MULTICAST 

<-- The packet is multicast 

Subtype:

 

Result: ALLOW

 



Elapsed time: 976 ns

 

Config:

 

Additional Information:

 
 

Phase: 10

 

Type: FLOW-CREATION 

<-- A new flow is created 

Subtype:

 

Result: ALLOW

 

Elapsed time: 17568 ns

 

Config:

 

Additional Information:

 

New flow created with id 5945, packet dispatched to next module

 
 

Phase: 11

 

Type: FLOW-CREATION 

<-- A second flow is created 

Subtype:

 

Result: ALLOW

 

Elapsed time: 39528 ns

 

Config:

 

Additional Information:



 

New flow created with id 5946, packet dispatched to next module

 
 
Phase: 12 
Type: NEXTHOP-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP 
Subtype: Lookup Nexthop on interface 
Result: ALLOW 
Elapsed time: 6344 ns 
Config: 
Additional Information: 
Found next-hop 230.10.10.10 using egress ifc OUTSIDE(vrfid:0) 
 
Phase: 13 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Elapsed time: 9760 ns 
Config: 
Additional Information: 
MAC Access list 
 
Result: 
input-interface: INSIDE(vrfid:0) 
input-status: up 
input-line-status: up 
output-interface: INSIDE(vrfid:0) 
output-status: up 
output-line-status: up 
Action: allow 
Time Taken: 154208 ns 

 

 
 
ةفورعم تالكشم

ةهجولا قطانم ىلع ددعتملا ثبلا رورم ةكرح ةيفصت

 رورم ةكرح قباطت يتلا لوصولا يف مكحتلا جهن ةدعاقل ةهجو نامأ ةقطنم ديدحت كنكمي ال
:ددعتملا ثبلا



:FMC مدختسم ليلد يف اضيأ قثوم اذهو

 IGMP ةهجاو دح زواجت دنع ةيامحلا رادج ةطساوب IGMP ريراقت ضفر متي

 ايلاح (ريراقت) ةطشن ةلصو 500 ددعل ىصقألا دحلا يضارتفا لكشب ةيامحلا رادج حيتي
 نم ةيفاضإلا ةدراولا IGMP ريراقت لهاجتي ةيامحلا رادج نإف ،دحلا اذه زواجت مت اذإ .ةهجاو ىلع
.ددعتملا ثبلا تالبقتسم

:show igmp interface name رمألا ليغشتب مق ،ةطشنلا طباورلاو IGMP دح نم ققحتلل

 
<#root>

asa# 

show igmp interface inside 

inside is up, line protocol is up 
  Internet address is 10.10.10.1/24 
  IGMP is enabled on interface 
  Current IGMP version is 2 
  IGMP query interval is 125 seconds 
  IGMP querier timeout is 255 seconds 
  IGMP max query response time is 10 seconds 
  Last member query response interval is 1 seconds 
  Inbound IGMP access group is:    

  IGMP limit is 500, currently active joins: 500 

  Cumulative IGMP activity: 0 joins, 0 leaves 
  IGMP querying router is 10.10.10.1 (this system)

 

:جارخإلا اذه IGMP debug igmp ءاطخأ حيحصت رمأ ضرعي

 
<#root>

asa# 



debug igmp

 
Apr 20 2023 09:37:10: %ASA-7-711001: IGMP: Group 230.1.2.3 limit denied on inside

 

  Cisco CSCvw60976 نم ءاطخألا حيحصت فرعم حالصإ عم جماربلا تارادصإ
.ةهجاو لكل ةعومجم 5000 ىلإ لصي ام نيوكتب نيمدختسملل حامسلا

x.x/8.232 نيوانعلا قاطنل IGMP ريراقت ةيامحلا رادج لهاجتي

 رادج معدي ال .(SSM) ردصملا ددحم ددعتملا ثبلا عم x.x.x/8.232 نيوانعلا قاطن مادختسإ متي
.ةلصلا يذ نيوكتلاو PIM ب صاخلا (SSM) ردصملا ددحم ددعتملا ثبلا ةفيظو ةيامحلا

 :جارخإلا اذه IGMP debug igmp ءاطخأ حيحصت رمأ ضرعي

 
<#root>

asa# 

debug igmp

 
Apr 20 2023 09:37:10: %ASA-7-711001: IGMP: Received v2 Report on inside from 10.10.10.11 for 232.179.89.253 
Apr 20 2023 09:37:10: %ASA-7-711001: IGMP: group_db: add new group 232.179.89.253 on inside 

Apr 20 2023 09:37:10: %ASA-7-711001: IGMP: Exclude report on inside ignored for SSM group 232.179.89.253

 

 Cisco CSCsr53916 نم ءاطخألا حيحصت فرعم

https://tools.cisco.com/bugsearch/bug/CSCvw60976
https://tools.cisco.com/bugsearch/bug/CSCsr53916


 
.SSM قاطن معدل نيسحتلا بقعت

ةلص تاذ تامولعم

•ةيرانلا ةقاطلا ديدهت نع عافدلل ددعتملا ثبلا هيجوت
•اهحالصإو ASA ددعتملا ثبلاو FirePOWER ديدهت نع عافدلا ءاطخأ فاشكتسأ

/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-multicast.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


