vl gble w9099 516 pze9ele
lIJloe,yuw (IGMP) 9 9esdodle oo 1Jewess
IJgluos uldsle g0 wosss FirePOWER

9luodlzol

lIJpeossle

L e 8506
lpcbodole | lwl_w,sé

Suod 03l IJpuwews luvluwsle IJod IJpogss 9dsdss oudss IUsdle jos wosss FirePOWER
(FTD) Jossedsd s peases Iloc oo (IGMP).

IJecbdole 1Jlul jusé
lJeobdolo

P96 w9zso IP 1wl wss.



lJpdouvlo Idpuweispd

op logble Uro(C_.Jgfolu |J_9|J)o WIS o3l IJpwews pu Ulao_)o 1J 092926 WS wSiS6 pgpdso gluoo.
u)lu apgse |JICOJO |Jpwua)p0 k9.5 o5l |.,J|.OL)AJuu) uqu_SgSu PPU"’SC (|k9u_)|u0g5) |)| !Jluu

Subu® pee9s 030 1Jpdlds lsuol eds wulet 12036 1dlele 1UeesJs (ASA).
ouwows Idpedsele 1Jglyo WO o3l ldpuwews IJs luesble Ido)lez 9ldedsule 1debss Ideldss:

« 1J>Vlg Jo> IJwosss Cisco Firepower 4125, 1Jl ool 7.1.0.
* oy blyé Firepower (FMC). IJlo>1, 7.1.0.
« ASA IJluosl) 9.19.1.

ped9ple Iuluss
lJoghsw

« Unicast = p0 puosW 9les 1Js puos 1E) (9l 1Us slzs).

 Broadcast = pu puos 9l2> [Js zese IJwssle IJpuos96 1dpzoeds (912> 1Js 1JIJ).

* oo ldpcer = pu puos pzeses pu lizess Idp o 98 Is pzeses pu lJizess
lUpuos s (3l [ds Jes) Is dos) [Us Jes)).

* AnyCast = pu puosS I 18)0 puosS Jpzeses (le> [Js sle> po £28).

* wpo Jolus RFC 988 JJuw IJpwess Vs glp 1986 g_,ngluubc's YOS 2SS UE

* Suwodde ldoe Idpwess J IPV4A IJu bl 224.0.0.0/4 (I9d 4 9gsle wo 1110) - 224.0.0.0 -
239.255.255.255.

o oldugves JIPVA sguees g09lo MAC oo L2 o)90999d IP Jdwe Idpegss po L3: 01005e
(24 9236 L) + 25520 L, slispel 0+ 23 9236 Lo iLé.J ew eusly IPVA Jdo o 1Jpewgss.

s suwoese Idoud Idpogss J IPVE IJu bl g FF00:/8 909 1UE) 05906 o0 IJue IJpwess J IPv4
o)l Jlpo spdo wuopsy wi9wsdsd IUlue,ue Juldbs IJlJodle (RP).

* Cldogwesd J IPVE: suwees guslo MAC e ldod Idpegss Jdpuwess 3: 3333 +32 Lo 1§
P 09l IPV6 JJuo Idpwgss.

c psilo ldoe Ipoess: 1JdBles ologs so lupdlue IUepd eds IJpuos,. Ible. ulb)l Jive
seowol 11291256 I8 109, Iy Ssuoluol.

* es9v oo IJpogss: uldd €5 29898 wo (Suvwws IJs UDP). g3p weuw Uzl e
IJouwdse ebe Idouwdund.

s Jlsopsepldos Ipoess eds IUloo,oe Igle Jive selbdo zese 1Uizoss 1Je9z956 B
IJeuwhy Jopdsue. suweese £16 guspl oo gpse 1Jizod wew uvdbs Ihss puie,Js.

c obosdlo Idoo IJpogss [Jouesszss: oo Ws389 3lEgJs 989> pIwple WVOE>Sy.

IJoo Ipoess pdlod 1o 1dizhbes IJpouusg

W Unicast pugusg vuwel popledl sugise 1Jpuos) buwe pogss po 08w 2ied IJus
IJlzhs (0uwes bod Idluad) sssumdel [Js puosd 9206 pogss. sepd IJow ldpoess eds



udd IUgwe 0 1Upuo s 1Upuos) [Us Iduveds: wsupl Os Idwe Uiehs Ideuuwst wuwe!
popledl sop 0uss IJ IJepd eds Idpuos9 1Jpuoo).

lJodssy
Il wsle IGMP

* IGMP o5 "ldJgd" IJos swpe IJoese wol wsu iao_jé lovoguld IJoo IJpogss 9zol; L3
IJpzds (€56 ol sJ9u eogol).

* IGMP o9 w,90999d pu IJb§6 3 (pd ICMP) ssuwegsp w999l IP ,9p 2.

* ould gldsl 3 Iuoshle IGMP. |Losly IGMP IJlW o)l os gds 2ol 1Jeelss o9 1Uluosl) 2. swpe
sep ldluoshsu 192 V@b ldsl.

¢ wsu IGMPV1 9 IGMPV2 1Jw 98 |55 wso os:

« Jl szwss IGMPVT gds ,uwlds Leave Group.

* Jlszess IGMPVT gds luwogdle gluo wldpzeses (sop luvaésleo wluwbs 2ol
Izelss epl seud oSO pze9gsd & pugsd).

» Jlszess IGMPVT gds ks gpdss gosh Jdluvegdle.

« Jlsop gldsl >gpe IGMPV3 eJs ASA/FTD. 9JJo Jpsze SYpu IJIZodl 1Upop wsu
IGMPV2 9 IGMPV3 Bs wopsu luvogdlp Eluo wldezeses 9ldpuos) s IGMPV3 1Jss
Swp luwogsleo Vs 1o IJpogss peas Idpuos) (SSM).

* lgwogdlple IGMPV1/IGMPV2/IGMPVY3 = 224.0.0.1
lzl6 IGMPv2 = 224.0.0.2
O9uS) Euo9so IGMPV3 =224.0.0.22

¢ BIDI Ipupss Ilousple: Bsadoo busld 5uslds cdns) 62856 IGMP &, Iasése
Wsol:

Eile Edit Miew Go Caplure Analyze Statistics Telephony Wireless Tools Help

dm® RE Qe EF & ]aaqir
Il .
.Iln. Tims Deka Source Destinstion Protocol SGT Wentification Langth  Info
7 5.118518 2.000000 192.168.1.58 224.8.9.2 IGMPy2 @xela? (423) 46 Leave Group 238.10.10.1@
8 5.127238 9.808712 192.168.1.58 239.10.10.18 IGMPY2 exelag (424) -lé_[HEmlJership Report group 230.10.10.10
9 5.593822 08.465792 192.168.1.58 236.18.10.18 IGMPv2 ax@1ad (425) 46 Membership Report group 230.10.10.18
114 74.756894 69.163872 192.168.1.24 224.8.0.1 IGMPv2 ex7288 (29312) 6@ Membership Query, general
118 77.093155 2.336261 192.168.1.58 239.255.255.250 IGMPVZ ax@led (489) 46 Membership Report group 239.255.255.250
120 79.593298 2.5808143 192.168.1.5%8 224.8.09.352 IGMPv2 @xeleb (491) 46 Membership Report group 224.8.8.252
122 81.093367 1.508069 192.168.1.58 2308.10.10.19 IGMPY2 ax@lec (492) 46 Membership Report group 238.10.19.10
152 183,158111 22.956744 192,168.1.24 224.8.8.1 IGMPY2 @x1cst (7263) 6@ Membership Query, general
153 183.593643 9.443532 192.168.1.5@ 224.8.9.252 IGMPY2 exe2e6 (518) 46 Membership Report group 224.8.0.252
154 184.593737 1.208694 192.168.1.58 239.255.255.250 IGMPVZ Bxe208 (528) 46 Membership Report group 239.255.255.25@
161 187.686998 2.@93261 192.168.1.58 224.9.9.2 IGMPY2 exezab (523) 46 Leave Group 238.10.18.18
162 107 .687972 0.088974 192.168.1.24 230.10.10.10 IGMPYV2 exsbad (39837) 68 Membership Query, specific for group 230.10.18.10
163 187.695137 @.007165 192.168.1.58 230.10.10.19 IGMPY2 Bxe2ec (524) 46 Membership Report group 230.18.10.10
164 188.@93934 @.398797 192.168.1.58 238.10.10.19 IGMPY2 axezee (526) 46 Membership Report group 230.10.10.18

* pu9z0s Ul ol IJgelss s9> wetlu pu luwogdlple IGMP: |uuogdlple glpsd
Sluwoedlple gluos wldezeses

s ewpl suvoded e 1Jgplss ,uwldé IGMP Leave Group: szo IJwzdd ppel B3I Jly ouldd
leuole 190 B 030 1pzeoes eds IJuvwds IJS,es6. Jos! Iuwowr Sruwd 22l 1zelss
luvogdlel gluol Cldpzeses:



Eile Edit Miew Go (Capture Analyze Statistics Telephony

Wireless Tools Help

Am:® RE QuwEFs = aaql
[ igenp
.Ih. Tima Dailta Source
7 5.118518 ©.000000 192.168.1.50
8 5.127238 9.998712 192.168.1.58
9 5.593822 8.465792 192,168.1.50
114 74.756894 69.163872 192.168.1.24
118 77.893155 2.336261 192.168.1.50
128 79.503208 2.508143 192.168.1.50
122 81.893367 1.500869 192.168.1.50
152 183.158111 22.856744 192.168.1.24
153 103.593643 @.443532 192.168.1.50
154 184.593737 1.000094 192,168.1.50
161 107 .686998 3.803261 192.168.1.58
162 187.687972 0.060974 192.168.1.24
163 187.695137 ©.007165 192.168.1.50
164 108.993934 @.398797 192.168.1.50

Destination Presocol
224.9.0.2 IGMPw2
238.19.108.10 IGMPW2
238.19.10.18 IGMPw2
224.9.98.1 IGMPYV2
239,255,255.2508 IGMPv2
224.9.0.252 IGMPv2
238.19.18.18 IGMPV2
224.8.8.1 IGMPv2
224.9.98.252 IGMPWV2
239,255,255.25@ IGMPw2
224.9.0.2 IGMPW2
238.18.10.108 IGMPv2
238.18.18.18 IGMPV2
238.18.18.10 IGMPV2

SGT

identification
oxbla? (423)
Bx@lag (424)
oxdlad (425)
ox7288 (29312)
fxdled (489)
oxoleb (491)
exelec (492)
oxlcsf (7263)
ox@286 (518)
0x0208 (520)
exe2eb (523)
exobad (39837)
oxerec (524)
oxazee (526)

Length  Info
A6 Leave Group 238.18.16.18
46 Membership Report group 236.10.10.18
46 Membership Report group 239.19.19.10
6@ Membership Query, general
46 Membership Report group 239,255,255,250
46 Membership Report group 224.9.8.252
46 Membership Report group 238.10.10.18
60 Membership Query, general
46 Membership Report group 224.@.
46 Membership Report group 239.2
46 Leayve Groun 230.16.16.18

Moo

.252
.255, 250

LA

60|Hemher‘5hip Query, specific for group 238.10.16.1@

46 Membership Report group 239.10.10.18
46 Membership Report group 236.10.10.1@

c eds Iduvedle 1JW,ess IJos 892> wol Idesss pu ldpeszelelzalu 1Uzplss swp lgosh

puwoede (ol Syuwd zese luwoedlele IGMP):

<tfroot>

firepower#

show i gnp interface | NSIDE

INSIDE is up, line protocol is up

Internet address is 192.168.1.97/24
ICGMP 1is enabled on interface
Current IGMP version is 2
ICGMP query interval is 125 seconds
ICGMP querier timeout is 60 seconds
IGMP max query response time is 10 seconds

Last member query response interval is 1 seconds

Inbound IGMP access group is:

IGMP 1imit is 500, currently active joins: 2
Cumulative IGMP activity: 21 joins, 20 Tleaves

| GW querying router is 192.168.1.97 (this systen

<-- IGMP querier

*+ Ws FTD: gds &) ASA 1o ddsrs: Spdud wpdsy debug igmp Jg)uo 1yuwlisd
lJeced 96 w IGMP:

<#root>

firepower#

debug i gnp

IGMP debugging is on

ICMP: Received v2 Query on DMZ from 192.168.6.1

| GWP: Received v2 Report on INSIDE from 192.168.1.50 for 239.255. 255. 250

<-- Received an IGMP packet
IGMP: group_db: add new group 239.255.255.250 on INSIDE

IGMP: MRIB updated (*,239.255.255.250)

Success

IGMP: Switching to EXCLUDE mode for 239.255.255.250 on INSIDE

ICGMP: Updating EXCLUDE group timer for 239.255.255.250



ICGMP: Received v2 Report on INSIDE from 192.168.1.50 for 230.10.10.10
IGMP: group_db: add new group 230.10.10.10 on INSIDE

IGMP: MRIB updated (*,230.10.10.10) : Success

IGMP: Switching to EXCLUDE mode for 230.10.10.10 on INSIDE

IGMP: Updating EXCLUDE group timer for 230.10.10.10

ICMP: Send v2 general Query on INSIDE

ICMP: Received v2 Query on INSIDE from 192.168.1.97

IGMP: Send v2 general Query on OUTSIDE

ICMP: Received v2 Query on OUTSIDE from 192.168.103.91

ICMP: Received v2 Report on INSIDE from 192.168.1.50 for 239.255.255.250
IGMP: Updating EXCLUDE group timer for 239.255.255.250

ICGMP: Received v2 Report on INSIDE from 192.168.1.50 for 230.10.10.10
IGMP: Updating EXCLUDE group timer for 230.10.10.10

s soyd ldpuosed gbo pgpeoed Idoo IJpoess pg Huwlds oy pgpeses (IGMPV2).

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AdAmZ® HE Qes=EgF & _||EQaaai

| W [igmp.type == 0x17

Ne. Time Delta Source Destination Pratocal Identification Length _Infa.
i 715.118518 ©.000000 192.168.1.50  224.0.0.2 IGMPV2 exela7 (423) 46 Leave Group 23e.1a.1e.1j
161 107.686998 102.568480 192.168.1.58  224.0.0.2 IGMPv2  @xe2eb (523) 46 Leave Group 230.10.18.1

LJporoé 1- E)dé ©J9) lJoo |~.J(°CJE_-)-) JPg}UQSkS UOEdP

FTD

192.168.103.x/24

91 FC00:103::/64 50
E1/4 G1/4
OUTSIDE OUTSIDE

QOSPF area 0

oJ9sy OSPFV2 9 OSPFV3 Lo FTD 9 ASA. w289 pu Js9ss peldzs IJzolise J L2 92,96
o9 Idoe 1Jpoess JL3 1Jos wp lugulgol w9l uwlbs OSPF.

lJzJ

odysy OSPFv2



Firewall Management Center

Overview Analysis Policies Objects Integration
Cisco Firepower 4125 Threat Defanse
Device Routing nierfaces Inling Sets DHCP
O5FF Role:
Intemal Router i Enter Descriplion hara Advanced
Process 2 o
Area Redistribution Interfrea Filber Rule Summary Address Interface
—
OSPF Process Arca Il Arca Type Hetworks Options
0 normal net_192.168.1030 | false
Device Routing Interfaces Inline Sets DHCP
o M Process 1 1D
Manage Virtual Routers =
OSPF Role:
Internal Router v Enter Description here Ad @
Process 2 1D:
Area Redistribution InterAresa Filter Rule Summary Address Interface
—
Interface Authontication Point-to-Point Cost
OUTSIDE Mo false 10

Authentication

e

Priarity

1

MTU Ignare

false

Range

Virtwal-Link

Database Filter

false

Jodsse eds 9lzos uulo, Iigle, (CLI) J FTD:

<tfroot>

router ospf 1

network 192.168.103. 0 255. 255.255.0 area 0O

Tog-adj-changes
|

ipvé router ospf 1

no graceful-restart helper

Tog-adjacency-changes
|

interface Ethernetl/4
nameif OUTSIDE
security-level 0

ip address 192.168.103.91 255.255.255.0
ipv6 address fc00:103::91/64

ospf authentication null

ipve ospf 1 area O

+ Add

Naighbor

P

sd9p IJodssu wlugile 030 IUbglle B 2olad Iuvele Jpush Ulelo 1w se (ASP) J FTD



cos Jlsop e 296 o9, 1dod IUpogss Jdpsed:

<#root>
firepower#

show asp table classify donain permt

in 1d=0x14f922db85f0, priority=13,

domai n=pernit, deny=fal se

<-- permit the packets
hits=1, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=89
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=224.0.0.5, mask=255.255. 255. 255,

port=0, tag=any, dscp=0x0, nsg_id=none <-- OSPF for IPv4

i nput _i f c=OUTSI DE

(vrfid:0), output_ifc=identity(vrfid:0) <-- ingress interface
in id=0x14f922db9350, priority=13,

domai n=pernit, deny=fal se

<-- permit the packets
hits=0, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=89
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=224.0.0.6, mask=255.255. 255. 255

, port=0, tag=any, dscp=0x0, nsg_id=none <-- OSPF for IPv4

i nput _i f c=OUTSI DE

(vrfid:0), output_ifc=identity(vrfid:0) <-- 1ingress interface

cldouwed Jdluosh Idusbuw pu wi9esdsd lUlue,ue (IP):

<tfroot>

in id=0x14f923fb16f0, priority=13,
domai n=pernit, deny=fal se

<-- permit the packets
hits=1, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=89
src ip/id=::/0, port=0, tag=any

dst ip/id=ff02::5/128

, port=0, tag=any, , nsg_id=none <-- OSPF for IPv6



i nput _i f c=QUTSI DE

(vrfid:0), output_ifc=identity(vrfid:0) <-- ingress interface
in 1d=0x14f66e9d4780, priority=13,

domai n=pernit, deny=fal se

<-- permit the packets
hits=0, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=89
src ip/id=::/0, port=0, tag=any

dst ip/id=ff02::6/128

, port=0, tag=any, , nsg_id=none <-- OSPF for IPv6

i nput _i f c=QUTSI DE

(vrfid:0), output_ifc=identity(vrfid:0) <-- ingress interface

ooy gpdsle welyy OSPFV2 9 OSPFV3 96> IJovgsd:

<#root>
firepower#

show ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
192.168.103.50 1

FULL/ BDR
0:00:35 192.168.103.50 OUTSIDE  <-- OSPF neighbor 1is up

firepower#

show i pv6 ospf nei ghbor

Neighbor ID Pri State Dead Time Interface ID Interface
192.168.103.50 1

FULL/ BDR

0:00:34 3267035482 OUTSIDE <-- OSPF neighbor 1is up

030 0s gduwle gpd OSPF JJdww Idpogss IJos wpe luolyel |Us 1Jpeywe:

<#root>
firepower#

show conn all | include OSPF



OSPF OUTSIDE fe80::2be:75ff:fef6:1d8e NP Identity Ifc ff02::5, idle 0:00:09, bytes 5924, flags
OSPF OUTSIDE 192.168.103.50 NP Identity Ifc 224.0.0.5, idle 0:00:03, bytes 8904, flags
OSPF OUTSIDE ff02::5 NP Identity Ifc fe80::f6db:e6ff:fe33:442e, idle 0:00:01, bytes 6304, flags
OSPF OUTSIDE 224.0.0.5 NP Identity Ifc 192.168.103.91, idle 0:00:00, bytes 25220, flags

ool Gp wopdss ol J IPV4 9oz IUleuoldle oldzols:

<#root>
firepower#

capture CAP interface OUTSIDE trace

firepower#

cl ear conn al

12 connection(s) deleted.
firepower#

cl ear capture CAP

firepower# !

A O3Syl Suwww o3l lu@ble! sepe 8500 IJpald Jig)loo 1Je 00 IJossoses B@b!

250 OSPF |JpJedloé:

<#root>
firepower# show capture CAP | include proto-89

1: 12:25:33.142189 192.168.103.50 > 224.0.0.5 ip-proto-89, length 60

2: 12:25:33.702691 192.168.103.91 > 224.0.0.5 ip-proto-89, length 60

7: 12:25:36.317000 192.168.206.100 > 224.0.0.5 ip-proto-89, length 56

8: 12:25:36.952587 fe80::2be:75ff:fef6:1d8e > ff02::5 ip-proto-89 40 [flowlabel Oxe] [hTim 1]
12: 12:25:41.282608 fe80::f6db:e6ff:fe33:442e > ff02::5 ip-proto-89 40 [flowlabel Oxe] [hTim 1]

Ospl sJs Js9s6 pelded 2jpod Idwe IJpegss OSPFV2 Lyl yubs 2ol IJzpelss:

<#root>
firepower#
show capture CAP packet-nunber 1 trace

115 packets captured

1: 12:25:33.142189 192.168.103.50 > 224.0.0.5 ip-proto-89, length 60



<-- The first packet of the flow
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 6344 ns

Config:

Additional Information:

MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 6344 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

ETapsed time: 10736 ns

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.

Found next-hop 192.168.103.50 using egress ifc OUTSIDE(vrfid:0)

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 5205 ns
Config:

Implicit Rule
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 5205 ns
Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 5205 ns
Config:

Additional Information:

Phase: 7

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
ResuTlt: ALLOW

ETapsed time: 29280 ns
Config:

Additional Information:



Phase: 8

Type: MULTICAST
Subtype:

Result: ALLOW

ETapsed time: 976 ns
Config:

Additional Information:

Phase: 9

Type: OSPF
<-- The OSPF process

Subt ype: ospf

Result: ALLOW

El apsed tine: 488 ns

Config:

Addi tional |nformation:

Phase: 10

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 13176 ns

Config:

Additional Information:

New flow created with id 620, packet dispatched to next module

Result:

input-interface: OUTSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: OUTSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 82959 ns

030 05 lJlb,s96 lJus swpe wol pglded 2ipd IJoe IJpwgss OSPFV3 Lyluubsé gol) 1 elsé:

<ffroot>



firepower#

show capture CAP packet-nunber 8 trace

274 packets captured

8: 12:25:36.952587 fe80::2be: 75ff:fef6:1d8e > ff02::5 ip-proto-89 40 [fl owl abel Oxe] [hlim 1]

<-- The first packet of the flow
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 7564 ns

Config:

Additional Information:

MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 7564 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

ETapsed time: 8296 ns

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.
Found next-hop ff02::5 using egress ifc identity(vrfid:0)

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 8784 ns
Config:

Implicit Rule
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 8784 ns
Config:

Additional Information:

Phase: 6

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

ETapsed time: 27816 ns
Config:



Additional Information:

Phase: 7

Type: OSPF
<-- The OSPF process

Subt ype: ospf

Resul t: ALLOW

El apsed tine: 976 ns
Config:

Addi tional |nformation:

Phase: 8

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

ETapsed time: 13664 ns

Config:

Additional Information:

New flow created with id 624, packet dispatched to next module

Result:

input-interface: OUTSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: NP Identity Ifc
Action: allow

Time Taken: 83448 ns

IJp0p6 2 - od9su Idue 1Jpwess Idiuslgus

|.Jroabb

Multicast Source
Host-B (server)
230.10.10.10

Multicast Receiver

a (client)
Host:A 192.168.1.x/24

] _ 24 91 168.103. .60
50 i 192.168.103.x/24
Po1.205 E1/4
INSIDE QUTSIDE




lJpobdole

IJoe IJpogss eds IP 230.10.10.10

lJzJ

Sp woddsu wab Izelsd vese sop 298 2J6 p)9) Idoe Idpogss pu IUEhe lJs gpsd

U 9206 w2l IJzplss: Vlu Idedysy 1JIbos 09 wpdsy wogso IJud ldpwgss ouudd gle.

903l spdy Vs 1JgJI9s6 IGMP 9 PIM gJs zpse Slzole gal) 1Uzelss.

O 9lzos puwegse FMC:

Firewa lll M?f?_age[jnem Center Overview Analysis Policies Devices Objects Integration
Cisco Firepower 4125 Threat Defense
Device Routing Interfaces Inline Sets DHCP

| Enable Multicast Routing (Enabling Multicast Routing checkbox will enable both IGMP and FIM on all Interfaces.)

Manage Virtual Routers

Protocol Neighbor Filter Bidirectional Meighbor Filter Rendezvous Points Route Tree Request Filter Bootstrap Router
Global v
Virtual Router Properties
ECMP Interface PIM Enabled DR Priority Hello Interval

OSPF
OSPFv3
EIGRP
RIP

Policy Based Routing

~ Multicast Routing
IGMP
PIM

eJs 9lzos Lulo, I9le, (CLI) 231 1Jzpelss 03l 09 e dssy IJss wp sBgo:

<#root>

firepower#

show run nulticast-routing
mul ticast-routing

<-- Multicast routing is enabled

lJoz 8l pu IGMP

<#root>
firepower#

show i gnp interface

Deploy



diagnostic is up, line protocol 1is up
Internet address is 0.0.0.0/0
IGMP 1is disabled on interface

INSIDE is up, line protocol is up

<-- The interface is UP
Internet address is 192.168.1.24/24

IGW is enabled on interface
<-- ICMP 1is enabled on the interface

Current IGW version is 2

<-- IGMP version
ICGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:
IGMP 1imit is 500, currently active joins: 1
Cumulative IGMP activity: 4 joins, 3 Tleaves
ICGMP querying router is 192.168.1.24 (this system)

QUTSIDE is up, line protocol is up

<-- The interface is UP
Internet address is 192.168.103.91/24

IGW is enabled on interface
<-- ICMP 1is enabled on the interface

Current IGW version is 2

<-- IGMP version
ICGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:
IGMP 1imit is 500, currently active joins: 1
Cumulative IGMP activity: 1 joins, O Teaves
ICGMP querying router is 192.168.103.91 (this system)

<#root>
firepower#

show i gnp group

IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
239.255.255.250 INSIDE 00:09:05 00:03:19 192.168.1.50
239.255.255.250 OUTSIDE 00:06:01 00:02:33 192.168.103.60

<#root>



firepower#
show ignp traffic

ICGMP Traffic Counters
ETapsed time since counters cleared: 03:40:48 Received Sent

Received Sent
Valid IGMP Packets 21 207
Queries 0 207
Reports 15 0 <-- IGMP Reports received and sent
Leaves 6 0
Mtrace packets 0 0
DVMRP packets 0 0
PIM packets 0 0
Errors:
Malformed Packets 0
Martian source 0
Bad Checksums 0
Jozdd eo PIM
<#root>
firepower#
show piminterface
Address Interface PIM Nbr Hello DR DR

Count Intvl Prior

0.0.0.0 diagnostic off 0 30 1 not elected
192.168.1.24 INSIDE on O 30 1 this system
192.168.103.91  OUTSIDE on O 30 1 this system

IUc2dd oo MFIB

<#root>
firepower#

show nfib

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present



Interface Counts: FS Pkt Count/PS Pkt Count

(%,224.0.1.39) Flags: S K

Forwar di ng: 0/0/0/0

, Other: 0/0/0 <-- The Forwarding counters are: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per seco
(%,224.0.1.40) Flags: S K
Forwarding: 0/0/0/0,

O her: 8/8/0

<-- The Other counters are: Total/RPF failed/Other drops
(%,232.0.0.0/8) Flags: K
Forwarding: 0/0/0/0, Other: 0/0/0

298 po9) oo Idpwess po gdld 2ol IUgelss

WO odo IJeldsd IJ VLC gwlisb puivgd lwogpdo cbosy Julbd multicast 9590 o Sevw)
multicast g,Jé p,9,:

Multicast Receiver FlE Multicast Source
H1 (client) H2 (server)
I 192.168.1.x/24 == 230.10.10.10
.50

192.168.103.x/24 60

od9su ghbp lJow IJpwgss VLC:
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] Ee | Spse | %" petwork | B capture pevies

Fie Salection 1
Wou can select local files with the following kst and buttons.
CAUsers\ Public\Videos\Sample Videos\Wildlife.wrmv 2
-\_-\.-E--m_'
T Uss & subtitls file
| Browse... |
] Show more opions 3

|._Eh|z E_.EE._J

Vs Idublyvoe IJoldss: g Idoelds Wb,

2 Jouuwsd:




mwmn-mmmma-mummm that the format is compabble with the

[7] Casplay hocally

esuw |J multicast IP 9ps0le:

Select destnations o stream o

& Rers B |

This mcdule outputs the ranscoded stream to a netveork vis TR

[ max et J[( e ]




=) ) (%) =]

| sesk ||

Next || Cancel

opdsu lJo@lb LINA gJs 2ol) gplss FTD:

<{froot>

firepower#

capture INSIDE interface INSIDE natch ip host 192.168.103. 60 host 230.10.10. 10

firepower#

capture QUTSIDE interface OUTSIDE trace natch ip host 192.168.103. 60 host 230.10.10. 10

22> 1J>e 8 Jdzols Jwse 99 Idwe IJpogss:




pJu tsh "dodib IJedSs” vese sop buwld 1088 wlgwepl:



& Wildlife in HD - VLC media player = | =[5
Media Playback Audio Video Subtitle Tools View Help

HT S . 00:30

IO EREIMRE = S

- )

IJozdd (uvsobsy ey cubésdys)
903l 1duwsulisy sdsd eds uvsubsy €s) gpds. 1Josd o9 [eule wdad b IUzelss.

Sewed 2ol 2o 1dzelss eds w388 Idoe 1dpoess 9ddue Jl sd9e wlghs wozsoo:

<#root>
firepower#

show capture

capture INSIDE type raw-data interface INSIDE
[Capturing - O bytes]

<-- No packets sent or received
match ip host 192.168.103.60 host 230.10.10.10
capture OUTSIDE type raw-data trace interface OUTSIDE

[Buffer Full - 524030 bytes]

<-- The buffer is full
match ip host 192.168.103.60 host 230.10.10.10



Ibol, £ pdsle luudlb ASP Jzsl, Iz plsé Lina:

<#root>
firepower#

cl ear asp drop
firepower#

show asp drop

Frame drop:

Punt rate limt exceeded (punt-rate-limt) 232

<-- The multicast packets were dropped
Flow is denied by configured rule (acl-drop) 2
FP L2 rule drop (12_acl) 2

Last clearing: 18:38:42 UTC Oct 12 2018 by enable_15
Flow drop:

Last clearing: 08:45:41 UTC May 17 2022 by enable_15

Jooog 2ies ould 2les [Us 1Jedlb 1z506 1Jisds po w388 Idod [Jeogss. Jodl IJuvow @p
e Idosvidle IJzldss:

<#root>
firepower#

cl ear capture QUTSI DE

firepower#

clear conn all addr 230.10.10.10

2 connection(s) deleted.

firepower#

show capture QUTSI DE

379 packets captured

: 08:49:04.537875 192.168.103.60.54100
: 08:49:04.537936 192.168.103.60.54099
08:49:04.538027 192.168.103.60.54099
08:49:04.538058 192.168.103.60.54099
: 08:49:04.538058 192.168.103.60.54099
: 08:49:04.538073 192.168.103.60.54099

230.10.10.10.5005: udp 64

230.10.10.10.5004: udp 1328
230.10.10.10.5004: udp 1328
230.10.10.10.5004: udp 1328
230.10.10.10.5004: udp 1328
230.10.10.10.5004: udp 1328

S Vv A WN
vV V VYV VYV



SYuvd sl "ldovslosd" euslo MAC JJdwo IJpegss:

<#root>
firepower#

show capture OUTSI DE det ai |

379 packets captured

1: 08:49:04.537875 0050.569d.344a

0100. 5e0a. Oala

0x0800 Length: 106
192.168.103.60.54100 > 230.10.10.10.5005: [udp sum ok] udp 64 (ttl 100, id 19759)
2: 08:49:04.537936 0050.569d.344a

0100. 5e0a. Oala

0x0800 Length: 1370

192.168.103.60.54099 > 230.10.10.10.5004: [udp sum ok] udp 1328 (ttl 100, id 19760)
3: 08:49:04.538027 0050.569d.344a 0100.5e0a.0a0a 0x0800 Length: 1370
192.168.103.60.54099 > 230.10.10.10.5004: [udp sum ok] udp 1328 (ttl 100, id 19761)

sboy coog 1Jzies 128886 16 1Jzies puvese wol 9JIu 03l Jsuw ol szae 23l:

<#root>
firepower#

show capture QUTSI DE packet-nunber 1 trace

379 packets captured

1: 08:49:04.537875 192.168.103.60.54100 > 230.10.10.10.5005: udp 64
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 11712 ns

Config:

Additional Information:

MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 11712 ns
Config:

Implicit Rule



Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

ETapsed time: 7808 ns

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.

Found next-hop 192.168.103.60 using egress ifc OUTSIDE(vrfid:0)

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

ETapsed time: 5246 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434432

access-1list CSM_FW_ACL_ remark rule-id 268434432: ACCESS POLICY: mzafeiro_empty - Default
access-1list CSM_FW_ACL_ remark rule-id 268434432: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5

Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

ETapsed time: 5246 ns

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 5246 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 5246 ns
Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

ETapsed time: 31232 ns
Config:



Additional Information:

Phase: 9

Type: MILTI CAST

<-- multicast process
Subtype:

ResuTlt: ALLOW

ETapsed time: 976 ns
Config:

Additional Information:

Phase: 10

Type: FLOW CREATI ON

<-- the packet belongs to a new flow

Subtype:

Result: ALLOW

ETapsed time: 20496 ns

Config:

Additional Information:

New flow created with id 3705, packet dispatched to next module

Result:

input-interface: OUTSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: OUTSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

<-- The packet is allowed
Time Taken: 104920 ns

lpweobl [Js esble Idpusly 9 miibe se e luwdls 1Jz5e Jio Glses 1Uslzos [uolsys (OIL) Blygs:

<#root>
firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168. 103. 60, 230.10.10.10), 00:01:33/00:01:56, flags: SPF



I ncomi ng interface: OUTSIDE

RPF nbr: 192.168.103.60
Qutgoing interface list: Null

<-- The OIL 1is empty!

(*, 239.255.255.250), 00:01:50/never, RP 0.0.0.0, flags: SCJ]
Incoming interface: Null

RPF nbr: 0.0.0.0

Immediate Outgoing interface list:

INSIDE, Forward, 00:01:50/never

wbo, g3ble MFIB zldle Wysd RPF gldos W o0do 1Jzlds Jsuve el seae 2l

<#root>
firepower#
show nfib 230.10. 10. 10

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive

firepower# show mfib 230.10.10.10

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,

AR - Activity Required, K - Keepalive

Forwar di ng Counts: Pkt Count/Pkts per second/ Avg Pkt Size/Kbits per second
<-- Multicast forwarding counters

O her counts: Total /RPF failed

/0ther drops <-- Multicast drop counters

Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present

Interface Counts: FS Pkt Count/PS Pkt Count

(192.168.103.60,230.10.10.10) Flags: K

Forwar di ng: 0/0/0/0

O her: 650/ 650

/0 <-- Allowed and dropped multicast packets

2lJle Wuud RPF ppeleds B 1)lz 'show mfib count':

<{froot>

firepower#



show nfib count

IP Multicast Statistics

8 routes, 4 groups, 0.25 average sources per group

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts:

Total / RPF failed

/0ther drops(OIF-null, rate-Timit etc)
Group: 224.0.1.39
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 224.0.1.40
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0

G oup: 230.10.10.10

Source: 192.168.103.60,
Forwarding: 0/0/0/0,

Gt her: 1115/1115

/0  <-- Allowed and dropped multicast packets
Tot. shown: Source count: 1, pkt count: O
Group: 232.0.0.0/8
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 239.255.255.250
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0

oJdsu rou.uoé-__;.J VLC Jdwo Urooab)i



o5 VLC meda player

Playback Audic Video Subtitle Tools View Help

»| OQpenFile.. Ctrl+0Q
#| Open Multiple Files... Ctrl+Shift+ 0
[k Open Folder.. Ctrl+F
Open Disc... Ctrl+D
22 Open Network Stream... Ctrl+N
= Open Capture Device... Ctrl+C
Open Location from chipboard Ctrl+V
Qpen Recent Media k
save Playlist to File... Ctri+Y
Convert / Save... Ctri+R
(=1} B Stream... Ctrl+5

Quit at the end of playlist
B Quit Ctrl+Q

2 P puos) Idow Idpogss 9235 wubgsd:



ah VLC medes player = | = e

o Open Meda

v| Fie Dise & Network

e g P orhosond
Plaase enter & mebwork LFL:
rp: @230, 10. 10, 10: 5004

| stream ) Cange
Enqueus Alt+E

2 5t At 1
B | ooe[m[o0e] (1) (1] [2e o |
| Comvert  Atep [

B IJuoelss 1Jedds6: wpprs wpasd wubgsd sedu ldpuossd eu luveeshoe JJluuople [Js
p2e9€d IJoe Idpogss 1Upers6 9sruwd Huwldé ©@ys) IGMP:

FTD
l 192.168.1.%/24 H2
- 192.168.103.x/24 230.10.10.10
=0 f———=\ 24 i 60 E
: A Pol.205 E1/4
INSIDE OUTSIDE o

—=IGMP Report
(I want to join 230.10.10.10)

Il po wopdsy wuopse lgble. Bspdud 1956 Huwlisd wd)s, IGMP:
<#troot>

firepower#

debug ignmp group 230.10. 10. 10



| GW: Received v2 Report on INSIDE from 192.168.1.50 for 230.10.10. 10

<-- IGMPv2 Report received

ICGMP: group_db: add new group 230.10.10.10 on INSIDE

ICMP: MRIB updated (*,230.10.10.10) : Success

ICGMP: Switching to EXCLUDE mode for 230.10.10.10 on INSIDE
ICMP: Updating EXCLUDE group timer for 230.10.10.10

g,_s.__,)i lJ>e9.8:

- EEIBINIRIGA004 | NL mada player
cou Pl do  Wideo Subttie Toch Vew Hdp

[ H] [SiRE T
[ID oo @] ) (5= (][] g

IJezdd (Iduvsobsy IJeuvgsds)

<#root>
firepower#

show capture

capture INSIDE type raw-data interface INSIDE

[Buf fer Full - 524156 byt es]

<-- Multicast packets on the egress interface
match ip host 192.168.103.60 host 230.10.10.10
capture OUTSIDE type raw-data trace interface OUTSIDE

[Buffer Full - 524030 bytes]

<-- Multicast packets on the ingress interface
match ip host 192.168.103.60 host 230.10.10.10



e29d puwb 2oL Ieelse:

<#root>
firepower#

show nrout e

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.10.10.10), 00:00:34/never, RP 0.0.0.0, flags: SCJ
Incoming interface: Null
RPF nbr: 0.0.0.0

Immediate Outgoing interface Tist:
INSIDE, Forward, 00:00:34/never

(192. 168. 103. 60, 230.10.10.10), 00:01:49/00:03:29, flags: SFIT

I ncomi ng interface: OUTSIDE

RPF nbr: 192.168. 103. 60

Inherited Qutgoing interface list:

I NSI DE, Forward, 00:00: 34/ never

<-- The OIL shows an interface

<#root>
firepower#

show nfib 230.10.10. 10

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive

Forwar di ng Counts: Pkt Count/Pkts per second/ Avg Pkt Size/Kbits per second

Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling



IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

(*,230.10.10.10) Flags: C K
Forwarding: 0/0/0/0, Other: 0/0/0
INSIDE Flags: F NS

Pkts: 0/0

(192. 168. 103. 60, 230. 10. 10. 10) Fl ags: K

Forwar di ng: 6373/ 0/ 1354/ 0,
Other: 548/548/0 <-- There are multicast packets forwarded

QUTSI DE Fl ags: A

INSI DE Fl ags: F NS

Pkts: 6373/6

e>ble mfib:

<#root>
firepower#

show nfi b count

IP Multicast Statistics
10 routes, 5 groups, 0.40 average sources per group

Forwar di ng Counts: Pkt Count/Pkts per second/ Avg Pkt Size/Kilobits per second

Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Group: 224.0.1.39
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 224.0.1.40
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0

G oup: 230.10.10.10

RP-tree:

Forwar di ng: 0/0/0/0, OGher: 0/0/0

Source: 192.168. 103. 60,



Forwar di ng: 7763/ 0/ 1354/ 0,

Other: 548/548/0 <-- There are multicast packets forwarded
Tot. shown: Source count: 1, pkt count: 0

Group: 232.0.0.0/8
RP-tree:

Forwarding: 0/0/0/0, Other: 0/0/0

Group: 239.255.255.250
RP-tree:

Forwarding: 0/0/0/0, Other: 0/0/0

Source: 192.168.1.50,

Forwarding: 7/0/500/0, Other: 0/0/0
Tot. shown: Source count: 1, pkt count: O

lowobdle wy90999d 1o pzpesele IUlve,uw (IGMP)

o Juwobdlg IGMP os 1Jsé ouwegse eds Idpzadle Jpug e Idod 1dpegss.

* Slde 1Jeesd wdbs IGMP Jogass pdlo Iizejs 1Jp osds (12036 Iluwe $uld)

|Je92926.

* SlGw IJpead luwoedlple IGMP Jogsss pdlo 9295 Idpszolelzaslo Idzelss (Ideyuvdsuy).
. ;__so,o:o,odk__sg lJolbwd eds wy9w999d IGMP L vdd [ u)lios geds pebpe pz9dle Cisco.
lze bde IJezasd slo lduads JJdzuesd eds 058 pu ldovdlosd. oul IJgsus luwlz pu

L3 pl36 29156 pble:

<{froot>

switch#

show i p i gnp snooping statistics

Current number of Statistics entries

Configured Statistics
Configured Statistics
Configured Statistics
Configured Statistics

Snooping statistics for
#channels: 3
#hosts : 5

ource/Group
0.0/230.10.10.10
0.0/230.10.10.10
0.0/230.10.10.10
0.0/239.255.255.250
0.0/239.255.255.250
0.0/239.255.255.250
0

u
0
0
0.
0.
0
0
0.0.0/224.0.1.40

S
0
0
0.
0.
0
0
0

Snooping statistics for
#channels: 4
#hosts : 3

database
database
database
database

V1an204

V1an206

Timit
thres
Timit
thres

: 15
: 32000

hold:

: Not exceeded
Not exceeded

hold:

Interface

V1204:
V1204:
V1204:
V1204:
V1204:
V1204:
V1204:

Gil/48
Gil/48
Giz2/1
Giz2/1
Giz2/1
Giz2/1
Gi2/26

25600

Reporter
168.
168.
168.
168.
168.
168.
168.

192.
192.
192.
192.
192.
192.
192.

1.50
1.97
1.50
1.50

2.1

Uptime
2d13h
2d13h
2d10h
2d11h
2d14h
2d13h
2d14h

Last-Join

2d12h
02:20:05
02:20:05
2d13h

00:00:39

Last-Leave

2d12h

02:20:00
02:20:00

2d13h
2d13h



Source/Group Interface Reporter Uptime Last-Join Last-Leave
0.0.0.0/230.10.10.10 V1206:Gil1/48 192.168.6.91 00:30:15 2d13h 2d13h
0.0.0.0/239.10.10.10 V1206:Gil1/48 192.168.6.91 2d14h 2d13h -
0.0.0.0/239.255.255.250 V1206:Gi2/1 192.168.6.50 2d12h 00:52:49 00:52:45
0.0.0.0/224.0.1.40 V1206:Gi2/26 192.168.6.1 00:20:10 2d13h 2d13h
0.0.0.0/230.10.10.10 V1206:Gi2/26 192.168.6.1 2d13h 2d13h -
0.0.0.0/230.10.10.10 V1206:Gi2/26 192.168.6.91 2d13h - 2d13h
0.0.0.0/239.10.10.10 V1206:Gi2/26 192.168.6.1 2d14h 2d14h -
0.0.0.0/239.10.10.10 V1206:Gi2/26 192.168.6.91 2d14h - 2d14h

lJpops 3 - 1dpzeses IJelowsd Joigwsdsd bbls pzesele IUloe,ue (IGMP) p8led
pze9ed Iluople IUs w)9w9dsd bbls peesele IUloe,ue (IGMP)

ip igmp static-group

ip igmp join-group

od wp lJubousd
eds 9lgos FTDS

ulp

UEP

od szdvw "wiulez

Ve sop buwld logoele PIMY
welo zolj [Ughpe. IUpues, 19 wed

UEpe $p buwld "lugoele PIM" celo

olelhsé wozso ey Joé
P9 Idoe [dpogss
¢he lJslgost

UEe

bosld BlsS 8 e 1010 eble (RP). I wpae osll[E00 HMEPe: Ipuoa s bos wsbs
IJuwogé (FTD) _ N IUIJodle (RP). Ul o o3l 1J1 131 I
_ IJI 151 g FTD o3l 1Jie) 09 e N :
wsb oo FTD wosl 1Jis, 09 Ieszo IJpgse J PIM
Jeogs Jesee eeso JPIMOR) eJs gy ¢ s 030 IUslzos
i ' odo lJglgos. & €oo-
oJ s§9p FTD

UEp

od suwwold FTD
298 py9) Idoe

Oee 990 FTD wddp w98 oo

IJpeldes IJprdss6

Sop luodleol IUs 9226 IJpgldzs
l|Jpydjs6.

Jl lJpwess |Js 9236 lJpeldzs lJp,djs6
lJoo gy 950 s
. i_sj- I3 (CPU) sl weodldo sldys £dis IJpuo3).
sedu IJeles) eds 9226 1pelJzs
: _ . IJpyd556 (CPU) 1Jglos o FTD ool
. | [JI>e Slo lde; | . =
oles) 9e36 Joo lbos zse o lzses J Jio IJ 2506 p0 250 Idoe [Upogess

IJos cuops |Js 1dpeesesd sop
loedlol |Us 9220 1Jpeldeo [Jpydjso
(CPU) IJgl oo o FTD.

&> vesu ldlgool) 03l 1JosdJ:




192.168.103.x/24 L3 switch

S
91 .62

cd &

OUTSIDE

HA1
192.168.1.x/24

Pol1.205
r b

INSIDE

eds 2ol Idgplss Op vopdsu gpdslo IUIJoglb IJoldss:

<#root>

firepower#

capture CAPlI interface QUTSIDE trace match icnp host 192.168.103. 62 any
firepower#

capture CAPO interface INSIDE match icnp host 192.168. 103. 62 any

1. lgwegsp leoul louold ICMP o6 peed L3 JLuwld 2596 py9) IJoe 1dpwess [Js IP
230.11.11.11 98z o Js 86 peldzs 03l 1Jle) woluwlos 231, 1Jzpelss.

2. 8p wopdsu IJie, igmp static-group gJs zol) 1z plss slgd 1Jslzoé 908z 0 Jsdss pelded
o9 Idoe IJpwess (IP 230.11.11.11) woluwlos 231y 1Uzplse.

3. 8p wopdsu IUle, igmp static-group eJs zol) 1dzelsé slgd 1J9lzoé 908z Lo Jsdsé pelded
w99 oo IJpegss (IP 230.11.11.11) woluwbs 2ol IJzelss.

lJzJ

Jlszess 21 IUzelss gJs s puwble J 1P 230.11.11.11:

<#root>
firepower#

show nrout e

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.255.255.250), 00:43:21/never, RP 0.0.0.0, flags: SCJ
Incoming interface: Null
RPF nbr: 0.0.0.0
Immediate Outgoing interface list:
OUTSIDE, Forward, 00:05:41/never
INSIDE, Forward, 00:43:21/never




ould bys 86 wuwsbs Jigool IJoo IJpoess 908 luwagsle bls ool louold ICMP. B o30
IJelJé losl [poul louold po R2 1Js guslo IP JJoo Ipogess 230.11.11.11:

<ffroot>
L3-Switch#

ping 230.11.11.11 re 100

Type escape sequence to abort.
Sending 100, 100-byte ICMP Echos to 230.11.11.11, timeout is 2 seconds:

eds 2ol Idzelss sop logble puwly ssulpsds sldodl B¢:

<#root>
firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.103. 62, 230.11.11.11), 00:02:33/00:00:56, flags: SPF

<-- The mroute 1is added

I ncom ng interface: QOUTSIDE
RPF nbr: 192.168. 103. 62

Qutgoing interface list: Nul

<-- The OIL is empty

Sbo, IUIdoglb gJds 2o 1Uzplsé:

<#root>
firepower# show capture

capture CAPI type raw-data trace interface OUTSIDE



[Capturing - 1040 bytes]

<-- There are ICMP packets captured on ingress interface

match icmp host 192.168.103.62 any
capture CAPO type raw-data interfac

[Capturing - O bytes]

<-- There are no ICMP packets on eg
match icmp host 192.168.103.62 any

e INSIDE

ress

SI9e 22b Izelss Clogble logaldle JIJ ool louald 9ddue s@9e luwdlb 1Jzie wuope:

<#root>
firepower#

show | og | include 230.11.11.11

May 17 2022 11:05:47: %FTD-7-609001:

Built |ocal-host identity:230.11.11.

<-- A new connection is created

May 17 2022 11:05:47: %FTD-6-302020:
May 17 2022 11:05:47: %FTD-6-302020:
May 17 2022 11:05:49: %FTD-6-302021:
May 17 2022 11:05:49: %FTD-6-302021:

11

Built inbound
Built inbound
Teardown ICMP
Teardown ICMP

May 17 2022 11:05:49: %FTD-7-609002:

Teardown | ocal - host identity:230.11

<-- The connection is closed

.11.11 duration

May 17 2022 11:05:51: %FTD-7-609001:

Built |ocal-host identity:230.11.11.

<

A new connection is created

May 17 2022 11:05:51: %FTD-6-302020:
May 17 2022 11:05:51: %FTD-6-302020:
May 17 2022 11:05:53: %FTD-6-302021:
May 17 2022 11:05:53: %FTD-6-302021:

11

Built 1inbound
Built 1inbound
Teardown ICMP
Teardown ICMP

May 17 2022 11:05:53: %FTD-7-609002:

Teardown | ocal - host identity:230.11

<-- The connection is closed

.11.11 duration

ICMP connection for faddr 192.168.1.99/6 gaddr 230.1
ICMP connection for faddr 192.168.103.62/6 gaddr 230
connection for faddr 192.168.1.99/6 gaddr 230.11.11.
connection for faddr 192.168.103.62/6 gaddr 230.11.1

0: 00: 02

ICMP connection for faddr 192.168.1.99/6 gaddr 230.1
ICMP connection for faddr 192.168.103.62/6 gaddr 230
connection for faddr 192.168.1.99/6 gaddr 230.11.11.
connection for faddr 192.168.103.62/6 gaddr 230.11.1

0: 00: 02

N ol s Ul se 0o 1Jedlb LINA ASP 1lowdlb 1Jzsp 1o op lusdlbol

IJeduis lhssuws Jepdsle luvdlb 2506 IJoe [Jpogss o9



<#root>
firepower#
show nfib

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second

O her counts: Total /RPF fail ed/ G her drops

Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present

Interface Counts: FS Pkt Count/PS Pkt Count

(*,224.0.1.39) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0

(*,224.0.1.40) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0

(192. 168. 103. 62, 230. 11. 11. 11)

Flags: K <-- The multicast stream
Forwarding: 0/0/0/0,

Q her: 27/27/0

<-- The packets are dropped

pzp9ed IGMP IJolu s

eJs FMC 8p wodosy pzpeses IGMP olows:

I Fl_rewa” Management Center Overview Analysis Policies Devices Objects Integration

ces [ NGFW Routing

FTD4125-1

Cisco Firepower 4125 Threat Defense

Device Routing Interfaces Inline Sets DHCP

Enable Multicast Routing [E_nahllng Multicast Routing checkbox will enable both IGMP and PIM on all Interfaces.)

Manage Virtual Routers

Protocol Access Group Static Group Join Group
suter Properties
Eitrare Add IGMP Static Group parameters @ pddress
Interface:*
INSIDE v

Multicast Group:*

group_230.11.11.11 v +
sed Routing




03l pl sCp wUyo Vs IJgJVds0:

<{froot>

interface Port-channell.205
vlan 205
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.1.24 255.255.255.0

ignp static-group 230.11.11.11

<-- IGMP static group is enabled on the interface

Suivd ool IUleuald: 9JIo wop lebs wogso 2yIJs pi9) v ICMP Idecess IUlG po gJId 231
lJzplsé:

<tfroot>
L3-Switch#
pi ng 230.11.11.11 re 10000

Type escape sequence to abort.
Sending 10000, 100-byte ICMP Echos to 230.11.11.11, timeout is 2 seconds:

<#root>
firepower#

show capture

capture CAPI type raw-data trace interface OUTSIDE
[Capturing - 650 bytes]

<-- ICMP packets are captured on ingress interface
match icmp host 192.168.103.62 any
capture CAPO type raw-data interface INSIDE

[Capturing - 670 bytes]

<-- ICMP packets are captured on egress interface
match icmp host 192.168.103.62 any

<{froot>

firepower#



show capture CAPI

8 packets captured

: 11:31:32.470541 192.168.103.62
: 11:31:34.470358 192.168.103.62
: 11:31:36.470831 192.168.103.62
: 11:31:38.470785 192.168.103.62

230.11.11.11 icmp: echo request
230.11.11.11 icmp: echo request
230.11.11.11 icmp: echo request
230.11.11.11 icmp: echo request

N WN R

firepower#

show capt ure CAPO

11 packets captured

: 11:31:32.470587 802.1Q vlan#205 PO 192.168.103.62
: 11:31:34.470404 802.1Q vlan#205 PO 192.168.103.62
: 11:31:36.470861 802.1Q vlan#205 PO 192.168.103.62
: 11:31:38.470816 802.1Q vlan#205 PO 192.168.103.62

230.11.11.11 icmp: echo request
230.11.11.11 icmp: echo request
230.11.11.11 icmp: echo request
230.11.11.11 icmp: echo request

N WN R

S pdlebs: sbo, vuwg IJeies piiele Es) LoTsEs Blz0d 1U529d os Lol ped piie
Jeiss pu ldodluosd)lze perd wuoese IJIgble oo Cisco CSCvm89673.

<#root>
firepower#

show capture CAPI packet-nunber 1 trace

1: 11:39:33.553987 192.168.103.62 > 230.11.11.11 icnp: echo request

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 3172 ns
Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 3172 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing
ResuTlt: ALLOW


https://tools.cisco.com/bugsearch/bug/CSCvm89673

ETapsed time: 9760 ns

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.

Found next-hop 192.168.103.62 using egress ifc OUTSIDE(vrfid:0)

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 5368 ns
Config:

Implicit Rule
Additional Information:

Phase: 5

Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

Elapsed time: 5368 ns

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 5368 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 5368 ns
Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

ETapsed time: 31720 ns
Config:

Additional Information:

Phase: 9

Type: INSPECT

Subtype: np-inspect

Result: ALLOW

ETapsed time: 488 ns

Config:

class-map inspection_default
match default-inspection-traffic
policy-map global_policy



class 1inspection_default

inspect icmp

service-policy global_policy global
Additional Information:

Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

ETapsed time: 2440 ns
Config:

Additional Information:

Phase: 11

Type: MJLTI CAST
<-- The packet is multicast

Subt ype:

Result: ALLOW

El apsed tine: 976 ns

Config:

Addi tional |nformation:

Phase: 12
Type: FLOW CREATI ON

<-- A new flow is created

Subtype:

ResuTlt: ALLOW

ETapsed time: 56120 ns

Config:

Additional Information:

New flow created with id 5690, packet dispatched to next module

Phase: 13

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 10248 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: QUTSIDE(vrfid:0)



input-status: up
input-line-status: up

output-interface: QUTSIDE(vrfid:0)

output-status: up
output-line-status: up

Action: allow

<-- The packet is allowed
Time Taken: 139568 ns

p odest: spdud tovl) IJlouold wlguegsle 1Jeods 0 pu ldpuosW IUpuos) 95pdud
lJozdd pu esble mfib Jgsl) 1Jzelsé:

<#froot>
L3-Switch#

ping 230.11.11.11 re 500 tineout O

Type escape sequence to abort.
Sending 1000, 100-byte ICMP Echos to 230.11.11.11, timeout is 0 seconds:

<#root>
firepower# clear nfib counters

firepower# !ping from the source host.

firepower#

show nfib 230.11.11.11

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive

Forwar di ng Counts: Pkt Count/Pkts per second/ Avg Pkt Size/Kbits per second

Other counts: Total/RPF failed/Other drops

Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched

SP - Signal Present

Interface Counts: FS Pkt Count/PS Pkt Count

(*%,230.11.11.11) Flags: C K
Forwarding: 0/0/0/0, Other: 0/0/0
INSIDE Flags: F NS

Pkts: 0/0



(192.168.103.62,230.11.11.11) Flags: K

Forwar di ng: 500/0/100/0, Ocher: 0/0/0

<-- 500 multicast packets forwarded. The average size of each packet is 100 Bytes
OUTSIDE Flags: A
INSIDE Flags: F NS
Pkts: 500/0

per9Ed luopele IGMP

£Js 9228 1Jozdp B bbb 1Uszs 1wl wss (FMC) gu v wp odso odsso Ipzeses
IJolows IJos op odysuol puvodl 90d9su pzeses luuoele [Us wi9osdsd blé peesele
IJloe,ue (IGMP):

i FIIE'\I".B|.| MaI'IE_D_IEITIEI“lt Center Cverview Analysis Policies Devices Objects Integration
FTD4125-1
Cisco Firgpower 4125 Threat Defense
Device Routing Interfaces Inling Sats DHCP
Enable Multicast Routing (Enabling Multicast Routing checkbox will enable both IGMP and PIM on all Interfaces, )

Manage Virtual Routers

Protocol Access Group Static Group

Globa -

Virtual Route

ECMP Interface Multicast Group Address

INSIDE group_230.11.11.11

EIGRP
P

Policy Based Routing

* Multicast Routing

IGMP

Cigmp join-group 230.11.11.11
H1
192.168.1.x/24

192.168.103.x/24 L3 switch
67—

24 91
P01.205 E1/4
INSIDE OUTSIDE

lJodosy 1Jds wp ugmyo:

<tfroot>



firepower#

show run interface Port-channel 1. 205

interface Port-channell.205

vlan 205

nameif INSIDE

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.1.24 255.255.255.0

ignp join-group 230.11.11.11

<-- The interface joined the multicast group

pzp9ed IGMP:

<#root>
firepower#

show i gnp group

IGMP Connected Group Membership
Group Address Interface Uptime Expires Last Reporter

230.11.11.11 INSIDE 00: 30: 43 never 192.168.1.24

<-- The group is enabled on the interface

pU pLESS 1Jpuo3) 2w leuly ICMP JJoo IJpwess 1Jisd wes 230.11.11.11 IP:

<tfroot>
L3-Switch#

ping 230.11.11.11 repeat 10

Type escape sequence to abort.
Sending 10, 100-byte ICMP Echos to 230.11.11.11, timeout is 2 seconds:

Reply to request 0 from 192.168.1.24, 12 ms
Reply to request 1 from 192.168.1.24, 8 ms
Reply to request 2 from 192.168.1.24, 8 ms
Reply to request 3 from 192.168.1.24, 8 ms
Reply to request 4 from 192.168.1.24, 8 ms
Reply to request 5 from 192.168.1.24, 12 ms
Reply to request 6 from 192.168.1.24, 8 ms



Reply to request 7 from 192.168.1.24, 8 ms
Reply to request 8 from 192.168.1.24, 8 ms
Reply to request 9 from 192.168.1.24, 8 ms

S pdlzbos: I3l Jp wublos zpse 10593 Buzdd pu perd wuoese IJigble oo Cisco
CSCvm90069.

lJpops 4 - odysu lJugzsoe pogsrs oo Joy9esdsd IGMP 1Uz3)s

( IGMP Proxy {FTD IGMP Forward Interface j

@— QUTSIDE
91

H2

INSIDE

===

IGMP Membership Report

.24

Ip vodosy wogsoe ldod lJpwgss Joywaded IUede eJs FTD pos wwp lelss wogso yuwlisd
88 €986 IGMP IJus sop luwodoldel gds 1Uglzoes 1Us1gJss [Js 1dslzos [Jghzse.

lJzJ

Flrewal-]. Ma nagemem Center Overview Analysis Policies Devices Objects Integration
—
FTD4125-1
Cisco Firepower 4125 Threat Defense
Device Routing Interfaces Inline Sets DHCP

Enable Multicast Routing (Enabling Multicast Routing checkbox will enable both IGMP and PIM on all Interfaces.)
Manage Virtual Routers

Protocol Access Group Static Group Join Group
Global v
Virtual Router Properties
ECMP Interface Enabled Forward Interface Version Query Interval Response Time
OSPF
INSIDE true OUTSIDE 2

OSPFv3

EIGRP
RIP

Policy Based Routing

 Multicast Routing

IGMP



https://tools.cisco.com/bugsearch/bug/CSCvm90069

lJodosy 1dds wp uuiyo:

<#root>
firepower#

show run mul ticast-routing

mul ticast-routing

<-- Multicast routing 1is enabled
firepower#

show run interface Port-channel 1. 205

interface Port-channell.205
vlan 205
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.1.24 255.255.255.0

igmp forward interface OUTSIDE

<-- The interface does stub multicast routing

lJozdd

wpdsu gpdsle IUIJollb gds FTD:

<#root>
firepower#

capture CAPI interface INSIDE trace match ignp any host 230.10.10. 10

firepower#

capture CAPO interface OUTSIDE match i gnmp any host 230.10.10. 10

lJozdd

JO,00 ©dus) 802986 IGMP: spdud |uwesle cbosd ped VLC:



=% Open Media =

# Fie | s T Hetvork E¥ Capture Device
I Sy Provboeod

Fease enter a network URL:

l:_'.;'_l.'liﬁr; ), 10, 10, 10 S0

Show mone oplions

Shream :E]
Engqueue
Play
SErEam

Corvert

SY9p w9w9dsd FTD wwydsd e IGMP:

<#root>
firepower#

show capture

capture CAPI type raw-data trace interface INSIDE
[Capturing - 66 bytes]

<-- IGMP packets captured on 1ingress
match igmp any host 230.10.10.10
capture CAPO type raw-data interface OUTSIDE

[Capturing - 62 bytes]

Cancel
Alt+E
Alk+P
Alt+5
Alt+ 0



<-- IGMP packets captured on egress
match igmp any host 230.10.10.10

S89p FTD wogss) IP Ideuos):

<#root>
firepower#

show capture CAPI

1 packet captured
1: 12:21:12.820483 802.1Q vlan#205 P6
192.168.1.50

> 230.10.10.10 1ip-proto-2, length 8 <-- The source IP of the packet on ingress interface
1 packet shown
firepower#

show capt ure CAPO

1 packet captured
1: 12:21:12.820743
192.168. 103. 91

> 230.10.10.10 ip-proto-2, length 8 <-- The source IP of the packet on egress interface
1 packet shown

I3l oo wldoedd po PCAP s Wireshark. spdoud 1o oys o 1Jz5e6 wp logbldel wlddled
w9luwloo 2ol Idzelss (wessile wg)sw IP).

Swe lugile [5¢lJ pzeseé S FTD:

<#root>
firepower#
show i gnp group

ICGMP Connected Group Membership
Group Address Interface Uptime Expires Last Reporter

230.10.10.10 I NSI DE 00:15:22 00:03:28 192.168.1.50

<-- IGMP group is enabled on the ingress interface
239.255.255.250 INSIDE 00:15:27 00:03:29 192.168.1.50



S89¢e 23b 2elsé FTD Clugile logoldso Jeuwess [Jopde:

<#root>
firepower#

show conn all address 230.10.10.10

9 in use, 28 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

| GW | NSIDE 192.168.1.50 NP Identity |Ifc 230.10.10.10, idle 0:00:09, bytes 8, flags
<-- Connection terminated on the ingress interface
| GW QUTSI DE 230.10.10.10 NP Identity Ifc 192.168.103.91, idle 0:00:09, bytes 8, flags

<-- Connection terminated on the egress interface

cowe Iees IUlsds:

<#root>
firepower#

show capture CAPI packet-nunber 1 trace

6 packets captured

1. 12:21:12.820483 802. 1Q vl an#205 P6 192.168.1.50 > 230.10.10.10 ip-proto-2, length 8

<-- The first packet of the flow
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 5124 ns

Config:

Additional Information:

MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 5124 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3
Type: ROUTE-LOOKUP
Subtype: No ECMP load balancing



Result: ALLOW

ETapsed time: 7808 ns

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.
Found next-hop 192.168.1.50 using egress ifc INSIDE(vrfid:0)

Phase: 4

Type: CLUSTER-DROP-ON-SLAVE
Subtype: cluster-drop-on-slave
Result: ALLOW

ETapsed time: 5368 ns

Config:

Additional Information:

Phase: 5

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 5368 ns
Config:

Implicit Rule
Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 5368 ns
Config:

Additional Information:

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 5368 ns
Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
ResuTlt: ALLOW

ETapsed time: 40504 ns
Config:

Additional Information:

Phase: 9

Type: MILTI CAST

<-- The packet is multicast

Subt ype:

Result: ALLOW



El apsed time: 976 ns

Confi g:

Addi tional |nformation:

Phase: 10

Type: FLOW CREATI ON

<-- A new flow is created

Subt ype:

Result: ALLOW

El apsed time: 17568 ns

Confi g:

Addi tional |nformation:

New flow created with id 5945, packet dispatched to next nodul e

Phase: 11

Type: FLOW CREATI ON

<-- A second flow is created

Subt ype:

Result: ALLOW

El apsed time: 39528 ns

Confi g:

Addi tional |nformation:



New flow created with id 5946, packet dispatched to next nodul e

Phase: 12

Type: NEXTHOP-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Lookup Nexthop on interface

Result: ALLOW

ETapsed time: 6344 ns

Config:

Additional Information:

Found next-hop 230.10.10.10 using egress ifc OUTSIDE(vrfid:0)

Phase: 13

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 9760 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: INSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 154208 ns

puvddle pg 1996
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i [ Book Contents (@]

A Internet multicast routing from address range 224.0.0/24 is not supported; IGMP group is not created when enabling
multicast routing for the reserved addressess.

Book Title Page

> Getting Started with Device )
Configuration Clustering

> Device Operations In clustering, for IGMP and PIM, this feature is only supported on the primary unit.

> Interfaces and Device Settings Additional Guidelines
“” Routing = You must configure an access control or prefilter rule on the inbound security zone to allow traffic to the multicast host,
such as 224.1.2.3. However, you cannot specify a destination security zone for the rule, or it cannot be applied to
Static and Default Routes multicast connections during initial connection validation.

Virtual Routers You cannot disable an interface with PIM configured on it. If you have configured PIM on the interface (see Configure

PIM Protocol), disabling the multicast routing and PIM does not remove the PIM configuration. You must remove (delete)

ECMP
the PIM configuration to disable the interface.

OSPF

* PIM/IGMP Multicast routing is not supported on interfaces in a traffic zone.
BGP

+ Do not configure FTD to simultaneously be a Rendezvous Point (RP) and a First Hop Router.
RIP

) Configure IGMP Features

Multicast

IP hosts use IGMP to report their group memberships to directly-connected multicast routers. IGMP is used to dynamically
| | register individual hosts in a multicast group on a particular LAN. Hosts identify group memberships by sending IGMP

Paolicy Based Routing

Swpe 9,2 sy IGMP Lylyubs zal) 1Jzelss gus welyj 2> 9lzes IGMP

sz 2b IJzelss wupdd bl os 1z JIEuas Jess 500 9 0Js wuibs (¢ dbis)) 2lds!
eJs 9lzos. I3l wpe wely) o3l Idzs Blu 2ol Idzelss swglod w@ls, IGMP IJglyse 1Jlol8ss pu
eovododle IJoe IJpogss.

JJozdd pw 2o IGMP sl slub IJuuibé. 8 wousésd IJle, show igmp interface name:

<#root>
asa#
show i gnp interface inside

inside is up, line protocol is up
Internet address 1is 10.10.10.1/24
IGMP is enabled on interface
Current IGMP version is 2
IGMP query 1interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:

IGW limt is 500, currently active joins: 500

Cumulative IGMP activity: 0 joins, O leaves
IGMP querying router is 10.10.10.1 (this system)

SEu2 lp) wuoese Igble IGMP debug igmp o3l 1Jlg)l:

<tfroot>

asa#



debug ignmp

Apr 20 2023 09:37:10: %ASA-7-711001: IGMP: Group 230.1.2.3 Timit denied on inside

luosble IJulez pe luodle perd wuoese IJigble oo Cisco CSCvw60976
IJuwele JJpuwetsrpsu wodasu ol suod [ds 5000 pzeges JJJ sleos.

suoeglod 2o 1Jzplsé wvbs, IGMP Jubl g IJgulosy 232.x.x/8

Swp luweesle ubl@ lJeulasy 232.x.X.X/8 pe IJow IJpwgss peas ldpuos,) (SSM). Jl ssgp 2ol
lJzplso 996 IJoe [dpwgss peas Ideuos) (SSM) IUglue « PIM sldedssy s 1duedo.

SE,L2 lo) wuoese Igble IGMP debug igmp o3l 1J]g)lz:

<#root>
asa#
debug i gnp

Apr 20 2023 09:37:10: %ASA-7-711001: IGMP: Received v2 Report on inside from 10.10.10.11 for 232.179.89
Apr 20 2023 09:37:10: %ASA-7-711001: IGMP: group_db: add new group 232.179.89.253 on inside

Apr 20 2023 09: 37:10: %ASA-7-711001: |1GW: Exclude report on inside ignored for SSM group 232.179. 89. 25

pd wuozse IJigble po Cisco CSCsr53916


https://tools.cisco.com/bugsearch/bug/CSCvw60976
https://tools.cisco.com/bugsearch/bug/CSCsr53916

el IJoguwso Jsgp ubl g SSM.
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