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<#root>

curl -v -k https://api-sse.cisco.com

<-- To verify connection with the external site
nsl ookup api - sse. ci sco.com

<-- To dicard any DNS error

/I ngf w et c/ sf/connector. properties


https://tools.cisco.com/bugsearch/bug/CSCvr46845
http://api-sse.cisco.com
https://api-sse.cisco.com/
/content/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/fpmc-config-guide-v601_chapter_01110010.pdf

<-- To verify is configure properly the FQDN settings
Isof -i | grep conn

<-- To verify the outbound connection to the cloud on port 8989/tcp is ESTABLISHED

lJg¢sh 1. Jl s9z> wdgsy DNS
lJglbgs 1. w299 pu wJ9su DNS gJs FTD. s 2lJs £30 929> wdysule DNS: wedsy
IJpologs Jol sds:

> show network

IJg 1096 2. |Lolds DNS Clgueesle 1die):

> configure network dns servers dns_ip_addresses

o8> wd9su DNS: swp luedle LUwSO lJuoed 9swp 02 IJeols Jgoly uwdsp. wdyy odo
IJ9e,6 1Ujp0s6 Buossé Jod lu seduw IJegss) edssu ¢9be DNS IJpuluwys.

lJé¢sh 2. wgd) eds DNS 1Ugluo wldgpsd gJd https://api-sse.cisco.com
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<ttroot>

FTDO1: /home/Tdap/abbac#
curl -v -k

https://api-sse.cisco.com

* Rebuilt URL to: https://api-sse.cisco.com/

* getaddrinfo(3) failed for api-sse.cisco.com:443
* Couldn't resolve host 'api-sse.cisco.com'

* Closing connection 0

curl: (6)

Coul dn't resol ve host 'api-sse.cisco.comn

ye odese: ool wuduw 1db)sd8 Jlgwed juld 1digble slodizel Jel o9 1eld B IJgsh 1.
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Sew lu sdsu [@lz Curl IJuozse Jpl sds:

<{froot>

root@fp /home/admin# curl -v -k https://api-sse.cisco.com

Rebuilt URL to: https://api-sse.cisco.com/
* Trying 10.6.187.110...

* Connected to api-sse.cisco.com (10.6.187.110) port 443 (#0)

* ALPN, offering http/1.1

* Cipher selection: ALL:!EXPORT:!EXPORT40:!EXPORT56:!aNULL:!LOW: !RC4:@STRENGTH
successfully set certificate verify locations:

* CAfile: none

CApath: /etc/ssl/certs

* TLSvl.2 (OUT), TLS header, Certificate Status (22):

* TLSv1l.2 (OUT), TLS handshake, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Server hello (2):

* TLSvl.2 (IN), TLS handshake, Certificate (11):

* TLSv1l.2 (IN), TLS handshake, Server key exchange (12):
* TLSvl.2 (IN), TLS handshake, Server finished (14):

* TLSvl.2 (OUT), TLS handshake, Client key exchange (16):
* TLSv1l.2 (OUT), TLS change cipher, Client hello (1):

* TLSv1l.2 (OUT), TLS handshake, Finished (20):

* TLSvl1l.2 (IN), TLS change cipher, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSv1l.2 / ECDHE-RSA-AES128-GCM-SHA256

* ALPN, server accepted to use http/1.1

Server certificate:

* subject: C=US; ST=California; L=San Jose; 0=Cisco Systems, Inc.; CN=api-sse.cisco.com
* start date: 2019-12-03 20:57:56 GMT

expire date: 2021-12-03 21:07:00 GMT

* jssuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID SSL ICA G2

SSL certificate verify result: self signed certificate in certificate chain (19), continuing anyway.
GET / HTTP/1.1

Host: api-sse.cisco.com

User-Agent: curl/7.44.0

Accept: */*

HTTP/1.1 403 Forbidden

Date: Wed, 30 Dec 2020 21:41:15 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 9

Connection: keep-alive

Keep-Alive: timeout=5

ETag: "5fb40950-9"

Cache-Control: no-store

Pragma: no-cache

Content-Security-Policy: default-src https: ;
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=bTlock
X-Frame-Options: SAMEORIGIN
Strict-Transport-Security: max-age=31536000; includeSubDomains

AANANANAANANAANAANAANAANANAANYVYV YV VYV

*

Connection #0 to host api-sse.cisco.comleft intact

Forbidden


https://api-sse.cisco.com
https://api-sse.cisco.com/

e wldizoe IUs luwe IUpuosd JJEbe.

<{froot>
#
curl -v -k

https://cloud-sa.amp.cisco.com
*  Trying 10.21.117.50...
* TCP_NODELAY set
* Connected to cloud-sa.amp.cisco.com (10.21.117.50) port 443 (#0)
* ALPN, offering http/1.1
* Cipher selection: ALL:!EXPORT:!EXPORT40:!EXPORT56:!aNULL:!LOW: !RC4:@STRENGTH
successfully set certificate verify locations:
CAfile: /etc/ssl/certs/ca-certificates.crt
CApath: none
* TLSvl.2 (OUT), TLS header, Certificate Status (22):
* TLSv1l.2 (OUT), TLS handshake, Client hello (1):

Iwegse bole Idlouold Iluslguss pod I9le, NSLOOKUP stelnet gping JJoz 8 po 596 DNS
lJuozszs Jesde uwelws Cisco.

% pdlebd: sgu IS SY9u Jgsple yuglews Firepower louold Lols) olduweles eds 1Jpowds
8989/tcp.

elbosd NSLOOKUP gJ.s Iuwele puosd 1JgDe.

# nslookup cloud-sa.amp.sourcefire.com
# nslookup cloud-sa.amp.cisco.com
# nslookup api.amp.sourcefire.com
# nslookup panacea.threatgrid.com

<#root>
root@fp:/home/admin#

nsl ookup api -sse. ci sco. com

Server: 10.25.0.1
Address: 10.25.0.1#53

Non-authoritative answer:

api-sse.cisco.com canonical name = api-sse.cisco.com.akadns.net.
Name: api-sse.cisco.com.akadns.net

Address: 10.6.187.110

Name: api-sse.cisco.com.akadns.net

Address: 10.234.20.16


https://cloud-sa.amp.cisco.com

9> ooy punldd Ul sold wuwelos AMP ulzes go wedsd DNS. wz 8 pu leshble DNS i_9 9p
vldoge po FMC.

nslookup api.amp.sourcefire.com

Telnet

<#root>
root@fp:/home/admin#

tel net api-sse. cisco.com 8989

root@fp:/home/admin#
tel net api-sse.cisco.com 443
root@fp:/home/admin#

tel net cl oud-sa. anp. ci sco. com 443

cSué

<#root>
root@fp:/home/admin#

pi ng api - sse. ci sco. com

IJeiss p0 gsble luwed ol 1Jigble 5] oJlzol

S2dd pu tuolisue IJesuod Lopew Ingfwletc/sficonnector.properties. szw 1o w)s o3l 1JIEle pe
e 1Jpsod IJuozse (8989) 9 connector_fqdn eg o9l URL 1oz s?.

<#root>
root@Firepower-modulel:sf#

cat /ngfw etc/sf/connector.properties

registration_interval=180

connect or _port =8989

region_discovery_endpoint=https://api-sse.cisco.com/providers/sse/api/vl/regions


https://api-sse.cisco.com/providers/sse/api/v1/regions

connect or _f gdn=api - sse. ci sco. com
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