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o288 oo L ozé

lowod vl Iizble oo lzol

lJp 95,00

SUEB 03l IUpuwews pLol> 86 JEb ©pss) wldss IJiely (SAML) eds FTD 1Jeshs g,y FMC.

IJecbdole 1Jlgul gusé
lJeobdolo

w9uos Cisco wpg W96 IUpyosele IJoldse:

* wdgsu AnyConnect gJs w9 Ib,6 Firepower (FMC)
* 9spe SAML 9 metadata.xml

IJedsule |Jpuueded

ouvows Idpedyple 1Jgl)o WOs 03l Idpuwews IJs luosble Idelez sldpdsule 1debse Ioldso:

« |J>lg Jo> woss> Firepower (FTD). IJl o>, 6.7.0
* FMC. IJl_o>l, 6.7.0
* ADFS oy AD Server pg SAML 2.0

N LUlebs: iguepse s NTP. 16 oo Jaslews 1Usbe wso FTD 8 1dP. sll o286 po
p3lp0s 1U9 8 $398l Bspl wsuoe.
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Juodod §es IJouvgsd: Bulds po Bopd JJolos) Ipewed Jis o).

peJ9ple luwlgussd

Suvee Jodsso Jpuwegses AnyConnect Lloile puolb§6 eduws god VPN Cluwssle 0999,
306 &8s SAML.

e 1Ués9s 1JzlUsse J SAML os:

* Supge SAML gJs FTD Jdpeolb§é (IJluesh 6.7 9el wg30) sldedsse (Idluesl 7.0 el
wE20).

o wple puol§8 SAML 1Jpe9d, 6 s wésse DAP (IJppleds Juwpele RADIUS 1) s
R luvozled lewpels RADIUS oy glbe AAA) £ p38906.

* 338p ASA pzp9eo 1oy IJos wp wpdsy SAML gdsol Vs woz DAP. 908 3JJ. JI
Sedod 1Je2d8 pu uwpsd luwe Ideuw e weuob s SAML: Jlu Gups luwe Idpuwcése
PBUES W9l ulod 98, 0950 SAML.

» byl Jly AnyConnect Ulgwegsle Idpuwogrup IUpuppo Suwcese eduwd gpd puvotr?
23820 Vs JJ pelads pu peladle Iduveds 1Jgluos 1dbloyss (VPN) Bsze eds
|Jp,_)uoé)lo.,§u !E_L)(S |quo|.)L§6 ds JJ p0 151 Yl |Jp&)k_9 SUVUEIP pdg.9|o u&).,sd
IUbeoll Jeduws god w0909d9d HTTP Jogde 2lds ogwesd 1U>gsd.

¢ s 00 lJzlJo: |y Force Re-Authentication 9 o€ .S Configuration > Remote Access VPN > Clientless SSL VPN
Access > Advanced > Single Sign On Servers JSw Jo oio..§) eds pueb 96 SAML IJos wp wa9ol
w9l wlbs AnyConnect.

953 9,08 Jpjsd pu 1JBs9s 19 SAML Bs IJLoullb 1Jpe9ls; oul.

L polsss [)e92.50.56 ol 8595 L2l o6 o SAML 2.0

oubbu @ 030 1J9s9> eJs ASA 9 FTD: IJpulss IJogesoss 9lddsys J SAML 2.0.

% pdlebo: spdu ldeey) eds zpse wdsule SAML IJos wswp wudssol eds FTD Ws
pJd metadata.xml IJ3s wp w9980 w9luwbo IdP 1Jgl Lo .

IJodssu
S92z 03l IlJBuwpe Jsdsse wdesy AnyConnect wpol> 96 SAML gJs FTD
IJzuo9d eds pedele SAML IDp

wErup 030 lULo9,ss pJud SAML IdP metadata.xml. oo lptz: spdod IJzuo9d eds I IUGse
lIJplbJswo Jodysu pdd g s AnyConnect Ll wegsle SAML:


/content/en/us/td/docs/security/asa/asa915/configuration/vpn/asa-915-vpn-config/webvpn-configure-users.html#reference_55BA48B37D6443BEA5D2F42EC21075B5
/content/en/us/td/docs/security/asa/asa915/configuration/vpn/asa-915-vpn-config/webvpn-configure-users.html#reference_55BA48B37D6443BEA5D2F42EC21075B5
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. el Sacumity TolanSardcuindipeint IdP Signing Certificate
. by ’ 5 :

SyPuindn D"

g O e A LSk jm S‘I;ﬂ uu-c.u f‘mﬁi ]? Url sign-out
NG, B TS LOratien £ 3 HTTP-POST )
< hamellN-orm. -SPlamel D orrmak >

I DI el = U o ML?MLM Foimiirh]- Bl i ul s lenid ) IJ'\.-HH
<hiameliiFore.

Singlefigriins, atizns| : f  sasewi b m-
:mwﬁ:ﬁm.-“ﬁ%ﬂ% Url :i-ur_'iLuEn L I POST 5

lJodssy edJs FTD g, FMC

lJgbgs 1. 9p vovwsw guolss IdP soywesdol eds FMC. b §d |Js Devices> Certificates.

m Objects AMP Intelligence

Device Management QoS

NAT Platform Settings
FlexConfic

VPN Certificates

Site To Site

Remote Access

Troubleshooting

lJglo9s 2. 16§, Add. 25> FTD JJdouwesd WOs oo Idvolss. wew ouwesd CERT. 108, w999
E.J|r°6 +.

O.s Add Cert Enroliment Iwogsp s luwpe Jouwpss Jpd, 1dP. 16E,) Manual.

o299 pu CAOnly 9 skip Check Je99d £Jlpd IJprze lJpuoo9.



Juo basssd S ouwsd ivolsé CA J IdP.

lUL9.) Save O p Iu._9_) Add.

Add Cert Enroliment 9

Mamea*
SAML_P

Description

CA Information Certificate Parameters Key Revocation

Enrallment Type: Manual -

% CA Only
Check this oplion if you do nol require an identity certificate fo be
created from this CA

CA Certificate: dRw+2nGRzzBBor00 18 zEsfe

GOxbvSrtEdje2Cgui

sDzYHIm.Jit1 TErEiQasBoAB3
MysaqrxBud WMFuz 15vPo ke
ZVhhkPetp37oxVir
MGquNMEvSqLIGPwWLSPICYIDF
TBKITmSind XdNxNTUONDWE

T IUESSAKOipGY

QUMY sHORCPSURP

Skip Check for CA flag in basie constraints of the CA Certificate

Cancel

lJglb9é 3. 9p wodysy lesble gbe SAML. lbw@d |Js Objects> Object Management > AAA Servers> Single
Sign-on Server.&p 25> Add Single Sign-on Server.

i, Firepower Management Center

(4114 ] 1

Crenview Analysis Palicies Devicas Objects AR Inteligance Q,

Sinng Stul"l—ﬂ]"l Server Add Single Sign-on Server

Single Sign-on Server containg paramebers for SAML based authentication. These Single Sign-on Servers are used to authenticabe users logging in through Remote Access VPN connections.

lJgbogs 4. |uwoubl |Js metadataxml §p wodsse GSp SAML Vs Idpdwd 1U3s wp w9950
wlJed wolyubs IdP 1Ugl o wJ New Single Sign-on Server.

SAML Provider Entity ID: entityID from metadata.xml

SSO URL: SingleSignOnService from metadata.xml.

Logout URL: SinglelLogoutService from metadata.xml.

BASE URL: FQDN of your FTD SSL ID Certificate.

Identity Provider Certificate: IdP Signing Certificate.
Service Provider Certificate: FTD Signing Certificate.



New Single Sign-on Server 0

MName*
| SAML_IdP |

Identity Provider Entity ID*

| http://saml.lab.local/adfs/services, |

SSO URL*
| https://saml.lab.local:444/adfs/ls/ |

Logout URL
| https://saml.lab.local:444/adfs/Is/ |

Base URL
| https://ftd.lab.local |

|dentity Provider Certificate®
| SAML_IdP v |+

Service Provider Certificate

| SSL_Wildcard.lab.local v |+
Request Signature

| --No Signature-- v |
Request Timeout

| Use the timeout set by the provide |

seconds (1-7200)

‘ Cancel ‘ Save




lJglo96 5. 9 w9 Connection Profile S e ioug.__, lJpuol>96 03l luw9d |Js Devices> Remote
Access 9o Up 9p wuyS) lJusl) VPN Remote Access [Jod9s .

ML Firepower Management Center o o Anayas Policies Objects AP lntnligenco Q, Depioy

IJe96 6. 108, edss edles IJzpe + 9luod waosd waLosd 16

FTD_RemoteAccess E=R

Achvarced

3

IJeb9o 7. 9p wlouile pdd g5 loold 236> 9luolws yuvoJo VPN |3 OgPE ig ¢l DHCP
lJpolwe.



Add Connection Profile 9

Connection Profile:* | SAML_TG |

Group Policy:* | SAML_GP . | +

Edit Group Policy

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA
Servers. Configure the ‘Client Address Assignment Policy’ in the Advanced tab to define the
assignment criteria.

Address Pools: +
Name IP Address Range
VPMN_Pool 10.1.1.1-10.1.1.100 VPMN_Pool
DHCP Servers: .
Name DHCP Server IP Address
DHCPServer 192.168.1.41 DHCPServer

Cancel Save

lJglo9é 8. 235 gJlpd [Jow9sw AAA. Lz Authentication Method ¢Sl 22> SAML.

oo Authentication Server 23> Jlisy SAML IJss wp logvlge s 1Jglogs 4.



Connection Profile:* | SAML_TG |

Group Policy:* | SAML_GP v |+

Edit Group Policy

Client Address Assignment Aliases

Authentication

Authentication Method: | SAML v |

Authentication Server: | SAML_IdP (SSO) |v

Authorization

Authorization Server: | - |

|| Allow connection only if user exists in authorization database
Accounting

Accounting Server: | v |

lJglb9o 9. loyble luwp puwegl Jpzeses Josssu ldlouoldle wpdod og)rsad IJleold o3l 030
os IJedlps IJos spdo Jdpuwegspsu sswol Bs 1JBlses IJpuuwsJé AnyConnect Software.

£ oo 03l 1ud) £Js 9l sledls wdoss VPN IJdled Jeuols§6 SAML.



Add Alias Name

lJglo9é 10. luw9d |Js Deploy > Deployment 923> FTD lJpul we Jobosd wessile VPN Jeol> 96
SAML.

IJgb9o 11. Bp ww9ds) pdd FTD metadata.xml |Js IDP wzse s8909! wluolds FTD Jgol;
PILIY wo.

eJs 9lzod yulo, I9lo, (CLI) yulpe FTD: Bp wouiésd 1Jie,) show saml metadata SAML_TG 2S5
SAML_TG o9 luwpe pJ wg)rsd Ilouold 1d3s wp logslde B 1Ugbss 7.

o3l 09 IJptrz IJpusde:

<{troot>

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower> en

Password:

firepower#

show sam netadata SAML_TG



<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<EntityDescriptor entityID="https://ftd.lab.local/saml/sp/metadata/SAML_TG" xmlns="urn:oasis:names:tc:S
<SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="true" protocolSupportEnumeration="ur
<KeyDescriptor use="signing">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>
<ds:X509Certificate>MIIF1zCCBL+gAwIBAgITYAAAABN6AX+HOCOFYWAAAAAAEZANBgkghkiGI9wOBAQsF
ADBAMRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxEzARBgoJkialk/IsZAEZFgNsYWIX
EjAQBgNVBAMTCU1TMjAxMi1DQTAe FwOyMDAOMTEWMTQyMT1aFwOyMjAOMTEWMTQy
MT1aMCMxCzAJBgNVBAYTAKNSMRQWEQYDVQQDDAsgLmxhY1i5sb2NhbDCCASIwDQY]
KoZIhvcNAQEBBQADggEPADCCAQoCggEBAKfRmbCFWk+V1f+Y1sIE4hyY6+QrlyKf
g1wEgLOFHtGVM3re/WmFuD+4sCyU1VkoiJhf2+X8tG7x2WTpKKtZM3N7bHpb70Pc
uz8N4GabfAIw287s0LM521h6ZM01bWGQOVXXR+xtCAyqz6JIJdKOCNFNEdEKYcaG8
PFrFUy31UPmCgQnEY+GYZipErrWTpWwbF7FWr5u7efhTtmdR6Y8vjAZqFddigXMy
EY4F8sdic7bt1QQPKG9]IaWny9RvHBmMLgjOpx2i5Rp5k1ITECDIkHGj44051BECY
OFY6ecAPv4CkzZB6CToftaHjUGTSeVeBAVXBK24Ci9¢e/ynIUN]/CMIpcCAWEAAQOC
AuUwggLhMBYGA1UdEQQPMA2CCyoubGFiLmxvY2FsMBOGA1UdDgQWBBROkmTIhXT/
EjkMdpc4aM6PTnyKPzAfBgNVHSMEGDAWgBTEPQVWHTHgxd11VIRYSCSCuHTa4TCB
zQYDVROfBIHFMIHCMIG/0IG80IG5hoG2bGRhcDovLy9DTjINUZzIWMTItQOESQ049
VOTOLTVBME5HNDkxQURCLENOPUNEUCXDTj1QdW]saWMTMjBLZXkTMjBTZXJ2aWN1
cyxDTj1TZXJI2aWN1cyxDTj1Db25maWd1lcmFOaWOuLERDPWxhYixEQz1sb2NhbD9j
ZXJ0aWZpY2F0ZVI1dm9jYXRpb25MaXNOP2Jhc2U/b231gZWN0Q2xhc3M9Y1IMRG1z
dHJpYnV0aW9uUG9pbnQwgbkGCCsGAQUFBWEBBIGSMIGpMIGmBggrBgEFBQcwAoaB
mWxkYXA6LYy8vQ049TVMyMDEYLUNBLENOPUFJQSxDTj1QdwWJIsaWMIMjBLZXk1MjBT
ZXJ2aWN1cyxDTj1TZXJ2aWNTcyxDTj1Db25mawWwd1lcmFOaW9uLERDPWxhYixEQz1s
b2NhbD9jQUNTcnRpZm1jYXR1P2Jhc2U/b21qZWNOQ2xhc3M9IY2VydGTmawWNhdG1v
bkF1dGhvcm10eTAOBgNVHQ8BATS8EBAMCBaAwPQY JKwYBBAGCNXUHBDAwWLgYmKwYB
BAGCNxUIgYKsbolLeOU6B4ZUthLbxToW+yFILh41iawWYXgpQUCAWQCAQMwSWYDVROT
BEQwQgYIKwYBBQUHAWEGCCsGAQUFBWMHBggrBgEFBQcDBgYIKwYBBQUIAgGIGCCSG
AQUFBWMFBggrBgEFBQCcDAGYEVROTADBTBgk rBgEEAYI3FQOEUFBQMA0GCCSGAQUF
BwMBMA0oGCCsGAQUFBWMHMA0GCCsGAQUFBWMGMA0GCCsGAQUFCAICMA0GCCsGAQUF
BWMFMA0oGCCsGAQUFBWMCMAYGBFUdJQAwWDQY JKoZIhvcNAQELBQADggEBAKQngcaU
fZ3kdeoE8v2Qz+3Us8tXxXaXVhS3L5heiwrlIyUgsZm/+RLIL/zGE3AprEiITW2V
Lmg04X1goaAs60bHrYFtSttz/9X1TAelKbZ0OG1RVgILbTPiF17kZAXALFLIHTCTG
5EQSC1YqS31sTuarm4wWPDJyMShc6h1UpswnCokGRMMgpx2GmDgv4Zf8SzJJONI4y

DgMozuObwkNUXuHb1i LuoXwvb2Whmllysidp1+V9kplRYamyjFUo+agx0E+L1zp8C

10YEwYKXgKk3CZdwI fnYQuCWjmapYwlLGt5559Uwegwro6AsUXY335+Z0rY/kulLF

tzR3/S903jDg6dgk=

</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</KeyDescriptor>

<AssertionConsumerService index="0" isDefault="true" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP
<SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Location="https://ftd
</EntityDescriptor>

w8 WIS wululw Idog)sw.xml oo FTD |Js 1dP 909 Jzolj 9899 wor Spdu lp)le Il
wew logold VPN.

IJozdd pu lduogs

388w Iu 1J VPN AnyConnect Jlg Igu we louold pg SAML Jlo,s86 puold 86 pg 1Jie) s)s oul:

<tfroot>



firepower#

show vpn-sessi ondb detail AnyConnect

Session Type: AnyConnect Detailed

Username : xxxx Index : 4

Assigned IP : 10.1.1.1 Public IP : 192.168.1.104
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384
Bytes Tx : 12772 Bytes Rx : 0O

Pkts Tx : 10 Pkts Rx : 0O

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : SAML_GP Tunnel Group : SAML_TG
Login Time : 18:19:13 UTC Tue Nov 10 2020

Duration : Oh:03m:12s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : c0a80109000040005faad9al

Security Grp : none Tunnel Zone : 0
AnyConnect-Parent Tunnels: 1

SSL-Tunnel Tunnels: 1

DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 4.1

Public IP : 192.168.1.104

Encryption : none Hashing : none

TCP Src Port : 55130 TCP Dst Port : 443

Aut h Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 26 Minutes
Client OS : 1linux-64

Client OS Ver: Ubuntu 20.04.1 LTS (Focal Fossa)
Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Linux 4.9.03047
Bytes Tx : 6386 Bytes Rx : 0

Pkts Tx : 5 Pkts Rx : 0O

Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID : 4.2

Assigned IP : 10.1.1.1 Public IP : 192.168.1.104
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1l.2 TCP Src Port : 55156

TCP Dst Port : 443 Auth Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes
Client OS : Linux_64

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 4.9.03047
Bytes Tx : 6386 Bytes Rx : 0

Pkts Tx : 5 Pkts Rx : 0O

Pkts Tx Drop : O Pkts Rx Drop : O

DTLS-Tunnel:

Tunnel ID : 4.3

Assigned IP : 10.1.1.1 Public IP : 192.168.1.104
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 40868



UDP Dst Port : 443 Auth Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes

Client OS : Linux_64

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 4.9.03047
Bytes Tx : 0 Bytes Rx : 0

Pkts Tx : 0 Pkts Rx : O

Pkts Tx Drop : O Pkts Rx Drop : O

lweduuld IJlgble gl oJlzol

sedu lwepdle weuo 9le) 1Joadd po IJuoes eds slzes uub, 1Jlsle, (CLI) IJ¢luos o FTD
Jluwed ol igble SAML gl oJlzol slouold VPN JJsLood g0 wes Jel 09 090z B 1U§ow:

<#root>
firepower#

show run webvpn

firepower#

show run tunnel - group

firepower#
show crypto ca certificate
firepower#

debug webvpn sam 25

~ edlebs: spdud Iuwedulld igble DART gl oJlzol po zols Jpus9e, puweese
AnyConnect Is_ol.
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