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Suveged IJ sftunnel TCP psule 8305. Ws 1UgJWso s9g> wdd TLS:

Ho. Source Destination Frotocol Length  TCP Segment  Info

5 2 S ACK] Seq=2795 A in 8 Len=8 MSS SAL iM=1 TSwal=55
59 10.62.148.75 ACK] Seq=2860693631 Ack=279535378 Win=29312 Len=0 TSval=1176738850 TSecr=55847291

18.62.148.42 TCP 1] 8 47769 + 8305
| 6@ 18.62.148.75 1@.62.148.42 TLSv1.2 229 :lﬁﬂcli.en‘t Hello
61 18.62.148.42 18.62.148.75 TP 66 9 8385 » 47709 [ACK] Seq=279535378 Ack=2860693794 Win=30080 Len=0 TSval=55847291 TSecr=1176730851
6210.62.148.42  10.62.148.75 TLSvl.2 1514 144 Server Hello |
63 18.62.148.75 18.62.148.42 TCP 66 @ 47769 » 8305 [ACK] Seq=2860593794 Ack=279536826 Win=32128 Len=0 TSval=1176730853 TSecr=55847292
b4 18.62.148.42 16.62.148.75 TLSv1.2 203 ?3}1Certificate, Certificate Request, Server Hello Done |
65 18.62.148.75 18.62.148.42 TCP 66 9 47789 + 8305 [ACK] Seq=286@693794 Ack=279537563 Win=35072 Len=@ TSval=1176738853 TSecr=55847292
66 19.62.148.75 19.62.148.42  TLSv1.2 2581 2515|Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec| Encrypted Handshake Message
67 18.62.148.42 18.62.148.75 TCP 66 @ 8305 » 47709 [ACK] 5eq=279537563 Ack=28606963089 Win=35072 Len=0 T5val=55847292 TSecr=1176730056

68 18.62.148.42 18.62.148.75 TLSv1.2 1284 12‘13|Neu Session Ticket, Change Cipher Spec, Encrypted Handshake Message |
69 18.62.148.75 18.62.148.42 TLSv1.2 364 298 Application Data
2
2

78 18.62.148.42 18.62.148.75  TLSv1. 364 298 Application Data
7119.62.148.42 19.62.148.75  TLSvl. 1e3 37 Application Data
72 18.62.148.75 18.62.148.42 TCP 66 B 47789 » 8305 [ACK] Seq=-286@696607 Ack=279539116 Win=40832 Len=8 TSval=1176738859 TSecr=35847292
73 19.62.148.42 16.62.148.75  TLSwv1. 31 Application Data
74 16.62.148.75 18.62.148.42  TLSv1. 37 Application Data
75 18.62.148.75 18.62.148.42  TLSvl. 301 Application Data
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JsW o Sé&sy | SFTUNNEL TCP psule eds FTDS

<#root>
>
configure network managenent - port 8306

Management port changed to 8306.
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/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp7633350870%20
/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp7633350870%20
/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp7633350870%20



/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/device_management_basics.html#ID-2242-0000069d
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/device_management_basics.html#ID-2242-0000069d

9lz06 wlo, IJI9le, b5 FTD
> odysu prsy luolws <FMC wldy |uwolosds IP> <puclz Idouvzsd>

gds wwesd ldeold:

<#root>
>
configure manager add 10.62.148. 75 Ci sco-123

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

pedsele I wluss

ol o $3¢d low IJFTD oy IJ FTD szlod 1o syub [Js IJ FMC JJ 20 wlos: €8y 1o wel 1o 1J
FMC Jl subdJ wgs 09 s> pe TCP RST:

<#froot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - ethO
1 - Global

Selection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 10.62.148.75

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on ethO, 1ink-type EN1OMB (Ethernet), capture size 262144 bytes
18:53:33.365513 IP 10.62.148.42.46946 > 10.62.148.75.8305: Flags

[S]

, seq 2274592861, win 29200, options [mss 1460,sackOK,TS val 55808298 ecr 0,nop,wscale 7], Tength O
18:53:33.365698 IP 10.62.148.75.8305 > 10.62.148.42.46946: Flags

[R]



, seq 0, ack 2274592862, win 0, length 0O
18:53:53.365973 IP 10.62.148.42.57607 > 10.62.148.75.8305: Flags

[S]

, seq 1267517632, win 29200, options [mss 1460,sackOK,TS val 55810298 ecr 0,nop,wscale 7], length 0
18:53:53.366193 IP 10.62.148.75.8305 > 10.62.148.42.57607: Flags

[R]

, seq 0, ack 1267517633, win 0, length 0O
18:54:13.366383 IP 10.62.148.42.55484 > 10.62.148.75.8305: Flags

[S]

, seq 4285875151, win 29200, options [mss 1460,sackOK,TS val 55812298 ecr 0,nop,wscale 7], length 0
18:54:13.368805 IP 10.62.148.75.8305 > 10.62.148.42.55484: Flags

[R]

, seq 0, ack 4285875152, win 0, length 0

2ldé owesd IJegols:

<#froot>
>

show nanagers

Host : 10.62.148.75
Registration Key ML
Registration : pending

RPC Status :

Type : Manager

Host : 10.62.148.75
Registration : Pending

Ssuwwpee FTD eds puwd> TCP 8305:

<#root>
admin@vFTD66:~$
netstat -na | grep 8305
tcp 0 0 10.62.148.42:
8305
0.0.0.0:%

LI STEN
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oSy lJogywesd

owl gpdss IJouwzsd:

Please Wait...

Adding device. ..

owdl FMC G IJlouole gds pods TCP 8305:

<t#froot>
admin@FMC2000-2:~$

netstat -na | grep 8305

tcp 0 0 10.62.148.75:
8305

0.0.0.0:%
LI STEN

WO 1JgJdso s@99p FMC wose loold TCP:

<ftroot>

20:15:55.437434 1P 10.62.148.42.49396 > 10.62.148.75.8305: Flags [S], seq 655146775, win 29200, options
20:15:55.437685 IP 10.62.148.75.8305 > 10.62.148.42.49396: Flags [R.], seq 0, ack 655146776, win 0, Tlen
20:16:00.463637 ARP, Request who-has 10.62.148.42 tell 10.62.148.75, length 46

20:16:00.463655 ARP, Reply 10.62.148.42 is-at 00:50:56:85:7b:1f, Tength 28

20:16:08.342057 1P

10.62. 148. 75
.50693 > 10.62.148.42.8305: Flags

[S]



, seq 2704366385, win 29200, options [mss 1460,sackOK,TS val 1181294721 ecr 0,nop,wscale 7], length 0
20:16:08.342144 IP 10.62.148.42.8305 > 10.62.148.75.50693: Flags

[S]
, seq 1829769842,
ack

2704366386, win 28960, options [mss 1460,sackOK,TS val 56303795 ecr 1181294721,nop,wscale 7], Tength O
20:16:08.342322 IP 10.62.148.75.50693 > 10.62.148.42.8305: Flags [.],

ack

1, win 229, options [nop,nop,TS val 1181294722 ecr 56303795], length 0O
20:16:08.342919 IP 10.62.148.75.50693 > 10.62.148.42.8305: Flags [P.], seq 1:164, ack 1, win 229, optio
20:16:08.342953 IP 10.62.148.42.8305 > 10.62.148.75.50693: Flags [.], ack 164, win 235, options [nhop,no

Swpe logule Yulé IJogdp Ws SFTUNNEL:

<#root>
admin@FMC2000-2:~$

netstat -na | grep 8305

tcp 0 0 10.62.148.75:8305 0.0.0.0:%* LISTEN
tcp 0 0
10. 62. 148. 75: 50693 10. 62. 148. 42: 8305

ESTABLI SHED

<{froot>
>

sftunnel - st atus

SFTUNNEL Start Time: Sat Apr 18 20:14:20 2020

Both IPv4 and IPv6 connectivity is supported
Broadcast count = 4

Reserved SSL connections: 0

Management Interfaces: 1

ethO0 (control events) 10.62.148.42,

**RUN STATUS****ksec-fs2k-2-mgmt.Cisco.com? i
C1pher used = AES256-GCM-SHA384 (strength 256 bits)

Channel A Connected: Yes, Interface ethO



Channel B Connect ed: No

Registration: Completed.
IPv4 Connection to peer '10.62.148.75' Start Time: Sat Apr 18 20:16:08 2020

PEER INFO:
sw_version 6.6.0
sw_build 90
Management Interfaces: 1
eth0 (control events) 10.62.148.75,

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.62.148.75" via '10.62. 1/

Peer channel Channel-B is not valid

w83 58l59 WJsJd: swpe oluwsow Julé lJz>e. spdu o sdou ubis $ulé IJese lel 2lue. Vs
o3l lJpuld. Jly FMC:

<#froot>
20:21:15.347587 IP 10.62.148.75.43957 > 10.62.148.42.8305: Flags
[S]

, seq 3414498581, win 29200, options [mss 1460,sackOK,TS val 1181601702 ecr 0,nop,wscale 7], length 0O
20:21:15.347660 IP 10.62.148.42.8305 > 10.62.148.75.43957: Flags

[S]
, seq 2735864611,
ack

3414498582, win 28960, options [mss 1460,sackOK,TS val 56334496 ecr 1181601702,nop,wscale 7], length 0
20:21:15.347825 IP 10.62.148.75.43957 > 10.62.148.42.8305: Flags [.],

ack

1, win 229, options [nop,nop,TS val 1181601703 ecr 56334496], length O
20:21:15.348415 IP 10.62.148.75.43957 > 10.62.148.42.8305: Flags [P.], seq 1:164, ack 1, win 229, optio

SUbS) puds Idpuos) Idguisliss IUs obis [Uleold:

<#root>

admin@FMC2000-2:~$

netstat -na | grep 10.62.148.42
tcp 0 0 10.62.148.75:
50693

10.62.148.42:8305 ESTABLISHED



tcp 0 0 10.62.148.75:

43957

10.62.148.42:8305 ESTABLISHED

VIS gld wp wre Yuls IUz>e po God FTD. sJgu IJIE)lz:

<#root>
admin@FMC2000-2:~$

netstat -na | grep 10.62.148. 42

tcp 0 0 10.62.148.75:
58409
10.62.148.42:8305 ESTABLISHED
tcp 0 0 10.62.148.75:8305 10.62.148.42:
46167
ESTABLISHED
ou zluw FTD:
<#root>
>

sftunnel - st atus

SFTUNNEL Start Time: Sat Apr 18 20:14:20 2020

Both IPv4 and IPv6 connectivity is supported
Broadcast count = 6

Reserved SSL connections: 0

Management Interfaces: 1

ethO (control events) 10.62.148.42,

Fededeldedefehddefhddefhddefdddt

*%*RUN STATUS****kseC_fSZk_z_mgmt_cisco_com*************
Cipher used = AES256-GCM-SHA384 (strength:256 bits)
Channel A Connect ed: Yes,
Interface eth0
Cipher used = AES256-GCM-SHA384 (strength:256 bits)
Channel B Connect ed: Yes,

Interface eth0
Registration: Completed.



IPv4 Connection to peer '10.62.148.75' Start Time: Sat Apr 18 20:16:08 2020

PEER INFO:
sw_version 6.6.0
sw_build 90
Management Interfaces: 1
ethO (control events) 10.62.148.75,

Peer channel Channel-Ais valid type (CONTROL), using 'ethQO', connected to '10.62.148.75" via '10.62.]
Peer channel Channel-B is valid type (EVENT), using 'ethQ', connected to '10.62.148.75 via '1(

<tfroot>
>

show nanagers

Type : Manager

Host : 10.62.148.75
Regi stration : Compl et ed

>

lJuovsuolbsy 2. FTD DHCP gogly - FMC Lwldy | wolosds goslo

Vs o3l Iduwsubsy: zuodw 9lzos bho FTD gds gusly IP 1Uglue wo pu El>e DHCP:

FMC

sftunnel (encrypted) E—
: =

DHCP Address -
(10.62.148.45) 10.62.148.0/25

9lz06 wlo, IJI9le, b5 FTD

oo SuwEs gsuw IJ natid:
> odysu prs) luolws <FMC elow IP> <pucle IJogwzsd™> <nat ID>

gds wwesd ldeold:



<#root>
>
configure manager add 10.62.148.75 Ci sco- 123 nat 123

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

>

eldé o ywesd FTD:

<#root>

>

show nanagers

Host : 10.62.148.75
Registration Key Do

Regi stration : pendi ng

RPC Status :

Type : Manager
Host : 10.62.148.75
Registration : Pending

9lz06 p_wogse FMC

WO 0o IJzlJor Bp wogssU:

* luwe lderue

« polz ldJogvzsd (Sew i sblod ol IJpvulz Idpwole IUss wp wdysuo gds FTD)

* wwslows IJopde Ws 1909

* eeld

* pedople IJosisue 1U3Is
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Group:
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20 13 sl SFTUNNEL s 030 J2lJsS

S89p FTD wwosiss JJl pu loyoldle IJBuls:

<#root>

ftdl:/home/admin#

netstat -an | grep 148.75

tcp 0 0 10.62.148.45:
40273

10.62.148.75:8305 ESTABLISHED
tcp 0 0 10.62.148.45:

39673

10.62.148.75:8305 ESTABLISHED

lJovsuobs 3. gugly IP IJelow J FTD - gosly IP J FMC DHCP

10.62.148.42 DHCP Address
10.62.148.0/25

<#root>
>

configure manager add DONTRESCLVE Ci sco-123 nat 123

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

>



N LUlbs: sebdo Wip, lovessle NAT ID.

9lz06 pwuegsp FMC
WO o030 1Jglds Bp wugass:

« gusly IPJFTD

* luwe lderoe ‘

c polz lJogvzsd (See lu sblog o3l IUpwulz Idpwolz 1U3s wp wdssue eds FTD)
* sl IJopde Vs 1909

* eeld

© pedoplo ldosgsue IUsds

¢« 28,0 NAT (szw o sblod 1dps )y 1Uss wp odssuoe s FTD)



Add Device o

Mt |

10.62 148 42

Domain:
| Global \ mzafeiro -

Group:
| None v

Access Conirol Policy:®
| FTD_ACP1 v |

Smart Licensing
B Malware

Bg Threat

LIRL Filtefirg

Advanced
Uinigque NAT ID:+
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* od9e FMC Loosiss $uls IJozdp.
* SpIdu wie Yuls 1dzre pu Sod ls pu ldzluwsu.

<#root>
root@FMC2000-2:/VoTlume/home/admin#
netstat -an | grep 148.42

tcp 0 0 10.62.148.75:
50465

10.62.148.42:8305 ESTABLISHED
tcp 0 0 10.62.148.75:

48445

10.62.148.42:8305 ESTABLISHED

IJorsobss 4. IJouwesd Os wulee IULuwld Blisé IUgw,e6 (FTD) IJs FMC HA

Vs FTD $p wodssy FMC IJugivb W §lo:

<#root>
>
configure nmanager add 10.62.184.22 ciscol23

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

L[

10.62.184.22

o _4
FMC (Standby)
10.62.148.42

I N,




% IoJ|E_J'D51 C;id) y-19) I'Ju*‘r"la ya)df) F313) pok.é') TCP 8305 PU FTD |Js JJ PU FMCs.

loJl: &p luuule FMC Tunnel to Active:

<#root>

>

show nanagers

Type : Manager
Host :

10. 62. 184. 22

Regi stration : Conpl et ed

w8 wuog d9ls 9 @V)i FTD Idouvesd IJs FMC Ws 9 og IJluwogsls:

Updates Licenses v Health » Monitoring v Tool

Dismiss

Register

Registration
Started registration of FTD1

<tfroot>
>

show manager s

Type : Manager
Host :

10. 62. 184. 22

Regi stration : Conpl eted

Type : Manager



Host
10. 62. 148. 249

Regi stration : Conpl eted

WIS ¢JOs6 FTD: swpe lugile Gules wede (916 JIJ 9236 wedp Vs IJbL6 IJvss)lJss
(FMC)) s$0los lesle (3less JIJ 9236 wedpe Bs 1dbLé IJdss,lss (FMC)):

<#root>
ftdl:/home/admin#

netstat -an | grep 8305

tcp 0 0 10.62.148.42:8305 10.62.184.22:36975 ESTABLISHED
tcp 0 0 10.62.148.42:42197 10.62.184.22:8305 ESTABLISHED
tcp 0 0 10.62.148.42:8305 10.62.148.249:45373 ESTABLISHED
tcp 0 0 10.62.148.42:8305 10.62.148.249:51893 ESTABLISHED

lJwsolysy 5. 10 ws ss ol

O gldo uble 1L wld Wlis§ IJuwyed (FTD). wewos JJ 9236 eds udd pudod IJs FMC:

FMC

- FTD (Active)

_@_ |
=

099 vouwesd JJ pu FTD wuvdd puwedd &p po FMC w99 wodysy FTD HA. Jejss pu
lJowlosd:lze:

lJuvsubiss 6. pzpsed wovlpe Idbuwld Slisé Iduw,es (FTD)


https://www.cisco.com/c/ar_ae/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/high_availability_for_firepower_threat_defense.html

O 2lds "uble pzeses IUbuwld Slisd Iduwres (FTD)" cregs I 9226 eds v puduod
lJs 9256 IJwgdpe Vs blho 1JJ9gs inl,_)ug_sé (FMC). lewobl pu luosl) 9g36 Idwgde Bs wyulpe
IULuwld Slis Iduw,gs (FMC) Juosl) 6.3 Jl weole uwas IUs wuvesd 9226 IJozde Ss woulez
JDowld Blisd IJowgs (FTD) 1 5236 Iezde Bes woolez Idbusld Sls 1uwnes (FMC). &p
ow9ds 9236 bho Idleuoldle 1dwss)ldss Helss w@so 1dggsle 9sep IUIYo il IJod@liss +
ouwesdol.

Master
Slave

[AER S|qye

[l S|aye

~ pdlebs: v oS luplds 9226 Idoede JJewesd eds 1B od ble sJdo spdud [olds
ls 9236 p0 Wbl 1Upzees. Jpiss pu ldoevdlosd weldd pu ludile pz09g6 58lg o>

woylo bl 9é lJulysé

lwodguld Ideguddle Iduilises 9luodlzol
1. wole 2pds 8, LolJz e 8lz0s Lulb, IUlsle, (CLI) J FTD

B 2lJs 929> wule 2pdd £ Loldz eds FTD 9p2lsds wuwzsd Slunds. oo, slzes puweiae
FMC , ulJs ¢lol glo6 o pll:


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/clustering_for_the_firepower_threat_defense.html#id_78597
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/clustering_for_the_firepower_threat_defense.html#id_78597

Error

Could not establish a connection with device,

Verify the following and retry:
- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity

- Device Registration Key is correct

- Use NAT ID if either FMC or Device is behind NAT
- Time on FMC and Dewvice is in sync

B 03l IJloye sJ9u 1UIJ s 1wl wss pdolz Idogwzsd wsupl sJ9u Cisco123 o9 g, nat.
PpU IJuulise 2ol luolws pdelz IJIdps IUluwlguss vsupel Jl 89> pu ldulzss IUVuss JJed
luwlwsd pu 03l IJ9usd:

<#root>
>
configure nanager add 10.62.148.75 key cisco0l23

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

Ille IJesuos o
lwegse IJuoslés IJpoluwes 9l ouueese IJIdple IdIuuluuss €8, 1de92936.

<#root>
>
configure nmanager add 10.62.148.75 ciscol23

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.



2. 85p wblog poovle IJogwezsd wso FTD - FMC

oo, 9lzos puwegse FMC:

Error

Could not establish a connection with device,

Verify the following and retry:
- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity

- Device Registration Key is correct

- Use NAT ID if either FMC or Device is behind NAT
- Time on FMC and Dewvice is in sync

IUlole IJesuos wo
Vs FTD ¢z288 pu pJud Ingfw/var/log/messages JpulJd 1Jpol>96.

lJbys86 1- 0288 pu lduvedle duwlo 9o

<#root>

>

system support viewfiles

Type a sub-dir name to 1list its contents:

S

Type the name of the file to view ([b] to go back, [Ctr1+C] to exit)
>



nessages

Apr

19 04:02:05 vFTD66 syslog-ng[1440]: Configuration reload request received, reloading configuration;
Apr 19 04:02:07 vFTD66 SF-IMS[3116]: [3116] pm:control [INFO] ControlHandler auditing message->type 0x9
w/usr/bin/per1 /ngfw/usr/local/sf/bin/run_hm.p1 --persistent', pid 19455 (uid 0, gid 0)

[ aut henti cate

Apr 19 20:17:14 vFTD66 SF-IMS[18974]: [19131] sftunneld:sf_ss1 [WARN] Accept:

Failed to authenticate peer '10.62.148.75 <- The problem

U596 2 - w288 pu Iduwedle IJpolui,é

<{froot>
>

expert
ftdi: ~$

sudo su

Password:
ftdl::/home/admin#

tail -f /ngfw var/l og/ nessages

eJs FTD czldd pu peudsle pJud fete/sfisftunnel.conf JJolds eo Logs plole IJouvesd:

<{froot>
ftdl:~$

cat /etc/sf/sftunnel.conf | grep reg_key
reg_key

ci sco-123

3. puvdJle IUleold wso FTD - FMC

oo 9lgos puwegse FMC:



Error

Could not establish a connection with device,

Verify the following and retry:
- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity

- Device Registration Key is correct

- Use NAT ID if either FMC or Device is behind NAT
- Time on FMC and Dewvice is in sync

Jlplele [Jpsuos wol

ol o0 80 929> 20l Bis Ipumwl (ds uwwsd Ieeld: b 2olss) spue 2298 a9y
lJoslole (TCP 8305). W zlds FMC HA. ol e Iduwelz woyds 1Uey9) IJs puds TCP
8305 w9 JJ pu FMCs.

* S el I, JJerdd eu leuold wuliss Ilegle. S FTD luegspe LJi,oJ=
capture-traffic. olds pu 929> puolVes TCP olless [Jleglo 9850 9295 2je TCP FIN |9 RST.

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:

0 - ethO
1 - Global
Selection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 10.62.148.75



HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on ethO, 1link-type EN1OMB (Ethernet), capture size 262144 bytes
20:56:09.393655 IP 10.62.148.42.53198 > 10.62.148.75.8305: Flags

[S]

, seq 3349394953, win 29200, options [mss 1460,sackOK,TS val 1033596 ecr 0,nop,wscale 7], length 0
20:56:09.393877 IP 10.62.148.75.8305 > 10.62.148.42.53198: Flags

[R]

, seq 0, ack 3349394954, win 0, length 0O
20:56:14.397412 ARP, Request who-has 10.62.148.75 tell 10.62.148.42, length 28
20:56:14.397602 ARP, Reply 10.62.148.75 is-at a4:6c:2a:9e:ea:10, length 46

uldped: Bp wldo@lb 9250 IJozdpe WS bho IJloyoldle IJwss)ldss (FMC) Juoely IUleuold
Suliss [Jlegle:

<#root>
root@FMC2000-2: /var/common#

tcpdunp -i ethO host 10.62.148.42 -n -w sftunnel. pcap

$9ueS lsuol wouess) IdJodlb wouuusd PCAP 9lczdd pu pressle 1Jz)es:

<#root>
ftdl:/home/admin#
tcpdunp -i ethO host 10.62.148.75 -n -w tunnel.pcap

HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: Tistening on ethO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes

IJlpvolo [peepds:

« Jloosd) Bs 9236 Idopde B 1bLé 10J9zs IJiuwluss (FTD) zols wpo luoldwe.

* Sd9p 2ol Bs Ideuwh (eds wwosd IJpeld: 2ol IUzplss) vzl 2596 1Jpg, s wessdol.
© Jlsop woese lJzie vuvdd uozse S 1deuwl).

+ £pJs6 SFTUNNEL gJs FTD Ig FMC pglbJs (02838 pu Iduwsobss 6)

* ould puvdJs MTU B Idpuwb (03858 uwsubisy)-

Joedsd IUlde @l wzdd pu 03l ldpuweuo:

wezJdisd Jable Firepower Firewall (21, 2 0lso Firepower) Jl_wod ol o pwdJle 1] bodo

aloodlzol g ) Bl



https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html

4. 1dolez €5 1dpesld §6 wsu FTD - FMC

oo, 9lzes puwegse FMC:

Error

Could not establish a connection with device,

Verify the following and retry:
- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity
- Device Registration Key is correct
- Use NAT ID if either FMC or Device is behind NAT
- Time on FMC and Dewvice is in sync

llple 1degos wo

ozdd pu pJ FTD /ngfw/var/log/messages:

<#root>

Apr 19 22:08:
Apr 19 22:08:
Apr 19 22:08:
Apr 19 22:08:

FMC( manager)

Apr 19 22:08:
Apr 19 22:08:
Apr 19 22:08:

09
09
09
09

10.

09
09
09

mzafeiro_vFTD66
mzafeiro_vFTD66
mzafeiro_vFTD66
mzafeiro_vFTD66

62. 148. 247 send

mzafeiro_vFTD66
mzafeiro_vFTD66
mzafeiro_vFTD66

SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]

unsupported version 10.

SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]
SF-IMS[12730]: [12830]

Sedd pU pLLWYIS 9l § Firepower:

>Jis w9led g Cisco Firepower

sftunneld:
sftunneld:
sftunneld:
sftunneld:

10.0. 4

sftunneld:
sftunneld:
sftunneld:

sf_connections [INFO] Need to send SW
sf_channel [INFO] >> ChannelState do_d
sf_heartbeat [INFO] Saved SW VERSION f
ss1_mac [WARN]

sf_connections [INFO] <<<<<<<<<<<<<<<<
stream_file [INFO] Stream CTX destroye
sf_channel [INFO] >> ChannelState Shut


/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

5.9,91J98e wsu FTD 9 FMC

séd louold FTD-FMC zuwlwl J9)99 198w wsu Idzolisu 2. pu pobdole IJouopse I
owp pjleus FTD 9 FMC g o w gbe NTP.

9eds 9zo IJ2uoso: e cowse wiulez FTD eds whble lowluus pod 41xx 19 93xx. Bluo slgs
lesble 9 9wo pu ldosIdd IUIods (FXOS).

lole 1Jpsuos wo

olds o0 luwedsle prs) lJosdd (FCM) 99236 1wz e Vs blyo IJosdd (FMC) Jpuos) 19w
O wo (ghbp NTP)

6. lsBld gpJsé SFtunnel Iy wgbsJol

Vs FTD.: wogled gpdso sftunnel g gpdso IJogwzsd. 030 os gldo IJgpdso God wdysy
Ur""SJ:

<ffroot>
>

pmt ool status

sftunne
(system) -

Wi ting
Conmmand:

/ngfw/usr/local/sf/bin/sftunnel -d -f /etc/sf/sftunnel.conf
PID File: /ngfw/var/sf/run/sftunnel.pid

Enable File: /ngfw/etc/sf/sftunnel.conf

CPU Affinity:

Priority: 0

Next start: Mon Apr 20 06:12:06 2020

Required by: sfmgr,sfmbservice,sfipproxy

CGroups: memory=System/ProcessHigh



2lds Idoywesd:

<#root>
>
show nanagers

No managers confi gured

e wodssu lUpssy:

<#root>
>
configure manager add 10.62.148.75 ci scol23

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

lJly loeoe 1Jg pdsé:

<{froot>
>

pmt ool status

sftunne
(system) -
Runni ng

24386
Command: /ngfw/usr/Tocal/sf/bin/sftunnel -d -f /etc/sf/sftunnel.conf
PID File: /ngfw/var/sf/run/sftunnel.pid
Enable File: /ngfw/etc/sf/sftunnel.conf
CPU Affinity:
Priority: 0
Next start: Mon Apr 20 07:12:35 2020
Required by: sfmgr,sfmbservice,sfipproxy
CGroups: memory=System/ProcessHigh(enrolled)

B weuo Ideldle 1ol spdu o cdso IUgpdss pelbds Iy pebods:



<tfroot>
>

prmt ool status

sftunne
(system) -
User Disabled

Command: /ngfw/usr/local/sf/bin/sftunnel -d -f /etc/sf/sftunnel.conf
PID File: /ngfw/var/sf/run/sftunnel.pid

Enable File: /ngfw/etc/sf/sftunnel.conf

CPU Affinity:

Priority: O

Next start: Mon Apr 20 07:09:46 2020

Required by: sfmgr,sfmbservice,sfipproxy

CGroups: memory=System/ProcessHigh

w9 zldé 1dpss) ghsé:

<#froot>

>

show nanagers

Host : 10.62.148.75
Registration Key HELE

Regi stration : pending

RPC Status

p0 Lot iEsc s9ud wuwesd IUzols:



Error

Could not establish a connection with device,

Verify the following and retry:
- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity

- Device Registration Key is correct

- Use NAT ID if either FMC or Device is behind NAT
- Time on FMC and Dewvice is in sync

WOs FTD JI w9z yuwlisd Sle uods bloys s /ngfw/var/log/messages
e le lesoos wo

208 pJO e d il isble FTD gl odlzol slJlo ol « cisco TAC

7. oedsd FTD gJs FMC IJeluss

ould pwsubyssole Jl sep Vol |uolws zol; FTD [Js FMC HA Setup |Js FTD 1Jelggs wg>
lJogwesd IJlsds J FTD.

Ilole Idesuos o
Ioweése IUlz)le IJes oz B 03l I e uaus:

wale 9lzoé wlo, I Igle, (CLI 03,06 ouwzsd L]izoié Wb o, b1y FirePOWER ¢l

A o3 ol Idlple Idezles Jive szess eds [Ugle wuvesd 1Jzol. s8¢ 39 eds odssu
2ol FTD (swpe 23W90). 89,08 wluwwgsle 03l |tJl@|c Vb j&glc lJouwesd IJi_9J§ JFTD
oldlesls. B 2lJs pgodds. Bp wzps pdudle lpuod il izble FTD 9 FMC gl oJlzol
slJleuold o cisco TAC.


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 

8. W IJouwzsd wuvoo MTU JJeuwl,

ould Lwsubsy sus B cisco TAC s Sew £Js euds o9, sftunnel iy wzol; Loullb wo MTU
WPES)- ©Twds ip SFtunnel eds pzesgs wo gp wriss soldolds Jl sop lduwele wldozjsé:

Source Destination Protocel  Length TCP Segment | Don't fragment || Info

58 10.62.148.42 10.62.148.75 TCP 4 3 Set 8385 » 47709 [SY ACK] Seq=279535377 k=2860693631
50 18.62.148.75 16.62.148.42 TCP 66 alSet 47789 » 8305 [ACK] Seq=28

60603631 Ack=279535378 Win=

60 19.62.148.75 16.62.148.42 TLSv1.2 229 163)Set Client Hello

61 19.62.148.42 10.62.148.75 TCP 66 Blset 8305 » 47789 [ACK] Seq=279535378 Ack=28608693794 Win=
62 10.62.148.42 16.62.148.75 TLSv1.2 1514 1448|Set Server Hello

63 18.62.148.75 16.62.148.42 TCP 133 Blset 47709 » 83085 [ACK] Seq=28608693794 Ack=279536826 Win=
64 19.62.148.42 10.62.148.75  TLSvl1.2 883 737|5et Certificate, Certificate Request, Server Hello Done
65 10.62.148.75 16.62.148.42 TCP 66 Alset 47709 » 83085 [ACK] Seq=2860693794 Ack=279537563 Win=
bb 18.62.148.75 16.62.148.42 TLSv1.2 2581 2515)5et Certificate, Client Key Exchange, Certificate Verify
67 19.62.148.42 16.62.148.75 TCP 66 2lSet 8385 » 47709 [ACK] Seq=279537563 Ack=2868696309 Win=
68 10.62.148.42 10.62.148.75  TLSwl.2 1284 1218)5et MNew Session Ticket, Change Cipher Spec, Encrypted Ha
69 18.62.148.75 16.62.148.42 TLSv1.2 364 298|5et Application Data

70 10.62.148.42 16.62.148.75 TLSv1.2 364 298|5e Application Data

olJluolws |Js 3Jd B pddle Ingfw/var/log/messages: spdud piloss juwldo pod odo:

MSGS: 10-09 14:41:11 ftd1 SF-IMS[7428]: [6612] sftunneld:sf_ssl [z bol] B cldss louolJ:SSL

lzle 1Jpsoos wo

JJ288 pel Bl o 00ld B85 e wuwww Ioriss IJodlb gds FTD. FMC. 9uuidd polds
eds IUlzojs B Idpuwl). w2ldd pel Bl oo oys IUgie IUos wuad IUs JJl HJuelseso.

B FTD. 3800 926 1Uzs IUIGLos JJodd (MTU) gJs 9lzos Ishs FTD. IJBses IJIde,luoss
o 1500 Ulse. 1Uzs IUIGuos 09 1500 Jslzos 1J1sLé 9 9000 Jslzos IJIzeuly. ope luolds 1Jie,
B |osl, FTD 6.6.

loo l)oesle g0 wosso Lz plsé o, Cisco Firepower

<#root>
>
configure network ntu 1300

MTU set successfully to 1300 from 1500 for ethO
Refreshing Network Config...
Interface ethO speed is set to '10000baseT/Full'

lJozdd


/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp4065528957
/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp4065528957

<ffroot>
>

show net wor k

[ System Information ]

Hostname : ksec-sfvm-kali-3.cisco.com
DNS Servers : 192.168.200.100
Management port : 8305
IPv4 Default route

Gateway : 10.62.148.1

Netmask : 0.0.0.0

[ ethO ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
Mru ;1300
MAC Address : 00:50:56:85:7B:1F
—————————————————————— [ IPv4 J--—---—— oo -
Configuration : Manual
Address : 10.62.148.42
Netmask 1 255.255.255.128
Gateway : 10.62.148.1
—————————————————————— [ IPV6 J------=--——-mm -

JJezd8 p0 puwly MTU o0 FTD spdod luwegsle 03l 1Jie):

<#root>
root@firepower:/home/admin#

ping -Mdo -s 1472 10.62.148. 75

sepd IJesh do eds cessu 820 0rist vo Bs e ICMP. Lllold6 [Js 3Jd: gus wpaso
1472, s uwd 1Jzols 1500 Llse: Gluw IP = 20 Llse) + (luw ICMP = 8 Ulse) + (wslule ICMP
1472 Llse)

Bs FMC. 1380 Bsp6 926 1es IUI8Los JJoudd (MTU) gds 9lzoé 51,6 FMC Jel 09 09 02
LQ§0M|JPUUQQ>Z

wdosy glzole Iblyé o5 blyé Firepower



/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/system_configuration.html#ID-2241-00000370
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/system_configuration.html#ID-2241-00000370

9. swp ldgle wyvesd FTD wes wess,) Bootstrp oo 9lzos puwwisp "pds) IJosIdJ"

903l subod s 1JIubes 1Jiguluwss FP41xx 9 FPI3XX 95908 B perd wusese IJigble po

Cisco CSCvn45138

cuvdd gle sew edsd e3p lole wessile wi909dsd wble poss wubvgsd IJJpwse, (FCM)
U p38) lJosId (FCM) pl Jp 0 @p wluwogbs ldoslule wes IdJdgl,e.

llple IJesuos wo

B 2lJs lple wgss) B bootstrap gebluded JJuib (sop dbg louold FTD-FMC iogle
bog, FTD wg> wgss) BOOTSTRAP) szo 238 FTD sldouwesd 06 Ig)s |Js FMC.

10. 598> wyulez IJbuwld Slis 1Juwses (FTD) ledluss 1d9uosd IJs 9236


https://tools.cisco.com/bugsearch/bug/CSCvn45138

IJoedpe WO o 1J9zo IJiw|w§6 (FMC) vuwow suwlisd lgls wozso ICMP
9> w9, 030 IJpundJs £ds £pJdsé IJouwesd ls oebd louold FTD-FMC wes IJouwesd.

lJpuvdJo W9 030 lJzldé os zoly ubeds syuwd uwlisd lglsé wozso ICMP |Js 9lzos Ib1,6 FTD
9louold FTD-FMC cowzle yugsle.

JsOS6 weass odo lJpuvdJo

WO odo IJglds IJ 10.100.1.1 09 gu9le IP J FMC. gJs FTD. $925 puwly v p9del v
ouwldé lelbé wogso ICMP IJos we odBdsel woluwlos FTD gds glgos 1JDs)6:

<#root>
ftdl:/ngfw/var/common#
ip route get 10.100.1.1

10.100.1.1 via 10.10.1.1 dev brl src 10.10.1.23

cache

lzle 1Jpsoos wo

Uz oo 1

Ip wugbsd lelhsé wozso ICMP gds IJzolj 1Uss syuwdol (eds uvesd Idpeld: peod L3 pu
lJgb e 9ldpgzo: 90! IJs 3JY).

|Jg oo 2

puwz 31,8 1Jogisu 1dedde Jdeush 1glue o FTD po 9lzos yulb, 1lgle, (CLI) 1Jgl s o FTD:

<#root>
ftdl:/ngfw/var/common#

ip route flush 10.100.1.1



g pl Jl swp lele wozsool Wluol wusg Jel sds:

<#root>
ftdl:/ngfw/var/common#
ip route get 10.100.1.1

10.100.1.1 via 10.62.148.1 dev eth0 src 10.10.1.23
cache mtu 1500 advmss 1460 hoplimit 64

IJelze

* Wop ywlis) lgls w9zso ICMP

© peyd wuoese IJigble oo Cisco CSCvm53282 FTD: woowe zol9d IJoszse lJos e
luol ol Lsluubos gpdsle lels wozso ICMP glJ$s Vs 31d)6 Idogisu Idpdde Jeasd
lJeszse [Js IJiws
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https://www.cisco.com/c/ar_ae/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://www.cisco.com/c/ar_ae/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://tools.cisco.com/bugsearch/bug/CSCvm53282
https://www.cisco.com/c/ar_ae/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
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