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Deploy System Help v admin »
Edit or create a

Network Analysis Policy

Import/Export Intrusion Rules Access Contrcl Network Analysis Policy I

Policy Information |
Name My Custom NAP
Description

Inline Mode

Inline *  SourceIP * Destination *  Source Port/ *  Destination Port / ¥  Message ¥
Result 1P ICMP Type ICMP Code

®f] 172.16.111.226 @l 50.19.123.95 51177 /tcp 443 (https) / tc STREAMS NO TIMESTAMP (129:14:2)
|¢, | ®f] 172.16.111.226 @I 50.19.123.95 51174 /tcp 443 (https) / tcp STREAMS NO TIMESTAMP (129:14:2)

Inline Mode disabled = No Inline Result

Inline Mode enabled = “Dropped” Inline Result
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Edit Policy: My Custom NAP

Policy Information Settings < Bach
View preprocessors s | sens | Avpiication Layer preprocessors

Back Orifice Detection DCE/RPC Configuration @ Enabled Disabled & Edit
I EI L DNS Configuration # Enabled Disabled &  Edit
DNS Configuration
FTP and Telnet Configurat FTP and Telnet Configuration = Enabled Disabled & Edit
GTP Command Channel Cc HTTP Configuration w Enabled Disabled & Edit
HTTP Configuration

Sun RPC Configuration @ Enabled Disabled & Edit
Inline Normalization

SIP Configuration w Enabled Disablea & Edit

1P Defragmentation
Currently Enabled =S Packet Decasing TP Command Channel Configurstion. @ Enabled () Disabled 7

SIP Configuration

IMAP Configuration Enabled @ Disabled
SMTP Configuration
S5H Configuration POP Configuration Enabled & Disabled
ESL Confipasion SMTP Configuration @ Enabled () Disabled & Edt

Sun RPC Configuration

SSH Configuration = Enabled Disabled & Edit
TCP Stream Configuration
UBP Stream C: S5LC @ Enabled () Disabled & Edit
= Policy Layers SCADA Preprocessors
& My Changes Modbus Configuration Enabled @ Disabled
- Inline Ne lizati
E nable d w Ith non d efa u It Settl ng S ine Normatizatien DNP3 Configuration Enabled s Disabled
TCP Stream Configurat
& Security Over Connectivity Transport/Network Layer Preprocessors
H H Check: Verificati Enabled Disabled
Enabled with default settings fock orfce peecton e e e
T Inkine Normal # Enabled Disabled & Edit




lesble NAP IJos spdo o couvey B eldle IJusdab IJuolee

B Idpeld 1dp3ds, B Buwe lJooog. dse Bless odssy 3§ TCP 129:14 Ul wélb 2,Js
IJe)9,- 980 wass 39 po dJJ IJub) Os pele vowe sgp lJuble. 9pe 3JJ: 31 o Sop
Spdsu 1J8less 1psds s Jopu uwsluws IUlgezle Idpguss OJu sop buwld s lzole 1§ezle
lJs FMC.

Sz Iduweow ol 229 03l Ids lesh slzd 1deglde 1dpuw e d JJouwssd Idpuopud suves pug
2lJle 1Jun39s gy IJ8leds JJdgd 1Ugluos woluw TCP. sese o3l 1Jgsh vuvdd luwlgws J
SNORT wuuss lg)le 2oy guspl wdogvd weuo 89l GID 129 zldle ilde Vs waw g TCP.

Bl oe wpdsu pug eldlo g0 IJoulywy _,{:_.,SJ IJsleds JJod IJglued wluw TCP. ey
lJeuwoeuve ouvgsd Woles GID 129 v gl JJwgsose bule.
Filter: [GID:"129" Infrusion Policy
12 selected rules of 19

D v T 9 v O v v
Rule State Event Filtering Dynamic State Alerting Comments

Generate Events hge
i i Inline Normalization
f Drop and Generate Events [*M5—_SYN_ON_EST Patlcyfafarmaton
AMS5_DATA_ON_SYN =) Settings Normalize IPv4
Disable = - : -
AMS5_DATA_ON_CLOSED Back Orifice Detection Normalize Don't Fragment Bit
129 4 STREAMS5_BAD_TIMESTAMP DCE/RPC Configuration Normalize Reserved Bit
129 5 STREAMS_BAD_SEGMENT DNS Configuration Normalize TOS Bit
129 6 STREAMS5_WINDOW_TOO_LARGE FTP and Telnet Configuration Normalize Excess Payload
129 7 STREAMS5_EXCESSIVE_TCP_OVERLAPS GTP Command Channel Configuration  normalize 1pve
e 129 8 STREAMS5_DATA_AFTER_RESET HTTP Configuration e e T
or 129 9 STREAMS5_SESSION_HIJACKED_CLIENT Inline Normalization Normalize ICMPVE
1P Defragmentation
129 10 STREAM5_SESSION_HIJACKED_SERVER NOrAlia Clanr Reserad EIts
129 11 STREAMS5_DATA_WITHOUT_FLAGS Packet Decoding _
_ Normalize/Clear Option Padding Bytes
129 12 STREAMS_SMALL_SEGMENT EIREOHie=ton
Clear Urgent Pointer if URG=0
129 13 STREAMS5_4WAY_HANDSHAKE SHTP Configuration
129 14 STREAMS_NO_TIMESTAMP SSH Configuration Clear Urgent Pointer/URG on Empty Payload
129 15 STREAMS BAD RST SSL Configuration Clear URG if Urgent Pointer Is Not Set
129 16 STREAMS BAD FIN Sun RPC Configuration Normalize Urgent Pointer
129 17 STREAMS_BAD_ACK TCP Stream Configuration Normalize TCP Payload
129 18 STREAMS._DATA_AFTER_RST RCVD UDP Stream Configuration Remove Data on SYN
129 19 STREAMS_WINDOW_SLAM # Policy Layers Remove Data on RST
N k A I . Trim Data to Window
et'\Nor nalysis Trim Data to MSS
P OI | cy Block Unresolvable TCP Header Anomalies
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Still drops after mesn | BT N Twe . lMpcese L e

sett'ng to - v ol 172.16.111.226 w50.19.123.95 51174/ tcp 443 (hitgs) / tep TREAM TIMESTAMP -14:
W B 172.16.111.226 @ 50.19.123.95 51174 /tcp 443 (https) / tcp STREAMS NO TIMESTAMP (129:14:2
generate E—

Check configuration guide for relative protocols/preprocessors:

Block Unresolvable TCP Header Anomalies

When you enable this option, the system blocks anomalous TCP packets that, if normalized, would be invalid and likely would be blocked by the
receiving host. For example, the system blocks any SYN packet transmitted subsequent to an established session.

The system also drops any packet that matches any of the following TCP stream preprocessor rules, regardless of whether the rules are enabled:

e 129:1

* 129:3

+ 129:4

* 129:6

* 129:8

* 129:11

+ 129:14 through 129:19

The Total Blocked Packets performance graph tracks the number of packets blocked in inline deployments and, in passive deployments and inline
deployments in tap mode, the number that would have been blocked in an inline deployment.

sedu ey, eds 1yels§ 1es99,8 Iedlo W o030 IJplss (JJluosly 6.4:1U3s g lzae [Lool,
GBS 98w wuLy 030 1Jp¥lJs).

IJozdd po odssu by 1Ugdds

woe lolds bu$s 18)s pu 1Joe s Ids wwdsd Ipeldz 1Isds pu ¢l wpdso lesble
pESUS £Js IUb,d 1JpJds: 590 o wugduw Bs FMC. 030 weuo Iluvule [z pds.

- 1Jguolisuo 1Uppdus Ui@s Jol 1J8>,6 eJs WO,y wpdsu leshle ol od ldeeldz (edpl
Ao g olisuo Isissumss os yusluws IUpdud)
- wobde veu Gsled pwsluws IUleele dsble pesus Jeeldz IJisds Jlzle IJJ i
- 8> 898 8w ol s Iduwdsy J &> j@ol poldl glzsl eds 3JY: CSCuz50295 - " Lwslywo
lUpdeS pe 2o IJelpz IJuolé cpdo TCP oo ldobose pe gdles IJzb)"
Sod IJob, IJs odss IUb,ud 1dgdds: Jlizb 1o spdu 1988 Jdple 1Jug)lo 1wl uss.
lJpuweéded Vs pdVdle wdssy ol IJoudw 1UgJBs: pu edld 1Jezase W99 leshs peas slgd
wulpe NAP. s zs 1dseae IUs Iouwe Idossoses IJolds.

Hover over option to Trim Data to MSS
see baCkend Snort Block Unresolvable TCP Header Anomalies
configuration keyword

Explicit Congestion Notification block = Disable Packet () Stream

Clear Existing TCP

W These TCP Options

Snort config
keyword is “block”

This configuration is contained in the layer: My Changes
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6 snort.conf.b50f;

pad, req_urg, req_pay, req_urp, b

“block” option is enabled in normalize.conf

logble &sdsda Nu..-,owa

NAP Ptuauo .J-Jauo E)do |Jr0)_9J yIe) 9 Us I._JlaoJo I.Jrouo.,sdo lJp3d9,6. spdu ugst
IJlesblo ldos cogvew BOS 2398 publdd Joeu NAP IJegou0.

9030 05 IJgbsle [JJps Jouwdss wyulpz gpd 9bus puvwosdd.

1. Op wlugvle NAP 9008l JJwedsele 1dp3d9)6 WS Guwpe "ldozdd pou odssy NAP" Ls
030 IJp8lJs.

2. 85 edlps lJowsse gsble podapd wuog Idozde B 1Jyuosd: loodd lds Suwe
oedsd IJubeds ggusluwlo Ildoele. 108, W98 lualds Blgss sloile Slers: luwegsle
lJossle Idpuos96 [Jpuwe03096 9lge,) NAP IJos wp logilyel grsel WOs Guve vog
koaJ.,sJ IJoboJo.

MNetwork Analysis and Intrusion Policies

Default-Set

Default Network Analysis Policy Security Over Connectivity

Netwaork Analysis and Intrusion Policies
fore Access Control My Intrusion Palicy s

Default-Set v

Click to expand NA Rules m—

» Source Zo... Dest Zones Source Networ.., Dest Networks VLANT... Network Analysis ...

Add rule(s) to target
traffic with certain NAP

Security Over Connectivity i

Revert to Defaults O Cancel
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Full session pcap
» Internet Protocol Version 4, Src: 172.16.111.226, Dst: 50.19.123.95
V—

Source Port: 51174
Destination Port: 443
[Stream index: 2]
[TCP Segment Len: @] N
Sequence nunber; 3843833665 SYN packet has TCP Timestamps
Acknowledgment number: @

Header Length: 48 bytes

Window size value: 8192
[Calculated window size: 818

[Checksum Status: Ge®
[Calculated Checksum: 8x7@bal

Urgent pointer: @
| v Options: [20 bytes), Maximum segment size, No-Operation (NOP), Window scale, SACK permitted, Packet that triggered event
SXIM0M segment size: 1388 bytes
» No-Operation (NOP) » Internet Protocol Version 4, Src: 172.16.111.226, Dst: 50.19.123.95
» Window scale: 8 (multiply by 256) v Transmission Control Protocol, Src Port: 51174, Dst Port: 443, Seq: 3849839667, Ack: 1666843207, Len: @
» TCP SACK Permitted Option: True Source Port: 51174
» Timestamps: TSval 2854852, TSecr @ Destination Port: 443

[Stream index: @]

[TCP Segment Len: @]

Sequence number: 3849839667
Acknowledgment number: 1666843207

Header L h: 20 b "
> F::n:r a;;g; oo .NO TCP Timestamps
LT in event packet
[Window size scaling factor: -1 {unknown)] (vlo]ates RFC)
Checksum: @xed4? [correct]

[Checksum Status: Good)
[Calculated Checksum: Bxed4a7]
Urgent pointer: @
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Network Analysis and Intrusion Policies
Intrusion POiCY wied Defors Access Comirel  No Rules Active
e Is degermined
Intrusion Policy Variabie Set Default-Set

NeTwork Analysis Ruies o Custom Ruies
_—
Defaut Network Analyss Policy Baianced Security and Connectivity

Revert to Defaults |
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Add Rule X

Name | Catchall # Enabled Insert  Into Mandatory =]

Action |« Allow

Zones  Networks  VLAN Tags Users  Applications Ports  URLs  SGT/ISE Attributes _ Logging  Comments

|||||||||| oy Variable Set

None e

Remove file policy
from all rules

i
= * efau Prefiter POTICY * * NG
Tg Inheri tanciSettings | [¥] Policy Assignments (0)
m Security Intelligence  HTTP Responses  Advanced

8 Filter by Device Rule Conflict Detection & & Add Category &) Add Rule g <"

w Mandatory - test_rest (1-2)

‘a5 [n this section. Add Rule or Add Category

Network Discovery Oniy = [I
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