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FTD (g&.s) SSP 9 FPR-2100) - IJodlb eds slzole 1J589J 91U 192

Seled IdIJe@lb gds zols FTD és, SSP IJIJe@lb gds ASA. 9pg 3JI: spdoud wubgsd 910,
UIJudlb pulUing po 836 pboldus CLIJIgJss. gus luwad il Ia_JoIs: IJeie IJpuw 8o
luodlzoli s9u0s wluols sl "dowee" s IUIded@lb.

oul pold pu suvIdd pr¢d IJo @l J TCP 2,36 0,9, £Js psule 22:

capture ssh
show captu

7 packets captured

7:38.498906 192.168.62.70.48560 > 10.83.180.173.22:
imestamp 1045829951 @,nop,wscale 7>
38.51@898 10.83.180.173.22 > 192.168.62.70.48560: !
k0K, tlmp‘tump 513898266 1045829951,nop,wscale 7>
192.168.62.70.48560 > 10.83.180.173.22:

192.168.62.70.48560 > 10.83.180.173.22:
1045829957 51389 >
10.83.180.173.22 > 192.168.62.70.48560: . ¢ 4250 283 win 140

10.83.180.173.22 > 192.168.62.70.48560: 03999423:903999444(21) ggk 4250994283 win
513898282 1045829957~
192.168.62.70.48560 > 10.83.180.173.22: . ¢ 903999444 win 229 <

1045829961 513898282~

131 éf’k’? V!u'ollgéc's tsh "ldowog" Bspdud gudisd wpasd 2ipd ;'9:).)‘56 ._JJof_,j.., edid IJuble
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» show capture ssh_traffic packet-number 4 trace
{ packets captured

4: @1:17:38.511982 192 .168.62.70.48560 > 10.83.180.173.22: P
42509942472 :4250994283(41) ack 98939994723 win 229 <nop,nop,timestamp
1045829957 513898Z266>

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

LConfig:

Additional Information:
MAC Access 1ist

Phase: 2

Type: ACCESS-LIST
subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Lonfig:

Additional Information:

Found flow with id 626486, using existing flow

Phase: 4

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 5

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: TCP, ACK, seqg 42509947247, ack 983999423
AppID: service 55H (846), application unknown (@)
Firewall: starting rule matching, zone 1 -> £, geo @ -> @, vlan @, sgt
65535, user 2, 1cmpType @, i1cmpCode @
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SSP IUlulws. spdod IJlogold Llgwegsle SSH Bis gugly IP 1Jgluo wslzes FTD 1Jpulb s
bl ley Ields:

Fi r epower - nodul el> connect ftd

>

sedud lsuol IUloodld 1ds bods IJzel Idpubds B FTD ey p9zo I9lp) FXOS Lluveisle
IJIsle, IJelJsé:

# connect nodule 1 console

Fi r epower - nodul e1> connect ftd

>

B 2lds luwegsle FirePOWER 9300. spdy 1o sgodad )de 1Uszss IJopbss puve 9236 IUlplo
IJos sop luvogsleol. spdu o wagp 030 IUgesle ol suod 1Us 3 1z0j6 pulbdss.

Bl Jlpw ould posdle PUEIS 9S> IJlgwedslee Bszw wuopsy pey9 ldpesd Vs Uip_,
"connect". spJdy luwwésle ley wyulez Telnet JJlouold wldpesdle 1Upgodwds WOs udw
lJs 9w

# connect nodule 1 tel net

Fi repower - nodul el>connect ftd ftdl

Connecting to container ftd(ftdl) console... enter "exit" to return to Boot CLI
>
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FTD (w¢JId SSP 9 FPR-2100) - I3 pu Iable 1Uslzos

£Js Iz0;6 FTD &) SSP. spdu wusgsd IJie, > show interface oo pozo IJle) 1Jlsds. sop lwsls
IUptrzle Idpes)s Jdlowele LIddou IUlze.

> show interface
InterfaceGigabitEthernet0/0 "outside", is up, line protocol is up
Hardware is i82545EM rev01, BW 1000 Mbps, DLY 10 usec
Auto-Duplex(Full-duplex), Auto-Speed(1000 Mbps)
Input flow control is unsupported, output flow control is off
MAC address 000¢.2961.f78b, MTU 1500
IPS Interface-Mode: inline, Inline-Set: InlineSet
IP address unassigned
20686130 packets input, 8859847035 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

0 pause input, 0 resume input

0 L2 decode drops

6485096 packets output, 1480276815 bytes,
0 pause output, 0 resume output

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (509/362)

output queue (blocks free curr/low): hardware (511/415)
Traffic Statistics for "outside":

20686131 packets input, 8485139715 bytes

6485096 packets output, 1375761699 bytes
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Prefilter

Inspect

Trust ‘ Block

# scope eth-uplink :
— . E_j FXOS/Fabric Interconnect

# show stats

Suwoed 1o sozdd 1o ould Is BLu [uosly Bs Iyub lsds pagd. 030 o5 1J9le) Ies swp
cubsdol £ 9lz08 Lub, 1UI9le, (CLI) Joble FXOS JJzo,09J £dis 036 IJogsple.

ssp# scope et h-uplink
ssp /et-uplink # show stats

o3l vpgse JJetsele.




we3 10 5890 1o0old Idewss IJusos weeldes Izies v 1Usesd: sop buwldel wes 3J9 1Js
lJglgole lJos swp wesswel JJeols IJpulb8s 1Uds suvoosw golj FTD.

oul Huwe wslus Jdesze:

SSP
(4100/9300)

Software request
flow trusted

# connect fxos —— )

# show interface

o _e— o e 8 —

| | FXOS/Fabric Interconnect

\J

JJeedd po 9293 s puildd eds puwess 1slzos: e IJisle, IJoldsé:

ssp# connect fxos
ssp(fxos)# show interface Ethernet 1/7

o3l peld eds Idetozle (publdd propds punsé wlJlze):

pa420|q moj}
1sanbal alemyos



ssp# connect fxos

ssp(fxos)# show interface Ethernet 1/7
Ethernet1/7 is up
Dedicated Interface
Hardware: 1000/10000 Ethernet, address: 5897 .bdb9.4080 (bia 5897.bdb9.4080)
Description: U: Uplink
MTU 1500 bytes, BW 10000000 Kbit, DLY 10 usec
reliability 254/23535, txload 1/255, rxload 1/255

Lést link flapped 14week(s) 4day(s)
Last clearing of "show interface" counters never

30 seconds input rate 1352 bits/sec, 1 packets/sec
30 seconds output rate 776 bits/sec, 1 packets/sec
Load-Interval #2: 5 minute (300 seconds)
input rate 728 bps, 0 pps; output rate 608 bps, 0 pps
RX
3178795 unicast packets 490503 multicast packets 1142652 broadcast packets
4811930 input packets 3334211696 bytes
0 jumbo packets 0 storm suppression bytes

1974109 unicast packets 296078 multicast packets 818 broadcast packets
22710035 output packets 696237525 bytes
0 jumbo packets

I3l boyo ls Tgble. spdo IJozdd pu wvlee FTD IJBeds weol gu lgble 9lzos lsol.
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> show interface mmm—) ||

| | FXQOS/Fabric Interconnect

|

JJsuesd 1 pozo Isles FTD. pu 1Juossss lsdl Idloedld s poze Isle) slzos yulo, 1Jisle, (CLI)
IJ¢luos o FTD.

# connect nodule 1 console
Fi r epower - nodul el> connect ftd
>show i nterface

oldouwos Jdposdlo 1Jpogsss:

# connect nodule 1 tel net
Fi repower - modul el>connect ftd ftdl
Connecting to container ftd(ftdl) console... enter "exit" to return to Boot CL

>

o3l pold eds IUpzle.



# connect module 1 console
Firepower-module1> connect ftd

> show interface
InterfaceGigabitEthernet0/0 "outside", is up, line protocol is up
Hardware is i82545EM rev01, BW 1000 Mbps, DLY 10 usec
Auto-Duplex(Full-duplex), Auto-Speed(1000 Mbps)
Input flow control is unsupported, output flow control is off
MAC address 000¢.2961.f78b, MTU 1500
IPS Interface-Mode: inline, Inline-Set: InlineSet
IP address unassigned
20686130 packets input, 8859847035 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

0 pause input, 0 resume input
0 L2 decode drops

6485096 packets output, 1480276815 bytes,
0 pause output, 0 resume output

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (509/362)

output queue (blocks free curr, ): hardware (511/4 IS|
Traffic Statistics for "outside":

20686131 packets input, 84851397135 bytes

6485096 packets output, 1375761699 bytes
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