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xml. w25 als cliulg AnyConnect a2 walo ), =0 + AnyConnect 6 g0 L ii

(A=l CA ooleiv plaziwl) FTD Je AnyConnect VPN oS5
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Jawll 9 pSxill

(Y yuinoll RADIUS pImI)Cisco ISE e MJI a.cw 29559 aSuw jlexS FTD aslo|
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Firepower Threat Defense (FTD) ol

Cisco ISE

AnyConnect VPN _Loac

le>Nolg clas VI Olisiwl

DNS

(Lo =imoll §910i)) 63lginl 699

dlaxll Hlaz 9559 JlaiVl

Olgixall
do2doll
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awlwll ollbiall
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reliSui (9 abeisg Ll o juis oo

bV JLasVl 45150] g0 Firepower yag 2o alaxll dlo> Hla>g Firepower 6,15] 58 0 uis oy -

S 9 a9 Cisco ISE v -

9 cabgally a3l jiguasll 65>l plaiailg (Active Directory &o) Windows Server s o -

(AD (Active Directory Jlxo _JI Windows/Mac

plai Joss S| pg Lo jiguaSl 5le> Je "AnyConnect Jwoe" zisy ygabgall pgduw (JUI Jlall 9
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Topology

FMC

192.168.1.30 | |

Wab Server

Inside
192.168.1.1

ISE

192.168.1.10 | °

Windows Server 2012

192.168.1.20

Windows 2012 Server

Outside
203.0.113.2

QOutside
198.51.100.2

Jasiisiy poisy 3l cabgall, Lol Windows/Mac _uazuidl yiguaSl jle> poim 03 plazawdl dl> 9
Cisco ISE pgaiwg FTD alo> jlazy ol (2,1 plal IP wlgiss JLas¥L AnyConnect VPN ac
3,20y (oSl dlB) oYl ue 9l dlsls dinmo 3)lge I JolS 9l 39220 Jgu09 (o LginSaiy (Suolin> JSuin

Active Directory _,9 L lgiac 956 il AD dcgoxal 899 VPN aSuis juc lellail

J IP olgie
AnyConnect
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Windows o5 0 )il §auanll @250l 65lgds juauai

B .obleidl by Lo )i Gaae g2 ,05 Microsoft Windows Server 2012 pactiuiw iiwall 130 9
d,@ )l doll aSuidl jue FTD o ool JSuin JLasW (5,331 (CA) Gaanll g0l 138 (9 Jwasdl JiguasI
e (FTD) dcudl 3510 JlwyVl zobu ool JSuin JUasVl @slSol elld oiauw (AWl lglaxll lasl) (VPN)

o]l (9 59>9all JLasVl (9 pg Lo siguaSIl Biww . Jjioll o &zl 55leall JI Jsoslly i)l



AnyConnect Jiacg

Windows J izl Gaaall @20l 65lgis Joji) alWl ololazll gsly http://192.168.1.20/certsrv  J| Jais!

=

:Server
CRL sl wblgid] dlubw 9l CA 3lgis Jojis e sl

& O @ 192968120/ certany

Microsoft Adtive Diredory Cedificale Serdons = cisco-CISCODC-CA

Welcome

Lsa this Web site 1o request a cartificata for your Web browser, &
communicate with over the Web, sign and encrypt messages, an

You can also use this Web site to download a certificate authority
pending request

For more information about Active Directory Certificate Services,

Select a task:
Bequest a cedificate
View the status of 8 pending cerificats requast
Download a CA cedificate, cerificale chain, or CRL

'RootCAcert3.cer' I lginows acl o3 olgidl Jiji5 (999 sl

C O @ 192168020 ertirycerbearcasg

Microsoff Adive Directory Cortificale Serdoes - disco-CESCO0C-CA

Download a CA Certificate, Cerificate Chain, or CRL

To frusd cartificales isswed from this caiication sulhority, install this CA cartificale,

To download a CA cartilicatle, cédificate chain, of CHL, select the cedibcale and ancoding method

CA cartilicabe:

Eru:udlng mathesd:

Current [clyco-CISCODC-CA) -

Base 64

Install CA certificate "

Dovwndoad latast bass CRL
Downioad latest delta CRL

- |

RootCAcert.cer

Windows/Mac sl plai, Jazs (il jisuaSl 65621 Lle )il Saanll g2 all 3lgis” culs


http://192.168.1.20/certsrv

p3le> dCoazo ag i lg2d> JNS oo caibrgall woll iguaSIl 63621 @815 e 63lgil casii 08 11 ddy,lall
(VPN &8s (oasioun oo 10 o€ 3 e s Y _Jlio) Windows

acqazoll g plaziwl dhoell yiguaSIl 65021 e ollgill g joi Windows Server plasiwl @S

Slex JS e 0,8 JSuin iy cmabogally aoll jigmasUl 6 el gio> e dslguidl caiis 0 12 ady ol
1(3>19 VPN aSais pasims HlisY _Jlis) jiguaS

999 ,éilg Windows/Mac 9 chalbgal pazuidl jiguaSIl e 639=90ll 0slgidl e ool wolall 5y sl
oslgid| Ci

——a

Install Cerdficate

o RootCAcert.oer

"I paskiamall’ 205

* Corlific abir Imipost Wigued

Welcome to the Certificate Import Wizard

Thee eapand Paip yoes copy oiy Bl n e, o Bl onk inte, sred et o ate rponeadion
i bom por dan S8 cersdeace phore

A cerbic ate, wiheh B mouad by o o Bicabon esShonity, @@ confrmason of woar dipnity
wad sty indormabon ueed o peodect dass or S evistlph secure nebasrt
parraechord & cerEio st foore o e Lpries Edd alwerd oR T tey pE s

Canca

Lasly (W sty  38len Lily adgigall yicdl Gaaaill g2lh0 3359 W jzaall LS chblgad] JS giog >a>
dlg


https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/distribute-certificates-to-client-computers-by-using-group-policy

= 50 Censficate Import Wizand

Cartelicate Sboaw
Cartianie Shores A0 yibam Anesd wivere Cerifonbes ane kepd,

Windows can pubsmatically select & oo S8cate shone, of you can spedly o locaton for
the cerbficate.

) sastomatcaly select the certificate store based on the type of cerificate

=

e () Place 8l certificates in e folowing shore
Cerbfcate store:

Select Certificate Store =

| Select the cerficate store you want to use.

"~
| Ervgrprge Trest
| Inkermedate Cortificaton Authorites
| hctre Dreciony Liser Obgect
L

Ty R B ey

: > | Carce

83lgadl ells i Windows Server Root CA 0 gdsall CSR lc Jsuaxlly FTD e CSR elisl
FTD _lc asgoll

Cert Jous adlio] §od il Certd Jowdl < PKI < oLl 6,0 < ol J] Jas!

Overview Analysis  Policies JRSUIETE Objects AMFP [Intelligence Deploy . System Help v admin v

Device Management NAT VPN » Quos Platform Settings FlexConfig Certificates

aall i aLio] 5301 39



Add New Certificate ? X

Add a new certificate to the device using cert enrollment object which is used to generate C4 and
identify certificate.

Device™*: ciscofp3 w

Cert Enrollment™: | w | @

| Add [ Cancel |

S92 < Jruill go5 52>
11® )il Gaaall @20l 5lgiv §ua) J| dxlxy o> ool 650l (9 el oS
Add Cert Enrollment 3 W
Fame:™ FIDARH S rverien
D oraprtscen

Enrgilmert Type MEFE -

Ca Cormificate:® \‘\

Paste the Root CA Cartificate in Base-64 text format
here {we vill do this in the step below]

Al Drebimedgs:

S Cancgl

oMel gopall 3 gaaly s Gawiis gin €9 53l §raall 22 50l 63l Jusis duasS b Lowd

http://192.168.1.20/certsrv _JI Jsail

CRL i whlgidl dlulw 9 CA é3lgs Jji _le Ll


http://192.168.1.20/certsrv

€« O O @ 192.168.1.20/certsny

Microzolft Active Directory Certificate Sendces —

Welcome

Use this Web sile 1o request a cerbificate for your Web browser, €
communicate with over the Web, sign and encrypt messages, an

You can also use this Web site to download a certificate authority
pending request

For more information about Active Directory Certificate Services,

Zelect a task:
Request a cedificate
View the status of 3 pending cerfificate request
Download a CA cerificate, cedificate chain, or CRL

Snanll g0l 63gis Jyi < 64 Lol 5 e Ll

= C O B 19218800 0 certsre/certcarc asp

Microsall Adive Diieclory Dartificile Sendces — dsco-CERDODC-CA

Download a CA Certificate, Certificate Chain, or CRL

To trusi certificates issusd from this certification authonty, jnstall this CA cerificals
To download & CA cerbificate, cerfificate chain, of CRL, select the cerbficata and encoding mathod

Gl cordicans:

Currgnt [clsco-CISCODC-CA] -

-8

RoatCAcertBaseh
d.cer

Notepad .9 RootCAcertBase64.cer calo aidl

:i® Windows AD Server 0 lgaalg (s)3> Gauae &> 40 65lgi) cer. wlgixo gy p9



Add Cert Enrallment ?

Hame:™ FTDVENServerCert

Description: FID Anvconnect WP Server Certificate

L Wi B Certificate Parameters  Key  Revocation

Enrollment Type: Manual i

s . [T LR R AT ST WL T LY AU B LR N TE A L UIE W =

Ca Certificate: EB.'I'I';QF"'M Mfm‘,Hqﬁr-D
VRIOBEYEFOIpC Ry dmusChmD)akNusSbIUoMiMBAGCSsGAGOEg
FVAQQDAGEBMCMG
CS5GAQQBgjcVAgQWEBQXIgPg2/dCT41fyYZHPXKhGEYNNZANB]
kghkaGohwiBAQSF
AADCAQEADTASSEZWTRIarTomFHHHZ sAZpICH=vE 1350 Y ege
Onoy e TWFNFhy6

—_— HWW?-U]FIHIEI:IEG?ZHJEFJGGU”*IWWMJF-EHWIHH

Zq1IXNWTTUX
DbZCTeYLAINDzExPyTouf WIBKSIBuHR g 2 YeBdxS YL JocN TshH
WwEIKYvOPwec
YiHrF MmO YIQIMhy IVULOOMWGPTAILIEQ6 7 aHsdz+UZ g@lofvYa
heHEjzbziF
2V NZWWFXQs2mPMUxkrEyzNIDwsSvrmEZhavOupzmeCEYqByK
HEAggjwvemL7Zd
EBDufTZQMEIV K pahr SdzuHSggDTuw ==
seeaaEND CERTIFICATE--~--

Allow Overrides:

Save |  Cancel |

&y dolzdl 63lgidl closles ST << blgadl clales yos dode e il

b oI FTD g8 Laaxell FQDN Ja> 656 ol o

&L Lol FTD o8 giliwl pundl Ja> 05y of vy



Add Cert Enrollment T X

Name:™ FTDVPHNServerCert

Description: FID AnyConnect VPN Server Certificate

CA Information Key Revocation

Include FODN: —e Cystom FODM - -

Cuskom FODN: — | cigeefp 3 cECO. COM

Include Device's IP Address:

Common Hame [CN): e—4 cccofnd,cisco,com

Orgamzation Unet (OL): TAC

Organization (0): Cizeo

Locality (L): San Jose

State (5T): CA

Country Code (C): us

Email (E): Lac S asco.com

Include Device's Serial Number i
Allow Overrides:
Save Cancel

o @l (CLI) ,olo¥l law dg>ls oo I oYl &S JMS oo ey Lol FTD e Jguax| eliSay ‘asal;

:FTD

show network <

[ System Information ]

Host name : ci scof p3. ci sco. com
Dormei ns : cisco

DNS Servers : 192.168.1.20
Managenent port : 8305

I Pv4 Default route

Gateway @ 192.168.1.1

[ br1]
State : Enabl ed

Channel s : Managenent & Events
Mode : Non-Aut onegoti ation
MDI / MDI X @ Aut o/ MDI X

MIU : 1500

MAC Address : 00: 0C: 29: 4F: AC: 71

Configuration : Mnual
Address : 192.168.1.2
Net mask : 255.255.255.0

2liso puwl sl iSl9 2lise uoull dole §o9 ail



fdd Cert Enrallment T X

Hame:™® FTEAPH ServerCan

Dezcription: FID AnyConmect VPH Senver Certificatd

CA Information  Certificate Parameters Revocation

K&y Type: % j5A Efl:'ﬁﬂu/

Key Hame:™ CroaTACRSiloey

Key Size: 20048 Pt

2 Advanced Settings

Ignore [Psec Key Usage
D not validate vaines bn the Ky Usipe and wctended ey Usage extessions of [Psec remote clemt certificabes

dllgw Overndes;

ha> dslasl

adlio] 999 ,asl9 gill oMel obiLinl sl FTDVPNServerCert >x>
Add New Certificate ? X

Add a new certificate to the device using cert enroliment object which is used to generate CA and
identify certificate.

Device™: ciscofp3 wt

Cert Enroliment™: FTDVPMServerCert v |2

Cert Enrollment Details:

Hame: FTDVPNServerCert
Enrallment Type: Mariual
SCEP URL: A

N

Add [ | Cancel |

3] ozl joy G99 Lail) lginiig i)l CA 6slgiv ¢o FMC + FTD gaxi > awli 30-10 _Jlg> Llail :auali



:a0g)l 5 e sl

Overview Analysis Policies S« Objects AMP Intelligence Deploy System Help v admin v
Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
%} Add
MName Domain Enrollment Type Status
4 =) ciscofp3
FTDVPNServerCertificate Global Manual LCA & ID /& Identity certificate import required 7 Q&6

C5R. generation and Identity certificate
import is pending.

Please click here to import identity
certificate.

:edy Lol Windows Server J izl §aaall g2 40l ] B339 lgaalg CSR 0i® guuis a9

Overview Analysis Policies JEUTEEIE Objects AMP Intelligence [ System Help v admin v

Device Management NAT = WPNw | QoS | Platform Settings ‘ FlexConfig  Certificates

(@ aad |
Neme  omam  EwallmemType  Setes

4 = ciscofp3
FTDVPNServerCertificate Global Manual 4cal 41D A Identity certificate import required 2 l’:)
Import Identity Certificate ? %

Step 1
Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Request {Copy the CSR below and send to the Certificate Authority):
BEGI] camncm's REQUEST— -

Step 2
Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File: l Browse Identity Certificate J

Import | Cancel

http://192.168.1.20/certsrv _JI Jail

< C O @ 192188120/ cent

Microsolf Active Direclory Cerlificate Serdces — csco-CISCODC

Welcome

Use this Web sile 1o request a certificate for vour Web t
commuricate with over the Wab, s0n and encrypl mes:

You can also use this Web site o download a certificals
pending request

For more information about Active Directory Certificate

Selact a task: ,.r"f

Eequast a ceriicale
Wiew the slatus of a pending cerificate requas]
Download a CA cerificate cardificate chan, of CRL

doadio 63lgb walb e a5l


http://192.168.1.20/certsrv

“— i -[':r & 192168120  certsrv/certrgus.asp

Microsoff Active Direclory Cericale Senices - cisoo-CISCODC-CH

Request a Certificate

Select the certificate type
lser Certif /
Or, subamil an advanced ceiicale raquast
63lgainll JLaS wuoll P33 32>9 olisl JaxJl L5 (CSR) 6slgil gidgi b  gull

é Ii:f ﬂ ﬁ 192.168.1.20/certsny/cartraxt.asp

Microsaft Active Direclory Cerificate Serices cisea-L L O0C-LA

Submit a Certificate Request or Renawal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
{such as a Web server) in the Saved Request box

Saved Request:

PRECTeYLIING SxPy T oUWl Bk sl auHRygg 2VRE: «
Base-bd-encoded |yiHrF 1@/ Y1101 iMhy IVUL XX WGP 7 iL 1 EQET.
centificate request | suHAWWEXQE ImFIRbcke JEY HIDWE SV CMETRAING | g
(CMC or BOuf T 204 B4V Kpdhr Sd sukS g gD T e =
PECS #10 or s====END CERTIFICATE=--=~
PHCS aT) -

4 3 e

Certificate Template:
Web Senver | —

fdditicnal Attributes:

Attribuas:

Submit >

Ja] e il
5lgds Juss dabos 5 3nse bt 08 atn

Certificate Issued

The certificate you requested was issued 10 you

DER encoded or ® Base 64 encoded =

Download cerificate
Download certificate chain

R
FTDVPMServerCe
rt.cer



ol lglysin nd il 63lgidl 259 ol Solgir Uolsaim] e Ll

Overview Analysis Policies IhISUTE=EN Objects AMP Intelligence System Help v admin v

Device Management MNAT VPN » QoS Platform Settings FlexConfig Certificates

|© |
4 5 ciscofp3
FTDVPNServerCertificate Global Manual 4CA |4 ID /A Identity certificate import required 208
Import Identity Certificate ? X
Step 1

Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Reguest (Copy the CSR below and send to the Certificate Authority):

Step 2
Once certificate authority responds back with identity certificate file, import it to device. /
Identity Certificate File: FTDVPNServerCert.ce: Browse Identity Certificate |

/ —_— Import Cancel

2l (Windows Server Root CA Jsd o0 ddgall) "FTD J VPN p315 63l cus o

Overview Analysis Policies eSUldCl Objects = AMP  Intelligence Deploy System Help v admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

4} Add
Name Domain Enroliment Type Status
4 =) ciscofp3
FTDVPNServerCertificate Global Manual vcal (& 1D 20 6

xml. w25 wlo elidslg AnyConnect v ,=i wilo 5,20 + AnyConnect 6,6.0 Jjis

aii;9 Cisco 0 AnyConnect o i walo 5,20 Joji

T

Profle Editor (Windows) Z0-5EP-2018 7.74 MB

{ools-anyconnact-wen-4_b 02049 -prohleedion-kY msl

AnyConnect wa,,=i alo =0 2id
9 WYBOY sy ol ey b LI FTD J a3l dg 1ol oI P wlgice 0 FQDN9 Lol pwl sl
p>loxl dosld


https://software.cisco.com/download/home/286281283/type

& AnyConnect Profile Editor - VPN — (i | X
File Help
¥ {‘-’&N Server List
i Preferences (Part 1) - .
N baip | Profile: Untited
Backup Servers
m““:ﬁ:m'"'"l’ Hostname Host Address User Group Badkup Server List  SCEP Moble Settings  Certificate Pins

Maote: it is highly recommended that at least one server be defined in a profile.

Server List Entry

Server | |oad Balancing Servers SCEP Mobile Certificate Pinning

PPrimary Server

Display Mame (required) | ascofp3.csco.com

Connection Information

Primary Protocal | SSL w

FQDM or IP Address User Group | ASA gateway
P pr— 1] Auth Method During IKE Negotistion  |EAP-AnyConnect
Group URL IKE Identity (IOS gateway anly)
Backup Servers
Host Address Add
| Mave Up
| Move Down
[ Delete
l ok | | cancel
[, AnyConnect Profile Editor - VPN - O x
File Help
Jiven y Server List
‘\, preferences (et | Profile: Untitled
Host Address User Group Backup Server List SCEP Mobie Settings Certificate Pins
ciscofp3. cisco.com -- Inherited --
Note: it is highly recommended that at least one server be defined in a profile. | Add... | | Delate
| Edt. | | Detas

o.panly ni> < Galog 35lgo (§99 il




|| vPNprofilexml

Li® 0 Mac .pkg 9 Windows g0 Jsjis

AnyConnect Headend Deployment Package (Windows) & L0-5EP-2018 41.34 MB
anyconnect-win-4 6 03049 -webdeploy -k9 pkg
AnyConnect Headend Deployment Package (Mac OS) @ 20-5EP-2018 41.13 M8

anyconnect-macos-4,6.03049-webdeploy-kS pkg

AnyConnect walo @8lio] 451 < AnyConnect alo < VPN < 518l 6] < oIl J| Jsisl

Edit AnyConnect File 7 X
Hame:™ AnyConnect_Windows_4.8,03049
File Mame:* aryconnect-win-4.6,03049-webdeploy- k9. pk || Browse..
File Type:"® AnyConnect Chent Image o
Drescraplhion: Cisco AmyConnect Image for Windows PCs
Save Canoe
Add AnyConnect File ? M
MBdr&s™ AnyConnect_Mac_4.6.03049
File Hame:™ anyoonnect-macos-d.6. 03045 - webdepl oy -5 Browse.,
File Typm:™ ) - . o
Descnplson: Cisco ApyConnedt Image for Mag PCs
Save Cancel

(3l CA aolgiv plaziw]) FTD _Je AnyConnect VPN ;055

FirePOWER 6,5] 35,0 _J| Jo> | Jaxuwss
899 il < Directory ygsill daode (999 a5l < < aa> plle 999 il < Realms < JolSs < pllas (§g9 jail
Ju> aslo]


https://software.cisco.com/download/home/286281283/type

Overview Analysis Policies Devices Objects | AMP Intelligence Deploy s IRESUN Help v admin v

Configuration Users Domains Integration Updates Licenses v Health » Monitoring » Tools »

isetofmc © cancel

th

Integrate FirePOWER Management Center Active Directory server

Realm Configuration  User Download

© Add directory
URL (Hostname/IP Address and Port) Encryption |

10.201.214.228:389 none &8

Edit direcbory B

Hosbasene [ [P 152,160,120
Adudresy

Peart TE
Encryphion ETARTTLS LOARS (% None
S5 Corttheabe A+
O Test Cangel

1D el aoll Jlxall, aSxill 6359 Slogleo (oS a8 - Gladl (oS5 gl dodle §obd sl

Overview Analysis Policies Devices Objects | AMP Intelligence Deploy System QEEEEET TR
Configuration Users Domains Integration Updates Licenses v Health » Monitoring Tools »

isetofme | @ cancel |
Integrate FirePOWER Management Center with Active Directory server

AD Primary Domain * e | cisco,com ex: domain.com

AD Join Username administrator@cisco.com ex: user@domain

AD Join Password ssenness | Test AD Join |

Directory Username * administrator@cisco,com ex: user@domain

Directory PESsWord ¥ co—je | ssssssss

Base DN * - | DC=cisco,DC=com ex: ou=user,de=cisco,dc=com

Group DN * = | D(=cisco,0C=com ex: ou=group,dc=cisco,dc=com

Group Attribute Member h

User Session Timeout

Uit end [EEIEEE 1440 minutes until session released.

Users

TS Agent Users 1440 minutes until session released.

Captive Portal Users 1440 minutes until session released.

Failed Captive Portal Users 1440 minutes until session released.

Guest Captive Portal Users 1440 minutes until session released.

* Required Field

Windows AD 8 "Jlxall J9guue" oljliol g0 AD pastiae pawl placiuw| o oMel Jtall o9 rda>Vo
I JI plaasW FMC J o U93Vl o oV asdl cuasidl (o 2y jon pasians (495G (9 &5 S 13] .Server
e olglaxll 49, diSay (Jxall oS &by Lol Active Directory

paianall Jojis 2l o 25T - paiamall Jujis cuosdll doMle (58 il


/content/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/create_and_manage_realms.html

Overview Analysis Policies Devices Objects | AMP Intelligence

System
Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools
isetofmc
Integrate FirePOWER Management Center with Active Directory server LDAP Download
- - Download users/groups from isetofmc
Directory  Realm Configuration [RIESTEvATIGET LDAP download successful: 51 groups, 25 us

| Download users and groups

Begin automatic download at g v | |pM |v | America/New York Repeat Every 24 |v | Hours
| 4 Download New

Available Groups & Groups to Include (0) Groups to Exclude (0)

| 4 Search by name

g& Enterprise Admins

g& Hyper-\' Administrators

@ Group Pelicy Creator Owners

&% Guri-group2

£ Cloneable Domain Controllers

g8 Distributed COM Users

&5 Allowed RODC Password Replication Group

~ Addto
£ Cryptographic Operators Include
g8 Server Operators Add to
£ Remote Desktop Users Exclude
£ WinRMRemoteWMIUsers__
& Users
&P Administrators
a'} Windows Authonzation Access Group
43_3’ Enterprise Read-only Domain Controllers
g Domain Admins
‘g_i Domain Users
5‘5 Pre-Windows 2000 Compatible Access ——
B rert Publishers - Enter User Inclusion Add Enter User Exclusion | | Add |

Ciwiay dalhialb<igy o Jow9<VPN<sDi dalal

Overview Analysis  Policies JeSUTEE ; AMP  Intelligence Depdon . System Help v

admin »
Device Management NAT VPN » Remolte Access Qa5 Platform Settings FlexConfig Certificates

w

Add a new configuration

ale VPN AnyConnect (655 a5 S3UI FTD jlg> aaxil a8lio] (99 Lasl9 (w9 «puwl S|

Overview Analysis Policles JIEEUTSEE Objects AMP  Intelligence

System Help +  admin =

Device Management NAT VPN = Remole Accoss QoS Platform Settings FlaxConfig Certificates
Remote Access VPN Policy Wizard

€ Policy Assignment 2] Connection Prafile > (3) AnyConnect > 4) Access b Certificate > (3] Summary

Targeted Devices and Protocols -

This wizard will gusde you through the required minimal steps to configure the Remote Access VPN policy with i Before You Start
8 mew user-defined cannection prafile
Before you start, ensure the following
configuration elements to be in place to
Remste & VPN Poliey.
Mame:™ FTDAnyConnectVPN complete Remaote Aczess VPN Pohey

Authentication Server
" f for this FTI " ADIUS San o
AnyConnect VRN configuration for this FTD Configure. Gaplr or RADIL v Grove
to authenticate VPH clents

VPN Pretecols ot S51 o IPsec-IKEv2 AnyConnect Client Package
Selected Devices Make sure you hsve AryConnect packsge
for VPN Chent downloaded or you have
4 Search o 10.201.214.134 the relevant Cisco credentials to download
=3 3 it during the wizard.

Targeted Devices:

Device Interface
Interfaces should be already configuned on
targeted deviges o that they can be used
&3 & secunty pone or interfsce group to
enable VPN access.

2oy a2l PSN assll (@ 01® (,95iwg - RADIUS p>lgs dcgazo Lislg ddslaall polx) ddlo| e il
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Overview  analysis  Policies [ Objects | AMP Intelligence

Davice Management RAT VPN » Remote Access QoS Fatform Settings FAexConfig Cerntificates
Remote Access VPN Policy Wizard

1) Policy Assignment @ Connection Profile 3] AnyGonnect > 4] Access & Cartificate > (5] Summary

e [1[1]
= Bed
AL i
be uzed for VPN

v g (han

- Faaim

- RADIUS Server Growp

altisle aptions ace selected, TP address

ch are waigeed 1 cherk when 8 VPN cenestion i estabished, Seiect

>0

'RADIUS o5 gl Sl
oMel augSi pi sl Jlaill >a>
s, ddlnsl

Add RADIUS Server Group T

Mmrrg =™ CscniSE

Degonpltesn: Cesco 158 (Joined to Windows AD Sercer)

Group Accounting Mode: Zangle e

Retry Intereal:® 10 [1-10) Seconds

Realms: ipgtofmg i

Enable suthorze onby

Enable interim acoounk update

Enable dyrnamic authorization

RADIUS Servers [Maxmwm 16 servers] \

IF Address/Hostname

[+

= Cancel

:edy a2l Cisco ISE éaés) alll wlogleall iSl

Sl U8l 98 13 - (awlull doa> 6ai8c) Cisco ISE PSN o Lol IP ylgic aganll awl/IP Glgie
a9s3Lanll ollb al] D iiw
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Cisco123 :pliaall 25T

s>y sglas 9 pliaall 13D pasiwiw - Juisall RADIUS Luw 2lids o® odel 1yizs

Edit BADIUS Server T
IF Address/Hostname:™ 192.168.1.10
Authentication Port:™ 18132 (1-85535
T [TRITTIT Y
Confirm Key:*® srEREEEE
Accoanibing Port: 1813 {1-65535
TifrbESLL: 10 [1-300) Sesands
Connect usmng! ® Routing Specic Interface &8

Save Cance

+ paiaal| puwl Jlw)| pisw AnyConnect VPN e FTD o JlasVl _slgidl pazisuall J9lx boaic da>No
Cisco ISE éase JI all 138 a>gs 65lel FTD pgéuw 138 FTD _J| a95Las oS iy il 5900)l dalS
il pawl 49 ,20) Windows Active Directory 0 (gaxil > a=, Cisco ISE pg8uw) a95Laall PSN
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Add RALILUS Server Group L

Hamer® CopiniSE

Deoriplan Con 158 {joaned to Windows A0 server)
Ceroiap ALogunbng Mode Songle 4
Ftry Teterval ™ 10 {1=16) Seconds
Fea'ms: iastadmd -
Enghie sotharse ofly

Erabiy e Siooant oodals

Engbie dyremel Subboazatn

Save Larde

Device Mangement  NAT VPN » Remote Access QoS Platform Settings  FlexConfig  Certificates

Remote Access VPN Policy Wizard

(1) Policy Assigrment © Connection Profile (3], AnyConnect >

) Access & Certificate > 5] Summary

n - dib Bl

Connection Profile:

the funnel

el iself, heow ABA is

w addresses are

ines pertan ts mrestng th
« defined in Group pelio

Connectson Profile Hame:™ | FTDANYCONNECIVPN

Autherization & Accounting {

er and 1P
e and [P addeans

1Pvd addoess Pools:
1P Address Pocis:
Group Policy:

& groap palicy = 8 collection of user-anentsd session sttrbotes which Bre sssigned ta dient when 8 VP co
o wreate a Groug Polecy obiject

£ction it established. Select

Group Folicy:* OfGrpPoicy -~ o

%21 Groap Pobey

Back Nt Cancal




Address Pools T
Available [Pvd Pools & 2 Safecied P4 Pooks

.I 1 -
el /::.q.; |

dse,all aSuill glidy IPV4 olsic §lnsg pul Lis]

T X

Mame:™ Imﬂchﬂ

1Pvd Address Range:™ |192.168.10.50-192.168.10250
Format: ipsddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Mask: 255.255.255.0
Deseription: 1P Addresses that the Windows/Mac PC will get when
they connect via YPH to the ETD

Allow Overtides:  |w

@ Configure device overrides in the address pool object to avod 1P address conflicts in case of object i

shared across muibple devioes

Override (0)

BOlgo 999 jailg IP (,9lic gaxi 2>



Address Pools T X
Available [Pvd Pools & ' | Selected IPvd Pools

4 Seart E ;
IE Ins:de-Poal 3

i Inside-Posol
152.168.10.50-192.168.10.250

L] 8 Lanced

dcganall pgi 25 999 il

Devices

Device Management NAT VPN » Remote Access QoS Flatform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment € Connection Profile

Connaction Profile Name:® | FTDANyConnectVPN

| “Access & Certificate >

(3) AnyConnect > '

ri i configured 4

Authentication, Authorization & Accounting (AAA):
Specify the method of suthentication (Ana, certificates or both), and the AaA servers that will be used for VPN connections.

Authenticatsion Method: AlA Only e
Authentication Server:® CiszolSE it

Authonzation Server: Use same suthentication Server w

Accounting Server: |

Client Address Assignment:

Clhant IP address can be assigned from AR server, DHCP server and IP address poals. When multiple options are selected, IP address
assgnment is tned in the order of AAA server, DHCP server and IP address poel.

Use AAL Server (RADIUS anly) B
Use DHCP Servers
¥ \se [P Address Pools

1Pvd Address Pools: | Inside-Poal
1PvE Address Pools:

Group Policy:

& group policy is & collection of user-onented sesson sttributes mhich are assigned to client when s VPN connection is stablished. Select

or creabe & Group Policy object.

Group Policy:™ DitGrpPalicy bl "
Bt Group Peliey

Slo| _le 8l < olawogs < AnyConnect _ugi dode e 4l



Edit Group Policy

Desengbion:

! Profies

E51 Settngs
| Connection Settings

features. FTD deploys the profiles dunng AnyConnect chent connecbon.,
Client Profile: el +

AnyConnect prohles contains setfings for the VPN mmwm‘y

Add |
Standalone profile editor can be mu}tuu*uEamurnmd’ﬁmLmuLeﬂ
profile. ¥ou can dewnload the profile eddor from Ciscn Software Download Center.

oMcl 4 sglazll 0 VPNprofile.xml walo 33>9 ..ol eiw] il pwl sl

Add AnyConnect File /

AnyConnect_XML_Profile
VPNprofile.xmi
Client Profile

XML profile we created using Profile Editor earlier

_ swe || cewce |

U3 2y ddlnibog baa> ddlasl

oMel 4 sglazll .0 AnyConnect Windows/Mac cala) iz VI o bl sa>



Overview Analysis Policies gESUIGES Objects AMP Intelligence b Help »  admin »

Device Management NAT VPN » Remolte ACcess Qo5 Flatform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

(1) Palicy Assignment > (2) Connection Profile € AnyConnect (a) Access & Certificate > (5} Summary
r U A .

- - - - - bt 1=} -
AT ={

Remote User AnyCennect Client

AnyConnect Client Image
The VPN gateway can automaboadly download the latest AnyC
imitiated. Minimize connection setup time by choosing the appreg

nect package to the chent device when the VPN connedion
wte OF for the selected package.

Cownload AnyConnect Chent packages from Cisco Software Download Cenber

\ Show Re-order buttons wd

LEErhen s Wi
amyConnect_Mac_42.603049 anyconnect-macos-4.5.0 3049 -webdeploy-k3. Has 05 -
¥ | anyConnect_windows_4.6.03048 afyConnect-win-4.5.03049-webdeploy-k9.pkg Wendews w

Back Next | Cancel |

3 Ay cuilnil
) &Sl 25158 GV dalnin/dglgll degazeo 2>
oMel 3 aglaxdl (9 lgl,>L Lnd ol anols 65lginS olgidl Jmuws >o>

Help v admin v

Device Hanagement ~ HAT VPN » Remote Access QoS Platform Settings  FlexConfig  Certificates
Remote Access VPN Policy Wizard
(1) Policy Assignment > (2) Connection Profile > (3) AmyConnect

(5] Summary

‘ C‘m" ; =t ]
A

AAA

]

Bemate User AnyCeanect Chent

Network Interface for Incoming VPN Access
terface Groug or » Securty Zene that contens the netwerk interfaces wiars wil sconss for VPN

Intarface grovp/Se:

ty Zone:® | Ouaside ~ Q-

/ 1 Enatée DTLS on member interfaces

Device Certificates
(a/s2 calied Tdentity cartificate) identfies the VPN gateway 1o the remate access chents. Select 3
% used o SUEherticate the VRN gateway

Cartdicate Enrodenant; FICWAiServerCert hal ]

F 4

Access Control for VPN Traffic
& decrypted traffic in the VPN tunnel i subject
bypass decrypted traffic from the Access Cortr

Acoess Control Pokcy by defaull, Select this oton 16

N

Back Hext Cancel
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Overview  Analysis Policies [[REUISSSN Objects | AMP  Intelligence
Device Management  NAT VPN » Remote Access QoS Platform Settings  FlexConfip | Certificates
Remote Access VPN Policy Wizard

(1} Policy Assignment > 7). Connection Prafile > (3] AnyConnect > (a) Actess & Certificate 8 - JETUEIETY
L o db g C -
® v ==
Remots User Oveside iy L

anyConnect Clhent VPN Devic

Remote Access VPN Falicy Configuration Additianal Configuration Requirements.

@b NS Configuration
n & ame speofed in ARA Servers
ervers, congure DNS wsing fgxconiy

Back Finish Cancel

sclgdlag clisly Jb sl e B his b pipw Y NAT o VPN 9,0 &S,> elacy FTD NAT 6acld (0S5
Jsogll b pSill

wiiii iy Jeally NAT d (FTD Jaxy ¥ 59,50 a5,> VPN JI Sty ol Seiliw] oSl nat sacld caals

A3 ol @l Jeall 0oSy pe ol o) S 88 A (>l oyl JI ogil p® ol lay Jay, AnyConnect
VPN )90 s, (nat-y) NAT-Exempt 6acld 0085 J| d>bxy ay o - o5 IP Glsic J=all pgia) agil
(el
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Edit Network Objects 7 X

Mame: inside-subrnst

Description:

Metwork: 192.168.1.0/24
Format: ipaddr or ipaddr/len or
range (fpaddr-ipadar)

Allowr Crverrides:

Save Cancel



Edit Metwork Objects ? X

Hame: outside-subnet-anycennect-pool
D eSor phion
Hetwork 192.168.10.0/24
Foarmat: ipaddr or ipaddrflen or

range (loaddr-ipaddr)

Allow Orrérmides:

Save Cancel

Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates
Example_Company_NAT_Palicy 0 cance
8 Fites by Do
r ignal Packet N T Translaty ed N
Direction Type Source Destination Original Original Original Translated Translated Translated Options.
Interface Objects Interface Objects Sources Destinations Services Sources Destinations Services
¥ NAT Rules Before <—
Static g insde-subnet 8
& f = = = = 3
/ / / / - {
uto NAT Rules
- = @ 1ot Y i

¥ NAT Rules After

) pacimally @l VPN ol o ay 3933l obll 59,0 48,5 pows of o «lls I @dloYlg
g ool

o 3,le0 Jl Jouwogll lead) ol VPN ol (oaciuua) 2lowll (29 )1 9 2lowdl acled clisl, pb .1

B Loz Y pou 1309 - "B ais eld a5 Ll 49 a)l dS,%) 9LVl Jewooll aSxidl dwluw” oiSai o8 .o
(VPN) a,alall doll éSaill daoll (ACL) Joosll L9 aSxill ailgd i zlxi FTD o JlasVl e

o9 pSaill pe L9 "Uad )l ol plawdl” aclgd e 59,00l 95 FTD wals e i sl JI Jouwoglly audlaslVl
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Access Control for VPN Traffic

(] Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
Decrypted traffic is subjected to Access Control Poficy by default. This option bypasses the Inspection,
but VPN Filter ACL and authorization ACL downloaded from AAA server are still applied to VPN traffic.

sclgd clisly Jouogll S pSill ag < Clwludl I Yl ] glisiud oLl 13D ity s o) 13 1ida>Yo
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et Identily Services Engine e » Contexd Visibility » Operations [~ Administration » Wark Cenlers

» System ¢ [dentity Managemant = Natwork Resourcas » Devica Portal Managemen!  puGrid Sanvices » Feed Sarvica ¢ Threat Cantric NAC

w» Matwork Devices  Neétwork Device Groups  Network Dewice Profles  Exiernal RADIUS Servers  RADIUS Server Sequences  MAC Managers  External MOM  » Locsbon Services

L]
Metwork Devices Network Devices
Dafault Davice
f Ede A 25 Duphicate x - renerate PAC .
Die Ba e r deadd By Eoimport @ Export v | @ Generate PAC | 3 Delete
Hama & Profile Mame Location Type Description

O asav2 &% Geeo @ All Locations Cisca Devices 23 lab

-’3 CatalvstSwilch & Ciscp & All Locations All Device Typas Catalyst 2850 Swikch

O cicowle & Cisco £ Al Locations &l Device Types Cisco 3504 WLC

O cscowic? % Osco £ All Locations All Device Types WLC at desk

oVel wlglaxl o uisall RADIUS Juw Cisly FTD o Lol IP oleie wisly caul ]
sl (Cisco ISE (RADIUS psls JI FTD Juay ol oSar sl IP wlgic/ag>loll o8 13D (oSs ol vy Lui
lgio FTD _JI Jauog)l Cisco ISE J oSay il FTD ag=lg

';I;;:E; ldenlity Services Engine Home » Context Visibility v Dperations » Policy = Adminisiration » Work Centers

b System » identity Managameant = Matwork Resources ¢ Device Portal Management peGrid Services ¢ Faed Sarvice ¢ Threat Cenlric MAC

« Network Devices  Network Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  Exiernal MDM

@  etwork Devices List > FTDVPN
Network Devices Network Devices /
Default Device * MName | FTOVPN |
Device Sacurity Settings Description | |
IPAddress  ~| SIP¢ | 192.168.1.1 | EX

N

* Device Profile | [7] AlcateiWired | » | &

sotvar Vorsn 7]

* Network Device Group

Locaton [ailLocations _ © | .SetTo Defaukt |
IPSEC [no O] (Settobetaut )
Device Type |ﬁ.l| Device Types (&) | i_S'EF_'!“fQ!fatl_lt-

¥ 'L RADIUS Authentication Seftings

RADIUS UDP Sattings

Protocol  RADIUS /

* Shared Secrat |mm123 | | Hide

Usa Second Shared Secret [

|- Showe. |
Caa Port [ 1700 | [ 56t To.Default.|
RADIUS DTLS Settings i
DTLS Required [ i
Shared Secret  radiusidlis i
CoA Port | 2083 | [.5etTo Defauk |

AW ol o b a8slas ollb Y Clwbw dcgame cliv]<olwlull icgano<dwluw §gé il
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b Ieniny

Foicy Sats | Profing

w | Clant Provisioning ) Policy Exments

Policy Sets =+ VPN Users

Status  Policy Set Name Descnplion

Conditions Allowed Protocols | Server Sequence  Hits

v b
¥ Authentication Policy (2)
+  Staws Rule Name Conditions se Hits  Actions
A_User_ID_Stores nw
@ oen Wesie o
¥ Options
A_User_ID_Stores .
@ n o
> Options.
¥ Authonzation Policy - Local Exceptions
¥ Authonzation Policy - Global Exceptions
¥ Authonzation Policy (2)
Resulis
+
Staws  Ruie Name Conamons Profies HEs  Actions

@  Deisat STy + I \h

llaST 5,30y bircld JSi 6 L Lo

Polcy Sats | Profing  Posture  Clant Frovisioning  » Polkcy Elemants

Policy Sets = VPN Users

Status  Policy Set Name Description Conditions. Allowed Frotocols [ Server Sequence  Hils

@ vPNUses [ RadissNAS-Port-Typs EQUALS Virual

Detaut Network Access v & #
~ Authentication Palicy (2)
+/ Staius  Rule Name Conditons Use Hits  Aclions
Al User_ID_Stores “
@ oewx B weoess_goz1x ) &
¥ Oplions
A1l User_ID_Stores ww
@  Detsnt “ -3
¥ Options
¥ Authorization Policy - Local Exceplions
¥ Authedzation Policy - Global Exceptions
¥ Authorzation Policy (2)
Resuns
+
Stafus  Rule Name Conditions \Eruf.'cs Hits  Actions.
Al FTD VPN connections f AD: . - = " -
P © T & ciscon ExiamaiGroups EQUALS eisto comUisars/Employees Permithccess + 2
@  Detsun * DanyACtass + ~ 2

55021 de AnyConnect VPN Client plaxiwl FTD o JLaiVlg aiyii9 AnyConnect VPN Client J, jis
Windows/Mac Jssuiidl pls; Joasi (il duasuidl jsouasl

FTD o Lol >l wleisdl I Jasly abbgall Windows/Mac jiguaS e cly Lol Lo simsll 2idl
by, ol Lo ,simall 9
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[ AnyConnect Installation X +
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AnyConnect Secure
Download
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Windows/Mac iguaS e aieisg AnyConnect VPN Secure Mobility Client cuis

69 Cisco AnyConnect Secure Mobilty Clent [o] & (] -
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Defaunlt Gateway . .

Iiimme b ad

Hedia

Encryption :

ili
H

e

State

FoBd: s PdbetadlVYibbed 130649511

pzatap. LHLYETHYY- —434A-ANGE-FEECEERTS D4 ) =

e i : Media dizconnectad

auall oo Gaxdl

Firepower Threat Defense (FTD) ol

2ol9V1 gl

:AnyConnect VPN &Sy Juio _sledl padiuuall ol FTD _lc oo 885

show ip <

: System | P Addr esses

Interface Nane | P address Subnet nask Met hod

G gabitEthernet0/0 inside 192.168. 1.1 255. 255. 255. 240 CONFI G

G gabi t Et hernet 0/ 1 out si de 203.0.113.2 255. 255. 255. 240 CONFI G
:Current | P Addresses

Interface Nane | P address Subnet nask Met hod

G gabitEthernet0/0 inside 192.168. 1.1 255. 255. 255. 240 CONFI G

G gabi t Et hernet 0/ 1 out si de 203.0.113.2 255. 255. 255. 240 CONFI G

show vpn-sessiondb detail anyconnect <

Sessi on Type: AnyConnect Detail ed

Usernane : jsmith | ndex : 2

Assigned IP : 192.168.10.50 Public IP : 198.51.100.2
Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel
Li cense : AnyConnect Prem um

AnyConnect - Parent: (1)none SSL-Tunnel: (1)AES- GCM 256 DTLS- Tunnel : (1) AES256



Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS- Tunnel: (1)SHA1
Bytes Tx : 18458 Bytes Rx : 2706024

Pkts Tx : 12 Pkts Rx : 50799

Pkts Tx Drop : 0 Pkts Rx Drop : O

Goup Policy : DfItGpPolicy Tunnel Goup : FTDAnyConnect VPN
Login Tine : 15:08:19 UTC Wed Cct 10 2018

Duration : Oh:30m 11s

Inactivity : Oh: 00m 00s

VLAN Mapping : N A VLAN : none

Audt Sess I D : 0ac9d68a000020005bbel5e3

Security Gp : none Tunnel Zone : 0

IR

AnyConnect - Parent Tunnel s:
SSL- Tunnel Tunnel s:
DTLS- Tunnel Tunnel s:

e

: AnyConnect - Par ent

Tunnel ID: 2.1

Public IP : 198.51.100.2

Encryption : none Hashing : none

TCP Src Port : 53956 TCP Dst Port : 443

Auth Mode : userPassword

Idle Tine Qut: 30 Mnutes Idle TO Left : 0 Mnutes
Client OS: wn

Client OS Ver: 6.1.7601 Service Pack 1

Client Type : AnyConnect

Client Ver : G sco AnyConnect VPN Agent for Wndows 4.6.03049
Bytes Tx : 10572 Bytes Rx : 289

Pkts Tx : 6 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : O

: SSL- Tunnel

Tunnel ID: 2.2

Assigned IP : 192.168.10.50 Public IP : 198.51.100.2
Encryption : AES- GCM 256 Hashing : SHA384

Ci phersuite : ECDHE- RSA- AES256- GCM SHA384

Encapsul ation: TLSv1l.2 TCP Src Port : 54634

TCP Dst Port : 443 Auth Mdde : userPassword

Idle Tine Qut: 30 Mnutes Idle TO Left : 29 M nutes
Client OS5 : Wndows

Client Type : SSL VPN dient

Client Ver : G sco AnyConnect VPN Agent for Wndows 4.6.03049
Bytes Tx : 7886 Bytes Rx : 2519

Pkts Tx : 6 Pkts Rx : 24

Pkts Tx Drop : 0 Pkts Rx Drop : O

: DTLS- Tunnel

Tunnel ID: 2.3

Assigned IP : 192.168.10.50 Public IP : 198.51.100.2
Encryption : AES256 Hashing : SHAl

Ci phersuite : DHE- RSA- AES256- SHA

Encapsul ati on: DTLSv1.0 UDP Src Port : 61113

UDP Dst Port : 443 Auth Mdde : userPassword

Idle Tine Qut: 30 Mnutes Idle TO Left : 30 M nutes
Client OS5 : Wndows

Client Type : DTLS VPN dient

Client Ver : G sco AnyConnect VPN Agent for Wndows 4.6.03049
Bytes Tx : 0 Bytes Rx : 2703216

Pkts Tx : 0 Pkts Rx : 50775

Pkts Tx Drop : 0 Pkts Rx Drop : O

Jrae e "JlaiVl glad" (99 aillg Windows 7 Jueisidl play, Jo=s S igueSIl jle=> JI JaisVI > 0,
‘e Jra=iw (Cisco AnyConnect



show vpn-sessiondb detail anyconnect <
INFO. There are presently no active sessions

blail

AnyConnect Jwac e Jlail e laeall sic a3l dgzlgll e Josll blaidl 9ay oS
‘Jlo

Lo Jjiall U3 4 Lol azgall Lolsll ol IP wlsic 98 ilgill pasimall Lol plsdl 1P lsie ¢oSaw
JUoJl Juaw

ci scof p3# capture capin interface outside trace detail trace-count 100 match ip any host

<now hit Connect on AnyConnect Client from enpl oyee PC>
ci scof p3# show cap

capture capin type rawdata trace detail trace-count 100 interface outside [Buffer Full - 524153
[ byt es
match i p any host 198.51.100.2

ag219 I o9 o 35T ilgdl pasiiall jiguaS oo FTD J alsll agalgll Jl el Ll g5l Jose
:a>, 3 FTD

ci scof p3# show cap capin

packets captured 2375

:203.0.113.2.443 < 198.51.100. 2. 55928 17:05:56.580994 :1
<8192 <nss 1460, nop, wscal e 8, nop, nop, sackOK

S 2933933902: 2933933902(0) win

S 430674106: 430674106(0) ack :198.51.100.2.55928 < 203.0. 113. 2. 443 17: 05: 56. 581375 : 2
<2933933903 win 32768 <nmss 1460

ack 430674107 win 64240 . :203.0.113.2.443 < 198.51.100. 2. 55928 17: 05: 56. 581757 :3

P 2933933903: 2933934036(133) ack :203.0.113.2.443 < 198.51.100. 2. 55928 17: 05: 56. 582382 : 4
430674107 win 64240

ack 2933934036 win 32768 . :198.51.100.2.55928 < 203.0.113. 2. 443 17: 05: 56. 582458 : 5

P 430674107: 430675567(1460) ack :198.51.100.2.55928 < 203.0. 113. 2. 443 17: 05: 56. 582733 : 6
2933934036 win 32768

ack 430675567 win 64240 . :203.0.113.2.443 < 198.51.100. 2. 55928 17: 05: 56. 790211 :7

P 430675567: 430676672(1105) ack :198.51.100.2.55928 < 203.0. 113. 2. 443 17: 05: 56. 790349 :8
2933934036 win 32768

P 2933934036: 2933934394(358) ack :203.0.113.2.443 < 198.51.100. 2. 55928 17: 05: 56. 791691 : 9
430676672 win 63135

P 430676672: 430676763(91) ack

:198. 51. 100. 2. 55928 < 203. 0. 113. 2. 443

17:05: 56. 794911

110

2933934394 win 32768

P 2933934394: 2933934703(309) ack :203.0.113.2.443 < 198.51. 100. 2. 55928 17:05:56. 797077 : 11
430676763 wi n 63044

ack 2933934703 win 32768 . :198.51.100.2.55928 < 203. 0. 113. 2. 443 17:05:56. 797169 : 12

P 2933934703: 2933935524(821) ack :203.0.113.2.443 < 198.51. 100. 2. 55928 17:05:56. 797199 : 13
430676763 wi n 63044

ack 2933935524 win 32768 . :198.51.100.2.55928 < 203.0.113. 2. 443 17:05:56. 797276 : 14

P 430676763: 430677072(309) ack :198.51.100.2.55928 < 203. 0. 113. 2. 443 17: 05: 56. 798634 : 15
2933935524 win 32768

P 430677072: 430677829(757) ack :198.51.100.2.55928 < 203. 0. 113. 2. 443 17:05: 56. 798786 : 16
2933935524 win 32768

P 430677829: 430677898(69) ack :198.51.100.2.55928 < 203. 0. 113. 2. 443 17:05: 56. 798817 : 17
2933935524 win 32768

ack 430677898 win 64240 . :203.0.113.2.443 < 198.51.100. 2. 55928 17:05: 56. 799397 :18

P 2933935524: 2933935593(69) ack :203.0.113.2.443 < 198.51. 100. 2. 55928 17:05: 56. 810215 : 19

430677898 wi n 64240



ack 2933935593 win 32768 .
F 2933935593: 2933935593(0) ack

ack 2933935594 win 32768 .
FP 430677898: 430677898(0) ack

ack 430677899 win 64240 .
S 2614357960: 2614357960(0) wi n

S 3940915253: 3940915253(0) ack

ack 3940915254 win 64240 .
P 2614357961: 2614358126( 165) ack

ack 2614358126 win 32768 .
P 3940915254: 3940915431(177) ack

P 2614358126: 2614358217(91) ack

ack 2614358217 win 32768 .
P 2614358217: 2614358526(309) ack

ack 2614358526 win 32768 .
P 2614358526: 2614359555(1029)

ack 2614359555 win 32768 .
P 3940915431: 3940915740(309) ack

P 3940915740: 3940917069( 1329)

ack 3940917069 wi n 64240
P 3940917069: 3940918529( 1460)

P 3940918529: 3940919979( 1450)

ack 3940919979 wi n 64240
P 3940919979: 3940921439( 1460)

P 3940921439: 3940922899( 1460)
P 3940922899: 3940923306(407) ack
P 3940923306: 3940923375(69) ack

ack 3940923375 win 64240
P 2614359555: 2614359624(69) ack

ack 2614359624 win 32768
F 2614359624: 2614359624(0) ack

ack 2614359625 win 32768 .
FP 3940923375: 3940923375(0) ack

ack 3940923376 wi n 64240
S 1903869753: 1903869753(0) win

S 2583094766: 2583094766( 0) ack

ack 2583094767 wi n 64240
P 1903869754: 1903869906( 152) ack

ack 1903869906 win 32768 .
P 2583094767: 2583096227(1460)

:198.
1 203.

:198.
:198.

1 203.
1 203.

:198.

1 203.
1 203.

:198.
1 198.

1 203.

:198.
1 203.

:198.
1 203.

:198.
1 198.

:198.

1 203.
:198.

:198.

1 203.
:198.

:198.

1 198.

1 198.

1 203.
1 203.

1 198.
1 203.

:198.
:198.

1 203.
1 203.

:198.

1 203.
1 203.

1 198.
1 198.

51.100. 2. 55928 < 203

0.113.2.443 < 198.51

51.100. 2. 55928 < 203
51.100. 2. 55928 < 203

0.113.2.443 < 198.51
0.113.2.443 < 198.51

<8192

51.100. 2. 56228 < 203

0.113.2.443 < 198.51
0.113.2.443 < 198.51

51.100. 2. 56228 < 203
51.100. 2. 56228 < 203

0.113.2.443 < 198.51

51.100. 2. 56228 < 203
0.113.2.443 < 198.51

51.100. 2. 56228 < 203
0.113.2.443 < 198.51

51.100. 2. 56228 < 203
51.100. 2. 56228 < 203

51.100. 2. 56228 < 203

0.113.2.443 < 198.51
51.100. 2. 56228 < 203

51.100. 2. 56228 < 203

0.113.2.443 < 198.51
51.100. 2. 56228 < 203

51.100. 2. 56228 < 203

51.100. 2. 56228 < 203

51.100. 2. 56228 < 203

0.113.2.443 < 198.51
0.113.2.443 < 198.51

51.100. 2. 56228 < 203
0.113.2.443 < 198.51

51.100. 2. 56228 < 203
51.100. 2. 56228 < 203

0.113.2.443 < 198.51
0.113.2.443 < 198.51

<8192

51.100. 2. 56280 < 203

0.113.2.443 < 198.51
0.113.2.443 < 198.51

51.100. 2. 56280 < 203
51.100. 2. 56280 < 203

.0.113.
100. 2.

0. 113.
0. 113.

100. 2.
100. 2.

2.443
55928

55928
56228

17:05: 56. 810398 : 20
17: 05: 56. 810428 : 21
430677898 wi n 64240
17: 05: 56. 810489 : 22
17: 05: 56. 810627 : 23
2933935594 win 32768
17:05: 56. 811008 : 24
17: 05: 59. 250566 : 25

<nss 1460, nop, wscal e 8, nop, nop, sackOK

0. 113.

100. 2.
100. 2.

0. 113.
0. 113.

100. 2.

0. 113.
100. 2.

0. 113.
100. 2.

0. 113.
0. 113.

0. 113.

100. 2.
0. 113.

0. 113.

100. 2.
0. 113.

0. 113.

0. 113.

0. 113.

100. 2.
100. 2.

0. 113.
100. 2.

0. 113.
0. 113.

100. 2.
100. 2.

2.443

17:05: 59. 250963 : 26

<2614357961 wi n 32768 <mss 1460

56228
56228

2.443

56228
2.443

2.443

56228
2.443

2.443

2.443

56228
56280

ack

ack

ack

ack

ack

ack

17:05: 59. 251406 : 27
17:05: 59. 252062 : 28
3940915254 wi n 64240
17:05:59. 252138 : 29
17:05: 59. 252458 : 30
2614358126 win 32768
17:05: 59. 253450 : 31
3940915431 win 64063
17:05:59. 253679 :32
17:05:59. 255235 : 33
3940915431 win 64063
17:05: 59. 255357 : 34
17:05:59. 255388 : 35
3940915431 win 64063
17:05: 59. 255495 : 36
17:05:59. 400110 : 37
2614359555 win 32768
17:05:59. 400186 : 38
2614359555 win 32768
17:05:59. 400675 : 39
17:05:59. 400736 : 40
2614359555 win 32768
17:05:59. 400751 : 41
2614359555 win 32768
17:05:59. 401544 :42
17:05:59. 401605 : 43
2614359555 win 32768
17:05:59. 401666 : 44
2614359555 win 32768
17:05:59. 401727 : 45
2614359555 win 32768
17:05:59. 401743 : 46
2614359555 win 32768
17:05:59. 402185 : 47
17:05:59. 402475 : 48
3940923375 wi n 64240
17:05:59. 402597 : 49
17:05:59. 402628 : 50
3940923375 wi n 64240
17:05:59. 402673 : 51
17:05:59. 402765 :52
2614359625 win 32768
17:05:59. 413384 :53
17: 05: 59. 555665 : 54

<nss 1460, nop, wscal e 8, nop, nop, sackOK

0. 113.

100. 2.
100. 2.

.0.113.
.0.113.

2.443

17:05: 59. 556154 : 55

<1903869754 wi n 32768 <mss 1460

56280
56280

2.443
2.443

ack

17: 05: 59. 556627 : 56
17: 05: 59. 560502 : 57
2583094767 win 64240
17: 05: 59. 560578 : 58
17:05:59. 563996 :59
1903869906 wi n 32768



ack 2583096227 wi n 64240
P 2583096227: 2583097673(1446)

ack 2583097673 win 62794 .
P 1903869906: 1903870032(126) ack

P 2583097673: 2583097724(51) ack

P 1903870032: 1903870968(936) ack

ack 1903870968 win 32768 .
P 2583097724: 2583099184( 1460)

2583099184: 2583099306(122) ack

P 2583099306: 2583100766( 1460)

P 2583100888: 2583102142( 1254)

ack 2583102142 win 64240
P 2583102142: 2583103602( 1460)

2583103602: 2583103930( 328) ack

P 2583104052: 2583105512( 1460)

2583105512: 2583105634(122) ack

ack 2583105512 win 64240 .
ack 2583105738 win 64014 .
udp 99

udp 48

P 1903870968: 1903872025( 1057)

ack 1903872025 win 32768 .
udp 119
udp 188

udp 93
udp 93
udp 93
udp 221
udp 109
udp 109
udp 157
udp 157
udp 157
udp 109
udp 109
udp 109
udp 109
udp 109

2583100766: 2583100888(122) ack

2583103930: 2583104052(122) ack

2583105634: 2583105738(104) ack

1 203.
:198.

1 203.
1 203.

:198.
203.

:198.
:198.

1 198.
:198.
198.
:198.

1 203.
:198.

1 198.
198.
:198.
1 198.
198.

1 203.
1 203.
1 203.
1 198.
1 203.

1 198.
1 203.
:198.
1 203.
1 203.
1 203.
1 203.
1 203.
1 203.
1 203.
1 203.
1 203.
1 203.
1 203.
1 203.
1 203.
:203.0

0.113.2.443 < 198.51
51.100. 2. 56280 < 203

0.113.2.443 < 198.51
0.113.2.443 < 198.51

51.100. 2. 56280 < 203

0.113.2.443 < 198.51

51.100. 2. 56280 <
51.100. 2. 56280 <

203.
203.
51.100. 2. 56280 < 203
51.100. 2. 56280 < 203
51.100. 2. 56280 < 203
51.100. 2. 56280 < 203

0.113.2.443 < 198.51
51.100. 2. 56280 < 203

51.100. 2. 56280 < 203
51.100. 2. 56280 < 203
51.100. 2. 56280 < 203
51.100. 2. 56280 < 203
51.100. 2. 56280 < 203

0.113.2.443 < 198.51

0.113.2.443 < 198.51
0.113.2.443 < 198.51
51.100. 2. 58944 < 203.
0.113.2.443 < 198.51
51.100. 2. 56280 < 203
0.113.2.443 < 198.51
51.100. 2. 58944 < 203.
0.113.2.443 < 198.51
0.113.2.443 < 198.51
0.113.2.443 < 198.51
0.113.2.443 < 198.51
0.113.2.443 < 198.51
0.113.2.443 < 198.51
0.113.2.443 < 198.51
0.113.2.443 < 198.51
0.113.2.443 < 198.51
0.113.2.443 < 198.51
0.113.2.443 < 198.51
0.113.2.443 < 198.51
0.113.2.443 < 198.51
.113.2. 443 <

100. 2.
0. 113.

100. 2.
100. 2.

0. 113.

100. 2.

0. 113.
0. 113.

0. 113.

0. 113.

0. 113.

0. 113.

100. 2.
0. 113.

0. 113.

0. 113.

0. 113.

0. 113.

0. 113.

100. 2.
100. 2.
100. 2.
0. 113.
100. 2.

0. 113.
100. 2.
0. 113.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.

NESESESESESESESESESESINES

56280
2.443

56280
56280

2.443

56280

2.443
2.443

2.443

2.443

2.443

2.443

56280
2.443

2.443

2.443

2.443

2.443

2.443

56280

56280

58944

2.443

56280

2.443

58944
2.443

. 58944

58944

. 58944

58944
58944
58944
58944
58944
58944
58944
58944

. 58944
. 58944
198. 51. 100. 2. 58944

ack

ack

ack

ack

ack

ack

ack

17:05:59. 780034 : 60
17:05:59. 780141 : 61
1903869906 wi n 32768
17:05:59. 998376 :62
17:06: 14. 809253 : 63
2583097673 win 62794
17:06: 14. 809970 : 64
1903870032 wi n 32768
17:06: 14. 815768 : 65
2583097724 win 64240
17:06: 14. 815860 : 66
17:06: 14. 816913 : 67
1903870968 wi n 32768
17:06: 14. 816928 : 68
1903870968 wi n 32768
17:06: 14. 816959 : 69
1903870968 wi n 32768
17:06: 14. 816974 : 70
1903870968 wi n 32768
17:06: 14. 816989 : 71
1903870968 wi n 32768
17:06: 14. 817554 :72
17:06: 14. 817615 : 73
1903870968 wi n 32768
17:06: 14. 817630 : 74
1903870968 wi n 32768
17:06: 14. 817630 : 75
1903870968 wi n 32768
17:06: 14. 817645 : 76
1903870968 wi n 32768
17:06: 14. 817645 : 77
1903870968 wi n 32768
17:06: 14. 817660 :78
1903870968 wi n 32768
17:06: 14. 818088 : 79
17:06: 14. 818530 : 80
17:06: 18. 215122 :81
17:06: 18. 215610 : 82
17:06: 18. 215671 : 83
2583105738 win 64014
17:06: 18. 215763 : 84
17:06: 18. 247011 : 85
17:06: 18. 247728 : 86
17:06: 18. 249285 : 87
17:06: 18. 272309 : 88
17:06: 18. 277680 : 89
17:06: 18. 334501 : 90
17:06: 18. 381541 : 91
17:06: 18. 443565 :92
17:06: 18. 786702 :93
17:06: 18. 786870 :94
17:06: 18. 786931 : 95
17:06: 18. 952755 : 96
17:06: 18. 968272 : 97
17:06: 18. 973902 :98
17:06: 18. 973994 :99
17: 06: 18. 989267 : 100

alaxdl )l S5 Liled! pasiuall o 83,l6)] dosdl llid Eaxy o Jwolss oo

ci scof p3# show cap capin packet-number 1 trace detail



packets captured 2943

006b. f 1e7. 6c5e 000c. 294f . ac84 0x0800 Length: 66 17:05:56.580994 :1
S [tcp sum ok] 2933933902: 2933933902(0) win 8192 <nmss :203.0.113.2.443 < 198.51. 100. 2. 55928
(1460, nop, wscal e 8, nop, nop, sackOK> (DF) (ttl 127, id 31008

Phase: 1

Type: CAPTURE

: Subt ype

Resul t: ALLOW

:Config

:Addi tional Information

: Forward Fl ow based | ookup yields rule

in id=0x2acel3beec90, priority=13, domai n=capture, deny=false
hi t s=2737, user_dat a=0x2acel232af 40, cs_i d=0x0, |3_type=0x0
src mac=0000. 0000. 0000, mask=0000. 0000. 0000

dst nmac=0000. 0000. 0000, mask=0000. 0000. 0000

i nput _i f c=out si de, out put _i f c=any

Phase: 2

Type: ACCESS- LI ST

: Subt ype

Resul t: ALLOW

:Config

Implicit Rule

:Addi tional Information

: Forward Fl ow based | ookup yields rule

in id=0x2acel07c8480, priority=1, domai n=permnit, deny=fal se
hi t s=183698, user_dat a=0x0, cs_i d=0x0, |3_type=0x8
src mac=0000. 0000. 0000, mask=0000. 0000. 0000

dst nmac=0000. 0000. 0000, mask=0100. 0000. 0000

i nput _i f c=out si de, out put _i f c=any

Phase: 3

Type: ROUTE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

:Config

:Addi tional Information

found next-hop 203.0.113.2 using egress ifc identity

Phase: 4

Type: ACCESS- LI ST

: Subt ype

Resul t: ALLOW

:Config

Implicit Rule

:Addi tional Information

: Forward Fl ow based | ookup yields rule

in id=0x2acel199f 680, priority=119, donmi n=pernit, deny=fal se
hi t s=68, user_data=0x0, cs_i d=0x0, flags=0x0, protocol =6

src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=443, tag=any, dscp=0x0
i nput _i fc=outside, output_ifc=identity

Phase: 5

Type: CONN- SETTI NGS

: Subt ype

Resul t: ALLOW

:Config

:Additional Information

: Forward Fl ow based | ookup yields rule

in id=0x2acel199efd0O, priority=8, domai n=conn-set, deny=false

hi t s=68, user_dat a=0x2acel199e5d0, cs_i d=0x0, reverse, flags=0x0, protocol =6



src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=443, tag=any, dscp=0x0
i nput _i fc=outside, output_ifc=identity

Phase: 6

Type: NAT

Subt ype: per-session

Resul t: ALLOW

:Config

:Addi tional Information

: Forward Fl ow based | ookup yields rule

i n i d=0Ox2ace0f a81330, priority=0, domai n=nat - per-session, deny=false
hits=178978, user_data=0x0, cs_i d=0x0, reverse, use_real _addr, flags=0x0, protocol =6
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

i nput _i fc=any, output _ifc=any

Phase: 7

Type: | P-OPTI ONS
: Subt ype

Result: ALLOW
:Config

:Addi tional Information

: Forward Fl ow based | ookup yields rule

i n i d=0x2acel07cdb00, priority=0, domai n=i nspect-ip-options, deny=true
hi ts=174376, user_dat a=0x0, cs_i d=0x0, reverse, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

i nput _i f c=out si de, out put _i f c=any

Phase: 8

Type: CLUSTER- REDI RECT

Subt ype: cluster-redirect
Result: ALLOW

:Config

:Additional |nformation

: Forward Fl ow based | ookup yields rule

in id=0x2acel07c¢90c0, priority=208, donmmi n=cluster-redirect, deny=false
hi ts=78, user_data=0x0, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=outside, output_ifc=identity

Phase: 9

Type: TCP- MODULE

Subt ype: webvpn

Resul t: ALLOW

:Config

:Addi tional Information

: Forward Fl ow based | ookup yields rule

in id=0x2acel199df 20, priority=13, domai n=soft-np-tcp-nodul e, deny=fal se
hi t s=58, user_dat a=0x2ace061ef b00, cs_i d=0x0, reverse, flags=0x0, protocol =6
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=443, tag=any, dscp=0x0

i nput _i fc=outside, output_ifc=identity

Phase: 10

Type: VPN

Subt ype: ipsec-tunnel -fl ow

Resul t: ALLOW

:Config

:Addi tional Information

: Forward Fl ow based | ookup yields rule

i n i d=0Ox2acell1d455e0, priority=13, domain=i psec-tunnel-flow, deny=true



hi t s=87214, user_data=0x0, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i f c=out si de, out put _i f c=any

Phase: 11
Type: CAPTURE

: Subt ype

Resul t: ALLOW

:Config

:Addi tional Information

: Forward Fl ow based | ookup yields rule

in id=0x2acellda7000, priority=13, domai n=capture, deny=false
hi t s=635, user_dat a=0x2acel232af 40, cs_i d=0x2acellf 21620, reverse, flags=0x0, protocol =0
src ip/id=198.51.100.2, mask=255.255. 255. 255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

i nput _i f c=out si de, out put _i f c=any

Phase: 12

Type: CAPTURE

: Subt ype

Resul t: ALLOW

:Config

:Addi tional Information

: Reverse Fl ow based | ookup yields rule

out id=0x2acel0691780, priority=13, donmi n=capture, deny=fal se

hits=9, user_dat a=0x2acel232af 40, cs_i d=0x2acellf21620, reverse, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=198.51.100.2, mask=255.255. 255. 255, port=0, tag=any, dscp=0x0
i nput _i fc=any, output_ifc=outside

Phase: 13
Type: FLOW CREATI ON

: Subt ype
Resul t: ALLOW

:Config

:Addi tional Information

New flow created with id 87237, packet dispatched to next nodul e
Modul e information for forward flow
snp_fp_inspect _i p_options
snp_fp_tcp_normalizer
snp_fp_tcp_nod

snp_f p_adj acency

snp_f p_fragment

snp_fp_drop

Modul e information for reverse flow
snp_fp_inspect _i p_options
snp_fp_tcp_normalizer

snp_f p_adj acency

snp_f p_fragment

snp_i fc_stat

" Resul t

i nput-interface: outside

i nput -status: up

i nput-line-status: up
output-interface: NP ldentity Ifc
Action: allow

packet shown 1
ci scof p3#

TFTP ol FTP ol SCP e aljis <l asy eiSayg .FTD o Lol :disk0 _JI boladVl gl



FirePOWER Management Center >> System >> Health Monitor ¢ a3l cugll paiuwe dg=ly oo 91)
B899 il < (doasinll lg>Nol9 cllasVl Blusiwl) >> Health Monitor >> Advanced Troubleshooting
(walo J,55) Download File (ugull doMe

ci scof p3# copy /pcap capture:capin disk0:/capin.pcap
<Source capture nane [capin]? <hit Enter

<Destination filenanme [capin.pcap]? <hit Enter
rrrrrrrrrrrrrnd

packets copied in 0.0 secs 207

ci scof p3# dir

/:Directory of diskO

rwx 198 05:13:44 Apr 01 2018 lina_phasel.log- 122

drwx 4096 21:42:20 Jun 30 2018 | og 49

drwx 4096 21:42:36 Jun 30 2018 coredunpi nfo 53

drwx 4096 14:59:51 Cct 10 2018 csm 110

rwx 21074 01:26:44 COct 10 2018 backup-config.cfg- 123
rwx 21074 01:26:44 Cct 10 2018 startup-config- 124

rwx 20354 01:26:44 Cct 10 2018 nodified-config.cfg- 125
rwx 60124 17:06:22 Oct 10 2018 capin. pcap- 160

/:ci scof p3# copy diskO:/capin.pcap tftp

<Source fil enane [capin.pcap]? <hit Enter

Address or name of renote host []? 192.168.1.25 (your TFTP server |P address (your PC if using
((tftpd32 or Sol arwi nds TFTP Server

<Destination filenanme [capin.pcap]? <hit Enter

(bytes copied in 21.800 secs (5411 bytes/sec 113645

ci scof p3#

or from Fi rePONER Managenment Center Wb QU >> System >> Health >> Health Monitor >> click)
(Advanced Troubl eshooting >> click Downl oad File tab

a0 JSuin NAT 6acld (0955 (o (g

ci scof p3# packet-tracer input outside tcp 192.168.10.50 1234 192.168.1.30 443 detailed

Phase: 1

Type: CAPTURE

: Subt ype

Resul t: ALLOW

:Config

:Addi tional Information

: Forward Fl ow based | ookup yields rule

i n i d=0x2ace0f a90e70, priority=13, domai n=capture, deny=false
hits=11145169, user_data=0x2acel20c4910, cs_i d=0x0, | 3_type=0x0
src mac=0000. 0000. 0000, mask=0000. 0000. 0000

dst nmac=0000. 0000. 0000, mask=0000. 0000. 0000

i nput _i f c=out si de, out put _i f c=any

Phase: 2

Type: ACCESS- LI ST

: Subt ype

Resul t: ALLOW

:Config

Implicit Rule

:Addi tional Information

: Forward Fl ow based | ookup yields rule

in id=0x2acel07c8480, priority=1, domai n=permnmit, deny=fal se
hi t s=6866095, user_dat a=0x0, cs_i d=0x0, |3_type=0x8
src mac=0000. 0000. 0000, mask=0000. 0000. 0000

dst mac=0000. 0000. 0000, mask=0100. 0000. 0000



i nput _i f c=out si de, out put _i f c=any

Phase: 3

Type: ROUTE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

:Config

:Addi tional Information

found next-hop 192.168.1.30 using egress ifc inside

Phase: 4

Type: UN- NAT

Subt ype: static

Result: ALLOW

:Config

nat (inside,outside) source static inside-subnet inside-subnet destination static outside-
subnet-anyconnect-po ol outside-subnet-anyconnect-pool no-proxy-arp route-lookup
:Additional |nformation

NAT divert to egress interface inside

Untransl ate 192. 168.1.30/443 to 192.168. 1. 30/ 443

Phase: 5
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
:Config
access-group CSM FW ACL_ gl obal
access-list CSM FWACL_ advanced trust ip ifc outside any any rule-id 268436481 event-1og fl ow
end
access-list CSM FWACL_ remark rule-id 268436481: PREFILTER PCLI CY
Exanpl e_Conpany_Prefilter_Policy
access-list CSM FWACL_ remark rule-id 268436481: RULE: Al |l owt oVPNCut si dei nt erface
:Addi tional Information
: Forward Fl ow based | ookup yields rule
in id=0x2aceOf a8f 4e0, priority=12, domai n=permit, trust
hi t s=318637, user_dat a=0x2ace057b9a80, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0
src ip/id=0.0.0.0, nmask=0.0.0.0, port=0, tag=any, ifc=outside
dst ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
i nput _i fc=any, output _ifc=any

Phase: 7

Type: NAT

: Subt ype

Resul t: ALLOW

:Config

nat (inside,outside) source static inside-subnet inside-subnet destination static outside-
subnet-anyconnect-po ol outside-subnet-anyconnect-pool no-proxy-arp route-lookup
:Additional Information

Static translate 192.168. 10.50/1234 to 192. 168. 10. 50/ 1234

: Forward Fl ow based | ookup yields rule

in id=0x2acell1975cb0, priority=6, domai n=nat, deny=fal se

hi t s=120, user_dat a=0x2aceOf 29c4a0, cs_i d=0x0, fl ags=0x0, protocol =0

src ip/id=192.168.10.0, mask=255.255.255. 0, port=0, tag=any

dst ip/id=10.201.214.128, mask=255. 255. 255. 240, port=0, tag=any, dscp=0x0

i nput _i f c=out si de, output _ifc=inside

Phase: 10 Type: VPN Subtype: ipsec-tunnel-flow Result: ALLOW Config: Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x2acelld455e0, priority=13, domai n=i psec-tunnel -
flow, deny=true hits=3276174, user_data=0x0, cs_i d=0x0, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

i nput _i fc=out si de, output_ifc=any Phase: 11 Type: NAT Subtype: rpf-check Result: ALLOW Config



nat (inside,outside) source static inside-subnet inside-subnet destination static outside-
subnet-anyconnect-po ol outside-subnet-anyconnect-pool no-proxy-arp route-lookup
:Additional Information

: Forward Fl ow based | ookup yields rule

out id=0x2ace0d5a9800, priority=6, donmai n=nat-reverse, deny=fal se

hits=121, user_dat a=0Ox2acel232a4c0, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0

src ip/id=192.168.10.0, mask=255.255.255. 0, port=0, tag=any

dst ip/id=10.201.214.128, mask=255. 255. 255. 240, port=0, tag=any, dscp=0x0

i nput _i f c=out si de, output _ifc=inside

Phase: 14

Type: FLOW CREATI ON

: Subt ype

Resul t: ALLOW

:Config

:Addi tional Information

New flow created with id 3279248, packet dispatched to next nodul e

Modul e i nformation for reverse flow

Phase: 15

Type: ROUTE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

:Config

:Addi tional Information

found next-hop 192.168.1.30 using egress ifc inside

" Resul t

input-interface: outside
i nput -status: up

i nput-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

ci scof p3#

JVS 50 FTD o JlaiVl gl (wasuidl jiguaSIL Lol cualbgall Lol wazuidl iguaSIl bolaill
AnyConnect VPN

M anyconnectinitiation.peapng

File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help

Adm 1 ® RE es=Fas5Eaqanm

[ |ip.addr ==

Mo, Time Source Src port Destination Dstport Protocol Length Info

- 129 3.685253 56581 443 TCP 66 56581 + 443 [SYN] Seq=8 Win=8192 Len=@ M55=146@ WS=256 SACK_PERM=1
138 3.685868 - - 443 - - - 56581 TCP 6@ 443 » 56581 [SYN, ACK] Seq=@ Ack=1 Win=32768 Len=8 MS5=146@
131 3.685917 56581 443 TCP 54 56581 =+ 443 [ACK] Seq=1 Ack=1 Win=64248 Len=8
132 3.687835 56581 443 TLSv1.2 187 Client Hello
133 3.687442 443 56581 TCP 6@ 443 » 56581 [ACK] Seq=1 Ack=134 Win=32768 Len=@
134 3.687806 443 56581 TLSv1.2 1514 Server Hello
142 3.899719 56581 443 TCP 54 56581 + 443 [ACK] Seq=134 Ack=1461 Win=64248 Len=@
143 3.988383 443 56581 TLSw1l.2 1159 Certificate, Server Hello Done
144 3.90818083 56581 443 TLSv1.2 412 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
145 3.9084245 443 56581 TLSv1.2 145 Change Cipher Spec, Encrypted Handshake Message
146 3.967281 56581 443 TLSv1.2 363 Application Data
147 3.987374 56581 443 TLSv1.2 875 Application Data
148 3.987797 443 56581 TCP 6@ 443 » 56581 [ACK] Seq=2657 Ack=881 Win=32768 Len=8
149 3.987868 443 56581 TCP 6@ 443 » 56501 [ACK] Seq=2657 Ack=1622 Win=32768 Len=0
156 3.989608 443 56501 TLSvl.2 363 Application Data
151 3.989759 443 56501 TLSvl.2 811 Application Data

~ Transmission Control Protocol, Src Port: 56581, Dst Port: 443, Seq: @, Len: @
Source Port: 56581
Destination Port: 443

awds bVl 13D (9 iz lad JSuiy DTLS s 4,9, Loyl cliSa,



M copinpeap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mREBRe=EF &S aaen
Source Srcport  Destination Dstport  Protocol Length Info
76 12:06:14.817645 233 56288 TCP 1514 443 + 56288 [PSH, ACK] Seq=9286 Ack=1215 Win=32768 Len=146@ [TCP segment of a reassembled PDU]
77 12:96:14.817645 243 56280 TLSV1.2 176 Application Data
78 12:06:14.817660 233 56280 TLSV1.2 158 Application Data
79 12:06:14.515088 56280 243 TCP 54 56280 - 443 [ACK] Seq=1215 Ack=18746 Win=564248 Len=@
30 12:06:14.818530 56288 243 TCp 54 56280 - 243 [ACK] Seq=1215 Ack=18972 Win=-54814 Len=@
81 12:06:18.215122 - s8944 443 DTLS 1.0 (OpensSL pre ©.9.5f) 141 Client Hello
{ 82 12:86:18.215618 aa3 58944 DTLS 1.8 (OpensSSL pre 8.9.8f) 90 Hello Verify Request
: 83 12:96:18.215671 56280 443 TLSv1.2 1111 Application Data
: 34 12:86:18.215763 as3 56288 TCP 54 443 » 56288 [ACK] Seq=18972 Ack=2272 Win=32768 Len=8
85 12:96:18.,247011 58944 443 DTLS 1.8 (OpenSSL pre 0.9.8f) 161 Client Hello
86 12:86:18.247728 as3 58944 DTLS 1.8 (OpenSSL pre 8.9.8f) 230 Server Hello, Change Cipher Spee, Emcrypted Handshake Message
87 12:96:18.249285 58944 443 DTLS 1.6 (OpenSSL pre ©.9.8f) 135 Change Cipher Spec, Encrypted Handshake Message
88 12:06118.272309 58944 443 DTLS 1.8 (OpenssL pre ©.9.8f) 135 application Data
89 12:96:18.277680 58944 443 DTLS 1.8 (OpenSSL pre 6.9.8f) 135 Application Data
90 12:06:18.333501 58944 443 DTLS 1.8 (OpenssL pre ©.9.8f) 263 application Data

-

Frame 81: 141 bytes on wire (1128 bits), 141 bytes captured (1128 bits)
Ethernet 11, Src: Cisco_e7:6c:Se (8@:6b:ifl:e7:6c:5e), Dst: Vmware_4f:ac:84 (80:8c:29:4f:ac:84)
Internet Protocol Version 4, Src: - 5 Dst:
User Datagram Protocel, Src Port: 58944, Dst Port: 443
Datagram Transport Layer Security
~ DTLS 1.8 (OpenSSL pre ©.9.5f) Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: DTLS 1.8 (OpenSSL pre @.9.5F) (@x@18e)
Epach: @
Sequence Number: @
Length: 86
“ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 74
Message Sequence: @
Fragment Offset: @
Fragment Length: 74

L v v v

VPN aSuiy gl Juai; AnyConnect jigueS le> ol Lelay sl FTD J a3l agzlll Lle 3931l bladVl

‘capin.pcap

File Edit View Ge Capture Analyze Statistics  Telephony Wireless  Tools  Help
dm @ AR Re==2EF LS5 EQaacH

L
Ma. Time Source Srcport Destination Dstport  Protocol Length Info

Apply a display filter ... <Cirl-j>

3 12:85:56.581757 S5ozg 443 TCP 54 55928 = 443 [ACK] Seqel Ackel Win=£4248 Len=@

4 12:85:56.582382 55828 443 TLSv1.2 187 Client Helle

S 12:85:56.582458 443 55928 TCP 54 443 + 55928 [ACK] Seqel Ack=134 Win=32768 Len=@

6 12:85:56.582733 I . AL - 55928 TLSv1.Z2 1514 Server Hello -ie—

7 12:85:56.790211 55928 443 TCP 54 55928 + 443 [ACK] Seq=134 Ack=1451 Win=£4248 Len=@
8 12:85:56.708349 443 558928 TLSv1.2 1159 Certificate, Server Hello Done

9 12:85:56.791691 55928 443 TLSv1.2 412 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
18 12:85:56.794911 443 55928 TLSv1.2 145 Change cipher Spec;, Encrypted Handshake Message

11 12:85:56.797877 55028 443 TLSv1.2 363 Application Data

12 12:85:56.797169 443 55928 TCP 54 443 + 55928 [ACK] 5eq=2657 Ack=881 Win=32768 Len=@
13 12:05:56.797199 55928 443 TLSv1.2 875 Application Data

14 12:85:56.797276 443 55928 TCP 54 443 = 55928 [ACK] Seq=2657 Ack=1622 Win=32758 Len=@
15 12:05:56.798634 443 55928 TLSvl.2 363 Application Data

16 12:05:56.708786 443 $5928 TLSv1.2 B11 Application Data

Frame 6: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
Ethernet II, Src: Vmware_d4f:ac:84 (@@:8c:29:4T:ac:84), Dst: Cisco_e7:6c:Se (@@:6b:flied:fc:5e)
Internet Protocol Version 4, Sre: - s Dst: =
Transmission Control Protocol, Src Port: 443, Dst Port: 55928, Seq: 1, Ack: 134, Len: 1460
Source Port: 443
Destination Port: 55928
[Stream index: @]
[TCP Segment Lem: 1458
Sequence nusber: 1 (relative seguence number)
[Mext sequence number: 1461 {relative sequence number)]
Acknowledgment number: 134 (relative ack number)
@1@l .... = Header Length: 20 bytes (5)
> Flags: @x@l8 (PSH, ACK)
Window size value: 32768
[Calculated window size: 32768]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: @x3693 [unverified]

& v v

J >, 3l dg>lell Wlas] clil 'Server Hello' o=l (3 FTD VPN pals 63lgis e gMbYl dlia, 1da>Mo



lgde )3zl CA 63lgins e seiy cabbgall jiguaS oY 63lgidl 0ig wabrgall jiguaS i VPN JYS o0 FTD
i 3zl Gaanll g>all Ui oo FTD J VPN o315 63lgib 2965 mi9

(Cisco ISE) auuo dals + username yl8 151 RADIUS JsU Jlw FTD oo FTD _lc lnaill

M capaaa.peap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am 1 ® REe=s=FTsEEaaan
[ |—33f=CSD:'£2$ﬂ“{CFiﬁ
Mo Time Source Srcport Destination Dstport  Protocol Length Info
1 13:85:36.771841 3238 1812 RADIUS — 701 Access-Request id=93
2 13:85:42.3865342 1812 3238 RADIUS —e 201 Access-Accept id=93
3 13:85:42.865937 3238 1812 RADIUS 781 Access-Request id=04
4 13:85:42.911314 1812 3238 RADIUS 62 Access-Reject id=94
5 13:85:43.382825 19588 1813 RADIUS 756 Accounting-Request id=95
6 13:85:43.300204 1813 19588 RADIUS 62 Accounting-Response id=95
L4

Frame 2: 281 bytes on wire (1688 bits), 201 bytes captured (1688 bits)
Dst: Vmware_4f:ac:84 (80:8c:20:4f:ac:84)

Ethernet II,

Src: Cisco_e7:6c:5e (@8:6b:fl:e7:6c:5e),
Internet Protocol Version 4, Src:

User Datagram Protocol,

* RADIUS Protocol

» Dst:

Src Port: 1812, Dst Port: 3238

Code: Access-Accept (2)

8@ @c 29 4f ac 84
@@ bb 5T 66 48 @0
dé 97 87 14 @c ab
c7 ab 65 6d e7 75

LGS 73 6d 69 74 68

{55]
3f
ee
c7
18
38
35
61
62
B85
32
6C
B89

em-u-d

(
ssion:@a
@8la@easb
CACS:@ac
la@aa5bb
rbinise/
4/197429
profile
rkstatio

TY
Reauthse
c9d68aae
bfaefa- ;
9de3aaae
foafa:co
32234488
=]
-name=ko
n

if—

i, oS Jguog)l Jasd e by Lol (VPN) o lall dnslsdl daill Jlasl Juax, oMl s ol diSay oS
(VPN) é,olall dawll auill e FTD o gl AnyConnect VPN sac

Sl Gl o 25T i) s 59,0l dalS + paziwall awl OIS 13] Cisco ISE Jluy FTD 0 (CLI) blal
(LS i il dg=>lg)l o 3859 ISE 9 FTD (w 2l Jais RADIUS

[ ci scof p3# capture capout interface inside trace detail trace-count 100 [ Capturing - 35607 bytes
ci scof p3# show cap
ci scof p3# show cap capout | i 192.168.1.10

udp 659

udp 159
udp 659
udp 20

:192.168.1.10. 1812 < 192.168.1.1.3238 01:
:192.168.1. 1. 3238 < 192.168. 1. 10. 1812 01:
192.168.1.10.1812 < 192.168.1.1.3238 01:
:192.168.1. 1. 3238 < 192.168. 1. 10. 1812 01:
udp 714 :192.168.1.10.1813 < 192.168. 1. 1. 19500 01:

udp 20 :192.168.1.1.19500 < 192.168. 1.10. 1813 01:

23:52.
23:52.
23:52.
23:52.
23:52.
23:52.

264512
310210
311064
326734
737663
744483

1 37
1 38
139
140
.82
: 85

Juolai e eMboW 6 uSall dwasll §99 il .ax>lb adslaall ol Cisco ISE RADIUS p315 gla, ol
x>l a95Laall




ldentity Services Engine

Dvarview

Event

Usarmame

Endpent Id

Endpoint Profike
Authentication Palicy
Authorization Policy

Authorizaiion Resiall

2204 Authenbcation sucoeeded

jsmith

00:0C 29:37 EF.BF &

Warkstation

WIPN Usads == Dedaul

VPN Lisers == Alkw' FTD VPN connictions if AD Group VPNusers

Parmilsccits

€ (I3 cu9 8990 I azgiall Labbgall, Lol Labbgall JiguaSIL Lol AnyConnect Joxo e lnaill
(VPN d _9 zlxi 03929 clisl (JUall Juw _Je) HTTPS

¥ s 2 E 25 & E
M *Local Area Connection 2 = u@w-m
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
o = L L
AE 2@ LBRE Res=T AEEBEaQQR
[_l |hq:l|::or ==443 m "] Expression... +
Mao. Time Source Destination Protocol  Length Info =
[ 49 1,545946 192.168.18.58 w TCP 66 £3576 -+ 443 [SYN] Seq=8 Win=2132 [ H
51 1.547675 152.168.18.58 TCP 54 £3576 + 443 [ACK] Seg=1 Ack=1 Wir
52 1.5459@52 152.168.18.58 TLSv1.2 248 Client Hello
53 1.558413 192.168.18.58 TLSv1.2 9@8 server Hello, Certificate, Server
54 1.558929 192.168.18.58 TLSV1.2 372 Client Key Exchange, Change Ciphe
58 1.562866 TLSv1.2 185 Change Cipher Spec, Encrypted Har|
59 1.562718 152.168.18.58 TLSv1.2 459 Application Data
68 1.595485 192.168.18.58 TLSv1.2 1887 Application Data
61 1.628938 152.168.18.58 TLS5V1.2 437 Application pata
64 1.666935 1592.168.18.58 TCP 1428 443 + 3576 [ACK] Seq=1851 Ack=13
65 1.667232 192.168.18.58 TCP 1428 443 » B3576 [ACK] Seq=3217 Ack=1:
66 1.667234 152.168.18.58 TCP 54 B3576 -+ 443 [ACK] Seg=1383 Ack=4c
67 1.667423 192.168.18.58 TCP 1428 443 + 3576 [ACK] Seg=4583 Ack=1: e
1 T 3
[ Frame 49: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @ -
[ Ethernet IT, Src: Cisco_3c:73:88 (PB:85:93:3c:78:88), Dst: Cimsys 33:44:55 (@8:11:27:33:44:55) I:I

[ Internet Protocol Version 4, Src: 192.168.1e.58, Dst:

4 |Tran5lissiun Control Protocol, src Port: 63576, Dst Port: 443, Seq: @, Len: @

source Port: 63576
Destination Port: 443

88 11 22 33 44 55 @8 85
88 34 25 44 478 88 B2 86
de 83 f8 58 €1 bb 21 bb
28 8@ de 45 22 20 82 84
a4 a2

93 3c 72 @@ 88 @0 45 @8 . -"30U-- -qz:--E-
29 59 @ a8 @3 32 @3 I -4ED@- .- )¥-.-2..
§9 32 00 90 @0 02 20 @2  .--X--!. .2-.....
es 56 01 @3 63 eier  -.E-... vl

@ #  Transmission Control Protocol (tcp), 32 bytes

|| Packets: 260 * Displayed: 125 (48.1%) - Dropped: 0 (0.0%) || Profile: Default

elasVl auas

debug radius all

debug webVPN AnyConnect 255



laeoly (FTD) plaidl pcd) duasicl] (CLI) ,oloVl Jlaw dg>l9) CLI lc "debug radius all" oVl Jisis, 09
Cisco AnyConnect Jac e Windows/Mac jiguaS jlg> e "Connect” _lc

system support diagnostic-cli <

.Attaching to Diagnostic CLI ... Press 'Crl+a then d' to detach

ci scof p3> enable

<Password: <hit enter

ci scof p3# terminal monitor

ci scof p3# debug radius all

<hit Connect on Anyconnect client on PC

radi us nkreq: 0x15

alloc_rip 0x00002acel0875428

(new request 0x15 --> 16 (0x00002acel0875428
'got user 'jsmith

got password

add_req 0x00002acel0875428 session 0x15 id 16
RADI US_REQUEST

radi us. c: rad_nkpkt

rad_nkpkt: ip:source-ip=198.51.100.2

(RADI US packet decode (authentication request

..... (Raw packet data (length = 659

.fb 19 19 df f6 bl c7 3e 34 fc 8 ce | ........... >4 93 02 10 01

..2d 55 01 08 6a 73 6d 69 74 68 02 12 a0 83 | u8-U..jsmith 38 75

..c9 bd ad 72 07 d1 bc 24 34 9e 63 al f5 93 0506 | ...r...$4.c

le 10 31 30 2e 32 30 31 2e 32 31 34| ..P...198.51.100.2 00 50 00 00
2e 31 35 31 1f 10 31 30 2e 32 30 31 2e 32 31 34 | .151..198.51.100.2

1d

6d
2d

.2e 32 35 31 3d 06 00 00 00 05 42 10 31 30 2e 32 | .4=..... B. 198

....2e 32 31 34 2e 32 35 31 1la 23 00 00 00 09 | 51.100.2# 31 30
6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 | ..ndmtlv=device 01

.2d 70 6¢c 61 74 66 6f 72 6d 3d 77 69 6e la 2c 00 | -platfornFwi n

64 6d 2d 74 6¢c 76 3d 64 65 76 | ....&m™mtlv=dev 26 01 09 00 00
6d 61 63 3d 30 30 2d 30 63 2d 32 39 | ice-mac=00-0c-29 65 63 69
..2d 33 37 2d 65 66 2d 62 66 la 33 00 00 00 09 01 | -37-ef-bf.3

-2d 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d | -mdmtl v=device

6¢C

6d
2d
6e
2e
6d

69 63 2d 6d 61 63 3d 30 30 2d 30 63 | public-nac=00-0c 62 75 70
.2d 32 39 2d 33 37 2d 65 66 2d 62 66 la 3a 00 00 | -29-37-ef-Dbf
64 6d 2d 74 6¢c 76 3d 61 63 2d 75 | ...4ndmtlv=ac-u 34 01 09 00
61 67 65 6e 74 3d 41 6e 79 43 6f 6e | ser-agent=AnyCon 72 65 73
65 63 74 20 57 69 6e 64 6f 77 73 20 34 2e 36 | nect Wndows 4.6
30 33 30 34 39 1a 3f 00 00 00 09 01 39 6d 64 | .03049.72..... 9nd
2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 6¢ 61 | mtlv=device-pla

.6f 72 6d 2d 76 65 72 73 69 6f 6e 3d 36 2e | tformversion=6 66 74

2e
6b
2d
3d
6¢C
6f

37 36 30 31 20 53 65 72 76 69 63 65 20 50 | 1.7601 Service P 31
20 31 1a 40 00 00 00 09 01 3a 6d 64 6d | ack 1.@....:ndm 63 61
74 6¢ 76 3d 64 65 76 69 63 65 2d 74 79 70 65 | -tlv=device-type
56 4d 77 61 72 65 2c 20 49 6e 63 2e 20 56 4d | =VMware, Inc. VM
20 50 6¢c 61 | ware Virtual Pla 61 75 74 72 69 56 20 65 72 61 77
72 6d la 5b 00 00 00 09 01 55 6d 64 6d | tform[..... Urdm 66 74

=2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 75 69 64 3d | -tlv=device-uid
3693C6407C925251 | 31 35 32 35 32 39 43 37 30 34 36 43 33 39 36 33
FF72B6493BDD8731 | 31 33 37 38 44 44 42 33 39 34 36 42 32 37 46 46
8ABFC90C621542C3 | 33 43 32 34 35 31 32 36 43 30 39 43 46 42 41 38
8FAF878EF49614A1 | 31 41 34 31 36 39 34 46 45 38 37 38 46 41 46 38
la 31 00 00 00 09 01 2b 61 75 | ....... 1..... +au 00 00 00 00 06 04

2d

73 65 73 73 69 6f 6e 2d 69 64 3d 30 | dit-session-id=0 74 69 64

ac9d68a000050005 | 35 30 30 30 35 30 30 30 30 61 38 36 64 39 63 61
la 23 00 00 00 09 01 1d 69 | bbelf9ol.#. ..... i 31 39 66 31 65 62 62
3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e 32 | p:source-ip=192.1 70



........ 2e 32 31 34 2e 32 35 31 1a 18 00 00 Oc 04 | 68.10.50 31 30

6e 79 43 6f 6e 6e 65 63 74 56 | ..FTDAnyConnectV 41 44 54 46 12 92
.............. 4e la Oc 00 00 Oc 04 96 06 00 00 00 02 1la 15 | PN 50
Of 63 6f 61 2d 70 75 73 68 3d 74 | ...... coa-push=t 01 09 00 00 00

rue | 65 75 72

..... Par sed packet data

(Radi us: Code = 1 (0x01

(Radius: ldentifier = 16 (0x10

(Radi us: Length = 659 (0x0293

Radi us: Vector: FB1919DFF6B1C73E34FC88CE75382D55

Radi us: Type = 1 (0x01) User- Name

(Radi us: Length = 8 (0x08

= (Radius: Value (String

6a 73 6d 69 74 68 | jsnmith

Radi us: Type = 2 (0x02) User-Password

(Radi us: Length = 18 (0x12

= (Radius: Value (String

...a0 83 c9 bd ad 72 07 d1 bc 24 34 9e 63 al f5 93 | ..... r...%4.c
Radi us: Type = 5 (0x05) NAS- Port

(Radi us: Length = 6 (0x06

Radi us: Val ue (Hex) = 0x5000

Radi us: Type = 30 (Ox1E) Called-Station-1d

(Radi us: Length = 16 (0x10

= (Radius: Value (String

2e 32 30 31 2e 32 31 34 2e 31 35 31 | 203.0.113.2 30 31

Radi us: Type = 31 (Ox1F) Calling-Station-1d

(Radi us: Length = 16 (0x10

= (Radius: Value (String

2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2 30 31

Radi us: Type = 61 (0x3D) NAS-Port-Type

(Radi us: Length = 6 (0x06

Radi us: Val ue (Hex) = 0x5

Radi us: Type = 66 (0x42) Tunnel -d i ent-Endpoi nt

(Radi us: Length = 16 (0x10

= (Radius: Value (String

2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2 30 31

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 35 (0x23

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Ci sco-AV-pair

(Radi us: Length = 29 (0x1D

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | ndmtlv=device-p
6c 61 74 66 6f 72 6d 3d 77 69 6e | latfornFwin

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 44 (0x2C

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Cisco-AV-pair

(Radi us: Length = 38 (0x26

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 6d | nmdmtlv=devi ce-m
3d 30 30 2d 30 63 2d 32 39 2d 33 37 2d 65 | ac=00-0c-29-37-e 63 61
2d 62 66 | f-bf 66

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 51 (0x33

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Ci sco-AV-pair

(Radi us: Length = 45 (0x2D

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | ndmtlv=device-p
-6c 69 63 2d 6d 61 63 3d 30 30 2d 30 63 2d | ublic-nmac=00-0c 62 75
2d 33 37 2d 65 66 2d 62 66 | 29-37-ef-bf 39 32

Radi us: Type = 26 (0x1A) Vendor- Specific



(Radi us: Length = 58 (0x3A

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Ci sco-AV-pair

(Radi us: Length = 52 (0x34

= (Radius: Value (String

-6d 64 6d 2d 74 6¢c 76 3d 61 63 2d 75 73 65 72 2d | mdmtlv=ac-user
6e 74 3d 41 6e 79 43 6f 6e 6e 65 63 74 | agent =AnyConnect 65 67 61
6e 64 6f 77 73 20 34 2e 36 2e 30 33 30 | Wndows 4.6.030 69 57 20
49 | 39 34

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 63 (O0x3F

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Ci sco-AV-pair

(Radi us: Length = 57 (0x39

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | ndmtlv=device-p
=6c 61 74 66 6f 72 6d 2d 76 65 72 73 69 6f 6e 3d | latformversion
2e 31 2e 37 36 30 31 20 53 65 72 76 69 63 65 | 6.1.7601 Service 36
6b 20 31 | Pack 1 63 61 50 20

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 64 (0x40

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Cisco-AV-pair

(Radi us: Length = 58 (0x3A

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 74 | mdmtl v=device-t
.3d 56 4d 77 61 72 65 2c 20 49 6e 63 2e | ype=VMwaare, Inc 65 70 79
4d 77 61 72 65 20 56 69 72 74 75 61 6¢c 20 | VMnare Virtual 56 20
6c 61 74 66 6f 72 6d | Platform50

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radius: Length = 91 (0x5B

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Cisco-AV-pair

(Radi us: Length = 85 (0x55

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 75 | mdmtlv=device-u
3d 33 36 39 33 43 36 34 30 37 43 39 32 35 | id=3693C6407C925 64 69
251FF72B6493BDD8 | 38 44 44 42 33 39 34 36 42 32 37 46 46 31 35 32
7318ABFC90C62154 | 34 35 31 32 36 43 30 39 43 46 42 41 38 31 33 37
2C38FAF878EF4961 | 31 36 39 34 46 45 38 37 38 46 41 46 38 33 43 32
4A1 | 31 41 34

Radi us: Type = 4 (0x04) NAS-I| P- Address

(Radi us: Length = 6 (0x06

(Radi us: Value (IP Address) = 0.0.0.0 (0x00000000

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 49 (0x31

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Cisco-AV-pair

(Radi us: Length = 43 (0x2B

= (Radius: Value (String

2d 73 65 73 73 69 6f 6e 2d 69 64 | audit-session-id 74 69 64 75 61
3d 30 61 63 39 64 36 38 61 30 30 30 30 35 30 30 | =0ac9d68a0000500
05bbelf91 | 31 39 66 31 65 62 62 35 30

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 35 (0x23

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Ci sco-AV-pair

(Radi us: Length = 29 (0x1D

= (Radius: Value (String

.3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e | ip:source-ip=192 70 69
2e 32 31 34 2e 32 35 31 | 168.10.50 31 30 32

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 24 (0x18

(Radi us: Vendor ID = 3076 (0x00000C04



Radi us: Type = 146 (0x92) Tunnel - G oup- Nane
(Radi us: Length = 18 (0x12
= (Radius: Value (String
6e 79 43 6f 6e 6e 65 63 74 56 50 4e | FTDAnyConnect VPN 41 44 54 46
Radi us: Type = 26 (0x1A) Vendor- Specific
(Radi us: Length = 12 (0x0C
(Radi us: Vendor ID = 3076 (0x00000C04
Radi us: Type = 150 (0x96) Cient-Type
(Radi us: Length = 6 (0x06
(Radius: Value (Integer) = 2 (0x0002
Radi us: Type = 26 (0x1A) Vendor- Specific
(Radi us: Length = 21 (0x15
(Radi us: Vendor ID = 9 (0x00000009
Radi us: Type = 1 (0x01) G sco-AV-pair
(Radi us: Length = 15 (O0xOF
= (Radius: Value (String
6f 61 2d 70 75 73 68 3d 74 72 75 65 | coa-push=true 63
send pkt 192.168.1.10/1812
ri p 0x00002acel0875428 state 7 id 16
rad_vrfy() : response nmessage verified
ri p 0x00002acel0875428
"' chall_state :
state 0Ox7
:reqauth :
fb 19 19 df f6 bl c7 3e 34 fc 88 ce 75 38 2d 55
i nfo 0x00002acel0875568 :
session_id 0x15
request _id 0x10
‘user 'jsmith
'***' response
app O
reason O
' skey 'ciscol23
sip 192.168.1.10
type 1

(RADI US packet decode (response

..... (Raw packet data (length = 159

..$/....9f 39 45 43 cf 05 be df 2f 24 d5 d7 05 | ....9EC 00 10 02
b4 fd 01 08 6a 73 6d 69 74 68 18 28 52 65 | Cg....jsmth.(Re 67 47
6f 6e 3a 30 61 63 39 | authSession:0ac9 69 73 73 65 53 68 74 75 61
d68a000050005bbe | 65 62 62 35 30 30 30 35 30 30 30 30 61 38 36 64
3b 43 41 43 53 3a 30 61 63 39 64 | 1f91.; CACS: 0ac9d 19 31 39 66 31
68a000050005bbel | 31 65 62 62 35 30 30 30 35 30 30 30 30 61 38 36
3a 63 6f 72 62 69 6e 69 73 65 2f 33 32 | f91:corbinise/32 31 39 66
.2f 31 39 33 31 36 38 32 la | 2344084/1931682 34 38 30 34 34 33 32
la 70 72 6f 66 69 6¢c 65 2d 6e | ...... profile-n 01 09 00 00 00 20
6d 65 3d 57 6f 72 6b 73 74 61 74 69 6f 6e | ane=Workstation 61

..... Par sed packet data

(Radi us: Code = 2 (0x02

(Radius: ldentifier = 16 (0x10

(Radi us: Length = 159 (0x009F

Radi us: Vector: 394543CFO5BEDF2F24D5D7054767B4FD
Radi us: Type = 1 (0x01) User- Name

(Radi us: Length = 8 (0x08

= (Radius: Value (String

6a 73 6d 69 74 68 | jsnith

Radi us: Type = 24 (0x18) State

(Radi us: Length = 40 (0x28

= (Radius: Value (String

6f 6e 3a 30 61 | ReauthSession:0a 69 73 73 65 53 68 74 75 61 65 52



€c9d68a000050005b | 62 35 30 30 30 35 30 30 30 30 61 38 36 64 39 63
belf91 | 31 39 66 31 65 62

Radi us: Type = 25 (0x19) d ass

(Radi us: Length = 59 (0x3B

= (Radius: Value (String

3a 30 61 63 39 64 36 38 61 30 30 30 | CACS: 0ac9d68a000 53 43 41 43
3a 63 6f | 050005bbelf91:co 31 39 66 31 65 62 62 35 30 30 30 35 30
6e 69 73 65 2f 33 32 32 33 34 34 30 38 | rbinisel/ 32234408 69 62 72
2f 31 39 33 31 36 38 32 | 4/1931682 34

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 32 (0x20

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Ci sco-AV-pair

(Radi us: Length = 26 (O0x1A

= (Radius: Value (String

6f 66 69 6c 65 2d 6e 61 6d 65 3d 57 6f 72 | profile-nane=Wor 72 70
6b 73 74 61 74 69 6f 6e | kstation

rad_procpkt: ACCEPT

Got AV-Pair with value profil e-name=Wrkstation

RADI US_ACCESS_ACCEPT: nornal term nation

radi us nkreq: 0x16

alloc_rip 0x00002acel0874b80

(new request 0x16 --> 17 (0x00002acel0874b80

‘got user 'jsmith

got password

add_req 0x00002acel0874b80 session 0x16 id 17

RADI US_DELETE

remove_req 0x00002acel0875428 session 0x15 id 16

free_rip 0x00002acel0875428

RADI US_REQUEST

radi us. c: rad_nkpkt

rad_mkpkt: i p:source-ip=198.51.100. 2

(RADI US packet decode (authentication request

..... (Raw packet data (length = 659
................ | ¢c6 fc 11 c1l Oe c4 81 ac 09 a7 85 a8 93 02 11 01

cl e4 88 01 08 6a 73 6d 69 74 68 02 12 79 41 | ...... jsmth..yA 83
...0e 71 13 38 ae 9f 49 be 3c a9 e4 81 65 93 05 06 | .q.8..1.<...e
le 10 31 30 2e 32 30 31 2e 32 31 34| ..P...203.0.113 00 50 00 00

2e 31 35 31 1f 10 31 30 2e 32 30 31 2e 32 31 34 | .2..203.0.113

2e 32 35 31 3d 06 00 00 00 05 42 10 31 30 2e 32| .2=..... <i p addr
....#.<2e 32 31 34 2e 32 35 31 1a 23 00 00 00 09 | ess 31 30

1d 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 | ..ndmtlv=device 01
.,.2d 70 6¢c 61 74 66 6f 72 6d 3d 77 69 6e la 2c 00 | -platfornFwi n
6d 64 6d 2d 74 6¢c 76 3d 64 65 76 | ....&mmtlv=dev 26 01 09 00 00

2d 6d 61 63 3d 30 30 2d 30 63 2d 32 39 | ice-nmac=00-0c-29 65 63 69
..... 2d 33 37 2d 65 66 2d 62 66 la 33 00 00 00 09 01 | -37-ef-bf.3
-2d 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d | -ndmtlv=device
6c 69 63 2d 6d 61 63 3d 30 30 2d 30 63 | public-nmac=00-0c 62 75 70
..:.2d 32 39 2d 33 37 2d 65 66 2d 62 66 la 3a 00 00 | -29-37-ef-bf
6d 64 6d 2d 74 6¢c 76 3d 61 63 2d 75 | ...4ndmtlv=ac-u 34 01 09 00
2d 61 67 65 6e 74 3d 41 6e 79 43 6f 6e | ser-agent=AnyCon 72 65 73
6e 65 63 74 20 57 69 6e 64 6f 77 73 20 34 2e 36 | nect Wndows 4.6
2e 30 33 30 34 39 l1la 3f 00 00 00 09 01 39 6d 64 | .03049.7..... Ind
6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 6¢c 61 | mtlv=device-pla
.6f 72 6d 2d 76 65 72 73 69 6f 6e 3d 36 2e | tformversion=6 66 74
2e 37 36 30 31 20 53 65 72 76 69 63 65 20 50 | 1.7601 Service P 31
6b 20 31 1a 40 00 00 00 09 01 3a 6d 64 6d | ack 1.@....:ndm 63 61
2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 74 79 70 65 | -tlv=device-type
3d 56 4d 77 61 72 65 2c 20 49 6e 63 2e 20 56 4d | =VMware, Inc. W
6c 20 50 6¢c 61 | ware Virtual Pla 61 75 74 72 69 56 20 65 72 61 77
6f 72 6d 1la 5b 00 00 00 09 01 55 6d 64 6d | tform[..... Undm 66 74



=2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 75 69 64 3d | -tlv=device-uid
3693C6407C925251 | 31 35 32 35 32 39 43 37 30 34 36 43 33 39 36 33
FF72B6493BDD8731 | 31 33 37 38 44 44 42 33 39 34 36 42 32 37 46 46
8ABFC90C621542C3 | 33 43 32 34 35 31 32 36 43 30 39 43 46 42 41 38
8FAF878EF49614A1 | 31 41 34 31 36 39 34 46 45 38 37 38 46 41 46 38
la 31 00 00 00 09 01 2b 61 75 | ....... 1..... +au 00 00 00 00 06 04
2d 73 65 73 73 69 6f 6e 2d 69 64 3d 30 | dit-session-id=0 74 69 64
ac9d68a000050005 | 35 30 30 30 35 30 30 30 30 61 38 36 64 39 63 61
la 23 00 00 00 09 01 1d 69 | bbelf9l.#. ..... i 31 39 66 31 65 62 62
3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e 32 | p:source-ip=192.1 70
...... 2e 32 31 34 2e 32 35 31 1a 18 00 00 Oc 04 | 68.10.50 31 30

6e 79 43 6f 6e 6e 65 63 74 56 | ..FTDAnyConnectV 41 44 54 46 12 92
.............. 4e la Oc 00 00 Oc 04 96 06 00 00 00 02 1la 15 | PN 50
Of 63 6f 61 2d 70 75 73 68 3d 74 | ...... coa-push=t 01 09 00 00 00

rue | 65 75 72

..... Par sed packet data

(Radi us: Code = 1 (0x01

(Radius: ldentifier = 17 (0x11

(Radi us: Length = 659 (0x0293

Radi us: Vector: CB6FCL1CLOEC481AC09A785A883ClE488

Radi us: Type = 1 (0x01) User- Name

(Radi us: Length = 8 (0x08

= (Radius: Value (String

6a 73 6d 69 74 68 | jsnmith

Radi us: Type = 2 (0x02) User-Password

(Radi us: Length = 18 (0x12

= (Radius: Value (String

.0e 71 13 38 ae 9f 49 be 3c a9 e4 81 65 93 | yA. g.8..1.<...e 41 79
Radi us: Type = 5 (0x05) NAS- Port

(Radi us: Length = 6 (0x06

Radi us: Val ue (Hex) = 0x5000

Radi us: Type = 30 (Ox1E) Called-Station-1d

(Radi us: Length = 16 (0x10

= (Radius: Value (String

2e 32 30 31 2e 32 31 34 2e 31 35 31 | 203.0.113.2 30 31
Radi us: Type = 31 (Ox1F) Calling-Station-1d

(Radi us: Length = 16 (0x10

= (Radius: Value (String

2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2 30 31
Radi us: Type = 61 (0x3D) NAS-Port-Type

(Radi us: Length = 6 (0x06

Radi us: Val ue (Hex) = 0x5

Radi us: Type = 66 (0x42) Tunnel -d i ent-Endpoi nt

(Radi us: Length = 16 (0x10

= (Radius: Value (String

2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2 30 31
Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 35 (0x23

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Cisco-AV-pair

(Radi us: Length = 29 (0x1D

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | ndmtlv=device-p
6c 61 74 66 6f 72 6d 3d 77 69 6e | latfornFwin

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 44 (0x2C

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Ci sco-AV-pair

(Radi us: Length = 38 (0x26

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 6d | nmdmtlv=devi ce-m
3d 30 30 2d 30 63 2d 32 39 2d 33 37 2d 65 | ac=00-0c-29-37-e 63 61
2d 62 66 | f-bf 66



Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 51 (0x33

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Ci sco-AV-pair

(Radi us: Length = 45 (0x2D

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | ndmtlv=device-p
-6c 69 63 2d 6d 61 63 3d 30 30 2d 30 63 2d | ublic-nmac=00-0c 62 75
2d 33 37 2d 65 66 2d 62 66 | 29-37-ef-bf 39 32

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 58 (0x3A

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Ci sco-AV-pair

(Radi us: Length = 52 (0x34

= (Radius: Value (String

-6d 64 6d 2d 74 6¢c 76 3d 61 63 2d 75 73 65 72 2d | mdmtlv=ac-user
6e 74 3d 41 6e 79 43 6f 6e 6e 65 63 74 | agent =AnyConnect 65 67 61
6e 64 6f 77 73 20 34 2e 36 2e 30 33 30 | Wndows 4.6.030 69 57 20
49 | 39 34

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 63 (O0x3F

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Cisco-AV-pair

(Radi us: Length = 57 (0x39

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | ndmtlv=device-p
=6c 61 74 66 6f 72 6d 2d 76 65 72 73 69 6f 6e 3d | latformversion
2e 31 2e 37 36 30 31 20 53 65 72 76 69 63 65 | 6.1.7601 Service 36
6b 20 31 | Pack 1 63 61 50 20

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 64 (0x40

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Cisco-AV-pair

(Radi us: Length = 58 (0x3A

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 74 | mdmtlv=device-t
.3d 56 4d 77 61 72 65 2c 20 49 6e 63 2e | ype=VMwaare, Inc 65 70 79
4d 77 61 72 65 20 56 69 72 74 75 61 6¢c 20 | VMnare Virtual 56 20
6c 61 74 66 6f 72 6d | Platform50

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radius: Length = 91 (0x5B

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Cisco-AV-pair

(Radi us: Length = 85 (0x55

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 75 | mdmtlv=device-u
3d 33 36 39 33 43 36 34 30 37 43 39 32 35 | id=3693C6407C925 64 69
251FF72B6493BDD8 | 38 44 44 42 33 39 34 36 42 32 37 46 46 31 35 32
7318ABFC90C62154 | 34 35 31 32 36 43 30 39 43 46 42 41 38 31 33 37
2C38FAF878EF4961 | 31 36 39 34 46 45 38 37 38 46 41 46 38 33 43 32
4A1 | 31 41 34

Radi us: Type = 4 (0x04) NAS-I| P- Address

(Radi us: Length = 6 (0x06

(Radi us: Value (IP Address) = 0.0.0.0 (0x00000000

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 49 (0x31

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Ci sco-AV-pair

(Radi us: Length = 43 (0x2B

= (Radius: Value (String

2d 73 65 73 73 69 6f 6e 2d 69 64 | audit-session-id 74 69 64 75 61
3d 30 61 63 39 64 36 38 61 30 30 30 30 35 30 30 | =0ac9d68a0000500
05bbelf91 | 31 39 66 31 65 62 62 35 30

Radi us: Type = 26 (0x1A) Vendor- Specific



(Radi us: Length = 35 (0x23
(Radi us: Vendor ID = 9 (0x00000009
Radi us: Type = 1 (0x01) Ci sco-AV-pair
(Radi us: Length = 29 (0x1D
= (Radius: Value (String
.3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e | ip:source-ip=192 70 69
2e 32 31 34 2e 32 35 31 | 168.10.50 31 30 32
Radi us: Type = 26 (0x1A) Vendor- Specific
(Radi us: Length = 24 (0x18
(Radi us: Vendor ID = 3076 (0x00000C04
Radi us: Type = 146 (0x92) Tunnel - G oup- Nane
(Radi us: Length = 18 (0x12
= (Radius: Value (String
6e 79 43 6f 6e 6e 65 63 74 56 50 4e | FTDAnyConnect VPN 41 44 54 46
Radi us: Type = 26 (0x1A) Vendor- Specific
(Radi us: Length = 12 (0x0C
(Radi us: Vendor ID = 3076 (0x00000C04
Radi us: Type = 150 (0x96) Cient-Type
(Radi us: Length = 6 (0x06
(Radi us: Value (Integer) = 2 (0x0002
Radi us: Type = 26 (0x1A) Vendor- Specific
(Radi us: Length = 21 (0x15
(Radi us: Vendor ID = 9 (0x00000009
Radi us: Type = 1 (0x01) Cisco-AV-pair
(Radi us: Length = 15 (O0xOF
= (Radius: Value (String
6f 61 2d 70 75 73 68 3d 74 72 75 65 | coa-push=true 63
send pkt 192.168.1.10/1812
rip 0x00002acel0874b80 state 7 id 17
rad_vrfy() : response nmessage verified
ri p 0x00002acel0874b80
"' chall_state :
state Ox7
:reqauth :
c6 fc 11 c1 Oe c4 81 ac 09 a7 85 a8 83 cl e4 88
i nfo 0x00002acel0874ccO :
session_id 0x16
request _id Ox11
‘user 'jsmith
'***' response
app O
reason O
' skey 'ciscol23
sip 192.168.1.10
type 1

(RADI US packet decode (response

..... (Raw packet data (length = 20
;..}...{c3 44 44 7d a6 07 0d 7b 92 f2 3b | ...... DD 15 14 00 11 03
Ob 06 ba 74 | ...t

..... Par sed packet data

(Radi us: Code = 3 (0x03

(Radius: ldentifier = 17 (0x11

(Radi us: Length = 20 (0x0014

Radi us: Vector: 15C344447DA6070D7B92F23B0B06BA74
rad_procpkt: REJECT

RADI US_DELETE

remove_req 0x00002acel0874b80 session 0x16 id 17
free_rip 0x00002acel0874b80

radi us: send queue enpty

radi us nkreq: 0x18



alloc_rip 0x00002acel0874b80

(new request 0x18 --> 18 (0x00002acel0874b80
add_req 0x00002acel0874b80 session 0x18 id 18
ACCT_REQUEST

radi us. c: rad_nkpkt

(RADI US packet decode (accounting request

..... (Raw packet data (length = 714
..ca be a0 6e 46 71 af 5¢c 65 82 77 ¢7 b5 | ...... nFq.\e.w 02 12 04
....d7 01 08 6a 73 6d 69 74 68 05 06 00 00 | Pxa...jsmith 61 78 50
............... P| 06 08 01 00 00 OO 06 07 02 00 OO OO 06 06 00 50
cO a8 0a 32 19 3b 43 41 43 53 3a 30 61 63 39 64 | ...2.; CACS: 0ac9d
68a000050005bbel | 31 65 62 62 35 30 30 30 35 30 30 30 30 61 38 36
3a 63 6f 72 62 69 6e 69 73 65 2f 33 32 | f91:corbinise/32 31 39 66
.2f 31 39 33 31 36 38 32 le | 2344084/1931682 34 38 30 34 34 33 32
.2e 32 30 31 2e 32 31 34 2e 31 35 31 1f | .203.0.113.2 30 31 10
)2e 32 30 31 2e 32 31 34 2e 32 35 31 28 | .198.51.100.2 30 31 10
2c 0a 43 31 46| ..... ) ,.ClF 00 00 00 00O 06 29 01 00 OO OO 06
Ce S 2d 06 00 00 00 01 3d 06 00 00 00 | 00005- 35 30 30 30 30
2e 32 30 31 2e 32 31 34 2e 32 35| .B.203.0.113.2 30 31 10 42 05
la 18 00 00 Oc 04 92 12 46 54 44 41 6e 79 43 | ........ FTDAnyC 31
....... 6f 6e 6e 65 63 74 56 50 4e la Oc 00 00 Oc 04 96 | onnect VPN
................ | 1a Oc 00 00 Oc 04 97 06 00 00O 00O 02 OO OO OO 06
B | 1a Oc 00 00 Oc 04 98 06 00 00 00 03 1a 23 00 O1
1d 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 | ..... ndmt|v=dev 01 09 00 00
2d 70 6¢c 61 74 66 6f 72 6d 3d 77 69 6e | ice-platfornFwin 65 63 69
=la 2c 00 00 00 09 01 26 6d 64 6d 2d 74 6¢c 76 3d | .,..... &rdmtlv
2d 6d 61 63 3d 30 30 2d 30 63 | device-nmac=00-0c 65 63 69 76 65 64
..2d 32 39 2d 33 37 2d 65 66 2d 62 66 1la 31 00 00 | -29-37-ef-bf.1
2b 61 75 64 69 74 2d 73 65 73 73 69 6f | ...+audit-sessio 01 09 00
6e 2d 69 64 3d 30 61 63 39 64 36 38 61 30 30 30 | n-id=0ac9d68a000
.1la 33 00 | 050005bbe1f91.3 31 39 66 31 65 62 62 35 30 30 30 35 30
2d 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 | ....-mdmtlv=dev 01 09 00 00
2d 70 75 62 6¢ 69 63 2d 6d 61 63 3d 30 | ice-public-nmac=0 65 63 69
2d 30 63 2d 32 39 2d 33 37 2d 65 66 2d 62 66 | 0-0c-29-37-ef-bf 30
=la 3a 00 00 00 09 01 34 6d 64 6d 2d 74 6¢c 76 3d | .:..... dmdm tlv
2d 75 73 65 72 2d 61 67 65 6e 74 3d 41 6e | ac-user-agent=An 63 61
6f 6e 6e 65 63 74 20 57 69 6e 64 6f 77 73 | yConnect W ndows 43 79
....7.2e 36 2e 30 33 30 34 39 1a 3f 00 00 00 09 | 4.6.03049 34 20
6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 | .9ndmtlv=device 39 01
2d 70 6¢c 61 74 66 6f 72 6d 2d 76 65 72 73 69 6f | -platformversio
6e 3d 36 2e 31 2e 37 36 30 31 20 53 65 72 76 69 | n=6.1.7601 Servi
..... @6b 20 31 1a 40 00 00 00 09 01 | ce Pack 1 63 61 50 20 65 63
-3a 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d | :ndmtlv=device
3d 56 4d 77 61 72 65 2c 20 49 6e 63 | type=VMware, Inc 65 70 79 74
2e 20 56 4d 77 61 72 65 20 56 69 72 74 75 61 6¢c | . VMware Virtua
..... ].6c 61 74 66 6f 72 6d 1a 5b 00 00 00 09 01 | Platform50 20
-6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d | Undmtl| v=devi ce 55
3d 33 36 39 33 43 36 34 30 37 43 39 32 | uid=3693C6407C92 64 69 75
5251FF72B6493BDD | 44 44 42 33 39 34 36 42 32 37 46 46 31 35 32 35
87318ABFC90C6215 | 35 31 32 36 43 30 39 43 46 42 41 38 31 33 37 38
42C38FAF878EF496 | 36 39 34 46 45 38 37 38 46 41 46 38 33 43 32 34
...... 14A1 | 00 00 00 00 06 04 31 41 34 31

..... Par sed packet data

(Radi us: Code = 4 (0x04

(Radius: ldentifier = 18 (0x12

(Radi us: Length = 714 (0Ox02CA

Radi us: Vector: BEAO6E4671AF5C658277C7B5507861D7
Radi us: Type = 1 (0x01) User- Name

(Radi us: Length = 8 (0x08

= (Radius: Value (String



6a 73 6d 69 74 68 | jsnmith
Radi us: Type = 5 (0x05) NAS- Port
(Radi us: Length = 6 (0x06
Radi us: Val ue (Hex) = 0x5000
Radi us: Type = 6 (0x06) Service-Type
(Radi us: Length = 6 (0x06
Radi us: Val ue (Hex) = 0x2
Radi us: Type = 7 (0x07) Framed- Protoco
(Radi us: Length = 6 (0x06
Radi us: Val ue (Hex) = 0x1
Radi us: Type = 8 (0x08) Franed-| P-Address
(Radi us: Length = 6 (0x06
(Radi us: Value (IP Address) = 192.168. 10.50 (O0xCOA80A32
Radi us: Type = 25 (0x19) d ass
(Radi us: Length = 59 (0x3B
= (Radius: Value (String
3a 30 61 63 39 64 36 38 61 30 30 30 | CACS: 0ac9d68a000 53 43 41 43
3a 63 6f | 050005bbelf91:co 31 39 66 31 65 62 62 35 30 30 30 35 30
6e 69 73 65 2f 33 32 32 33 34 34 30 38 | rbinisel/ 32234408 69 62 72
2f 31 39 33 31 36 38 32 | 4/1931682 34
Radi us: Type = 30 (Ox1E) Called-Station-1d
(Radi us: Length = 16 (0x10
= (Radius: Value (String
2e 32 30 31 2e 32 31 34 2e 31 35 31 | 203.0.113.2 30 31
Radi us: Type = 31 (Ox1F) Calling-Station-1d
(Radi us: Length = 16 (0x10
= (Radius: Value (String
2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2 30 31
Radi us: Type = 40 (0x28) Acct- Status-Type
(Radi us: Length = 6 (0x06
Radi us: Val ue (Hex) = 0x1
Radi us: Type = 41 (0x29) Acct-Del ay-Tinme
(Radi us: Length = 6 (0x06
Radi us: Val ue (Hex) = 0x0
Radi us: Type = 44 (0x2C) Acct-Session-ld
(Radi us: Length = 10 (O0xO0A
= (Radius: Value (String
C1F00005 | 35 30 30 30 30 46 31 43
Radi us: Type = 45 (0x2D) Acct-Authentic
(Radi us: Length = 6 (0x06
Radi us: Val ue (Hex) = 0x1
Radi us: Type = 61 (0x3D) NAS-Port-Type
(Radi us: Length = 6 (0x06
Radi us: Val ue (Hex) = 0x5
Radi us: Type = 66 (0x42) Tunnel -d i ent-Endpoi nt
(Radi us: Length = 16 (0x10
= (Radius: Value (String
2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2 30 31
Radi us: Type = 26 (0x1A) Vendor- Specific
(Radi us: Length = 24 (0x18
(Radi us: Vendor ID = 3076 (0x00000C04
Radi us: Type = 146 (0x92) Tunnel - G oup- Nane
(Radi us: Length = 18 (0x12
= (Radius: Value (String
6e 79 43 6f 6e 6e 65 63 74 56 50 4e | FTDAnyConnect VPN 41 44 54 46
Radi us: Type = 26 (0x1A) Vendor- Specific
(Radi us: Length = 12 (0x0C
(Radi us: Vendor ID = 3076 (0x00000C04
Radi us: Type = 150 (0x96) Cient-Type
(Radi us: Length = 6 (0x06
(Radi us: Value (Integer) = 2 (0x0002
Radi us: Type = 26 (0x1A) Vendor- Specific
(Radi us: Length = 12 (0x0C
(Radi us: Vendor ID = 3076 (0x00000C04



Radi us: Type = 151 (0x97) VPN Session-Type

(Radi us: Length = 6 (0x06

(Radius: Value (Integer) = 1 (0x0001

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 12 (0x0C

(Radi us: Vendor ID = 3076 (0x00000C04

Radi us: Type = 152 (0x98) VPN Sessi on- Subtype

(Radi us: Length = 6 (0x06

(Radi us: Value (Integer) = 3 (0x0003

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 35 (0x23

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Ci sco-AV-pair

(Radi us: Length = 29 (0x1D

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | ndmtlv=device-p
6c 61 74 66 6f 72 6d 3d 77 69 6e | latfornFwin

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 44 (0x2C

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Cisco-AV-pair

(Radi us: Length = 38 (0x26

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 6d | nmdmtlv=devi ce-m
3d 30 30 2d 30 63 2d 32 39 2d 33 37 2d 65 | ac=00-0c-29-37-e 63 61
2d 62 66 | f-bf 66

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 49 (0x31

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Cisco-AV-pair

(Radi us: Length = 43 (0x2B

= (Radius: Value (String

2d 73 65 73 73 69 6f 6e 2d 69 64 | audit-session-id 74 69 64 75 61
3d 30 61 63 39 64 36 38 61 30 30 30 30 35 30 30 | =0ac9d68a0000500
05bbelf91 | 31 39 66 31 65 62 62 35 30

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 51 (0x33

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Ci sco-AV-pair

(Radi us: Length = 45 (0x2D

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | ndmtlv=device-p
-6c 69 63 2d 6d 61 63 3d 30 30 2d 30 63 2d | ublic-nmac=00-0c 62 75
2d 33 37 2d 65 66 2d 62 66 | 29-37-ef-bf 39 32

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 58 (0x3A

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Cisco-AV-pair

(Radius: Length = 52 (0x34

= (Radius: Value (String

-6d 64 6d 2d 74 6¢c 76 3d 61 63 2d 75 73 65 72 2d | mdmtlv=ac-user
6e 74 3d 41 6e 79 43 6f 6e 6e 65 63 74 | agent =AnyConnect 65 67 61
6e 64 6f 77 73 20 34 2e 36 2e 30 33 30 | Wndows 4.6.030 69 57 20
49 | 39 34

Radi us: Type = 26 (0x1A) Vendor- Specific

(Radi us: Length = 63 (O0x3F

(Radi us: Vendor ID = 9 (0x00000009

Radi us: Type = 1 (0x01) Ci sco-AV-pair

(Radi us: Length = 57 (0x39

= (Radius: Value (String

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | ndmtlv=device-p
=6c 61 74 66 6f 72 6d 2d 76 65 72 73 69 6f 6e 3d | latformversion
2e 31 2e 37 36 30 31 20 53 65 72 76 69 63 65 | 6.1.7601 Service 36
6b 20 31 | Pack 1 63 61 50 20



Radi us: Type = 26 (0x1A) Vendor- Specific
(Radi us: Length = 64 (0x40
(Radi us: Vendor ID = 9 (0x00000009
Radi us: Type = 1 (0x01) Ci sco-AV-pair
(Radi us: Length = 58 (0x3A
= (Radius: Value (String
6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 74 | mdmt| v=device-t
.3d 56 4d 77 61 72 65 2c 20 49 6e 63 2e | ype=VMware, Inc 65 70 79
4d 77 61 72 65 20 56 69 72 74 75 61 6¢c 20 | VMwvare Virtual 56 20
6c 61 74 66 6f 72 6d | Platform 50
Radi us: Type = 26 (0x1A) Vendor- Specific
(Radius: Length = 91 (0x5B
(Radi us: Vendor ID = 9 (0x00000009
Radi us: Type = 1 (0x01) G sco-AV-pair
(Radi us: Length = 85 (0x55
= (Radius: Value (String
6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 75 | mdmtl v=device-u
3d 33 36 39 33 43 36 34 30 37 43 39 32 35 | id=3693C6407C925 64 69
251FF72B6493BDD8 | 38 44 44 42 33 39 34 36 42 32 37 46 46 31 35 32
7318ABFC90C62154 | 34 35 31 32 36 43 30 39 43 46 42 41 38 31 33 37
2C38FAF878EF4961 | 31 36 39 34 46 45 38 37 38 46 41 46 38 33 43 32
4A1 | 31 41 34
Radi us: Type = 4 (0x04) NAS-| P- Address
(Radi us: Length = 6 (0x06
(Radi us: Value (IP Address) = 0.0.0.0 (0x00000000
send pkt 192.168.1.10/1813
rip 0x00002acel0874b80 state 6 id 18
rad_vrfy() : response nmessage verified
ri p 0x00002acel0874b80
"' chall_state :
state 0x6
:reqauth :
be a0 6e 46 71 af 5c 65 82 77 c7 b5 50 78 61 d7
i nfo 0x00002acel0874ccO :
session_id 0x18
request _id 0x12
‘user 'jsmith
'***' response
app O
reason O
' skey 'ciscol23
sip 192.168.1.10
type 3

(RADI US packet decode (response

..... (Raw packet data (length = 20
.e5 fd bl 6d fb ee 58 f0 89 79 73 8e | ....... m.X .ys 14 00 12 05
| dc a7 20 90

..... Par sed packet data

(Radi us: Code = 5 (0x05

(Radius: ldentifier = 18 (0x12

(Radi us: Length = 20 (0x0014

Radi us: Vector: E5FDB16DFBEE58F08979738E90DCA720
rad_procpkt: ACCOUNTI NG_RESPONSE

RADI US_DELETE

remove_req 0x00002acel0874b80 session 0x18 id 18
free_rip 0x00002acel0874b80

radi us: send queue enpty

ci scof p3#

o dvaciidl (CLI) JoloVl jlaw dg>19) CLI _le 'debug webVPN AnyConnect 255' oVl Jisisy o9



Jwoe e Windows/Mac isuaS jlg> e 'Connect' e lagnlg ((CLI) ,ol9Vl Jlaw dg=>l9) (FTD) ol
Cisco AnyConnect

system support diagnostic-cli <

.Attaching to Diagnostic CLI ... Press 'Crl+a then d' to detach
ci scof p3> enable

<Password: <hit enter

ci scof p3# terminal monitor

ci scof p3# debug webvpn anyconnect 255

<hit Connect on Anyconnect client on PC

()http_parse_cstp_net hod

"input: ' CONNECT /CSCOSSLC/ tunnel HTTP/1.1..
()webvpn_cstp_parse_request _field

"input: 'Host: ciscofp3.cisco.com..
'Processi ng CSTP header |ine: 'Host: ciscofp3.cisco.com
()webvpn_cstp_parse_request _field

"input: 'User-Agent: Cisco AnyConnect VPN Agent for Wndows 4.6.03049..
"Processi ng CSTP header |ine: 'User-Agent: Cisco AnyConnect VPN Agent for W ndows 4.6.03049
"Setting user-agent to: 'Cisco AnyConnect VPN Agent for Wndows 4.6.03049
()webvpn_cstp_parse_request _field

"input: ' Cookie: webvpn=2BOE85@8672@501@FF4AEAD1F69B98F26E8CAD62D5496ESE6AES282. .
Processi ng CSTP header line: 'Cookie:
" webvpn=2BOE85@8672@501@FF4AE4D1F69B98F26 EBCAD62D5496 ESE6AES282
' Found WebVPN cooki e: ' webvpn=2BOES85@8672@501@FF4AE4D1F69B98F26E8CAD62D5496E5E6AES282
' WebVPN Cooki e: ' webvpn=2BOE85@8672@501@FF4AEAD1F69B98F26E8CAD62D5496 ESE6AES282
()webvpn_cstp_parse_request _field

"input: 'X-CSTP-Version: 1..
" Processi ng CSTP header |ine: 'X-CSTP-Version: 1
()webvpn_cstp_parse_request _field

"input: 'X-CSTP-Hostnane: jsmth-PC. .
"Processi ng CSTP header |ine: 'X-CSTP-Hostnane: jsmth-PC
"Setting hostnanme to: 'jsmth-PC
()webvpn_cstp_parse_request _field
"input: 'X-CSTP-MIU. 1399...
"Processi ng CSTP header |ine: 'X-CSTP-MIU. 1399
()webvpn_cstp_parse_request _field

"input: 'X-CSTP-Address-Type: |Pv6,I|Pv4..
"Processi ng CSTP header |ine: 'X-CSTP-Address-Type: |Pv6,|Pv4
()webvpn_cstp_parse_request _field

"input: 'X-CSTP-Local - Address-1P4: 198.51.100. 2. .
"Processi ng CSTP header |ine: 'X-CSTP-Local - Address-I1P4: 198.51.100.2
()webvpn_cstp_parse_request _field

"input: ' X-CSTP-Base-MIU. 1500..
" Processi ng CSTP header |ine: 'X-CSTP-Base-MIU. 1500
()webvpn_cstp_parse_request _field

"input: 'X-CSTP-Renote-Address-1P4;: 203.0.113.2..
"Processi ng CSTP header |ine: 'X-CSTP-Renote-Address-1P4: 203.0.113.2
()webvpn_cstp_parse_request _field
"input: ' X-CSTP-Full-1Pv6-Capability: true...
' Processi ng CSTP header line: 'X-CSTP-Full-1Pv6-Capability: true
()webvpn_cstp_parse_request _field
i nput: ' X-DTLS-Master-Secret:...
1FA92A96D5E82C13CB3A5758F11371EE6B54C6F36FOASDCESF4DECB73A034EEFAFEQSDA614A5872E1EESS557C3BF4765A

Processi ng CSTP header line: 'X- DTLS-Master-Secret:
1FA92A96D5E82C13CB3A5758F11371EE6B54C6F36FOASDCESF4DECB73A034EEFAFEQSDA614A5872E1EESS557C3BF4765A

()webvpn_cstp_parse_request _field

i nput: ' X-DTLS-Ci pher Suite: DHE- RSA- AES256- GCM SHA384: DHE- RSA- AES256- SHA256: DHE- RSA- AES256- . .
SHA: DHE- RSA- AES128- GCCM SHA256: DHE- RSA- AES128- SHA256: DHE- RSA- AES128- SHA: AES256- SHA: AES128-
' SHA: DES- CBC3- SHA



Processing CSTP header line: 'X-DTLS-C pherSuite: DHE- RSA- AES256- GCM SHA384: DHE- RSA- AES256-
SHA256: DHE- RSA- AES256- SHA: DHE- RSA- AES128- GCCM SHA256: DHE- RSA- AES128- SHA256: DHE- RSA- AES128-
' SHA: AES256- SHA: AES128- SHA: DES- CBC3- SHA

()webvpn_cstp_parse_request _field

"input: ' X-DTLS-Accept-Encoding: |zs...

' Processing CSTL header |ine: 'X-DTLS-Accept-Encoding: |zs

()webvpn_cstp_parse_request _field

"input: ' X-DTLS-Header - Pad-Length: O...

()webvpn_cstp_parse_request _field

"input: ' X-CSTP-Accept-Encoding: |zs,deflate...

" Processi ng CSTP header |ine: 'X-CSTP-Accept-Encoding: |zs,deflate
()webvpn_cstp_parse_request_field

".input: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systens, Inc...

' . Processing CSTP header line: 'X-CSTP-Protocol: Copyright (c) 2004 C sco Systens, Inc
cstp_util _address_ipv4_accept: address asigned: 192.168.10.50

cstp_util _address_ipv6_accept: No | Pv6 Address

(np_svc_create_sessi on(0x7000, 0x00002acdff1d6440, TRUE

webvpn_svc_np_setup

SVC ACL Name: NULL

SVC ACL ID: -1

Ivpn_put _uauth success for ip 192.168.10.50

No SVC ACL

| phdr =20 base-nt u=1500 def - nt u=1500 conf - nt u=1406

tcp-nmss = 1460

(path-ntu = 1460(nss

TLS Bl ock size = 16, version = 0x303

mu = 1460(path-mu) - O(opts) - 5(ssl) - 16(iv) = 1439
mod-mu = 1439(nmtu) & OxfffO(conplenent) = 1424
tls-ntu = 1424(nod-ntu) - 8(cstp) - 48(mac) - 1(pad) = 1367

DTLS Bl ock size = 16

ntu = 1500(base-mtu) - 20(ip) - 8(udp) - 13(dtlshdr) - 16(dtlsiv) = 1443
mod-mu = 1443(nmtu) & OxfffO(conplenent) = 1440

dtls-mu = 1440(nod-ntu) - 1(cdtp) - 20(mac) - 1(pad) = 1418
conputed tls-ntu=1367 dtls-ntu=1418 conf-nt u=1406

(DTLS enabl ed for intf=3 (outside

overide computed dtls-mu=1418 with conf-ntu=1406
tls-ntu=1367 dtls-ntu=1406

SVC. adding to sessngnt

Sendi ng X- CSTP- MTU: 1367

Sendi ng X- DTLS- MTU: 1406

Sendi ng X- CSTP- FW RULE nsgs: Start

Sendi ng X- CSTP- FW RULE nsgs: Done

Sendi ng X- CSTP- Quar antine: false

Sendi ng X- CSTP- Di sabl e- Al ways- On- VPN: f al se

Sendi ng X- CSTP-d i ent - Bypass-Protocol : fal se

Cisco ISE

a93Las JS Jusolas ,ail < Cisco ISE > Operations > RADIUS > Live Log

o8 'PermitAccess' axis ACL JI 9 VPN login J cisco ISE _le <495
2= VPN e FTD JI idskas cas il jsmith 6 uibel oMl glas



Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

5200 Authentication succeeded

Jsmith

VPN Users >= Default
VPN Useis >> Allow ASA VPN connections if AD Group VPNusers

PermitAccess

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Usarname

Endpoint Id

Calling Station Id
Authentication Identity Store
Audit Session Id
Authentication Method
Authentication Protocol
Network Device

Device Type

Location

2018-10-09 01:47:55.112
2018-10-09 01:47:55.113
corbinise

5200 Autnentication succeeded

Jsmith

corbdc3

0000000000007 000500083
PAP_ASCII

PAP_ASCH

FTOVPN

All Device Types

All Locations

Steps

11001
11017
15049
15008
1504
15048
1504
15048
22072
15013

&

24210
24215
15013
24430
24325
24313
24319
24313
24386
24323
24343
24402
22037

24715

15026
24432
24355
24416
15042
15016
2208
22080
11002

Received RADIUS Access-Request

RADIUS created a new session

Evaluating Policy Group

Evalualing Service Selection Policy

Queried PiP - Airespace Arespace-Wian-d

Queried PIP - Radius NAS-Port-Type

Evaluating Identity Policy

Quetied PIP - Normalisad Radius RadiusFlowType

Selecled Idenbly source sequence - All_User_ID_Stores
Selacted Identily Source - Internal Usars

Looking up User in intemal Users IDStore - jsmith

The useris not found in the internal users identity slore

Selacted Identity Source - All_AD_Join_Points

Authenticating user against Actve Directory - All_AD_Join_Poinis
Resolving identity - jsmith (B Step latency=7106 ms)

Search for matching accounts at join point -

Single matching account found in forest -

Search for matching accounts at join point - windows_ad_sarver.com
Skipping unjoined domain - Windows_AD_Server.com

Idantity resciution detected single matching account

RPC Logon request succeeded - jsmith

User authentication against Active Directory succeeded - Ali_AD_Join_Points
Authentication Passed

ISE has not confirmed locally previous successful machine authentication for
user in Active Directory

Evalualing Authorization Policy

Looking up user in Active Direclory -

LDAF fetch succeeded -

Users Groups relrieval from Active Direclory succeeded -
Quearied PIP - ExternalGroups

Selected Authonization Profifg - PermitAccess

Max sessions policy passed

New accounting session created in Session cache

Returmed RADIUS Access-Accept



Identity Services Engine

Location All Locations
NAS IPv4 Address 0.0.0.0

NAS Port Type Virtual
Authorization Profile PermitAccess
Response Time 7294 milliseconds

Other Attributes

ConfigVersionld
DestinationPort
Protocol

NAS-Port
Tunnel-Client-Endpoint

CVPN3000/A SAPIXTX-Tunnel-
Group-Name

OriginalUserName
NetworkDeviceProfileld
IsThirdPartyDeviceFlow

CVPN3000/A SAPIXTx-Client-Type
AcsSessionlD
SelectedAuthenticationldentity Stores
SelectedAuthenticationldentity Stores
SelectedAuthenticationldentity Stores
AuthenticationStatus

Identity PolicyMatchedRule
AuthorizationPolicyMatchedRule

CPMSessionlD

257
1812
Radius
28672

(tag=0)

FTDAnyConnectVPN

[smith
b0699505-3150-4215-a80e-67530450156¢
false

3

corbinise/322344084/1870108

Internal Users

All_AD_Join_Points

Guest Users

AuthenticationPassed

Default

Allow ASA VPN connections if AD Group VPNusers

0000000000007 0005bbc08c3

“halndentity Services Engine

CHCO

11002 Retumed RADIUS Access-Accept

CPMSessionlD

ISEPalicy SetName

Identity SelectionMatched Rule

SteplLatency

AD-User-Resolved.ldentitios

AD-User-Candidate-ldentities

AD-User-Join-Point

AD-User-Resolved-DNs

ADUser-DNS-Domain

0000000000007 0005bbc08C3

VIPM Users

Dhefault

14=T106

jsmithg@cohadiey3. local

jsmith@cohadiey3.local

COHADLEY3.LOCAL

CN=John Smith CN=Users DC=cohadiey3 DC=local

cohadiey3.local



AD-User-NetBios-Name
IsMachineldentity
UserAccountControl
AD-User-Samaccount-Mame
AD-User-Qualified-Name
DTLSSuppont

Hetwork Device Profile
Location

Deviice Type

IPSEC

ExtermalGroups

ldentity AccessResricted
RADIUS Username
Device IP Address

Called-staton-lD

CiscoAVPair

COHADLEY3

false

Gal:dE

jsmith

jsmithi@cohadiey 3. local
LUinknown

Cisco

Location®All Locations

Device Type#All Device Types

IPSECHI: IPSEC Devicarho

5-1-5-21-872014162-156088481-84 2054196-111

false

Jsmith

audit-session-id=0000000 000007 000500083,

[P s 0UrCe-Ip=
coa-push=true

AnyConnect VPN Jiac

DART éo;>

AnyConnect J DART do ;> gioxi duasS

le>Nol9 cllasVl BLiSiwl

DNS

Windows/Mac 9 Windows Server 2012 9 FTD g Cisco ISE _pasidl yiguasll 6562V Sou il 0 382
(65621 guo> e DNS (0 i) puSally ploW oMSuinall JS J>

Windows iguaS

FTD o Lol cannll pul e 'nslookup' iwis aslSol oo aSLg olol azgo Jusisi, o8

FTD L3 Jols¥l Jlow dgals



show net wor k<

nsl ookup 192.168.1.10 <

Server: 192.168.1.10

Address: 192.168. 1. 10#53

i n-addr. arpa name = ci scoi se.ci sco.com 10. 1. 168. 192

ISE LoloVl law dg>l

ci scoi se/ adm n# nsl ookup 192.168. 1. 20

"Trying "20.1.168.192.in-addr. arpa

HEADER<<- opcode: QUERY, status: NOERROR, id: 56529<<- ;;

flags: qr aa rd ra; QUERY: 1, ANSWER 1, AUTHORITY: 0, ADDI TIONAL: O ;;

: QUESTI ON SECTI ON ; ;
i n-addr.arpa. IN PTR 20.1.168.192;

: ANSVER SECTI ON ; ;
i n-addr.arpa. 1200 IN PTR ci scodc. ci sco. com 20. 1. 168. 192

Windows Server 2012 Jusill ollas
FTD o uoJl hostname/FQDN e 'nslookup’ ausii aslSol (o a3SL9 ol9l azgo Juisi 09

(Lo siumall (§9lsil) 65 lgidl 699

Lis izl Gouaall g2 ,all 63lgis ail . lel ol SHA256 wlsleis le Windows Server 2012 gidgi oo (35
'*196il dwoj)les"' Joi> o géxi9 Windows 9 12950

i Certificate -

Gerersl | Detads | Carsfeason Path

Shovez | <All> v
Fiedd Vol ~
| Wergion Vi
| Sevial number IFOfb3d5 #6 a290b2 46 18... |g
| Sigrusture sigorithm cha2SERSA
| Sigrabure hush agodithm bl 2 56

WD o el diSoy o pmsil) .oblgidl 0ig) Lo seimall i olio,iwell plase jelaiwd SHAT wilS 13

SHA256 _JI Windows o515 d9skaoe 8> 10 9,5 daauS

(FTD o« Lossimall 9 Jwosill sic) dxall aJlill Joax)l e sgizs FTD VPN o3 65lgivs ol o 8
<ftdfqdn> = gLl pw I

<SAN) = <FTDFQDN) gg.09all JyaJl auwVl

:JLo

ciscofp3.cisco.com gLl puwVl

DNS=cicscofp3.cisco.com auwl :(SAN) LaJl g9090)l puwl


https://blogs.technet.microsoft.com/pki/2013/09/19/upgrade-certification-authority-to-sha256/

Glaxl )z 28559 JLaV

plaiwl; cabbgall iguaS e bladly FTD J (CLI) oloVl o dgly e bladl plasiw] (o $a3
o530l 038 ol o Baxs FTD o L2, I P JI TCP+UDP 443 e pjxl Jouoy oo il Wireshark
cabgall g Jl azg0ll, oLl plall IP Glgic oo lede Jgaxll i

ci scof p3# capture capin interface outside trace detail trace-count 100 match ip any host

<now hit Connect on AnyConnect Client from enpl oyee PC

ci scof p3# show cap

capture capin type rawdata trace detail trace-count 100 interface outside [Buffer Full - 524153
[ bytes

match i p any host 198.51.100.2

ci scof p3# show cap capin

packets captured 2375
S 2933933902:2933933902(0) win 8192 :203.0.113.2.443 < 198.51.100.2.55928 17:05:56.580994 :1

S 430674106:430674106(0) ack 2933933903 :198.51.100.2.55928 < 203.0.113.2.443 17:05:56.581375 :2
win 32768

ack 430674107 win 64240 . :203.0.113.2.443 < 198.51.100.2.55928 17:05:56.581757 :3
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