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91, ASA LIJIled gJs CLISH.

Cisco Fire Linux 0S v6.0.1 (build 37)
Cisco Firepower Threat Defense for VMWare v6.0.1 (build 1213)

> < CLISH

> system support diagnostic-cli
Attaching to ASA console ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower> en
Password: _
firepower# || €— DIAGNOSTIC CLI

Jdeuesd eds 9009d IUbL6 poluing po Gbeds Ehess: see wdsu 9uo9d IUbL6 gw) HTTPS
l9 SSH. 5950 o3l IJpwows IJedsse Iduongns Idebdse Jdeuasd eds 9uo9d IUbL6 e,y SSH
l9 HTTPS 1)zl

pdlzbo: Vs iaojé FTD Idos ouvgd IJluosl) 6.0.1 oo Ido,olee: JI spdo 1U9uesd 1Js
CLl o0 Bod puwere peds: sew wdasu puob s Ehess Jpuobds IJpuwetspsu. 9pe
3JYe B lzojé FTD Idos ouvgd luosl Idusolez 6.1.0. sep 1Jsuosd IJs CLI oo Gud
puw e Idpuwdsd Ideeds wsupl ©dou IUpuolb 86 1Jebass pbdyvs Jzese
lJpumespse s 0.

edlebs: B lzo6 FTD Idos wuvgd luosh Idwsulez 6.0.1. Jl spdo 19 o9 IJs CLI
lJogvgsuos polui,b guy IP 1Uds wp odssuo J BR1 oo FTD. 9p¢ StJ-:J‘ Vs lzojo FTD
IJos ouvgd luesb IJosolez 6.1.0¢ spdo 1Usuasd 1ds slzed yulb, 1UIsle, (CLI) IJezeed



g s 81206 wp wdssuol JJsuosd [Us IUbLs: spe 309 szw wdasu 19lzos Llgwedsle
eusly IP.

lJodosy

sop wdssu IJ IJodsso Upyoob wldsuesd Ids 1dbLs loole cuddd Ids edlps IJowssw
lesble IJuble IJlgwlgus WO 1Jlzojo Jpl 09 p9 oz O |Juo9,é:

Overview Analysis Policies g a8 Objects @ AMP
Device Management NAT VPN Platform Settings

ol 1o ©@se wors) IJuwsluws 12928 03 IJud) eds lsdsws 1J8Jpe 1dsuolue 19 luusle
wSluwo FTD 23636 slue wudy £8J6 Jy uvsluws 23820 9wz Jolws Jlesble JU>le gu
lJoosss Jpl 09 p9 oz Os 1Juo9,)6:

b New Policy

Platfarm Settings Device Type Status Frepomar Settings
J
Threst Defense Settings

Targeting 1 devices

- T
FTD-Palicy Rt L Ug-to-date on all targeted devices

23> zol; FTD Jobosd o3l lduog 9lug) 899 edb. Jel 09 p9 oz B 1Juo9)6:



New Policy ? X

MName: FTD_palicy
Dascription:
Targeted Devices

Select devices to which you want to apply this palicy.
Available Devices Selected Devices

_H_.FI'I'.J HA |

Add to Policy

SEVe Lancel
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IJgb9s 1. loodd |Js zols > 1l 1Jizojs.
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Devices Routing Inline Sets DHCP
- 9 Asdlntedfaces =
Status  Interface Logical Name Type Interface Objects MAC Address (Active/Standby) IP Address

@ [ GigabitEtherneto/o transit Fiysical 172.16.5.2/30{Static) é

@ GigabitEthernetdy1 inside Physical 172.16.8.1/24(Static) O
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ug IP Jolow lg DHCP. s¢de Ul guslo JJBLo 9b @b 8 ok Jpel 09 p9 oz b IJuo9,é:

Edit Physical Interface ? X
Mode: None v

Name: inside Enabled Management Only

Security Zone: v

Description:

General li:. IPv6  Advanced Hardware Configuration

IP Type: Use Static IP bt

IP Address: 172.16.8.1/24 eg. 1.1.1.1/255.255.255.228 or 1.1.1.1/25

OK Cancel
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Add External Authentication

Enable for HTTP

Enable for S5H

Name* LDAP

Description

IP Address* i+

Authentication LDAP w
Method

Enable S5L
Server Type AUTO-DETECT b

Port 389

Timeout 10 (0 - 300 Seconds)

Base DN Felch DNs.| ex. de=cisco,dc=com

Ldap Scope W

Username ex. cn=jsmith,dc=cisco,dc=com

Authentication
Password

Confirm

Available Zones ¢, Selected Zones/Interfaces

4 Search

| Add |

Interface Mame

[ (0] 4 | Cancel

lJglogs 5. pl I swp lJogudsd: bbb gw ok.
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AR |rspection S5H Version 1 and 2 bl
Banner
Tirrtsoaut 5
External Authentication
Fragmans Settings
HTTP A — A
HMP
Interfais IP Address
» Secure Shall
QTP Sarvir
SHHP
Syslog
Tirrsecuts
Timse Symchronization
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ARP Inspection
Banner
Fragment Settings Interface IP Address
HTTP
ICMP
» Secure Shell
SMTP Server
SNMP
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Timeouts
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IJglo9s 2. b §lb 96 ok Jpl 09 p9 oz Vs IJLo9,)6:

Edit Secure Shell Configuration ?
IP Address* 10.0.0.0_16 ML
Available Zones ¢ Selected Zones/Interfaces
, Search | outside
Add

Interface Name

0K Cancel

Swp U2 wd9su SSH W gleos yubo 1Jlsle, (CLI) Ipezpeeé (ASA Diagnostic CLI B 1Jizo;6
6.0.1) Llgweesle o3l 1Jie,.

> show running-config ssh
ssh 172.16.8.0 255.255.255.0 inside
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Edit HTTP Configuration ?

IP Address* 10.0.0.0_16 vV eI
Available Zones ¢ Selected Zones/Interfaces
y Search | outside
Add

Interface Name

Ok Cancel
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> show running-config http
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