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lJglo9é 3. >1gJ Deployment History Spdud publoess gpse gpdsle oy [duwlo9é pu 9236
IJoede S 15bs 1ddezs IUluwlymss (FMC). 225 1oy 1J5s eugo B 1386 o582 pu Idwslule
ISo.

1Jglo96 4. L pz)d> wpdsd Euuly UL« W)y Deployment Details S&we Jozass $lises odJ I.Jiaojé
lJe92926 5lgJ Transaction. sSwp & 9uwSe 030 lJbElJI |Js 030 IJlg 036: Device Number, Device Name,
Status,9 Transcript.

Deployment History X
jeffiac B Deployment details for jeffiac at 2019-11-20 07:01 PM
Start: 2019-11-20 07:01 — = B
1 PM o Success e Sratue Snocant
End- 2010.11.20 N7:04 i Nemesis  Sucoess @
System
Start: 2019-11-20 01:10
2 AM o Success
Fnd: 2019-11-20.01:12
System
Start: 2019-11-16 01:11
3 AM o Success
- 2010-11-14 N1-14
System
Start: 2019-11-13 01:07
4 AM o Success
Fnd: 2019-11-13 01:0Q
System
Start: 2019-11-08 01:06
5 AM o Success
End: 2019.11-N8 N1-N_
System
Start: 2019-11-06 01:23
6 AM o Success
End: 2019-11-N6 N1:25
System
Start: 2019-11-03 01:10
7 AM o Success
Fnd: 2019-11-N2 N1-12
System
Start: 2019-11-01 01:27
g8 AM o' Success

- 2018.11-01 N1-28

System -

L. MAAs 40 A nd .

121096 5. 235 IJzol; Idpgus Sludy B9 sy IJouwe JJibdle eds ouwgs IJoui, IJd)s6
lJos u,_SfGJQ o wbdegd gds gldle IJognd oldlgolws |Js gpdsle Ideosiss IJos swe 92€0l
eds lJlzojs lJos wwp bhwol.



Deploy Transcript x

FMC == clear configuration session OBJECT
Memesis == [info] : Session OBJECT does not exist

FMC == clear configuration session FMC_SESSION_1
Memesis == [info] : Session FMC_SESSION_1 does not exist.

FMC == clear configuration session FMC_SESSION_2
Memesis == [info] : Session FMC_SESSION_2 does not exist.

FMC == no sireng-encryplion-disable

FMC == cryplo isakmp nat-fraversal

FMIC ==

FMC == no ldap-attribute-map Class

FMC == exit

FMC == cryplo isakmp nat-fraversal

FMIC == no logging FMC MANAGER_VPN_EVENT_LIST

FMC == no logging list MANAGER_VPM_EVENT_LIST

FMC == logging list MANAGER_VPH_EVEMNT _LIST level nofifications class auth
FMC == logging list MANAGER_VPHN_EVENT_LIST level nofifications class vpn
FMC == logging list MANAGER_VPHN_EVENT_LIST level nofifications class vpnc
FMC == logging list MANAGER_VPMN_EVENT_LIST level nofifications class vpnfo
FMC == logging list MAMNAGER_VPMN_EWVENT_LIST level nofifications class vpnlb
FMC == logging list MANAGER_VPHN_EVENT_LIST level nofifications class webfo
FMC == logging list MANAGER_VPHN_EVENT_LIST level nofifications class webvpn
FMC == logging list MANAGER_VPMN_EVENT_LIST level nofifications class ca
FMC == logging list MAMNAGER WVPN_EWVENT_LIST level nofifications class svc
FMC == logging list MANAGER_VPHN_EVENT_LIST level nofifications class ssl
FMC == logging list MANAGER_VPN_EVENT_LIST level nofifications class dap
FMC 5 Iugglng Ilst MAHAGEF‘. ".-‘F*H E".fEHT LIST Ievel nofifications class ipaa -

lJglo9s 6. spdy io S 03l Iduue gldle Wybd pesuwo 9Y3JY subs) [JS B8 pop 23l JJgbgo
lJolJsé: Transaction ID.

========= |NFRASTRUCTURE MES5AGES =========
Lina Config application was successiul
| |Lina write mem operation successful

T e T I B B R ]

lJ¢glogs 7. 9.5 Firepower Deployment, SEHLP Ulp_) Transaction ID 09 pl SpJdyu luwegslpo Jogde JJ
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[ueduuld IJigble gl uodlzol Llwogsle uuzdlc FMC

gds Igp pu Iuo pus lJeoluwe luisld Cisco TAC Jopdsd Iduvedle. x_éLé_.) Sswvles ldoze guy
IJuwedle O g5 IJpuvdJs IUlsdss souuse 1ded. euld Idesss pu pdle Iduwed eds FMC
IJos oduvs oulyosd 29d gpdss uuiy [Juog.

slduwed! lJpusl) [Jsopl 156 opl policy_deployment.log 9 usmsharedsves.log.

SpIdu &2 gpse IJpdudle |Jro.>d_9_,o O o3l ldpwous ulu.uut.)lro |_9|ro_) Linux IJpog336 pod
more: Iess_9 vi. 9JIJu .ou Upop t.)l |u UUDPU i¢, read Swp wuds Idlplele [Jse. vobde Jlss

Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

22> 03l lduwed w829z walss popsd LU IJuwsluws eds FMC sldpld JJ pr2ds: ppl sumle>
eds wedss Idpseds IJos ogyuo Vol Idugiy JJwyind: wldluolws |Js Hej [dwyivd.

SEHL2 LJiro_) transactionID .,5de !uuot)h,o |Jd§po l'JPUbPQE’ L95 Qs JSON y-19) |.Ju.ua.J .J.JE_C;})
eds beldle Idyved IJpoed8d wlegss pzlodlo IJoui)y 1Jpee»s6.

22- Nov- 2019 01: 28:52.844,[I NFQ, (Def enseCent er Servi cel npl . j ava: 1372)
com ci sco. nm vns. api . dc. Def enseCent er Servi cel npl, aj p-ni 0-127. 0. 0. 1- 9009- exec- 4
** REST Request [ CSM]
** | D: elc84364-0966-42eb-9356-d2914be2b4a3
** URL: Broadcast nessage. send. depl oynent
{
"body" : {
"property" : "depl oynent:depl oynent _initiated_for_the_device",
"argunentList" : [ {
"key" : "PHASE",
"val ue" : "Phase-0"
Pl
H
"user" : "68d03c42-d9bd- 11dc- 89f 2- b7961d42c462",
"type" : "deploynent",
"status" : "running",
"progress" : 5,
"silent" : true,
"restart" : true,
"transactionld" : 12884916552,
"devices" : [ "93a2089a-fa82-11e9-8219-elabeec81dc9" ]

Ivar/log/sf/policy_deployment.log

98Jds IUsgp pu 929> pdd Iduwed 03l ¢JIJ luesble 6.x 1Jes ool pu 6.4 09> wp LY UNSE
ublg vgbswe.

909 S IJly IJgbsle IJowosdss Jos logse .__,u'bi({ 9226 bl ldloaldle I.J-.é@yl_.J@é
(FMC) Jluuble 2ip 1ot soldolds Wog suwcsp eds 1V od szo Jopdsd eldle Iwyvd
U |.Jro_)aJ5 1-4.

SUp UpSS) wlsé JJ pyedé wyulb, pgINFOstart.. ™



Jul 18 17:20:03 firepower ActionQueueScrape.pl[17287]: INFO starting popul at ed obal Snapshot -
sqlite = /var/cisco/unpd/ 8589938337/ DC _pol i cy_depl oynment. db, transaction = 8589938337, tinme =
1563470402, running as (menmory = 56.35 MB) (Franmework 3950<196 <- CSMrasks 223<10 <-

SF: : Act i onQueue 2457)

Jul 18 17:20:03 firepower ActionQueueScrape.pl[17287]: | NFO depl oynent threading: disabled
(Framewor k 198 <- CSMrasks 223<10 <- SF::ActionQueue 2457)

Jul 18 17:20:03 firepower ActionQueueScrape.pl[17287]: INFO -> calling

SF: : UMPD: : Pl ugi ns: : Correl ati on: : Manager: : get Pl ugi nDependenci es (Pl ugin 298<90 <- Franework
3579<3566<216 <- CSMrasks 223)

oo dulad Tsble Iizo;6 1ps0)6 slodlzel

ould p)led lSoldss slGumwle weee> eds 2ipd Ilzess sldedsso elds Iusld, suclse 1Jeled
lJuwlo s JIJ zols wwp bhwe.

Bl oe e5d puvdds wuis Ids Buvd eds Izols IJesh spdo oS3 1dejss pu owed ol
IJIgble 9l odlzol eds IJzols wluwesle uwzdsu eds IJgol;: policy_deployment.log
gngfwManager.log.

Ingfw/var/log/ngfwManager.log

S99 pJd IJwed 03l gbgle o Losdss we lwgldol Config Communication Manager 9 Config Dispatcher
JJosluad pe 9236 IJopde B¢ b6 IJosdd (FMC). sldepd o8 2506 Iduuis 5ouuwsd epdso
lJozdd pu psluodle Snort g LINA golbos@ol.

030 lpeJs WJsJé eJs ngfwManager.log lJo.s opod wilsé lJpled 1SS uuss:

FTD receives FMC s request for running configuration:

May 30 16:37:10 ccnf4293] Thread-10: |INFO com cisco.ccm Confi gComruni cati onManager- Passing CD
Message- Request to Config Dispatcher...

May 30 16:37:10 ccni4293] Thread-10: DEBUG com ci sco. ccm Confi gConmuni cat i onManager - <?xmi
version="1.0" encodi ng="UTF-

8" ?><cdMessagesLi st ><t i neSt anp>1559234230012</ti neSt anp><cdMessage><nane>Li naShowCommuand</ nane><
nessagel d>-

753133537443151390</ nessagel d><cont ent Type>XM.</ cont ent Type><nmsgCont ent ><! [ CDATA[ <?xm
version="1.0" encodi ng="UTF- 8" ?><nessage><nane>Li naShowCommand</ name>. . .

FTD receives FMC s request to downl oad t he depl oynent package:

May 30 16:37:18 ccni4293] Thread-9: INFO com cisco.ccm Confi gConmuni cati onManager- Downl oadi ng
dat abase (transacti on 8589938211, version 1559234236)

May 30 16:37:18 ccnf4293] Thread-9: DEBUG com ci sco. ccm Downl oadManager - handl e record:
8589938211, status = PENDI NG

May 30 16:37:18 ccni4293] Thread-9: DEBUG com ci sco. ccm Downl oadManager - begi n downl oadi ng

dat abase

FTD begi ns the depl oynent of policy changes:

May 30 16:37:21 ccnf4293] Thread-9: INFO com cisco.ccm Confi gConmuni cati onManager- Starting
depl oynent
May 30 16:37:21 ccnf4293] Thread-11: | NFO com cisco.ccm Confi gComuni cati onManager- Sendi ng



message: DEPLOYMENT_STATUS _CCM t o Manager

FTD begi ns LI NA depl oynent :

May 30 16:37:42 ccni4293] Thread-19: DEBUG
com ci sco. ngf w. confi gdi spat cher. comuni cat ors. Li naComuni catorlnpl- Trying to send Start-Config-
Sequencerequest to lina

FTD begins finalizing the depl oynent:

May 30 16:38:48 ccni4293] Thread-19: DEBUG

com ci sco. ngf w. confi gdi spat cher. communi cat or s. Li naConmmuni cat or I npl - C ustering Message sent out
of Confi gDi spatcher:

Name: Cl ust er - App- Conf - Fi nal i ze- Request

/ngfw/var/log/sf/policy_deployment.log

s2w9s 03l 1dgwed eds wBluosd Iduoe IJpbod edso snort. eds 1U,ge po 1o pewss IUuwzd
pO®p B pebbpo ssobde cedsdl wsluwbs TAC [JlHue JI sild po IJpedo coue IUgpdssd
wEd> &JnSJ U |J|>C|J|u |J|LJu|LJu§o

Config Dispatcher begins extracting the packaged policies for validation

Jul 18 17:20:57 firepower policy_apply.pl[25122]: INFO -> calling

SF: : UMPD: : Pl ugi ns: : NGFWPol i cy: : Devi ce: : export Devi ceSnapshot ToSandbox (Pl ugin 230 <- Franework
611 <- Transaction 1085)

Jul 18 17:20:57 firepower policy_apply.pl[25122]: INFO found NGFWPol icy => (NGFWPol i cy: : Uti
32 <- NGFWpPol i cy: : Device 43 <- Plugin 235)

Jul 18 17:20:57 firepower policy_apply.pl[25122]: |INFO export FTD platformsettings..
(PlatfornBettings:: FTD: : Device 29 <- Plugin 235<339 <- PlatfornBettings::Device 13)

Config validation begins:

Jul 18 17:21:37 firepower policy_apply.pl[25122]: INFO starting validateExportedFiles - sqglite
= /var/ ci sco/ depl oy/ sandbox/ pol i cy_depl oynent . db, sandbox = /var/ci sco/ depl oy/ sandbox/ export ed-
files (nmenory = 229.99 MB) (Franework 3950<687 <- Transaction 1101 <- nmin 194)

Val i dati on has conpl eted successfully:

Jul 18 17:21:49 firepower policy_apply.pl[25122]: INFO validateExportedFiles - sqglite =

/var/ ci sco/ depl oy/ sandbox/ pol i cy_depl oynent . db, sandbox = /var/ci sco/ depl oy/ sandbox/ export ed-
files took 12 (nmenory = 238.50 MB, change = 8.51 MB) (Franmework 3976<724 <- Transaction 1101 <-
nmai n 194)

Config Dispatcher begins noving the validated configuration to the Snort directories in
producti on:

Jul 18 17:21:54 firepower policy_apply.pl[26571]: INFO -> calling
SF: : UMPD: : Pl ugi ns: : NGFWPol i cy: : Devi ce: : publ i shExportedFiles (Plugin 230 <- Framework 822 <-



Transaction 1662)

Snort processes will reload to apply the new configurations:

Jul 18 17:22:02 firepower policy_apply.pl[26571]: INFO Reconfiguring DE a3bcd340-992f-11e9-
alf 1-ac829f31a4f9... (Snort::SnortNotifications 292<154 <- Snort::Device 343 <- Plugin 235)
Jul 18 17:22:02 firepower policy_apply.pl[26571]: INFO sending SnortRel oad to a3bcd340-992f -
11e9-alf 1- ac829f 31a4f9 (Snort::SnortNotifications 298<154 <- Snort::Device 343 <- Plugin 235)

Snort rel oad has conpl eted successfully:
Jul 18 17:22:14 firepower policy_apply.pl[26571]: INFO notifyProcesses - sandbox =

/var/ ci sco/ depl oy/ sandbox/ exported-files took 16 (nenmory = 169.52 MB, change = 16.95 MB)
(Framewor k 3976<964 <- Transaction 1680 <- main 200)

After LINA config apply finishes, Snort deploynent is finalized:
Jul 18 17:23:32 firepower policy_apply.pl[26913]: INFO starting finalizeDevi ceDepl oynent -

sandbox = /var/ci sco/ depl oy/ sandbox (nermory = 101.14 MB) (Franmework 3950<980 <- Transaction
1740 <- nmain 206)

oSlJ

IJgboss 1. Buivd 1o

admin
5 Start: 2020-02-10 02:58 PM 43 Failed
End: 2020-02-10 02:58 PM

lJglo9é 2. Iz od gJs Deploy Transcript 9 Transaction ID.



Daeploy Transcnipl

Trangacteon I B0 2054 T
Drvicn LD 4b0Sd 1 D0-3347 1 1 ea-b4f-0DSd S508CHZD

]

IJgb9o 3. 90999J SSH s Management Center 9l_uogsp 516 Jsusdyw less J§)led 1pdd Jpl
09 p9oT Ss FMC:

eulJ: sudo less /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log" (JJeé 1Je,9, sudo os
JJpsé pr9) Idpuwetsrpsu J SSH)

admingfirepower:~% sudo less Svar/opt/CS5C0px/MDC/ log/foperationfusmsharedsvcs. log

Password:

IJg1096 4. 00l 0 Id9e B less: Iuwagsp Libs plisJs JJiele 9sgd B perd 1Uyuwlds Jdwze
cu lduwedle IJpyoubé o TransactionlD JJo .

p &l 160129547881 9 o6 (ieule less. Iuwegsp N JJoudd IJs Idooses Idoldss)

p-;"zU E_Jd u._)u&SJ lJywlJe:



10-Feb-202@ 19:5B:35.810, [INFO], (DefenseCenterServiceImpl.java:1304)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, Thread-526
#x REST Request [ CSM ]
«#x ID : blb66@c2-6cle-4B8ab-bbcd-feact2673ccB
#x URL: Broadcast message.send.deployment
{
"body" : {
"property" : "deployment:domain_snapshot_success",
“"argumentList" : [ {
"key" : "PHASE",
"wvalue" : "Phase-2"
} ]
H
"user" : "6B8d03c42-d%bd-11dc-BO9T2-b7961d42c462",
“type" : "deployment",
“"status" : "running",
“"progress" : 20,
"silent" : true,
“restart" : false,
“transactionId" : [JRPEELELLEN,

"devices" : [ "4bd5d1b@-3347-1lea-b74f-cB5455bBcB2b" ]
v

peld £des uwlds 1B d:

10-Feb-2020 19:5B:36.516, [INFO], (DefenseCenterServiceImpl.java:1394)
com.cisco.nm.vms.apli.dc.DefenseCenterServiceImpl, Thread-526

*#+ REST Request [ CSM ]

¥ ID : 3dfB@al3i-2daB-4ebl-a599-cl23bf4Bacof

«* URL: Broadcast message.send.deployment

{

"body" : {
"property" :|"deplnyment:failed_tn_retrieve_running_cnnfiguratinn“
"argumentList™ : [ {

"key" : "PHASE",
“"value" : "Phase-3"
}]

},

"user" : "bBd@3c42-d9bd-11dc-B9f2-b7961d42cd4b2",

"type" : "deployment",

“status" : "failure",

“progress" : 108,

"silent" : false,

"restart"” : false,

"transactionId" : [HPEELYLLH,

"devices" : [ "4bd5d1b®-3347-11lea-b74f-c@5455bBcB2b" ]

}

5) $ho IJSuud Idusese widzsd IJpsds Jiuwksd Iigbld I bksgs.

Se> i_failed_to_recovery_running_configuration ioule zldle Wuud IUlouold wso 1Jzolisw.



ovlisd IJouvd IJJblisgé

030 05 HwlisJ IJogud IJuslsgs 1dos t5,«:ng;,._,_é‘g-:,o| n_9§ IJlo, 8 1Jlelos o0 Management Center
Task OoJdl gu e 1Jebl 1U3s spdu j9sw0 WS IJgJss.
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