
FTD ىلع هتحص نم ققحتلاو NAT نيوكت

تايوتحملا
ةمدقملا

ةيساسألا تابلطتملا

تابلطتملا

ةمدختسملا تانوكملا

ةيساسأ تامولعم

نيوكتلا

ةكبشلل يطيطختلا مسرلا

FTD ىلع تباثلا NAT نيوكت .1 ةمهملا

FTD ىلع (PAT) ذفنملا ناونع ةمجرت نيوكت .2 ةمهملا

FTD ىلع NAT ءانثتسإ نيوكت .3 ةمهملا

FTD ىلع NAT نئاكلا نيوكت .4 ةمهملا

FTD ىلع PAT عمجت نيوكت .5 ةمهملا

ةحصلا نم ققحتلا

اهحالصإو ءاطخألا فاشكتسا

ةلص تاذ تامولعم

ةمدقملا

 FirePOWER ىلع (NAT) ةمجرت ناونع ةكبش يساسأ تققدو لكشي نأ فيك ةقيثو اذه فصي
.(FTD) عافدلا ديدهت

ةيساسألا تابلطتملا

تابلطتملا

.دنتسملا اذهل ةصاخ تابلطتم دجوت ال

ةمدختسملا تانوكملا

:ةيلاتلا ةيداملا تانوكملاو جماربلا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

ASA5506X لغشي يذلا FTD 226-6.1.0 زمر•
FireSIGHT Management Center (FMC) 226-6.1.0 رادصإلا لغشي يذلا•
•Windows 7 ليغشتلا ماظنل ةفيضم ةزهجأ 3
•LAN (L2L) VPN ةكبش ىلإ LAN ةكبش لغشي يذلا Cisco IOS® 3925 هجوملا

ةدحاو ةعاس :لمعملا لامكإ تقو

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت



 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

ةيساسأ تامولعم

:يديلقتلا (ASA) فيكتلل لباقلا نامألا زاهج لثم NAT نيوكت تارايخ سفن FTD معدي

•.يديلقتلا ASA ىلع (1 مسقلا) NAT نيترم لداعي اذه - لبق نم NAT دعاوق
•يديلقتلا ASA يف 2 مسقلا - ةيئاقلتلا NAT دعاوق
•.يديلقتلا ASA ىلع (3 مسقلا) NAT نيترم لداعي اذه - NAT دعاوق دعب

 نوكت نأ يرورضلا نمف ،NAT نيوكتب رمألا قلعتي امدنع FMC لا نم متي FTD نيوكت نأ امب
.نيوكتلا تارايخ فلتخمو FMC ل (GUI) ةيموسرلا مدختسملا ةهجاوب ةيارد ىلع

نيوكتلا

ةكبشلل يطيطختلا مسرلا

FTD ىلع تباثلا NAT نيوكت .1 ةمهملا

:تابلطتملا هذهل اقبط NAT نيوكت

NAT جهن مسا FTD زاهج مسا

nat ةدعاق ةيوديلا NAT ةدعاق

NAT عون تباث

جاردإ 1 مسقلا يف

ردصملا ةهجاو *لخاد



ةهجولا ةهجاو DMZ*

يلصألا ردصملا 192.168.75.14

مجرتم ردصم 192.168.76.100

NAT ةدعاقل نامألا قطانم مادختسإ*

NAT تباثلا

:لحلا

 كمزلي ،FTD يف .NAT دعاوق يف مسا مادختسإ كيلع بجي ،يديلقتلا ASA ىلع امنيب
.ةهجاولا تاعومجم وأ نامألا قطانم مادختسإ

.ةهجاولا تاعومجم/نامألا قطانمل تاهجاولا صيصختب مق .1 ةوطخلا

 الدب .نامألا قطانم ىلإ NAT ل اهمادختسإ متي يتلا FTD تاهجاو نييعت ررقت ،ةمهملا هذه يف
.ةروصلا يف حضوم وه امك ةهجاولا تاعومجم ىلإ مهنييعت كنكمي ،كلذ نم



.ةروصلا يف حضوم وه امك ةجيتنلا .2 ةوطخلا

 ةرادإ < تانئاكلا ةحفص نم نامأ قطانمو ةهجاو تاعومجم ريرحت/ءاشنإ كنكمي .3 ةوطخلا
.ةروصلا يف حضوم وه امك تانئاكلا

ةهجاولا تاعومجم لباقم نامألا قطانم

 ةهجاولا ءامتنا ةيناكمإ يف ةهجاولا تاعومجمو نامألا قطانم نيب يسيئرلا فالتخالا نمكي
 نم كلذل .ةددعتم ةهجاو تاعومجم ىلإ يمتنت نأ نكمي نكلو ،طقف ةدحاو نامأ ةقطنم ىلإ
.رثكأ ةنورم ةهجاولا تاعومجم رفوت ،ةيلمعلا ةيحانلا

 ةقطنم نكلو ،نيتفلتخم ةهجاو يتعومجم ىلإ يمتنت ةيلخادلا ةهجاولا نأ ىرت نأ كنكمي
.ةروصلا يف حضوم وه امك طقف ةدحاو نامأ



.FTD ىلع يكيتاتسإ نكاس NAT تلكش .4 ةوطخلا

 ديدهتلا نع عافدلل NAT < ةديدج ةسايس ددح .nat ةسايس ئشنأو NAT < ةزهجألا ىلإ لقتنا
.ةروصلا يف حضوم وه امك

.ةروصلا يف حضوم وه امك فدهتسم زاهج ىلع هنييعتب مقو جهنلا مسا ددح .5 ةوطخلا

.ةدعاق ةفاضإ قوف رقنا ،جهنلا ىلإ nat ةدعاق ةفاضإ .6 ةوطخلا

.روصلا يف حضوم وه امك ةمهملا تابلطتم بسح كلذ ددح



A = 192.168.75.14-فيضملا

host-b = 192.168.76.100

 
<#root>

firepower# 

show run object

object network Host-A 
 host 192.168.75.14 
object network Host-B 
 host 192.168.76.100 

 

 كلذ دعب ،ردصم مجرتي نأ امب نراق نيعيو nat يكيتاتسإ نكاس تنأ لكشي نإ :ريذحت
 نيمدختسملا ىلع رذعتي .تدعأ نوكي نراقلا نم ناونعلا ىلإ ل دعم رورم ةكرح لك
 تامدخلا هذه ةلثمأ نمضتتو .ةنيعملا ةهجاولا ىلع ةنكمم ةمدخ ةيأ ىلإ لوصولا
.EIGRP و OSPF لثم هيجوتلا تالوكوتورب

.ةروصلا يف حضوم وه امك ةجيتنلا .7 ةوطخلا



 ىلإ لوصولاب B-فيضملل حمست لوصولا يف مكحت ةسايس دوجو نم دكأت .8 ةوطخلا
 وه امك .ايضارتفا هاجتإ جودزم nat يكيتاتسإ نكاس نأ تركذت .حيحص سكعلاو A-فيضملا
 ربتخملا اذه يف LINA نأل عقوتم اذه.يقيقحلا IPs مادختسإ عجار ،يديلقتلا ASA عم لاحلا
.ةروصلا يف حضوم وه امك زمر x.9.6.1 لغشت

:ققحتلا

:انيل CLI نم

 
<#root>

firepower# 

show run nat 

nat (inside,dmz) source static Host-A Host-B 

 

:عقوتم وه امك 1 مسقلا يف NAT ةدعاق جاردإ مت 

 
<#root>

firepower# 

show nat

Manual NAT Policies 

(Section 1)

1 (inside) to (dmz) source static Host-A Host-B

    translate_hits = 0, untranslate_hits = 0 

 

.ةيفلخلا يف اهؤاشنإ متي يتلا 2 لا لحارملا :ةظحالم

 
<#root>

firepower# 



show xlate

2 in use, 4 most used 
Flags: D - DNS, e - extended, 

I - identity

, i - dynamic, r - portmap, 
 

 s - static, T - twice

, N - net-to-net 
NAT from inside:192.168.75.14 to dmz:192.168.76.100 
    flags sT idle 0:41:49 timeout 0:00:00 
NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0 
    flags sIT idle 0:41:49 timeout 0:00:00 

 

:ASP NAT لوادج

 
<#root>

firepower# 

show asp table classify domain nat

 
Input Table 
in  id=

0x7ff6036a9f50

, priority=6, domain=nat, deny=false 
        hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0 
 

 src ip/id=192.168.75.14

, mask=255.255.255.255, port=0, tag=any 
        dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0 
        input_ifc=inside, output_ifc=dmz 
in  id=

0x7ff603696860

, priority=6, domain=nat, deny=false 
        hits=0, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
 

  dst ip/id=192.168.76.100

, mask=255.255.255.255, port=0, tag=any, dscp=0x0 
        input_ifc=dmz, output_ifc=inside 
 
Output Table: 
L2 - Output Table: 
L2 - Input Table: 
Last clearing of hits counters: Never 

 



  

 
<#root>

firepower# 

show asp table classify domain nat-reverse

 
Input Table 
 
Output Table: 
out id=

0x7ff603685350

, priority=6, domain=nat-reverse, deny=false 
        hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
 

dst ip/id=192.168.75.14

, mask=255.255.255.255, port=0, tag=any, dscp=0x0 
        input_ifc=dmz, output_ifc=inside 
out id=

0x7ff603638470

, priority=6, domain=nat-reverse, deny=false 
        hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0 
 

src ip/id=192.168.75.14

, mask=255.255.255.255, port=0, tag=any 
        dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0 
        input_ifc=inside, output_ifc=dmz 
 
L2 - Output Table: 
L2 - Input Table: 
Last clearing of hits counters: Never 

 

 نم لاصتالا رابتخاو FTD ىلع عبتتلا ليصافت مادختساب طاقتلالا نيكمتب مق
.ةروصلا يف حضوم وه امك A-فيضملا ىلإ B-فيضملا

 
<#root>

firepower# 

capture DMZ interface dmz trace detail match ip host 192.168.76.14 host 192.168.76.100

firepower# 

capture INSIDE interface inside trace detail match ip host 192.168.76.14 host 192.168.75.14 

 



:ASP لوادج يف دوجوم لوصولا تارم ددع

 
<#root>

firepower# 

show asp table classify domain nat

 
Input Table 
in  id=0x7ff6036a9f50, priority=6, domain=nat, deny=false 
        hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0 
        src ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any 
        dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0 
        input_ifc=inside, output_ifc=dmz 
in  id=

0x7ff603696860

, priority=6, domain=nat, deny=false 
 

hits=4

, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
        dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0 
        input_ifc=dmz, output_ifc=inside 

 
 
<#root>

firepower# 

show asp table classify domain nat-reverse

 
Input Table 
 
Output Table: 
out id=

0x7ff603685350



, priority=6, domain=nat-reverse, deny=false 
 

hits=4

, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
        dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0 
        input_ifc=dmz, output_ifc=inside 
out id=0x7ff603638470, priority=6, domain=nat-reverse, deny=false 
        hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0 
        src ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any 
        dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0 
        input_ifc=inside, output_ifc=dmz 

 

:ةمزحلا طاقتلا رهظي

 
<#root>

firepower# 

show capture DMZ

8 packets captured 
   1: 17:38:26.324812       192.168.76.14 > 192.168.76.100: icmp: echo request 
   2: 17:38:26.326505       192.168.76.100 > 192.168.76.14: icmp: echo reply 
   3: 17:38:27.317991       192.168.76.14 > 192.168.76.100: icmp: echo request 
   4: 17:38:27.319456       192.168.76.100 > 192.168.76.14: icmp: echo reply 
   5: 17:38:28.316344       192.168.76.14 > 192.168.76.100: icmp: echo request 
   6: 17:38:28.317824       192.168.76.100 > 192.168.76.14: icmp: echo reply 
   7: 17:38:29.330518       192.168.76.14 > 192.168.76.100: icmp: echo request 
   8: 17:38:29.331983       192.168.76.100 > 192.168.76.14: icmp: echo reply 
8 packets shown 

 

.(اهزاربإ متي ةمهملا طاقنلا) ةمزحلا راثآ

.ASP لودجب اهطابتراو NAT ةدعاق فرعم :ةظحالم

 
<#root>

firepower# 

show capture DMZ packet-number 3 trace detail

8 packets captured 
 

3: 17:38:27.317991 000c.2998.3fec d8b1.90b7.32e0 0x0800 Length: 74 

      192.168.76.14 > 192.168.76.100: icmp: echo request (ttl 128, id 9975)

 
Phase: 1 
Type: CAPTURE 
Subtype: 
Result: ALLOW 



Config: 
Additional Information: 
 Forward Flow based lookup yields rule: 
 in  id=0x7ff602c72be0, priority=13, domain=capture, deny=false 
        hits=55, user_data=0x7ff602b74a50, cs_id=0x0, l3_type=0x0 
        src mac=0000.0000.0000, mask=0000.0000.0000 
        dst mac=0000.0000.0000, mask=0000.0000.0000 
        input_ifc=dmz, output_ifc=any 
 
Phase: 2 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Config: 
Implicit Rule 
Additional Information: 
 Forward Flow based lookup yields rule: 
 in  id=0x7ff603612200, priority=1, domain=permit, deny=false 
        hits=1, user_data=0x0, cs_id=0x0, l3_type=0x8 
        src mac=0000.0000.0000, mask=0000.0000.0000 
        dst mac=0000.0000.0000, mask=0100.0000.0000 
        input_ifc=dmz, output_ifc=any 
 

Phase: 3 

Type: UN-NAT 

Subtype: static 

Result: ALLOW 

Config: 

nat (inside,dmz) source static Host-A Host-B 

Additional Information: 

NAT divert to egress interface inside 

Untranslate 192.168.76.100/0 to 192.168.75.14/0

 
Phase: 4 
Type: ACCESS-LIST 
Subtype: log 
Result: ALLOW 
Config: 
access-group CSM_FW_ACL_ global 
access-list CSM_FW_ACL_ advanced permit ip host 192.168.76.14 host 192.168.75.14 rule-id 268434440 
access-list CSM_FW_ACL_ remark rule-id 268434440: ACCESS POLICY: FTD5506-1 - Mandatory/2 
access-list CSM_FW_ACL_ remark rule-id 268434440: L4 RULE: Host-B to Host-A 
Additional Information: 
 This packet will be sent to snort for additional processing where a verdict will be reached 
 Forward Flow based lookup yields rule: 
 in  id=0x7ff602b72610, priority=12, domain=permit, deny=false 
        hits=1, user_data=0x7ff5fa9d0180, cs_id=0x0, use_real_addr, flags=0x0, protocol=0 
        src ip/id=192.168.76.14, mask=255.255.255.255, port=0, tag=any, ifc=any 
 

dst ip/id=192.168.75.14

, mask=255.255.255.255, port=0, tag=any, ifc=any, vlan=0, dscp=0x0 
        input_ifc=any, output_ifc=any 
 
Phase: 5 
Type: CONN-SETTINGS 
Subtype: 
Result: ALLOW 
Config: 
class-map class-default 



 match any 
policy-map global_policy 
 class class-default 
  set connection advanced-options UM_STATIC_TCP_MAP 
service-policy global_policy global 
Additional Information: 
 Forward Flow based lookup yields rule: 
 in  id=0x7ff60367cf80, priority=7, domain=conn-set, deny=false 
        hits=1, user_data=0x7ff603677080, cs_id=0x0, use_real_addr, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
        dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0 
        input_ifc=dmz, output_ifc=any 
 
Phase: 6 
Type: NAT 
Subtype: 
Result: ALLOW 
Config: 
nat (inside,dmz) source static Host-A Host-B 
Additional Information: 
Static translate 192.168.76.14/1 to 192.168.76.14/1 
 Forward Flow based lookup yields rule: 
 in 

id=0x7ff603696860

, priority=6, domain=nat, deny=false 
 

hits=1

, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
        dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0 
        input_ifc=dmz, output_ifc=inside 
 
Phase: 7 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Config: 
Additional Information: 
 Forward Flow based lookup yields rule: 
 in  id=0x7ff602220020, priority=0, domain=nat-per-session, deny=true 
        hits=2, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
        dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0 
        input_ifc=any, output_ifc=any 
 
Phase: 8 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
 Forward Flow based lookup yields rule: 
 in  id=0x7ff6035c0af0, priority=0, domain=inspect-ip-options, deny=true 
        hits=1, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
        dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0 
        input_ifc=dmz, output_ifc=any 
 
Phase: 9 



Type: INSPECT 
Subtype: np-inspect 
Result: ALLOW 
Config: 
class-map inspection_default 
 match default-inspection-traffic 
policy-map global_policy 
 class inspection_default 
  inspect icmp 
service-policy global_policy global 
Additional Information: 
 Forward Flow based lookup yields rule: 
 in  id=0x7ff602b5f020, priority=70, domain=inspect-icmp, deny=false 
        hits=2, user_data=0x7ff602be7460, cs_id=0x0, use_real_addr, flags=0x0, protocol=1 
        src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=0, tag=any 
        dst ip/id=0.0.0.0, mask=0.0.0.0, icmp-code=0, tag=any, dscp=0x0 
        input_ifc=dmz, output_ifc=any 
 
Phase: 10 
Type: INSPECT 
Subtype: np-inspect 
Result: ALLOW 
Config: 
Additional Information: 
 Forward Flow based lookup yields rule: 
 in  id=0x7ff602b3a6d0, priority=70, domain=inspect-icmp-error, deny=false 
        hits=2, user_data=0x7ff603672ec0, cs_id=0x0, use_real_addr, flags=0x0, protocol=1 
        src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=0, tag=any 
        dst ip/id=0.0.0.0, mask=0.0.0.0, icmp-code=0, tag=any, dscp=0x0 
        input_ifc=dmz, output_ifc=any 
 
Phase: 11 
Type: NAT 
Subtype: rpf-check 
Result: ALLOW 
Config: 
nat (inside,dmz) source static Host-A Host-B 
Additional Information: 
 Forward Flow based lookup yields rule: 
 out 

id=0x7ff603685350

, priority=6, domain=nat-reverse, deny=false 
 

hits=2

, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
        dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0 
        input_ifc=dmz, output_ifc=inside 
 
Phase: 12 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Config: 
Additional Information: 
 Reverse Flow based lookup yields rule: 
 in  id=0x7ff602220020, priority=0, domain=nat-per-session, deny=true 
        hits=4, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 



        dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0 
        input_ifc=any, output_ifc=any 
 
Phase: 13 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
 Reverse Flow based lookup yields rule: 
 in  id=0x7ff602c56d10, priority=0, domain=inspect-ip-options, deny=true 
        hits=2, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
        dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0 
        input_ifc=inside, output_ifc=any 
 
Phase: 14 
Type: FLOW-CREATION 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
New flow created with id 5084, packet dispatched to next module 
Module information for forward flow ... 
snp_fp_inspect_ip_options 
snp_fp_snort 
snp_fp_inspect_icmp 
snp_fp_translate 
snp_fp_adjacency 
snp_fp_fragment 
snp_ifc_stat 
Module information for reverse flow ... 
snp_fp_inspect_ip_options 
snp_fp_translate 
snp_fp_inspect_icmp 
snp_fp_snort 
snp_fp_adjacency 
snp_fp_fragment 
snp_ifc_stat 
 
Phase: 15 
Type: EXTERNAL-INSPECT 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
Application: 'SNORT Inspect' 
 
Phase: 16 
Type: SNORT 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
Snort Verdict: (pass-packet) allow this packet 
 
Phase: 17 
Type: ROUTE-LOOKUP 
Subtype: Resolve Egress Interface 
Result: ALLOW 
Config: 
Additional Information: 



found next-hop 192.168.75.14 using egress ifc  inside

 
Phase: 18 
Type: ADJACENCY-LOOKUP 
Subtype: next-hop and adjacency 
Result: ALLOW 
Config: 
Additional Information: 
adjacency Active 
next-hop mac address 000c.2930.2b78 hits 140694538708414 
 
Phase: 19 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
 Forward Flow based lookup yields rule: 
 out id=0x7ff6036a94e0, priority=13, domain=capture, deny=false 
        hits=14, user_data=0x7ff6024aff90, cs_id=0x0, l3_type=0x0 
        src mac=0000.0000.0000, mask=0000.0000.0000 
        dst mac=0000.0000.0000, mask=0000.0000.0000 
        input_ifc=inside, output_ifc=any 
 
Result: 
input-interface: inside 
input-status: up 
input-line-status: up 
output-interface: inside 
output-status: up 
output-line-status: up 
Action: allow 
1 packet shown

 

 
 
 

FTD ىلع (PAT) ذفنملا ناونع ةمجرت نيوكت .2 ةمهملا

:تابلطتملا هذهل اقبط NAT نيوكت

nat ةدعاق ةيوديلا NAT ةدعاق

NAT عون يمانيد

جاردإ 1 مسقلا يف

ردصملا ةهجاو *لخاد



ةهجولا ةهجاو *جراخ

يلصألا ردصملا 192.168.75.0/24

مجرتم ردصم (PAT) ةيجراخلا ةهجاولا

NAT ةدعاقل نامألا قطانم مادختسإ*

 
NAT تباثلا

تاب

:لحلا

 وه امك ةمهملا تابلطتمل اقفو نيوكتلاب مقو ةيناث NAT ةدعاق ةفاضإب مق .1 ةوطخلا
.ةروصلا يف حضوم

.ةروصلا يف حضوم وه امك برض تلكش فيك انه .2 ةوطخلا



.ةروصلا يف حضوم وه امك ةجيتنلا نوكتو .3 ةوطخلا

 حامسلل لوصولا يف مكحتلا جهن نيوكتب مق ،ربتخملا اذه يقابل ةبسنلاب .4 ةوطخلا
.رورملاب رورملا ةكرح عيمجل

:ققحتلا

:nat ليكشت

 
<#root>

firepower# 

show nat

Manual NAT Policies (Section 1) 
1 (inside) to (dmz) source static Host-A Host-B 
    translate_hits = 26, untranslate_hits = 26 

2 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface 

    translate_hits = 0, untranslate_hits = 0 

 

:ديدجلا لاخدإلا ظحال LINA ب ةصاخلا (CLI) رماوألا رطس ةهجاو نم

 
<#root>



firepower# 

show xlate

3 in use, 19 most used 
Flags: D - DNS, e - extended, I - identity, i - dynamic, r - portmap, 
       s - static, T - twice, N - net-to-net 
NAT from inside:192.168.75.14 to dmz:192.168.76.100 
    flags sT idle 1:15:14 timeout 0:00:00 
NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0 
    flags sIT idle 1:15:14 timeout 0:00:00 

NAT from outside:0.0.0.0/0 to inside:0.0.0.0/0 

    flags sIT idle 0:04:02 timeout 0:00:00 

 

 نيكمت يلخادلا طاقتلالا ليغشت .ةيجراخلاو ةيلخادلا ةهجاولا ىلع طاقتلالا نيكمت
:عبتتلا

 
<#root>

firepower# 

capture CAPI trace interface inside match ip host 192.168.75.14 host 192.168.77.1

firepower# 

capture CAPO interface outside match ip any host 192.168.77.1 

 

 يف حضوم وه امك IP 192.168.77.1 ىلإ A (192.168.75.14)-فيضملا نم لاصتالا رابتخإ متي
.ةروصلا

:ةمجرت برض لا تيأر عيطتسي تنأ ،ضبق ىلع LINA يف

 
<#root>

firepower# 

show cap CAPI

8 packets captured 



   1: 18:54:43.658001 

192.168.75.14 > 192.168.77.1

: icmp: echo request 
   2: 18:54:43.659099       192.168.77.1 > 192.168.75.14: icmp: echo reply 
   3: 18:54:44.668544       192.168.75.14 > 192.168.77.1: icmp: echo request 
   4: 18:54:44.669505       192.168.77.1 > 192.168.75.14: icmp: echo reply 
   5: 18:54:45.682368       192.168.75.14 > 192.168.77.1: icmp: echo request 
   6: 18:54:45.683421       192.168.77.1 > 192.168.75.14: icmp: echo reply 
   7: 18:54:46.696436       192.168.75.14 > 192.168.77.1: icmp: echo request 
   8: 18:54:46.697412       192.168.77.1 > 192.168.75.14: icmp: echo reply 

 
 
<#root>

firepower# 

show cap CAPO

8 packets captured 
   1: 18:54:43.658672 

192.168.77.6 > 192.168.77.1

: icmp: echo request 
   2: 18:54:43.658962       192.168.77.1 > 192.168.77.6: icmp: echo reply 
   3: 18:54:44.669109       192.168.77.6 > 192.168.77.1: icmp: echo request 
   4: 18:54:44.669337       192.168.77.1 > 192.168.77.6: icmp: echo reply 
   5: 18:54:45.682932       192.168.77.6 > 192.168.77.1: icmp: echo request 
   6: 18:54:45.683207       192.168.77.1 > 192.168.77.6: icmp: echo reply 
   7: 18:54:46.697031       192.168.77.6 > 192.168.77.1: icmp: echo request 
   8: 18:54:46.697275       192.168.77.1 > 192.168.77.6: icmp: echo reply 

 

:ةزربم ةمهم ماسقأ عم ةمزحلا راثآ

 
<#root>

firepower# 

show cap CAPI packet-number 1 trace

8 packets captured 
 

 1: 18:54:43.658001       192.168.75.14 > 192.168.77.1: icmp: echo request

 
Phase: 1 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
MAC Access list 
 
Phase: 2 
Type: ACCESS-LIST 
Subtype: 



Result: ALLOW 
Config: 
Implicit Rule 
Additional Information: 
MAC Access list 
 
Phase: 3 
Type: ROUTE-LOOKUP 
Subtype: Resolve Egress Interface 
Result: ALLOW 
Config: 
Additional Information: 

found next-hop 192.168.77.1 using egress ifc  outside

 
Phase: 4 
Type: ACCESS-LIST 
Subtype: log 
Result: ALLOW 
Config: 
access-group CSM_FW_ACL_ global 
access-list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434 
access-list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1 
access-list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE 
Additional Information: 
 This packet will be sent to snort for additional processing where a verdict will be reached 
 
Phase: 5 
Type: CONN-SETTINGS 
Subtype: 
Result: ALLOW 
Config: 
class-map class-default 
 match any 
policy-map global_policy 
 class class-default 
  set connection advanced-options UM_STATIC_TCP_MAP 
service-policy global_policy global 
Additional Information: 
 

Phase: 6 

Type: NAT 

Subtype: 

Result: ALLOW 

Config: 

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface 

Additional Information: 

Dynamic translate 192.168.75.14/1 to 192.168.77.6/1 

Phase: 7 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Config: 
Additional Information: 
Phase: 8 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 



 
Phase: 9 
Type: INSPECT 
Subtype: np-inspect 
Result: ALLOW 
Config: 
class-map inspection_default 
 match default-inspection-traffic 
policy-map global_policy 
 class inspection_default 
  inspect icmp 
service-policy global_policy global 
Additional Information: 
 
Phase: 10 
Type: INSPECT 
Subtype: np-inspect 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 11 
Type: NAT 
Subtype: rpf-check 
Result: ALLOW 
Config: 
nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface 
Additional Information: 
 
Phase: 12 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 13 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 14 
Type: FLOW-CREATION 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
New flow created with id 6981, packet dispatched to next module 
 
Phase: 15 
Type: EXTERNAL-INSPECT 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
Application: 'SNORT Inspect' 
 
Phase: 16 
Type: SNORT 
Subtype: 



Result: ALLOW 
Config: 
Additional Information: 
Snort Verdict: (pass-packet) allow this packet 
 
Phase: 17 
Type: ROUTE-LOOKUP 
Subtype: Resolve Egress Interface 
Result: ALLOW 
Config: 
Additional Information: 
found next-hop 192.168.77.1 using egress ifc  outside 
 
Phase: 18 
Type: ADJACENCY-LOOKUP 
Subtype: next-hop and adjacency 
Result: ALLOW 
Config: 
Additional Information: 
adjacency Active 
next-hop mac address c84c.758d.4980 hits 140694538709114 
 
Phase: 19 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
MAC Access list 
 
Result: 
input-interface: outside 
input-status: up 
input-line-status: up 
output-interface: outside 
output-status: up 
output-line-status: up 
Action: allow 
1 packet shown

 

:(RI تامالع ظحال) يكيمانيدلا xlate ءاشنإ مت

 
<#root>

firepower# 

show xlate

4 in use, 19 most used 
Flags: D - DNS, e - extended, I - identity, 

i - dynamic, r - portmap,

       s - static, T - twice, N - net-to-net 
NAT from inside:192.168.75.14 to dmz:192.168.76.100 
    flags sT idle 1:16:47 timeout 0:00:00 
NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0 
    flags sIT idle 1:16:47 timeout 0:00:00 
NAT from outside:0.0.0.0/0 to inside:0.0.0.0/0 



    flags sIT idle 0:05:35 timeout 0:00:00 
 

ICMP PAT from inside:192.168.75.14/1 to outside:192.168.77.6/1 flags ri idle 0:00:30 timeout 0:00:30 

 

:ىرت LINA تالجس يف

 
<#root>

firepower# 

show log

May 31 2016 18:54:43: %ASA-7-609001: Built local-host inside:192.168.75.14 

May 31 2016 18:54:43: %ASA-6-305011: Built dynamic ICMP translation from inside:192.168.75.14/1 to outside:192.168.77.6/1

May 31 2016 18:54:43: %ASA-7-609001: Built local-host outside:192.168.77.1 
May 31 2016 18:54:43: %ASA-6-302020: Built inbound ICMP connection for faddr 192.168.75.14/1 gaddr 192.168.77.1/0 laddr 192.168.77.1/0 
May 31 2016 18:54:43: %ASA-6-302021: Teardown ICMP connection for faddr 192.168.75.14/1 gaddr 192.168.77.1/0 laddr 192.168.77.1/0 
May 31 2016 18:54:43: %ASA-7-609002: Teardown local-host outside:192.168.77.1 duration 0:00:00 

May 31 2016 18:55:17: %ASA-6-305012: Teardown dynamic ICMP translation from inside:192.168.75.14/1 to outside:192.168.77.6/1 duration 0:00:34 

 

nat مسق:

 
<#root>

firepower# 

show nat

Manual NAT Policies (Section 1) 
1 (inside) to (dmz) source static Host-A Host-B 
    translate_hits = 26, untranslate_hits = 26 

2 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface 

    translate_hits = 94, untranslate_hits = 138 

 

:ASP لوادج ضرع

 
<#root>

firepower# 

show asp table classify domain nat

 
Input Table 
in  id=0x7ff6036a9f50, priority=6, domain=nat, deny=false 
        hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0 
        src ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any 
        dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0 
        input_ifc=inside, output_ifc=dmz 



in  id=0x7ff603696860, priority=6, domain=nat, deny=false 
        hits=4, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
        dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0 
        input_ifc=dmz, output_ifc=inside 
in  id=0x7ff602c75f00, priority=6, domain=nat, deny=false 
        hits=94, user_data=0x7ff6036609a0, cs_id=0x0, flags=0x0, protocol=0 
        src ip/id=192.168.75.0, mask=255.255.255.0, port=0, tag=any 
        dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0 
        input_ifc=inside, output_ifc=outside 
in  id=0x7ff603681fb0, priority=6, domain=nat, deny=false 
        hits=276, user_data=0x7ff60249f370, cs_id=0x0, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
        dst ip/id=192.168.77.6, mask=255.255.255.255, port=0, tag=any, dscp=0x0 
        input_ifc=outside, output_ifc=inside 

 
 
<#root>

firepower# 

show asp table classify domain nat-reverse

 
Input Table 
 
Output Table: 
out id=0x7ff603685350, priority=6, domain=nat-reverse, deny=false 
        hits=4, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
        dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0 
        input_ifc=dmz, output_ifc=inside 
out id=0x7ff603638470, priority=6, domain=nat-reverse, deny=false 
        hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0 
        src ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any 
        dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0 
        input_ifc=inside, output_ifc=dmz 
out id=0x7ff60361bda0, priority=6, domain=nat-reverse, deny=false 
        hits=138, user_data=0x7ff6036609a0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0 
        src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any 
        dst ip/id=192.168.75.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0 
        input_ifc=outside, output_ifc=inside 
out id=0x7ff60361c180, priority=6, domain=nat-reverse, deny=false 
        hits=94, user_data=0x7ff60249f370, cs_id=0x0, use_real_addr, flags=0x0, protocol=0 
        src ip/id=192.168.75.0, mask=255.255.255.0, port=0, tag=any 
        dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0 
        input_ifc=inside, output_ifc=outside 

 

FTD ىلع NAT ءانثتسإ نيوكت .3 ةمهملا

:تابلطتملا هذهل اقبط NAT نيوكت

nat ةدعاق ةيوديلا NAT ةدعاق



NAT عون تباث

جاردإ ةدوجوملا دعاوقلا عيمج 1 مسقلا يف

ردصملا ةهجاو *لخاد

ةهجولا ةهجاو *جراخ

يلصألا ردصملا 192.168.75.0/24

مجرتم ردصم 192.168.75.0/24

ةيلصألا ةهجولا 10.1.1.0/24

ةمجرتملا ةهجولا 10.1.1.0/24

NAT ةدعاقل نامألا قطانم مادختسإ*

NAT تباثلا

تاب

NAT ءانثتسإ

:لحلا

 يف حضوم وه امك ةمهم لك تابلطتم نيوكتب مقو ةثلاث NAT ةدعاق فضأ .1 ةوطخلا
.ةروصلا



.جرخم ةهجاو ديدحتل راسملا نع ثحب ءارجإب مق .2 ةوطخلا

 جرخملا ةهجاو ديدحت ةيفيك رييغت كنكمي ،هتفضأ يذلا لثم ،nat ةيوه دعاوقل :ةظحالم
.ةروصلا يف حضوم وه امك يداعلا راسملا ثحب مادختساو

:ققحتلا

 
<#root>

firepower# 

show run nat

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static net_10.1.1.0_24bits net_10.1.1.0_24bits

nat (inside,dmz) source static Host-A Host-B 
nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface 

 
 
<#root>

firepower# 

show nat

Manual NAT Policies (Section 1) 



1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits  destination static net_10.1.1.0_24bits net_10.1.1.0_24bits 

    translate_hits = 0, untranslate_hits = 0

2 (inside) to (dmz) source static Host-A Host-B 
    translate_hits = 26, untranslate_hits = 26 
3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface 
    translate_hits = 96, untranslate_hits = 138 

 

 متي يتلا VPN ةكبشب ةصاخلا ريغ تانايبلا رورم ةكرحل packet-tracer ليغشتب مق
:عقوتم وه امك PAT ةدعاق مادختسإ متي .ةكبشلا لخاد نم اهيلع لوصحلا

 
<#root>

firepower# 

packet-tracer input inside tcp 192.168.75.14 1111 192.168.77.1 80 

Phase: 1 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
MAC Access list 
 
Phase: 2 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Config: 
Implicit Rule 
Additional Information: 
MAC Access list 
 
Phase: 3 
Type: ROUTE-LOOKUP 
Subtype: Resolve Egress Interface 
Result: ALLOW 
Config: 
Additional Information: 
found next-hop 192.168.77.1 using egress ifc  outside 
 
Phase: 4 
Type: ACCESS-LIST 
Subtype: log 
Result: ALLOW 
Config: 
access-group CSM_FW_ACL_ global 
access-list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434 
access-list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1 
access-list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE 
Additional Information: 
 This packet will be sent to snort for additional processing where a verdict will be reached 
 
Phase: 5 
Type: CONN-SETTINGS 
Subtype: 
Result: ALLOW 
Config: 



class-map class-default 
 match any 
policy-map global_policy 
 class class-default 
  set connection advanced-options UM_STATIC_TCP_MAP 
service-policy global_policy global 
Additional Information: 
 

Phase: 6 

Type: NAT 

Subtype: 

Result: ALLOW 

Config: 

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface 

Additional Information:

 
Dynamic translate 192.168.75.14/1111 to 192.168.77.6/1111 
Phase: 7 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 8 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 9 
Type: NAT 
Subtype: rpf-check 
Result: ALLOW 
Config: 
nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface 
Additional Information: 
 
Phase: 10 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 11 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 12 
Type: FLOW-CREATION 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
New flow created with id 7227, packet dispatched to next module 
 



Result: 
input-interface: inside 
input-status: up 
input-line-status: up 
output-interface: outside 
output-status: up 
output-line-status: up 
Action: allow

 

 هليغشتب مق) VPN قفن ربع رمت نأ بجي يتلا رورملا ةكرحل packet-tracer ليغشتب مق
.(ىلعأل VPN قفن بلجت يتلا ىلوألا ةلواحملا ذنم نيترم

.NAT ءانثتسإ ةدعاق رايتخإ بجي :ةظحالم

:مزحلا عبتتل ةلواحم لوأ

 
<#root>

firepower# 

packet-tracer input inside tcp 192.168.75.14 1111 10.1.1.1 80

 
Phase: 1 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
MAC Access list 
 
Phase: 2 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Config: 
Implicit Rule 
Additional Information: 
MAC Access list 
 

Phase: 3 

Type: UN-NAT 

Subtype: static 

Result: ALLOW 

Config: 

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static net_10.1.1.0_24bits net_10.1.1.0_24bits 

Additional Information: 

NAT divert to egress interface outside 

Untranslate 10.1.1.1/80 to 10.1.1.1/80

 
Phase: 4 
Type: ACCESS-LIST 
Subtype: log 
Result: ALLOW 
Config: 



access-group CSM_FW_ACL_ global 
access-list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434 
access-list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1 
access-list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE 
Additional Information: 
 This packet will be sent to snort for additional processing where a verdict will be reached 
 
Phase: 5 
Type: CONN-SETTINGS 
Subtype: 
Result: ALLOW 
Config: 
class-map class-default 
 match any 
policy-map global_policy 
 class class-default 
  set connection advanced-options UM_STATIC_TCP_MAP 
service-policy global_policy global 
Additional Information: 
 

Phase: 6 

Type: NAT 

Subtype: 

Result: ALLOW 

Config: 

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static net_10.1.1.0_24bits net_10.1.1.0_24bits 

Additional Information: 

Static translate 192.168.75.14/1111 to 192.168.75.14/1111

 
Phase: 7 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 8 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
 

Phase: 9 

Type: VPN 

Subtype: encrypt 

Result: DROP 

Config: 

Additional Information:

 
Result: 
input-interface: inside 
input-status: up 
input-line-status: up 
output-interface: outside 
output-status: up 
output-line-status: up 
Action: drop 
Drop-reason: (acl-drop) Flow is denied by configured rule



 

:ةيناثلا ةمزحلا بقعت ةلواحم

 
<#root>

firepower# 

packet-tracer input inside tcp 192.168.75.14 1111 10.1.1.1 80

 
Phase: 1 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
MAC Access list 
 
Phase: 2 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Config: 
Implicit Rule 
Additional Information: 
MAC Access list 
 

Phase: 3 

Type: UN-NAT 

Subtype: static 

Result: ALLOW 

Config: 

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static net_10.1.1.0_24bits net_10.1.1.0_24bits 

Additional Information: 

NAT divert to egress interface outside 

Untranslate 10.1.1.1/80 to 10.1.1.1/80 

Phase: 4 
Type: ACCESS-LIST 
Subtype: log 
Result: ALLOW 
Config: 
access-group CSM_FW_ACL_ global 
access-list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434 
access-list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1 
access-list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE 
Additional Information: 
 This packet will be sent to snort for additional processing where a verdict will be reached 
 
Phase: 5 
Type: CONN-SETTINGS 
Subtype: 
Result: ALLOW 
Config: 
class-map class-default 
 match any 
policy-map global_policy 
 class class-default 
  set connection advanced-options UM_STATIC_TCP_MAP 
service-policy global_policy global 



Additional Information: 
 

Phase: 6 

Type: NAT 

Subtype: 

Result: ALLOW 

Config: 

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static net_10.1.1.0_24bits net_10.1.1.0_24bits 

Additional Information: 

Static translate 192.168.75.14/1111 to 192.168.75.14/1111

 
Phase: 7 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 8 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 9 
Type: VPN 
Subtype: encrypt 
Result: ALLOW 
Config: 
Additional Information: 
Phase: 10 
Type: NAT 
Subtype: rpf-check 
Result: ALLOW 
Config: 
nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static net_10.1.1.0_24bits net_10.1.1.0_24bits 
Additional Information: 
 

Phase: 11 

Type: VPN 

Subtype: ipsec-tunnel-flow 

Result: ALLOW 

Config: 

Additional Information:

 
Phase: 12 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 13 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 



 
Phase: 14 
Type: FLOW-CREATION 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
New flow created with id 7226, packet dispatched to next module 
 
Result: 
input-interface: inside 
input-status: up 
input-line-status: up 
output-interface: outside 
output-status: up 
output-line-status: up 
Action: allow

 

:NAT لوصو تارم ددع نم ققحتلا

 
<#root>

firepower# 

show nat

Manual NAT Policies (Section 1) 
1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits  destination static net_10.1.1.0_24bits net_10.1.1.0_24bits 

    translate_hits = 9, untranslate_hits = 9

2 (inside) to (dmz) source static Host-A Host-B 
    translate_hits = 26, untranslate_hits = 26 
3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface 
    translate_hits = 98, untranslate_hits = 138 

 

 
FTD ىلع NAT نئاكلا نيوكت .4 ةمهملا

:تابلطتملا هذهل اقبط NAT نيوكت

nat ةدعاق ةيئاقلتلا NAT ةدعاق

NAT عون تباث

جاردإ 2 مسقلا يف

ردصملا ةهجاو *لخاد



ةهجولا ةهجاو DMZ*

يلصألا ردصملا 192.168.75.99

مجرتم ردصم 192.168.76.99

ةدعاقلا هذه قباطت يتلا DNS دودر ةمجرت نكمم

NAT ةدعاقل نامألا قطانم مادختسإ*

:لحلا

.روصلا يف حضوم وه امك ةمهملا تابلطتمل اقفو ةدعاقلا نيوكتب مق .1 ةوطخلا



.ةروصلا يف حضوم وه امك يه ةجيتنلا .2 ةوطخلا

:ققحتلا

 
<#root>

firepower# 

show run nat

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static net_10.1.1.0_24bits net_10.1.1.0_24bits 
nat (inside,dmz) source static Host-A Host-B 
nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface 
! 

object network obj-192.168.75.99 

 nat (inside,dmz) static obj-192.168.76.99 dns 

 



 
<#root>

firepower# 

show nat

Manual NAT Policies (Section 1) 
1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits  destination static net_10.1.1.0_24bits net_10.1.1.0_24bits 
    translate_hits = 9, untranslate_hits = 9 
2 (inside) to (dmz) source static Host-A Host-B 
    translate_hits = 26, untranslate_hits = 26 
3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface 
    translate_hits = 98, untranslate_hits = 138 
 

Auto NAT Policies (Section 2) 

1 (inside) to (dmz) source static obj-192.168.75.99 obj-192.168.76.99  dns 

    translate_hits = 0, untranslate_hits = 0 

 

:مزحلا عبتت ةادأ لالخ نم ققحتلا

 
<#root>

firepower# 

packet-tracer input inside tcp 192.168.75.99 1111 192.168.76.100 80

 
Phase: 1 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
MAC Access list 
 
Phase: 2 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Config: 
Implicit Rule 
Additional Information: 
MAC Access list 
 
Phase: 3 
Type: ROUTE-LOOKUP 
Subtype: Resolve Egress Interface 
Result: ALLOW 
Config: 
Additional Information: 
found next-hop 192.168.76.100 using egress ifc  dmz 
 
Phase: 4 
Type: ACCESS-LIST 
Subtype: log 
Result: ALLOW 
Config: 
access-group CSM_FW_ACL_ global 



access-list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434 
access-list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1 
access-list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE 
Additional Information: 
 This packet will be sent to snort for additional processing where a verdict will be reached 
 
Phase: 5 
Type: CONN-SETTINGS 
Subtype: 
Result: ALLOW 
Config: 
class-map class-default 
 match any 
policy-map global_policy 
 class class-default 
  set connection advanced-options UM_STATIC_TCP_MAP 
service-policy global_policy global 
Additional Information: 
 

Phase: 6 

Type: NAT 

Subtype: 

Result: ALLOW 

Config: 

object network obj-192.168.75.99 

 nat (inside,dmz) static obj-192.168.76.99 dns 

Additional Information: 

Static translate 192.168.75.99/1111 to 192.168.76.99/1111

 
Phase: 7 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 8 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 9 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 10 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 11 
Type: FLOW-CREATION 
Subtype: 
Result: ALLOW 



Config: 
Additional Information: 
New flow created with id 7245, packet dispatched to next module 
 
Result: 
input-interface: inside 
input-status: up 
input-line-status: up 
output-interface: dmz 
output-status: up 
output-line-status: up 
Action: allow

 

FTD ىلع PAT عمجت نيوكت .5 ةمهملا

:تابلطتملا هذهل اقبط NAT نيوكت

nat ةدعاق ةيوديلا NAT ةدعاق

NAT عون يمانيد

جاردإ 3 مسقلا يف

ردصملا ةهجاو *لخاد

ةهجولا ةهجاو DMZ*

يلصألا ردصملا 192.168.75.0/24

مجرتم ردصم 192.168.76.20-22

(65535-1) هلمكأب قاطنلا مدختسأ نكمم

NAT ةدعاقل نامألا قطانم مادختسإ*

:لحلا

.روصلا يف حضوم وه امك ةمهملا تابلطتم لكل ةدعاقلا نيوكتب مق .1 ةوطخلا



 حمست يتلا ReserveVer ذفانم نيمضت عم تباثلا ذفنملا قاطن نيكمتب مق .2 ةوطخلا
.ةروصلا يف حضوم وه امك (65535-1) لماكلاب قاطنلا مادختساب

.ةروصلا يف حضوم وه امك ةجيتنلا نوكتو .3 ةوطخلا



:ققحتلا

 
<#root>

firepower# 

show run nat

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static net_10.1.1.0_24bits net_10.1.1.0_24bits 
nat (inside,dmz) source static Host-A Host-B 
nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface 
! 
object network obj-192.168.75.99 
 nat (inside,dmz) static obj-192.168.76.99 dns 
! 

nat (inside,dmz) after-auto source dynamic Net_192.168.75.0_24bits pat-pool range-192.168.76.20-22 flat include-reserve 

 

:3 مسقلا يف ةدوجوم ةدعاقلا

 
<#root>

firepower# 

show nat

Manual NAT Policies (Section 1) 
1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits  destination static net_10.1.1.0_24bits net_10.1.1.0_24bits 
    translate_hits = 9, untranslate_hits = 9 
2 (inside) to (dmz) source static Host-A Host-B 
    translate_hits = 26, untranslate_hits = 26 
3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface 
    translate_hits = 98, untranslate_hits = 138 
 
Auto NAT Policies (Section 2) 
1 (inside) to (dmz) source static obj-192.168.75.99 obj-192.168.76.99  dns 
    translate_hits = 1, untranslate_hits = 0 
 

Manual NAT Policies (Section 3) 

1 (inside) to (dmz) source dynamic Net_192.168.75.0_24bits pat-pool range-192.168.76.20-22 flat include-reserve 

    translate_hits = 0, untranslate_hits = 0 

 



 
:Packet-tracer نم ققحتلا

 
<#root>

firepower# 

packet-tracer input inside icmp 192.168.75.15 8 0 192.168.76.5

 
Phase: 1 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
MAC Access list 
 
Phase: 2 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Config: 
Implicit Rule 
Additional Information: 
MAC Access list 
 
Phase: 3 
Type: ROUTE-LOOKUP 
Subtype: Resolve Egress Interface 
Result: ALLOW 
Config: 
Additional Information: 
found next-hop 192.168.76.5 using egress ifc  dmz 
 
Phase: 4 
Type: ACCESS-LIST 
Subtype: log 
Result: ALLOW 
Config: 
access-group CSM_FW_ACL_ global 
access-list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434 
access-list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1 
access-list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE 
Additional Information: 
 This packet will be sent to snort for additional processing where a verdict will be reached 
 
Phase: 5 
Type: CONN-SETTINGS 
Subtype: 
Result: ALLOW 
Config: 
class-map class-default 
 match any 
policy-map global_policy 
 class class-default 
  set connection advanced-options UM_STATIC_TCP_MAP 
service-policy global_policy global 
Additional Information: 
 



Phase: 6 

Type: NAT 

Subtype: 

Result: ALLOW 

Config: 

nat (inside,dmz) after-auto source dynamic Net_192.168.75.0_24bits pat-pool range-192.168.76.20-22 flat include-reserve 

Additional Information: 

Dynamic translate 192.168.75.15/0 to 192.168.76.20/11654 

Phase: 7 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 8 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 9 
Type: INSPECT 
Subtype: np-inspect 
Result: ALLOW 
Config: 
class-map inspection_default 
 match default-inspection-traffic 
policy-map global_policy 
 class inspection_default 
  inspect icmp 
service-policy global_policy global 
Additional Information: 
 
Phase: 10 
Type: INSPECT 
Subtype: np-inspect 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 11 
Type: NAT 
Subtype: rpf-check 
Result: ALLOW 
Config: 
nat (inside,dmz) after-auto source dynamic Net_192.168.75.0_24bits pat-pool range-192.168.76.20-22 flat include-reserve 
Additional Information: 
 
Phase: 12 
Type: NAT 
Subtype: per-session 
Result: ALLOW 
Config: 
Additional Information: 
 
Phase: 13 
Type: IP-OPTIONS 
Subtype: 
Result: ALLOW 
Config: 



Additional Information: 
 
Phase: 14 
Type: FLOW-CREATION 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
New flow created with id 7289, packet dispatched to next module 
 
Result: 
input-interface: inside 
input-status: up 
input-line-status: up 
output-interface: dmz 
output-status: up 
output-line-status: up 
Action: allow

 

 
ةحصلا نم ققحتلا

.حيحص لكشب نيوكتلا لمع ديكأتل مسقلا اذه مدختسا

.ماهملا ماسقأ نم مسق لك يف ققحتلا حرش مت دقو

اهحالصإو ءاطخألا فاشكتسا

.اهحالصإو نيوكتلا ءاطخأ فاشكتسال اهمادختسإ كنكمي تامولعم مسقلا اذه رفوي

-packet ليغشتب مق مث ،FMC ىلع ةمدقتملا اهحالصإو ءاطخألا فاشكتسأ ةحفص حتفا
tracer، رمألا ليغشتب مق مث show nat pool.



.ةروصلا يف حضوم وه امك هلمكأب قاطنلا مدختسي يذلا لخدملا :ةظحالم



ةلص تاذ تامولعم

•:انه Cisco Firepower Management Center نيوكت ليلد تارادصإ عيمج ىلع روثعلا نكمي

Cisco نم نمآلا ةيامحلا رادج ديدهت نع عافدلا قئاثو ربع لقنتلا

 يئرملا ليلدلا اذهب ةدشب Cisco نم (TAC) يملاعلا ةينقتلا ةدعاسملا زكرم يصوي
 ،Cisco Firepower نم يلاتلا ليجلا نامأ تاينقت لوح ةقمعتملا ةيلمعلا ةفرعملل
:ةلاقملا هذه يف ةروكذملا تاينقتلا نمضتت يتلاو

•

Cisco Press - ةيرانلا ةقاطلا ديدهت دض عافدلا

 تاينقتب ةقلعتملا ةينفلا تاظحالملا ءاطخأ فاشكتساو ةئيهتلا تايلمع ةفاكل
FirePOWER اهحالصإو:

•

Cisco نم نمآلا ةيامحلا رادج ةرادإ زكرم

•Cisco Systems - تادنتسملاو ينقتلا معدلا

https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.cisco.com/c/en/us/support/security/defense-center/series.html
https://www.cisco.com/c/en/us/support/security/defense-center/series.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


