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e leoslbss Yod woe odl Ilg)le.
2. 0288 pu 09l E 1Uupgsz e 03l IUlz)le.

lJodosy
lJ¢logs 1. ig) wposd goly FMC:
L JJSsle w3JY gu) 9lz0d Idpuwetse lruwspss:

ouwesd 10529 [Us slzed Ipuwese Ihuwsess (GUI) 1UElL0s wpyds s zaslo
lJzgplsé J>sd.

I loedd ds Idouble > 1Jodyso > 1Jg pdss.
. b slbds s,Jduo le, J reboot b1,6 o35

pold 1gl36 wpos> 9lgod lUpuwespe lU)uw9pess:

il F"?powe r Mgﬁggemeni Center Overview Analysis Policies Devices Objects AMP Intelligence
Audit Log
Marma
Audit Log Certificate
Shutdown Management Center +
Change Reconciliation
Raboot Management Center +
DNS Cache
Restart Management Center Console +

Dashboard

Database

Email Notification

External Database Access
HTTPS Certificate
Information

Intrusion Policy Preferences
Language

Login Banner

Management Interfaces

Network Analysis Pelicy Preferences

Process

o JJBsle w3 po gl slgos b, 1Jlsle):



l9J! - cwasd 1Usgad 1Js sleos yulbo, 1Jlsle; 1J¢lu06 wesds blys 1desl, IJobs.
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IV. §p woodess lghs cposs Iie) Jlghs wubésd 9226 IJoede

pold 9lzod Lwlo, 19l

Copyright 2004-2021, Cisco and/or 1its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A1l other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.10.1 (build 175)
Cisco Firepower Management Center 2600 v6.7.0 (build 84)

> expert

admin@fmc_lab:~$ sudo su

Password:

Last Togin: Tue Jan 24 01:08:10 UTC 2023 on pts/0
root@fmc_lab:/Volume/home/admin# reboot

O3Syl wpznd wudss IJie) reboot. §e wesldus gpdsé IUoposs gds 9236 Idoede Jive
0 1duo,9)8 wodssd 9uoe [Jeposs.

IJglb9s 2. B $lisps IJovgsd Idou ,8p 3 Jugass 9uoe luwoehs IJuble:

Inc.

cF2> BIOS Setup : <F6> Boot Menu : <F7> Diagnostics
Press <F8> CIMC Setup : <Fl2> Network Boot
Bios Version : 5.4.0.1h.0.1017180336
Platform ID 2
Config File:
TIMEOUT=5(s) Intel(R) Xeon(R) Silver 4110 CPU @ 2.10GHz
DEFAULT=SERIAL= 64 GB Effective Memory = 64 GB

VERSIGH=E_?_D1UQ Speed 2400 Mhz
root=/dev/sda3figuration is not detected. Switching to AHCI mode.

1 - Cisco Firepower Management Console 6.7.0 VGA Mode

2(*) - Cisco Firepower Management Console 6.7.0 Serial Mode
3 - Cisco Firepower Management Console System Restore Mode

4 - Cisco Firepower Management Console Password Restore Mode
Enter selection [2]:

pdlebs: cose Blised ldoeess £33 dsd pu ldeslus S8b Jigesl 1dgsh 1deése. B
Jp 06 wIoles 10k 1Elon o wumagd JIdsé. Slo gdsé Iozesd ool IUlle
ISl gos 9uwedow ould 2lzs Jlgbs IUeyvgsd JJ9uesd IJs 030 1J8ls 6.

1J¢b9o 3. Vs IJBlispd: lJow 18p 2 Jozass IUsuoe IJouwduwds Jbys$s 181z Jig)ls
lgvegbs Idoble Vs 2lds £30 J9uo IUgsh) IJIo,)l os:



1 - Cisco Firepower Management Console System Restore VGA Mode
2(*) - Cisco Firepower Management Console System Restore Serial Mode

Enter selectjun [EJ: .
Option 2: 'Cisco Firepower Management Console System Restore Serial Mode' selected ... running
EFI stub: UEFI Secure Boot is enabled.

pdlebbo: Vs 03l Idpeld: sY9u IJgsh IUIe,)luos 09 1Ug o Idouvdunds eds I..s elde 5l
Jlse v esh 18,8 2 Jligesho. Bl Jp odp wdolus 1dgsh 1Jgloe wd wuves JIbss.
Slu gedss Idozesd wuwee) pe Idlale IIBC,los sszw e lghs IJoposs w6 Ie)s
JJsuosd 1Us o030 IJSlsps.

IJgb096 4. 1o, 898 bogld Joldss luvely 28938 1Juuin.

Cisco Copyright
The software contained on this media
is the proprietary and confidential
property of Cisco.

cnqyright 2022 Cisco Systems, Inc.
All Rights Reserved

< K>

lJglo9s 5. Vs Blisps IJodgsu: g IJgsh 1 Jogssu odysu IP:



—L15co Firepower Aqﬁ 1ance 6.7.0-6Z2 ConTiguration Menu
owing or press <Cancel> to exit

Choose one of the fo

L qgmmmgmﬂima
Choose the transport pl‘ﬂtﬂtﬂ-f

Select Patches/Rule Updates
Download ISO

Run the Install

Save Configuration

Load Configuration

Wipe Contents of Disk

edlebbé: spdud Idoudd edIJ 1J8lses wluwegsle pldlose IJiguop 9spdod weass gsh
v'u”'&@'@ pL§0|a |J|)C|J JI @pdo !u.uoé.)lp |Jro|3u.u L9§ 030 |JL§9|:5p.

IJgo9s 5.1. Ipeno Idubods Bho 1o sdso B, o swdé IJ FTP ulbJ:

PICK DEVICE
Choose network device
select from:

th3 140e...detected
th2 1i40e...detected

hl 1ixgbe...detected
1SR S che. . . (MANAGEMENT)




pdlebs: guspl vy lisps dsble pogsé spdud IUupéb eds Suosw Idpuwl s
Joegsss gsh sbeld JJloeld [Js 1kl Idoelds.

lJgl9s 5.2. 235 |uosl) IP 1U3s wys> wdssuo:

IP ConfTiguration
select IPv4 or IPvE

2 IPVE

<Cance|>

lJglo9é 5.3. 235 by 86 wdysy IP IJus o8> [uwegsleol:



IF ContTiguration
celect static or DHCP

DHCP

<cance >

IJgbo9s 5.4. Ibgd guslo IP JJoble:

IP Address
Enter an IP address for this system:

10.88.170.214)

IJgb9s 5.5 bed Bule IJuvwds 1Jd,)es6 1U3s suwps s gusle IP 1Jglue oo



Net Mask
Enter the subnet mask:

|255.255-255.192

IJgbo96 5.6 bed gusle IP JJgwls 1JIBe,)luoss lJos gusop luvoésleol:

Gateway
Enter the default gateway:

|1u.aa.1?n.193

IJglo96 5.7 olds pu Logs lesble IJuuuds:



y IP ConTiguration
IP: 10.88.1/70.214
Netmask: 255.255.255.192
Gateway: 10.88.170.193

edlebs: B 2lJs 2290 glol B ls pedps: I, IUglbsle b wol Jozss) IUlesls IJglbes.

IJgb9s 6. B Blispes IJodgsu: 22 1Jgsh 2 Jogssu w9esdsd Idodd (@he IJodisu gu
w8d)!



—(15C0 Firepower Aqﬁ 1ance 6./7.0-62 ConTiguration Menu
owing or press <Cancel> to exit

Choose one of the fo

IP Configuration

Choose the transport protoco
Select Patches/Rule Updates
Download ISO

Run the Install

Save Configuration

Load Configuration

Wipe Contents of Disk

lJglogs 6.1 23> w)909d9d v OJ:



MAIN MENU
Pick a transport protocol:

1 HTTP
z
g SCP

cCance |»

pdlzbo: Vs 03l lJpeldc uuwegspe e FTP Jo)9esded wdd

IJg1096 6.2 I>gd gudle IP J9gsé IJogisw 0 wes:



Enter the FTP server IP
Please 1nput IP address of the remote FTP
Server:

10.31.104.72

< MK

lJglo9é 6.3 3> u9g lJpuwegspe JJUgisu gu web:

Anonymous FTP
Use anonymous user for FTP?

ATE EEE

1J¢ 1096 6.4 3l Jp I Idpuweisp pz09d 1J09ss: Blsgd luup IJpuuctse Jebe IUotiso g0
VE)'



Enter a username
Enter a username for the FTP server:

caLoOl

IJg 096 6.5 e IJps 1Jpae) Jotiso g0 weo.

Enter a password
Enter a password for the FTP server:

lJg1o96 6.6 255 2506 ISO IJus weblb Jlguogsleol Jlglhé 1U09,6.



Select an ISO

Choose an IS0 to load
select from:

{ ) Eiscﬂ_Firepnwer_Hgmt_center-E.?.ﬂ-
(X) ®isco_Firepower_Mgmt_Center-7.0.4-

65-Restore.i1s0 ISO
S5-Restore.1so0 [p&le

£ BE 3 zCance | »

1096 6.7 olds po 1o IJodssy swd9 Lozsel:

FTP Configuration
Your FTP server configuration is:
ftp://10.31.104.72/

The selected iso 1is:
Cisco_Firepower_Mgmt_Center-7.0.4-55-Restore.i1so.
Is this configuration correct?(No to reconfigure)

IJgb9o 7 Vs $lispes Idodyso: gas 1Ugsl 4 Joussd ISO:



—C15C0 Firepower A?q lance 6.7.0-62 ConTiguration Menu
owing or press <Cancel> To ex1t

Choose one of the fo

IP Configuration
Choose the transport protocol
select Patches,/Rule Updates

Run the Install

save Configuration
Load Configuration
Wipe Contents of Disk

<Cancel>

pdlglbs: ..5.__,>i lJouisd odilissl 9ope)s luwolisor su8JY )6 ié)s IJs Ylisped IJodysu

lJglb9o 8 Vs $lispes Idodysu: g 1Ugsh) 5 Jogvgsd wovse IJgjes IJos op wujisdol:

—C15C0 Firepower A?ﬁ lance 6./.0-62 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration

Choose the transport protocol
select Patches/Rule Updates
Download ISO

save iﬂngiguratiun

Load Configuration
Wipe Contents of Disk

IJglogs 8.1 eds uluvo IJogds): luogb pdolz IUEIJ Enter Joid.___s.> lelxs o @uwse [J9,ue:



WARNING!
You are about to
re-partition the disk(s)
on this system.

Al17l data will be
destroyed.

Do you want to continue?

lJglb9o 8.2 g luwole gpdso lglhe IJo@uuse: luog eds pldelz IJIbgld Enter Jpologs lglso
wubgsd [Juble

Rastore CD Cisca F1 repower san a g ement Center 7.0.
Checking Hardware

We're updating the system restore partition... This might take some time.

The USE device was successfully 1maged. Reboot from the USE device to continue installation...
FRERNERERNEFN RN RN RR RN

FiEi
The system will restart after you press enter.

IJgb9s 8.3 I gl g Enter oo 1Uoldss 1dpowsds Joldss lelss IJogbgsd



Install Complete
The installation 1is
complete. Press OK to

reboot.

pdlebé: wes lehs wuvgsd IJuble sop wgpsd 9,08 luweb IJoublpe odllss! ub,)l
Jesp vovse uble ouvgsd eds 1Jzoly. swp eb IJodssule Iduwlo 96 B L§=I:5|,o<'s
9u2e luwepb IJuble. Jluele IJgpdsé: pu Iduos90s uisd 2ipd lJowse 06 1)s

souvgsd ldocose JIdeld lp)le [ehs 1due96.

IJg1096 9 Bs Blispd lJodasu: e 1Jgsh 4 sles wuisd 25p6 lJoduse



——L15C0 Firepower Aﬁl[l: 1ance 7.0.4-55 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration
Choose the transport protocol
Select Patches/Rule Updates

Run the Install

save Configuration
Load Configuration
wipe Contents of Disk

lJglb9s 10 Lpzyd £9309 IUs $lispsd [dodssu: s IJgsh 5 Jogvgsd gipd IJovosw

—C15C0 Firepower Aqq lance 7.0.4-55 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration

Choose the transport protocol
Select Patches/Rule Updates
Download ISO

Save Configuration
Load Configuration
wipe Contents of Disk

IJglo96 10.1 eJs Uiluué IJopss) luogb eds pbole 1dlbgld Enter Joldss g8 o @umvsp
lJo,ue



—WARNING!
You are about to
re-partition the disk(s)
on this system.
All data will be
destroyed. _
Do you want to continue?

IJg1o96 10.2 Joldss luwoghs IJuble 92308 IJe,gsue 9use leshle Iduvwds 'ugp' sld o b
eds pulz IUbElJ Enter O s JJ pbldoo

Restore CD Cisco Firepower Management Center 7.0.4-55
Checking Hardware

We're updating the system restore partition... This might take some time.
This €D will restore your Firepower Management Center
to its original factory state. All data will be destroyed
on the appliance.
Restore the system? (yes/no): yes _ _
During the restore process, the l1icense file and basic

network settings are preserved. These files can also be
reset to factory settings

Delete Ticense and network settings? (ves/no): yes

IJ¢lb9o 10.3 swp &)uo weds) woliss 9lex lJuw "ugp" wp luogb eds pdclz IJ>¢lJ Enter
Jdeclogo



THIS IS YOUR FINAL WARNING. ANS
FROM THIS FIREPOWER MANAGEMENT CENTER. .. T

Are you sure? (yeas/no): yes

odlzbé: sl ldoowse _959»02)& 20 59586 JJluwole. IJ 09,6 IJoldsé os pold gds
ISleserd ldoedp IUpugse loule ouvgsd oo uso.

Cisco Firepower Management Center 7.0.4-55

) Preparing Disk

BEBRBEREBRRERERRBRRERBBERERRRERY

(2) Installing System

IUz b5 10.3 |_og b £ Enter po 1Jol36 IUpowsds Joldss lehs Idegsgsd



Insta cComplete
The installation 1is
complete. Press OK to
reboot.

pdlebo: spdy i CwodHd gpdso weesd 9220 bl Idleoldle 1Jvss,ldss (FMC)
lJos op ouseol ol suad 1Js 30 33586 Jivel @se wogesd IJuble IJojugsds
.Ji_9J 00. 9w pzyd wepsd 9220 [Joede Vs s IJosdd (FMC) Juvl e wuwesd 1U>¢9J:
oo gpdsé 18156 1Ju09,6 9spdud polugs IJodssy 1Jisds.

pold eds Uulubsé ouwesd 1dsgd wes lghs Lo9,6 FMC

config file for ethd
|'|F'||;'. file for e
nfig file for
» nfig file for e
Files on CONSOLE... done
wer Management Center 2600, please wait...No PM running!

Ly
£5...
t

01:06 firepower SF-IMSOcCt 28 20:0L1:07 firepower SF-IMS[4824]: [4824] pm:pm [INFO] Using model number B6M
ment Interface ( ] s of Fri Oct 28 Z20:0
g3 &R r AT

B.45.45, 255.0

oSy wslule IJlgepls IJIGe,)lsoso J9gso IJoede WS 1U9uo9d o wed> (FMC)
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