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URL Filtering

URL Filtering Overview

URL Category and Reputation Filters: Enabled
Cisco Web Security Services connection status:  Connected
URL Allowed List: None

Web Interaction Tracking: Enabled
To track URLs due to Outbreak Filter rewrites, you have to enablfe Web Interaction

Tracking at Security Services > Qutbreak Filters.
_Edit Global Settings...
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Disable URL Filtering? [N >

Do you wish to disable Web Interaction Tracking? [N >

Do you wish to add URLs to the allowed list using a URL list? [N >

Enabl e URL Retrospective service based Mail Auto Renmediation to configure renmediation actions.
Do you wish to enable Miilbox Auto Renediation action? [N > y

URL Retrospective service based Mail Auto Renedi ation is enabl ed.

Pl ease sel ect a Mailbox Auto Renedi ation action:

1. Delete

2. Forward and Del ete

3. Forward

[1]> 1

esal. hcxxyy-zz. i phnx. con> commit


/content/en/us/td/docs/security/ces/user_guide/esa_user_guide_14-2/b_ESA_Admin_Guide_ces_14-2/b_ESA_Admin_Guide_12_1_chapter_010000.html#con_1168125

Pl ease enter some coments describing your changes:

[1>
Do you want to save the current configuration for rollback? [VY]>

Changes conmitted: Tue Mar 29 19:43:48 2022 EDT

plu sop §p wopdse 9lgos IUpwese IUElLes i eds Lod2s wuoWdss guslu URL 92w
o eus Ul peled el sds:

URL Filtering

URL Filtering Overview

URL Category and Reputation Filters:
Cisco Web Security Services connection status:
URL Allowed List:

Web Interaction Tracking:

Disabled

Tracking at Security Services > Outbreak Fifters.

Enabled
Connected

MNone

To track URLs due to Outbreak Filter rewrites, you have to enable Web Interaction

URL Retrospective service status = Connected.
| Edit Global Settings.... |
Mailbox Auto Remediation
Mailbox Auto Remediation: Enabled
Action to be taken: Delete

| Edit Global Settings...

Jodd 10: oLobs6 g9l URL (AsyncOS 14.2 J 9l 6 (welod Ideyss IUIJIe,908 IJlews oo Cisco)

od9u gpelsé URL zlojo IJle Jouldss Ia)lclu g_.Jlaso gwd u&s..sJ uusao UC‘JP ._JroJ.,s) PU
I.Jpe.Jgplu‘ lele Idlbdlg eds | | 1,6 | o ol s adsd
AsyncOS 14.2

oo

o pd IJodgso!

B 03l 19 g sIsu IUosss IUIJIe 908 1Ulew PU Cisco glojl ._J.Joé..&_gP lJouwe ey Jdowosssle
IJulyvss gudel wuoog Idpedsple [Jza$36 00909,6 9otende wldedSle IJos e wpassol
eds luol wosssle wes Iy sgdo yvodod.

gupl sop luosl ede Vie) szes pu wedsd Idedd (cedsdle Iwlpz 1Jgobs 1Jlews pu
Cisco). swp Luwld Huwlds pedsple |Js puwssd lelo 1dwsss IUIJIe,90s (Bs 2ldé wdssuo).
puld:


/content/en/us/td/docs/security/ces/user_guide/esa_user_guide_14-2/b_ESA_Admin_Guide_ces_14-2/b_ESA_Admin_Guide_12_1_chapter_010000.html
https://www.cisco.com/c/ar_ae/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/ar_ae/support/security/cloud-email-security/products-user-guide-list.html

The Info message is:

Retrospective verdict received for Bookl.xls.

SHA256: 7de6fd22dedde’f26b48dc2daf7fa99b3770088d98bd38c4%9ed049087 c416c4b
Timestamp: 2819-86-83T23:48:36Z

Verdict: MALICIOUS

Spyname: W32.7D@6FD224E-95.5BX.TG

Total users affected: 1

vvvvvvvvvvv Affected Messages ===-==cs==c==--
Message 1
MID : 34B93E
Subject : [WARNING: ATTACHMENT(S) MAY CONTAIN MALWARE]test Mon, ©3 Jun 2819 16:58:18 -@488
From - ﬁ |
To :
File name : Bookl.xls
Parent SHA256 ! unknown
Parent File name : unknown
Date : 2019-86-83T28:52:33Z

Version: 12.1.08-887
Serial Number: 428DE3BS51AB744CTFe92-9F2)] W
Timestamp: 84 Jun 2819 84:48:36 +8508

wsoe IJoglpd pe IUluodlz Idodiliss Jedos Ido)ss Jel wp edssue bs zlds wdysuo
plled vor IJwss>.

lpeds odrsy Wluediz Ieddliss Jedws [Jw)ss

owsdou lloJIg g ls SHA256 0 |uodlzo B oS Jluedlz Idodiliss Jedws [doss>
lJpo99,) eds IJ pu wilod Idosss IUIJIe,s0s 1Uleus po Cisco 9bbls 1Ugse slde s>
IJIJIe 908 IJlpy pu Cisco.

Mailbox Auto Remediation

B printable POF

Time Range: (X

03 Jun 2019 05:00 to 04 Jun 2019 05:39 (GMT +05:00) Data in time range:99.86 % complete

Advanced Malware Protection Retrospective Security B n
Displaying 1 - 1 of 1 items.

File SHA-256 Filename Action Taken Time When Action Was Issuedw | Recipients for Whom the Remediation was Successful | Recipients for Whom the Remediation was Unsuccessful
7d06fd22...7c41604b | Bookl.xls Forward and Delete 04 Jun 2019 04:42:21 robsherw@bce-demo.info

Displaying 1 - 1 of 1 items.

Columns... | Export...

Iduvdd 11: (9lzos Ideweése I 93506) s Idluedlie IUedSlss Jeded IJes>



Data in time range: 100% COMPLETE 03 Jun 2019 00000 to 04 Jun 2019 00:38 (GMT +00:00)

Time Range  Day

g. Threat Score Convictions Submissions Unigue Submitters Unigue File Types
¥

Advanced Malware Protection Retrospective Security il

Bookl.xls Forward and Delete 04 Jun 20019 04:42:21 robshenwil boe-demo.indo

IduivdJ 12: (NG Ul) &é)s) Idluodle Idedslss Jedws 1w s

ouvesd Uluadlz IJodéliss Jedwsd 1Jw)s>

seoss Iloadlz IJedSliss Jedws 1dosss eds wed Wods: "mar. gugsd czess uvedlc
Jluodle I.Jo.Jélas..,s Juowisd ldu,sy eds Jlws lugubé IUlouold oo wilwéd Ide,ss
JIJIe 908 IJlew pu Cisco 9 Microsoft Azure. Microsoft 365.

pold Juvedle IJigble:

Mon May 27 02:24:28 2019 Info: Version: 12.1.0-087 SN. 420DE3B51AB744C7F092- 9F0000000000

Mon May 27 02:24:28 2019 Info: Tinme offset from UTC. 18000 seconds

Fri May 31 01:11:53 2019 Info: Process ready for Milbox Auto Remediation

Fri May 31 01:17:57 2019 Info: Trying to connect to Azure AD.

Fri May 31 01:17:57 2019 Info: Requesting token from Azure AD.

Fri May 31 01:17:58 2019 Info: Token request successful.

Fri May 31 01:17:58 2019 Info: The appliance is able to read the user's(robsherw@ce-deno. i nfo)
mai | box.

Fri May 31 04:41:54 2019 Info: Trying to performthe configured action on M D: 312391

SHA256: de4dd03acda0a24d0f 7e375875320538952f 1f a30228d1f 031ec00870ed39f 62 Reci pi ent : r obsher w@ce-
deno. i nf o.

Fri May 31 04:41:55 2019 Info: Message containing attachment(s) for which verdict update
was(were) available was not found in the recipient's (robsherw@ce-deno.info) mail box.

Tue Jun 4 04:42:20 2019 Info: Trying to performthe configured action on M D: 348938

SHA256: 7d06f d224e0de7f 26b48dc2daf 7f 099b3770080d98bd38c49ed049087c416c4b Reci pi ent: r obsher wace-
deno. i nf 0.

Tue Jun 4 04:42:21 2019 Info: Message containing attachment(s) for which verdict update
was(were) available was not found in the recipient's (robsherw@ce-deno.info) mail box.

[uwed bl gble gul)s IJusss IJIJYe90s 1UTews oo Cisco
Sluodlzol

Bl de odu oys volisg vlzges JIigool) 2lds IUleuold: W@ whgw Bs pilzes wuvesd
lJobosd 1J3s wpe lg)l9e oo Microsoft Azure AD.



pu ewbé IJosss IUlJde,gus 1w pu Cisco. §p wogsso uwedle MAR IUglL06 o |Us
pvw9s dooog" gles ltool) IUlouold.

oldouwesd Jdlouoldle gs) IJulzes: 9> wlbo) Iduwedle peleds J:

Thu Mar 30 16:08:49 2017 Info: Trying to connect to Azure AD.

Thu Mar 30 16:08:49 2017 Info: Requesting token from Azure AD.

Thu Mar 30 16:08:50 2017 Info: Error in requesting token: AADSTS70001: Application with
identifier '445796d4-8e72-4d06- a72c-02eb47a4c59a' was not found in the directory ed437el3-ba50-
479e- b40d- 8af f a4f 7e1d7

Trace | D 4af d14f 4- ca97- 4b15- bba4- e9bel9f 30d00

Correlation I D f38e3388-729b-4068-b013-a08a5492f 190

Ti mest anp: 2017-03- 30 20:08: 50z

Thu Mar 30 16:08:50 2017 Info: Error while requesting token AADSTS70001: Application with
identifier '445796d4-8e72-4d06- a72c-02eb47a4c59a' was not found in the directory ed437el3-ba50-
479e- b40d- 8af f a4f 7e1d7

Trace | D 4af d14f 4- ca97- 4b15- bba4- e9bel9f 30d00

Correlation I D f38e3388-729b-4068-b013-a08a5492f 190

Ti mest anp: 2017-03- 30 20:08: 50z

Sp woldss P& IJolbusd 9 pe,d IUsJsd (909 bW pE )b IJPUUUIQ) 9 1Jpg dle
Urodujuo UI@._S eu Iduwed pe |Jubu§d WOs Azure AD. 5l Jp oIy poldsl po 1J3Se: G
vV IJobousd pu prgd Azure AD Slv)l AU TISD.

NJouwes Jlouold Idolze: sew 1o odog Iduvedle ppleds J:

Thu Mar 30 15:51:58 2017 Info: Trying to connect to Azure AD.
Thu Mar 30 15:51:58 2017 Info: Requesting token from Azure AD.
Thu Mar 30 15:51:58 2017 Trace: conmand session starting

Thu Mar 30 15:52:00 2017 Info: Token request successful.

Thu Mar 30 15:52:00 2017 Info: The appliance is able to read the
user' s(myuser @rydomai n. onm crosoft.conm mail box.

Iuveduuld Igble Azure AD g oJlzol

pleloé: Jl 528 J Cisco TAC g Cisco Support lgweduldd Igble zlow Idgpsd sluadlizol pg
Microsoft Exchange |9 Microsoft Azure AD lg Office 365.

wldouwed Jdpuvddle ldos s9lgool IUg psd pe Microsoft Azure AD: ywogolg [Js luveésle
>¢p Microsoft. |J,zle pylees IJgsh "wedsple + 380" oo J926 pedpele Microsoft Azure. (9>



odyu Gyl eds Voz bdole sgp polyiys lJs >ge Microsoft oo J9zo lJeedspelw.

IJeded |

pdlgbd: 03l plboJso O I3l Jp odu wuwegse uv) Idgpsd Jlgsh cbosd Azure IU¢glo
od.

wule j9z Uvoble 9pulz glp 98l 06

odpst Izle edb IUIRlz peds! J Sbaseb4value. 9 Sbase64thumbprint 9$keyID. g
wsop bluol Jlzdl B bsle IJodsso. 1Uszle 9uog .ot g .pem Il o wuvobod B
red> peds polz eds IUdpossc,.

pdlebd: |51 JIue Jssd ldded Liolss (Cuouwsdlpesh x509) 9pdulz gluo VG
wogs 03l 1JSuwe. wlds pu o Jdsd pdSs CRT 9 PEM: pse pwogelz IUsopl s
Ui wlp 115 08!

IJubol>a: Unix/Linux (Juvwgsle OpenSSL)

IJdse IJpbdyw luuilgoel:

® wuopd IUlwolp

o IJ_bol>s IUgled (o CRT)
® pBdole ¢l (pJS PEM)

|Jr°uu_§_9J_9_o U-"S}" Suvwede9u Unix/Linux/OS X. .Jié)lu'a ouds3 Idwulpz Iduuos [Jpwss).
Opu ldpwu,u0 I OpenSSL Ussd povw.

pdlzbé: 9p voubgsd IJi_gI,oJ 'OpenSSL' g'openssl version' JJwz 9l pu wdwSw
OpenSSL. §p vovwsw OpenSSL I3l Jp sIJU p9e9l!

Jlze IJpweos Idelds Jdzuosd eds 1dpuwless: Idosolez IJooos Jodasey Azure AD J Cisco

Secure Email


/content/en/us/support/docs/security/email-security-appliance/213842-azure-ad-configuration-script-for-cisco.html
/content/en/us/support/docs/security/email-security-appliance/213842-azure-ad-configuration-script-for-cisco.html

o0 puo SO (UNIX/Linux/OS X):

1. o0 wbousd byds: pzy vuede (19 1s JIu 1o polz Jlouile vue wudsss Shell). §o
Clogile by CuVSIs o IJolds:
https://raw.qgithubusercontent.com/robsherw/my_azure/master/my_azure.sh

2. Juod Idoolee lduuos

3. olds pu o IJuuo IJoudsis Blod JJooudss! e vousésd Ul IJolds: chmod u+x
my azure.sh

|_|r wour lep r4_|;
FEEEEEE R R

, I NTERL LR GSENCcertificate (public key)EEEGIGTgEl - as

wwdd 13: 82 I,Juuiuua PU my azure.sh

Jol oy Vs IJuvdd 20 3990 IJwyulpz lJoues clogble glgwesgle Idgivel>s 1Jgles (pJ CER)
lJpeloJow 6 .Juuua..s.J obosg Azure. IJouuo Isuol SIE9DpP0 IJleo0lpg pdclp IUbol>é IJEl o
(oS PEM)ioe suogweged B 1J suvdd Cisco sleo wiss 1JJe,90s Suve.-

Jsd 1JGspe 1dJLes Jouvesd IJobosd 1Jilue wol B Microsoft Azure!

[célos Iduwe IJolds! sses Ipolugs s "ouzsd cbwsd Azure Jluapslp pg wis>
Cisco IJ|JYcy90s 1Jles"]

IJuvol>e: Windows (wluwegsle PowerShell)

lJouwes JJpuussdso IUssu suwagspso Windows. uozolz [Js luvegsle cbwusd Iy

lecJIY 1dpg 906 Jlugile uolso p99g6 Slosl. sop luvwgsle 0o Idyibelxs Jlugile wbwsd
Microsoft Azure gloold APl e 9w,)0.

IJdse IJpbdyo luuilgoel:

® wuopd IUlwolp

o IJ_bol>s IUgled (o CRT)
® pBdole ¢l (pJS PEM)


https://raw.githubusercontent.com/robsherw/my_azure/master/my_azure.sh

Suwwgde poldul Jodl ldpuweus Jlouile uolsé p9 986 slwsl XCA
(https://hohnstaedt.de/xca/.https://sourceforge.net/projects/xca/).

odlebs: spdu wujsd XCA Juble Mac ig Linux Iy Windows.

1. logble Bleso wslule Jdyivols gldpdlose [Jgluoo

wd:
I oeass pdWd pu Uinsb IJbsle
w. 0pdSd Bleds wslule gasdé
z- louvle JJdpd )9, Jsless Idoslole
(u9d weolz IJsol Vs gbgle Jlz 96 Vo3,
5JY)

2.168) W98 edlpo IJowyse yvoblo &p lug) 9938

uuoldé 22826

3. 108, W9¥ edlpd IUougsy "p9,29¢" 98 v g Liso

el sds:
L 1dlgwe 1513 Js
o luwpe Idod>
c. stateOrProvinceName
>. LocalityName
o. lywe lJpdwws
9. luwpe 1J9zrd IJoubspess (OU)
g. CommonName (CN)
2. euslo ldenss IdIJYe,s0s
4. 169, 999 logvle pdle 28>
5. e IJpuwod wzdd pu ldpedsple 1Upe9ud,o
(IJogss) zuve IUyewd):
L 1Jl e
. U9E lJpdclz: RSA
z- Keysize: 2048 wo
> lod) B9 lugile
o-. IJug,d eds IUguuo, ldpouwed "wp lugule
pIclz RSA IJglLo 'name’ wogle" wldud)y 993
e9l S

6. 1u@) W98 edlpd IJowysy luvwgsle ldpdlose
9z el sds:
| luwwgsle pdelz X509v3 cew:
IJosdse Idps: ouvds) Idpslose
o. !uuoé)ho pdola X509v3 |.Jro_9uu81
2ehsd [Jooss IUlJde,gus
7108, eds pldy Jobosd IJogss)le eds
uvobod

8. IJog,0 gdes Idubolss IJluwe" 1Jpoodds [Jos op

loubldel wugle wlJud) B9 p9ld S

Create x509 Certificate

Source Subject Extensions Key usage Netscape Advanced Comment

Internal Name |MARforQ365
Erstngushed name
countryName organizationallinithame | TME

stateOrProvinceName |North Carcina commoniiame myesa.local

locaityhame RTP emaiaddress robsherw disco.com
crganizatontlame Cisco
Type ) A
X Certificate and Key management ? X
New Key %
Please give a name to the new key and select the desired keysize
Key properties
Name  [IEERER
Keytype RSA !

Keysize | 2048 bit

[] Remember as defauit

Private key

Cancel

Idisdd 14: |uwegsle pesly XCA (IJzble oo 3 1ds 5)

Source Subject Extensions Key usage Netscape Advanced Comment

X509v3 Key Usage
[ critical

Digital Signature
Mon Repudiation
Key Encipherment
Data Encipherment
Key Agreement
Certificate Sign

Rl Sinn

uird 15: |wegsle XCA (1095 6)

X509v3 Extended Key Usage
[ critical

TLS Web Server Authentication
TLS Web Client Authentication

{E-mail Protection
Time Stamping
Microsoft Individual Code Signing

Mirrnenft Cnmmes

weial Cade Sianin,

3 Generate :

CodeSigning

n


https://hohnstaedt.de/xca/
https://sourceforge.net/projects/xca/

w8 >.J-J‘ .Juuaula !.J-.S LUPIS) JJ pu IJuuobo I.Jf_l,oo (p.Jd CER) g,odula I.Juuobo I.Jaluo

|.Jl.JkJu_)_9ugS |._J|f0u U C|SCO.

1. 109, W98 IJluwpe IUsIJs Jduwols IJos wp
loubldel 2osel 98 wlwslso.
2.108) B35 wuedS)
L lsoob sdsd ldgeb Jogwosd 1Jyuo9d
(IJogss) zuve 1,E00)
w. olds po cgssu cuwsd IJouoss) eds
PEM (.crt)
2z lud) W9 OK

3. 108, B9 edles IJowssy Ipdlose IJgl s
4. 158, 898 Il w e 1Uslzds JJuiels IJos op
logblyel 258l 98 wlesbie.
5.108) B8 wuodS)
L luoob sdsd 1deb Jogwesd 1Usue9d
(IJegssy cuve 1UsEwd)
. olds oo cessu cowsy IJouoss) eds
PEM IJ¢lue (.pem)
2 o8y B9 OK
6. luole XCA slg Jl§o

Private Keys Certificate signing requests Certificates Templates Revocation ksts

commonhame CA Serial E
Te3F622DC1DASELD 5/

| — Expart

X Certificate and Key management T

Internal name

MNew Certificate
J‘“ MARfor036é5 myesa.local

Certificate export J‘%
Name |(MARforQ365

Filename |\vmware-host\Shared Folders\Desktop\MARfor0365.art

PEM Text format with headers

Export Format
PEM (=.at)

2 w— ]| o
Iuindd 16: |uwegsle XCA (cuoss) CRT) (IJékbsle oo 11 2)

Private Keys  Certificate signing requests  Certificates  Templates  Revocation lists

Internal name Type Size Use Password
New Key
MARforQ365 RSA 2048 bit 1 Common
| — Export
X Certificate and Key management 7

Export private key [RSA]

Name MARfor0365

Filename |\\wmware-host\Shared Folders\Desktop\MAR for0365.pem

Unencrypted private key in text format

Export Format
PEM private (*.pem)

2 v ]| care

I i 17: |uwedsle XCA (cu03s) PEM) (IJ3bsle 3-5)

2ol guoles guobed IJes we luguldol 9ouweisz wuops Idlwole. sldes wdsy pbdsws

Jodosu wyss Cisco IJIJI o ysus 1Ulew.

1. wluwegsle Windows PowerShell §p wouvgsd el sds:

$cer = New Cbj ect System Security. Cryptography. X509Certificates. X509Certificate2

$cer. I nmport("c:\Users\joe\Desktop\nyCert.crt")
$bin = $cer. Get RawCert Dat a()

$baseb64Val ue = [ System Convert]:: ToBase64Stri ng($bin)



$bin = $cer. Get Cert Hash()

$base64Thunbprint = [ System Convert]:: ToBase64Stri ng($bi n)

$keyid = [ System Cuid]:: NewCuid().ToString()[Note: “c:\Users\joe\Desktop...” is the location on
your PC where your CRT file is saved.]

2. JJzuesd eds Bspe JJgbsle IJoldss: lzub [Js pdod |9 ouvew lJs Idglvbe 1Jgl oo
oJ:

$base64Thunbprint | Qut-File c:\Users\joe\Desktop\base64Thunbprint. txt
$base64Thunbpri nt

pdlelbé: z:\Users\joe\Desktop...
IJJdewsse.

'o9 1desde IJss ©@9p Sso wedb IlR)lz eds

Sew o sJ9u IUIElz IJpwsde gus wuvgsd IUle, PowerShell opleJl Jol sd.s:

PS C:\ User s\ j oe\ Deskt op> $base64Thunbpri nt
75f ALXJEJ4] 1ZVFOB2xgkoCl h94=

Jol ©)s S99p IJi,oJ PowerShell Cluvwsgle Base64 Thumbprint 9os wuop6 IJlwole 1JplbJswé
Jodssu gvlhé Idoyss IUIJIe 908 IUley pu Cisco.

J&> 1dede Isual logble IJubel>s IJgles (pJd CER) U pbdycs Jouwzsd clbusd Azure. 58>
Spw vlougble polz Idubolsé IUElLo (pJd PEM)y suowogse Os Suwe wdosu [Jurs>
IJIJIJe 908 1dley pu Cisco.

JsI IJ8sp IJpbdyws Jowesd IJobousd Vs Microsoft Azure!

Iszle lUpelugs lJs "ouwesd obwsd Azure JJlguegslp pe wis> Cisco IUlJIe)sus 1Ulew"]

lJped2d

pdlzbé: Jl sJgy o3l pbodyol [JI Bl oo o @9p vouvgsd AsyncOS 11.x I9g 12.x Jdoosd
IUIJIens0s eds Idesles [Jglues od.

390l 91206 wypes IJobusdle (AsyncOS 11.x. 12.x)

WO e Idobosy: Vs gsble IUbs...



Lo Boule 9lz06 wyped IJobousdlo

108y B9 + | olIs 5o

- 8p wldopys) Jiowadd 1Js glzolo wyped lUobousilo 1U8>sp6 1Up>89,06 925> Exchange

e Idibeole IJoldss sds IUsole 1ewd9 0é: EWS > "EWS.AccessAsUser. All" (3§

wldsuesd s ede 1dwnss Jpuwesp we wuvesd ¢9de gw, Exchange Web
Services)w s> > "8 led" (B)les wyss Idpuuedsp)ldusss > "Mail.ReadWrite" (s>
IJpuwedse JJiles slddolus)ldosss > "Mail.Send” (|huwld IJwsss Jeguegse)

5. 1Jopss) IJs leds 1UJ9gs...

6. 22> IJixoule IJoldss eds Bbavle IJolbosd: "full_access_as_app" (luvwésle Exchange
Web Services og 1J9 09J IJIled [Js J1ds gdo IJwnss)enss > "wysa.oled” (Gleé wyss
IJpuweésp)ldess > "Mail.ReadWrite" (w83 lJpuwegse JJE)les slddelus)ldo,ss >
"Mail.Send" (huwlJ 1dwsss Jpuwegse)

7. lposhs: owoss o Microsoft Graph epdws wuvdd 1deluos Jissule "User.Read™
Sedod oud 03l Jpdey 19 IJody B98 @)les sldudy B9 LilJs 1B JIiIJs o3l ey I3sule
9106 wypzd IJobousile IUpdeyus vobousdd.

8. 1b@, B93 luolds I390 (19 wease IJisgule. 131 Jlg Microsoft Graph ezl LlJde)

9. Izl lud,y W98 pue 9’98 IJpuwdsd J... JJolds oy o IUsule 1Jzsss6 1Jgluoé o
pbods eds ldobosy

10. JwsJou ould |bl) puwd suwld:

"o <80 pug 1Je9ld 66 s IUB9ule Ideb s JIS6 Iz wlle 1092956 Ss <Azure

Name>$ w95 03l |Js werse Is pwedle 0910836 o w99 292936 £Us 03l Idobbos

J,o.b/yjé ,o/ 09 022 bolo."

A WODN -

o9, UEe

g0 030 IJulos: szw 1o wus Luwlds uele tuale 98102 1JEp9> "p91 B 86 1Jpudsd plo9ws”
e pugo: publues Jel 09 p9og:



+/ Successfully granted admin consent for the requested permissions.

API| permissions

Applications are authorized to use APIs by requesting permissions. These permissions show up during the consent process where users are given the opportunity to
grant/deny access.

| + Add a permission

APl / PERMISSIONS NAME TYPE DESCRIPTION ADMIN CONSENT REQUIRED

* Exchange (8)

EWS. AccessAsUserAll Delegated  Access mailboxes as the signed-in user via Exchange Web S... - & Granted for BCE Dem
Mail Read Delegated  Read user mail - @ Granted for BCE Dem__
Mail. Read Application Read mail in all mailboxes Yes () Granted for BCE Dem
Mail.ReadWrite Delegated  Read and write user mail - @ Granted for BCE Dem,
Mail.ReadWrite Application Read and write mail in all mailboxes Yes @ Granted for BCE Dem
Mail.Send Delegated  Send mail as a user - () Granted for BCE Dem,
Mail.Send Application  Send mail as any user Yes () Granted for BCE Dem__
full_access_as_app Application  Use Exchange Web Services with full access to all mailboxes ~ Yes @ Granted for BCE Dem,

These are the permissions that this application requests statically. You may also request user consent-
able permissions dynamically through code. See best practices for requesting permissions
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