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logsle uble pzeses ey SSH

C370.71ab> clusterconfig

Do you want to join or create a cluster?
1. No, configure as standalone.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.
[1]> 2

Enter the name of the new cluster.
[J> NameOfCluster

Should all machines in the cluster communicate with each other by hostname or
by IP address?

1. Communicate by IP address.

2. Communicate by hostname.

[2]1> 1

What IP address should other machines use to communicate with Machine C370.7ab?
1. 10.1.1.11 port 22 (SSH on interface Management)

2. Enter an IP address manually

[1>1

Other machines will communicate with Machine C370.1ab using IP address
10.1.1.11 port 22. You can change this by using the COMMUNICATION subcommand
of the clusterconfig command.

New cluster committed: DATE

Creating a cluster takes effect immediately, there is no need to commit.

Cluster NameOfCluster

Choose the operation you want to perform:

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a member of.

- RENAMEGROUP - Rename a cluster group.

- DELETEGROUP - Remove a cluster group.

- REMOVEMACHINE - Remove a machine from the cluster.

- SETNAME - Set the cluster name.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COMMUNICATION - Configure how machines communicate within the cluster.

- DISCONNECT - Temporarily detach machines from the cluster.

- RECONNECT - Restore connections with machines that were previously detached.
- PREPJOIN - Prepare the addition of a new machine over CCS.

logble pze9es gwy CCS

C370.1ab> clusterconfig

Do you want to join or create a cluster?
1. No, configure as standalone.
2. Create a new cluster.



3. Join an existing cluster over SSH.
4. Join an existing cluster over CCS.
[1]> 2

Enter the name of the new cluster.
[]> Test

Should all machines in the cluster communicate with each other by hostname or by IP address?
1. Communicate by IP address.

2. Communicate by hostname.

[2]> 1

What IP address should other machines use to communicate with Machine C370.1ab?
1. 10.1.1.1 port 22 (SSH on interface Management)

2. Enter an IP address manually

[1> 2

Enter the IP address for Machine C370.1ab.
[]> 10.1.1.1

Enter the port (on 10.66.71.120) for Machine C370.71ab.
[22]> 2222

Swpr» Iluwels pu 030 IUgbgs: s, Jrsd uble pzesed sswp 0dd zese IJodssule
IUgluos wd pu "ldzols" IUs puvess wble Idpzeses. o3l os IJodssu IUs wovo zese lzess
JIE)s gws IUlusople IJsol.

Jlugople [s pzeses 2ldss eo ¢JIJ SSH 19 CCS

SEbs 03l g up Jsbs6 |Lolds Is 12036 23536 |Js wble Idpzeses IUelds 1Uss Gpo
Cloblise po $ud s JJos. lugople Ids wble pzeses elds wls pu ldbssdosy poplodosy
VI IJuoz: 9ldudbs IU)ssuvss 1Uggsre JJIgodlw os i ublpe CCS swbdy ¢lbgs |olwso
Jlole o3l IJuble JUuwpele JJpzees wdwsd Idzols IJizse.

|J|Qu'o|o|ro V-19) aJlJ SSH

~ pdlzbo: sgo wudss IJduwe I:JrOuiJlj lJso .__;I.Jt]go lJgled Vs o030 IJgbsle IJoldss w96
cluwedsle wy9e99sd bo s IJlely (SSH). 9szw Ul ©89d uep Jopdsy pesl) CCS.

<#root>

C370.1ab> clusterconfig

Do you want to join or create a cluster?
1. No, configure as standalone.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.
[1]> 3

While joining a cluster, you will need to validate the SSH host key of the remote machine to which you
To get the public host key fingerprint of the remote host, connect to the cluster and run: Tlogconfig ->



-> fingerprint.

WARNING: A11 non-network settings will be Tost. System will inherit the values set at the group or clus
the non-network settings. Ensure that the cluster settings are compatible with your network settings (e
settings)

Exception: Centralized Policy, Virus, and Outbreak Quarantine settings are not inherited from the clus
These settings on this machine will remain intact.

Do you want to enable the Cluster Conmunication Service on C370.1ab? [N]>

Enter the IP address of a machine in the cluster.
[I> 10.66.71.120

Enter the remote port to connect to. This must be the normal admin ssh port, not the CCS port.
[22]>

Enter the name of an administrator present on the remote machine
[admin]>

Enter password:

Please verify the SSH host key for 10.66.71.120:

PubTlic host key fingerprint: d2:6e:36:9b:1d:87:c6:1f:46:ea:59:40:61:cc:3e:ef
Is this a valid key for this host? [Y]>

w8 IJSzuo suuoe Idzols IJs 1dpreses wuele.
|J|Qu'op|ro V18] aJlJ CCS

03l wog publuod IJW,8 1U9zss 09 lue Bud lu wl IJuwele JJzols 1dzass wldsgsd IJs
IJezeses IJeldsé: see wuvesd 1Usgad [Js IJzols Idugile B 1dpzeses.

eds IJzols Idugule Os uble lJpzeses:

(Cluster test)> clusterconfig
Cluster test

Choose the operation you want to perform:

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a member of.

- RENAMEGROUP - Rename a cluster group.

- DELETEGROUP - Remove a cluster group.

- REMOVEMACHINE - Remove a machine from the cluster.

- SETNAME - Set the cluster name.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COMMUNICATION - Configure how machines communicate within the cluster.

- DISCONNECT - Temporarily detach machines from the cluster.

- RECONNECT - Restore connections with machines that were previously detached.
- PREPJOIN - Prepare the addition of a new machine over CCS.

[1> prepjoin

Prepare Cluster Join Over CCS

No host entries waiting to be added to the cluster.



Choose the operation you want to perform:
- NEW - Add a new host that will join the cluster.
[I> new

Enter the hostname of the system you want to add.
[1> ESA.Tab

Enter the serial number of the host ESA.Tab.
[I> XXXXXKXXXXXX = XXXXXA

Enter the user key of the host ESA2.lab. This can be obtained by typing
"clusterconfig prepjoin print" in the CLI on ESA.lab.
Press enter on a blank line to finish.

e beld wuepd luowe SSH (IJos swp ldewesd edsel eus wuvesd IUsed [Us 1Jzels 1Uss
Selod IUluople |Us wble 1Jpzeses lUgluo o oluwegsle 1Ul e clusterconfig prepjoin print ) b pold 1,05
lowlod sbgld uulo, Bhé. Glool cdad suod 1Jpdspb.

% adlgss: I3 §pe wogvgésd PREPIOIN IUgsh: sdipd IUIUeSle vogsslod eds ESA |Jiw|uu‘§ Sudly o899
oldoubgsd clusterconfig gds ESA IJelugs slJlouople 1Us 03l 1dzols [Js 1dezesss IUos wp odssuel gasel. sowe
pdlebos 3Jd e Il evn IJepdss: Lol odl1zols wuble preses wedlost puvesds puvedl souwesd 1Usgad IJs
2ol wblp Ipzeoes 9o ugsd clusterconfig> prepjoin > new 1Jie, 9lsgld IJodlosd IJoldsé commit 9ogsssled.

Sp spdud wie gpdss IUluuople eds IJzol 1Uss selad Idluuele ldso Jszse [ds 3JI pweso ESA21ab Jeblo§6 gpdss
Jlusopele lJs 1Jebys I ulo 6.

% adlghs: 592> pdwlz SSH-DSS Bs Ipeld IJelds.

ESA2.Iab> clusterconfig Do you want to join or create acluster? 1. No, configure as standalone. 2. Create a new cluster. 3. Join an existing cluster over SS
To get the public host key fingerprint of the remote host, connect to the cluster and run: logconfig -> hostkeyconfig -> fingerprint. WARNING: All non-ne
the non-network settings. Ensure that the cluster settings are compatible with your network settings (e.g. dnsconfig settings) Exception: Centralized Policy,
These settings on this machine will remain intact. In order to join a cluster over CCS, you must first log in to the cluster and tell it that this system is being

On amachinein the cluster, run "clusterconfig -> prepjoin -> new" with the following information and commit. Host: ESA2.1ab Serial Number: XXXXXX
not the normal admin ssh port. [2222]>

Jupeyd lJelds o0 3JYe spdod IUlbdlg gds pdele SSH-DSS. I3l wbluodo: spdud Gwad Iduisgb sldlogople IUs wble
IJezpoes wuele:

el op Cozsdo Os wdssu wble IJpzeses

gedsle wozsd wdsu uble ldezeses:
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© ledble ldeusts
o lesble puwl, SMTP

* |esble DNS

el ds sop cogsdo B wdssu wble ldpzeses

Jls@9p wdosy uble lUpzeoes wlde,zsd:

o e ldpuos Ipeds JJzols.

o glzole IPIJos wp wdssuwol.

o wp wdysu ealad IJuggsoe.

© odaso oid Jesss Ieuisliss Ideeds.

o gpdsle ldoesss IUppdss Jdees Iduoes Eluos wlduwsluws sldds suwle 9o ise
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adigd: 51 Jlg Josd g9lpd wuoBdss ppess cuvs) IJs gpdsle £5d £8) 092926 sop lobldol zos sop cdssy "g5d
lJooz Idpubly [Jse" eds 1Jzols.

ded sop a0 Iagasg o i agasgd ESA

995 wewp owsobsselo sedo o syl eds &2 dsd pu IJdslule IJSoksss 11919056 IUgleds S I pzeses 1o
wged wbrsds pesus 19e, pu sl Jopded 3JY: I ceole s luble wble pze9es 235> 95pId0d polugs lugile pzesele.



sdicts: webs IJodssole IJos sop loldol gds puvess IUpzeses 1J19doss eds wdaso puwess [Jpzeses.

Jlouile pgpsele: Bp wloublsol pu slzos Lwlb, IJisle, (CLI) J ESA. Juse IJodssu: luwogse 1Jie, dusterconfig --> ADDGROUP
(machine esalab.cisco.com)> clsterconfig

sSouey 03l 1Jle) eds 950 "wblp IJpzeses”. od cotw B Idowasd IJs suoe "oble [Jpzeses™s [Y]>

pepogsd Cisco

i'ccu IJepdss ldos ouss oudssol:

- 1ol 6 pze9es - 1old6 pzeses Lble pzeses.



- SEGIOUP - §p eSS Ipzeses Ides cucps Idsel 1Jizess.

- Renameggroup - [g1>é wuwpsé pze9es wble pzeses.

- DeleteGroup - |51J6 pgp9ed wble pzp9gs.

- RemoveAmachine - |31Js zolj pu lUpze9gs.

- OESSU luwp wble lJezeses.

- o IJizes8 1Jpszsss s wble IJpzeses.

- CONSTATUS - | bol, 21Js IJlouoldle wso 1Jizes Bs uble IJpze9es.
-IJleuold - edssu Jsdss louold 1Jizesé sled 1Jpzpesgs.

- $bg IJloold - Buod Iizess pdéel gu uble 1Jezeses.

-lebs lUlouold - |uwoghs IJlooldle VIJiaojé lJos wp Wuodol wlodl.
-lesl |uold6 zolj zos> eJs CCS.

[1> pepses luoldss

bed love pzeses wble 1Jpzeses 1Jz$8 1Jesl> luguliol.

[1> New_Group

p lugle pze9es wble lUpzeses New_Group.

Jluol s ESAS oo 1 pzp9e6 121t 1Js 1Upzp9es 1Uzss36 1Jos op logiliol. iuvesse 1Jie, setGroup:
(machine esalab.cisco.com)> clsterconfig

sdou) 03l ie) eds supe "wble IUpzeses”. od wotw s IJowssd IJs supe "wble IUpzeses™s [Y]>
pep9gs Cisco

i'a-;‘u IJepdss lJos oyss wudssol:

-1Uol96 pze9gs - |ULII96 preses Lblp pzesEs.

- SAGroup - §p e ssu 1dpeeses IJos cuopes ldsol 1Jizejé.

- Renameggroup - [gl>6 wuwpsé pzesesd vble pzeses.

- DeleteGroup - |51Jé pgp9ed wble pzp9gs.

- RemoveAmachine - |31Js zolj pu lUpgze9gs.

- 0SSV luwe Lble Idpzesgs.



o> 1Jize36 1Jpszsss s wble IJpzeses.

- CONSTATUS - |bol, 21Js IJlouoldle wso 1Jizess B wblp IUpzeses.

-IJlouold - edssu Jsdss louold 1Jizess slgd 1Jpzpesgs.

- Sbg IJlouold - Suad IWizess pddel v wble IJpzeses.

- lebs IUleold - luweghs IUleuoldle oldizos IJos e Buodel puludl.

- lesls [uolds golj zos> eJs CCS.

[]> SetGroup

ite, 1zl IJpbdsw vddo lJs pzeoes peoduds. 1B o IJize;s IJpeesss wlJdslod.
1. esalab.cisco.com (pzp986 ESA_GROUP)

[1]>1

i2e) 1Jpepses IJos sew lu sy esalab.cisco.com g ogl Bsol.

1- pzr9gd ESA

2. New_Group

[1]>2

esalab.cisco.com |Js pge9ed new_group.

Jlgs ©uupsd peeoes eldss Bs wble IUpzeses ESA. I uwese IJls, RENAMEGROUP:
(machine esalab.cisco.com)> clsterconfig

sdou) 03l ie) eds supe "wble IUpzeses”. od wotw s IJowssd IJs supe "wble IUpzeses™s [Y]>
pep9gs Cisco

i'a-;‘u IJepdss lJos oyss wudssol:

-1Uol96 pze9gs - |ULII96 preses Lblp pzesEs.

- SAGroup - §p e ssu 1dpeeses IJos cuopes ldsol 1Jizejé.

- Renameggroup - [gl>6 wuwpsé pzesesd vble pzeses.

- DeleteGroup - |51Jé pgp9ed wble pzp9gs.

- RemoveAmachine - |31Js zolj pu lUpgze9gs.

- 0SSV luwe Lble Idpzesgs.



o> 1Jize36 1Jpszsss s wble IJpzeses.

- CONSTATUS - [Ibol, 2lJs IUleuolle wso Uizess B wble |Jpzpses.
-IJlouold - edssu Jsdss louold 1Jizess slgd 1Jpzpesgs.

- Sbg IJlouold - Suad IWizess pddel v wble IJpzeses.

“lelss IUleuold - luveglss Ileuoldle wldizos IUes op Buodel uuludl.
- lesls [uolds golj zos> eJs CCS.

[]> Renameggroup

l2e) 1pzeses IJos cogw S lehs wuupsol.

1- pzeogs ESA

2. New_Group

[1]>2

bed Wluwe IJzos> Jdpreses.

[new_group]> cluster_group

Spw |ebs euwpsé New_Group JJpezesss |Js Cluster_Group.

Je3d pzpsed 2lJss pu pzeses ESA. luvegsp Ui, DELETEGROUP
(machine esalab.cisco.com)> clsterconfig

sdou) 03l ie) eds 3upe "wble IUpzeses”. od wotw s IJowssd IJs supe "uble IJpzeses™s [Y]>
reesgs Cisco

i'ao_, IJepdss lJos oyss wudssol:

-1Uol 96 pze9gs - 1Ll preses LDl pzesEs.

- SAGroup - §p g ssu Idpeeses IJos cuopes ldsol 1Jizejé.

- Renameggroup - [gl>6 wuwpsé pzeses wble pzeses.

- DeleteGroup - |16 pgp9ed wble pzp9gs.

- RemoveAmachine - |51Js zolj pu |Upgze986.

- OESSU luwp wble I pzeses.

- o IJizes8 1Jpszsss s wble IJpzeses.

- CONSTATUS -



[bol, 21Js IJlouoldle wso 1Jizesé Bs uble 1Jpze9es.

-IJlouold - edaso Jsdss louald 1Jizess sled 1 pzeses.

- $bg Idlouald - Buad IWizess pddel v wble IJpzeses.

- lelss Ilogold - luwoghs IJlouoldle wldizess IJos wp Buodel yuludl.
- lesls [uolds golj zos> eJs CCS.

[]> Deletegroup

2o 1preses 1o cogo S Lldeol.

1. Cluster_Group

2- 8,58 9J1Js 1B ole 1Ulg 9056

[1]>1

i, IUpzeses IJos sew vl IJizoss 1Up9z956 b Cluster_Group |J.sol.
1- pzr9gd ESA

[1]>1

weo lJé cluster_group JJpgeses.
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