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LSLo| Lac> 490, oS fix smtp LoVl VS (o Lasus 1B 805 o5 il illbgll inspection esmtp Lol ouni,
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: d obal policy

Servi ce-policy: global _policy

Cl ass-nmap: inspection_default

I nspect: esntp _default_esntp_nap, packet 104468, drop O, reset-drop O
mask- banner, count 639 obfuscate the SMTP banner greeting

(match cnd line length gt 512 deny all SMTP commands (and close connection
dr op-connection | og, packet O

mat ch cnd RCPT count gt 100 drop all messages (and connection) with more
than 100 recipients

dr op-connection | og, packet 0O

match body line length gt 998 log all messages with lines > 998 chars

| og, packet 0

(match header line length gt 998 drop all messages (and connection

with headers > 998 chars

dr op-connection | og, packet 41



mat ch sender-address | ength gt 320 drop all messages (and connection) with
envelope sender > 320 bytes

drop- connection | og, packet O

match M ME filenanme | ength gt 255 drop all messages (and connection) with
MIME attachment filenames > 255 bytes

drop- connection | og, packet O

mat ch ehl o-repl y-paraneter others obfuscate extended commands not explicitly
(noted in the RFCs (such as STARTTLS

mask, packet 2555
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access-list ironport_esa_ internal extended permt ip any 192.168.1.1
access-list ironport_esa_internal extended permt ip 192.168.1.1 any
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class-nmap ironport_esa
mat ch address ironport_esa_internal
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class ironport_esa
no inspect esntp
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‘> 9l d>giss waas Jlail dglxe 100 9 TCP Jlail 50 _Jlo=] 392> Jliadl 138 >axy

static (inside,outside) 1.1.1.1 192.168.1.1 netnmask 255.255.255.255 tcp 50 100
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