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https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifygre
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifygre
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifygre
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifynhrpreg
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifynhrpreg
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifylifetime
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyonedirection
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyrouting
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 opdsu wuogse lgble MSEC glJizele 150086 JJuwzd:

pzl e ogags (config)#service timestamp debug datetime msec

I Jaseo (config)#service timestamp Tog datetime msec

L opdsu IUblog 1U5e0s Jebldus EXEC Jdeebs IUb,dss Jeduwle ouspst Iigble:

Idblog 1 d)pos JablJos Router#terminal EXEC

odlzbé: Loso IUb)s 86 spdud wuwosds Lub 18)le wuoese IJigble wegsz 1Ule, show.
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Sew io otﬁ,a odo [tuublu Idlouold poulyi,é po 1Uslzed 1Jpldsé 9dsuw pu edid TR
DMVPN. uled: Jsuw os,ld b 2plss spug eip leooh Idlouald. 131 Jp suge 3JY.
Bozdd pu lJuszse sls zalo zelss wsu IJeszoe sldeszole IJes copse.

2. lgwogsp lsuol traceroute JJwe 88 po Idpush 1J3s wuuddo i IJod s 1Jp ).

3. lgwegsp l9le, wuozse IUigble 9show JJozdd pu &30 IlouolJ:

* debug ip icmp

* 2jpo ip debug




pdlebos: suee IJie, debug ip packet $s,l Jos)l po Iz ssuweese 32l Jos)l pu
293 IJoble. szu luvaesle o3l 1die) wesy Vs gvodle IJluolz. luuegse sksel pg 1oy
Slised IJ9uesd. Jdeuesd eds pis pu ldpedsele 2od Jsdss luwaele Slised

IJs o9J pg 2jped IP debug: Lze s luwed il L igble ol o Jlzol Lluwegale §al:

| I IP.

lJozdd pw wog ISAKMP ¢, [Jpw9led g

Bl de woblo® guslysle ISAKMP 1Jos wp odysuol pg lduwsluws 1dpde,e6 wolyulbsd
!Job§J lJoes> Wuwselad 1Jeszo IJuog IUIe,)luos J 65535. |51 Je s 3JY poblodl
lsuole WOluo sV ivd wdly o ISAKMP.

SEHLP IJi,oJ show crypto isakmp sa ,9999J ISAKMP SA JsJ9y s MM_NO_STATE. ppl
seus lu ldyuse 1dyssuns Suvd.

IJordd pu Luors U el pubesd puvedl €Sy LoRSE

131 Jo edo Wil 1dpuie,ds puuodl os udwol gds JJI IUzlowso: sBuiud lJedlys.
S89p IJpszo whele 1yuwlds 1IJVluds JJowedd pu uwdlps IJuble.

IJozdd pu wessu weasd IPsec és) Idpesld s

I3l Jp oI pzp9esd weasd IPsec pogld s 9 ¢s) poblu@s gds zolis IPsec. B usd i
oly o IPsec.

S89p Idpsze whele ILuwlds gy IUpdwsde Jpde sz IPsec.

IJezdd po 2b) 2jp ISAKMP s ISP

<#root>
Router#

show crypto isaknp sa

IPv4 Crypto ISAKMP SA

Dst src state conn-id slot status
172.17.0.1 172.16.1.1 MM_NO_STATE 0 0 ACTIVE
172.17.0.1 172.16.1.1 MM_NO_STATE 0 0 ACTIVE (deleted)
172.17.0.5 172.16.1.1 MM_NO_STATE 0 0 ACTIVE

172.17.0.5 172.16.1.1 MM_NO_STATE 0 0 ACTIVE (deleted)

S9uoe Iepeld Il 8 9psue 09§ VPN.


https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/23602-confaccesslists.html#ts
https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/23602-confaccesslists.html#ts
https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/23602-confaccesslists.html#ts

eJl9s eds d3JIc w99 debug cryptoisskmp JJeedd eo 1o 1dpsze Idpeuod souwd 25eé UDP500:

<#root>

Router#

debug crypto isaknp

04:

04:

04:

04:

04:

04:

04:
04:

04:

<#root>

14:

14:

14:

14:

14:

14:

14:
14:

14:

44,

44.

44,

44,

54.

54.

54.
54.

54.

450:

450:

450:

450:

450:

450:

450:
450:

450:

ISAKMP: (0):01d State = IKE_READY
New State = IKE_I_MM1

| SAKMP: (0) : begi nni ng Mai n Mbde exchange

ISAKMP: (0): sending packet to 172.17.0.1
my_port 500 peer_port 500 (I) MM_NO_STATE
ISAKMP: (0) :Sending an IKE IPv4 Packet.

| SAKMP: (0): retransmitting phase 1 MM NO STATE..

ISAKMP (0:0): incrementing error counter on sa,
attempt 1 of 5: retransmit phase 1

ISAKMP: (0): retransmitting phase 1 MM_NO_STATE
ISAKMP: (0): sending packet to 172.17.0.1
my_port 500 peer_port 500 (I) MM_NO_STATE
ISAKMP: (0) :Sending an IKE IPv4 Packet.



04: 15: 04. 450: | SAKMP: (0): retransmtting phase 1 MM NO STATE..

04:15:04.450: ISAKMP:(0): retransmitting phase 1 MM_NO_STATE...

04:15:04.450: ISAKMP (0:0): incrementing error counter on sa,
attempt 2 of 5: retransmit phase 1

04:15:04.450: ISAKMP:(0): retransmitting phase 1 MM_NO_STATE

Syuwd debug 1JIR)lz [duwled [deszo 1Uss wpe ldeese wo zjes UDP500 s JJ 10 &oly.
<288 pu p& ISP Jpg 96 ol 131 Jlu 1dpszo 1Uss soede pouad polyié wpeszo ISP JJolds pu gl ouwpe weuds p)9, UDPS00.

w8 o suwpe ISPUDPS00. I Lo §lisps IJoedp B 1U9u09d (ACL) 91,08 B slzos 1JE 1920 909 oo, IJud s JJuwele J UDP
500 JJelds po 5¢9d 2,6 )9, UDP 500 1Uis 1Jeszo. luweéspe IUle, show access-listJoz 88 ppl 31 Jlo £33 pile 1U909d sejlss
i JI.

<#root>

Rout er #

show access-lists 101

Extended | P access list 101
10 permt udp host 172.17.0.1 host 172.16.1.1 eq i saknp log (4 matches)
20 permit udp host 172.17.0.5 host 172.16.1.1 eq isaknp log (4 natches)
30 permit ip any any (295 nmatches)
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https://community.cisco.com/t5/networking-knowledge-base/how-to-configure-a-gre-tunnel/ta-p/3131970?dtid=osscdc000283
https://community.cisco.com/t5/networking-knowledge-base/how-to-configure-a-gre-tunnel/ta-p/3131970?dtid=osscdc000283
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Op oubgsd U8 VPN Lo Jozs Idsued slduveds: 9Jdu seed) weasy 2ds a9 Ideslole:

<#froot>

Router#

show crypto isaknmp sa

dst src state conn-id slot status
172.17.0.1 172.16.1.1 QVM_IDLE 1082 0 ACTIVE
<#froot>

Router#

show crypto | PSEC sa

local ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.17.0.1/255.255.255.255/47/0)

#pkts encaps: 154, #pkts encrypt: 154, #pkts digest: 154
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O

inbound esp sas:
spi: OxF830FC95(4163959957)



outbound esp sas:
spi: OxD65A7865(3596253285)

I-—- I-—- Qutput 1is truncated !---

luel wlbo, i I8 1Jpy9; 1elksss Jl og9s pu 1Jlo,d 1UIE) po IJ0d 6.

©2d8 pu el NHS O 1Jpszo Idpouod:

<#froot>

Router#

show ip nhrp nhs detai

Legend: E=Expecting replies, R=Responding
Tunnel0: 172.17.0.1 E reg-sent O

req-failed 30

repl-recv 0
Pending Registration Requests:
Registration Request: Reqid 4371, Ret 64 NHS 172.17.0.1

909 $9u2z 1w bdw NHS G ind. Jed 030 IJpndJs. olds po uogs IJodsso 1Jp9z9s eJs 9208 0@ 1Jesze [Jpeddp.

pold IJodysy:

<#root>



interface Tunnel0

ip address 10.0.0.9 255.255.255.0
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.1

ip nhrp nhs 172.17.0.1

!--- I-—- Qutput 1is truncated !---

pold IJodysy pe 1UbElJ IJuozse Jélbpe NHS:

<#froot>

interface TunnelO

ip address 10.0.0.9 255.255.255.0
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.1

ip nhrp nhs 10.0.0.1

I-—-- I-—- Qutput 1is truncated !---

o2dd Il po bgld NHS9esble wuvds,/dd ouvds, IPsec:

<#root>



Router#

show i p nhrp nhs detail

Legend: E=Expecting replies, R=Responding
TunnelO: 10.0.0.1 RE reg-sent 4

req-failed 0

repl-recv 3 (00:01:04 ago)

Router#

show crypto | PSec sa

local ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.17.0.1/255.255.255.255/47/0)

#pkts encaps: 121, #pkts encrypt: 121, #pkts digest: 121
#pkts decaps: 118, #pkts decrypt: 118, #pkts verify: 118

inbound esp sas:
spi: O0x1B7670FC(460747004)
outbound esp sas:
spi: Ox3B31AA86(993110662)

!--- I-—- Qutput 1is truncated !---



Iz (B apl 13 i &l 9o A I I 618 U] war st

lwegpde 03l e, 1o $288 1zlds SA o) sldsde J wes lehs Ido sl o:

show crypto isakmp sa detail

show crypto ipSec sa peer <NBM A-addr ess-peer >

luveh Bsp 28 wdle SA. 3l Jlue Brsws pu Bole 1Jzsls IJos cp odssuol (1Jlgsh IUIGC,los 09 24 ulgs J ISAKMP 1
wwlgd J IPsec) Bosl seos luo B e Idoslags ed)l eds vl IJsuesd ose. I3l wbse wes 3Jsd sue IJeBlaus peop p)6
128 Bspdu g0 lu syws wy9e9dsd ISAKMP s/l IPsec Log9sl gou9bl.

<#root>

Router#

show crypto ipsec security-assoc lifetinme

Security association lifetine: 4608000 kil obytes/ 3600 seconds

Router#



show crypto isaknp policy

Global IKE poTlicy

Protection suite of priority 1

Encryption algorithm: DES-Data Encryption Standard (65 bit keys)
Hash algorithm: Message Digest 5

Authentication method: Pre-Shared Key

Diffie-Hellman group: #1 (768 bit)

Lifeti ne: 86400 seconds, no volunme limt

Default protection suite

Encryption algorithm: DES- Data Encryption Standard (56 bit keys)
Hash algorithm: Secure Hash Standard

Authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #1 (768 bit)

Lifetime: 86400 seconds, no volume 1limit

Router#

show crypto ipsec sa

interface: Ethernet0/3
Crypto map tag: vpn, Tlocal addr. 172.17.0.1
Tocal ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.17.0.1/255.255.255.255/47/0)
current_peer: 172.17.0.1:500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 19, #pkts encrypt: 19, #pkts digest 19
#pkts decaps: 19, #pkts decrypt: 19, #pkts verify 19
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 1, #recv errors 0
Tocal crypto endpt.: 172.16.1.1, remote crypto endpt.: 172.17.0.1
path mtu 1500, media mtu 1500
current outbound spi: 8E1CB77A

inbound esp sas:
spi: 0x4579753B(1165587771)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
sTlot: 0, conn id: 2000, flow_id: 1, crypto map: vpn



sa timng: remaining key lifetinme (k/sec): (4456885/3531)

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox8E1CB77A(2384246650)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
sTlot: 0, conn id: 2001, flow_id: 2, crypto map: vpn

sa timng: remaining key lifetime (k/sec): (4456885/3531)

IV size: 8 bytes
replay detection support: Y

ST EG Al 13 ey CJkﬂs U{’JJJ A § dé Jaglo iz sk

Op wubgsd v VPN Lo Idesze IUss swp Idozs e Idse 9JIJo swes) wpasy 2Ids e Idoslule.

<#root>

Spokel#

show crypto ipsec sa peer 172.16.2.11

local 1ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.2.11/255.255.255.255/47/0)



#pkts encaps: 110, #pkts encrypt: 110
#pkts decaps: 0, #pkts decrypt: O,

Tocal crypto endpt.: 172.16.1.1,
remote crypto endpt.: 172.16.2.11
inbound esp sas:
spi: Ox4C36F4AF(1278669999)
outbound esp sas:
spi: Ox6AC801F4(1791492596)

!/-—-- I-—- Qutput is truncated !---

Spoke2#

sh crypto ipsec sa peer 172.16.1.1

local ident (addr/mask/prot/port): (172.16.2.11/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)

#pkts encaps: 116, #pkts encrypt: 116,
#pkts decaps: 110, #pkts decrypt: 110,

Tocal crypto endpt.: 172.16.2.11,
remote crypto endpt.: 172.16.1.1
inbound esp sas:
spi: Ox6AC801F4(1791492596)
outbound esp sas:
spi: 0x4C36F4AF (1278669999

!/-—-- I-—- Qutput is truncated !---

Jl ©92> 2jp DECap s talkl: ppl sg0s oo Sop luwdlb 250 ESP WS pdly ol s Idpuwl) 1Jgls> po TALK2 |Js TALKL.

s&u2 [Jpsze tak2 JJI pu encap 9 decap: pel sews fv 298 019, ESP owp wuodswel $ud v wuad s tak2. spdu v szoe
3J9 g0s wolsé w909 dsd ISP B TALK219 B lis 2ol zelss B IJpuuly wso Ipoze TALK2 sldesze TALKL wes o wuupe o
ESP (w,9w999d IP50): wesw 1 90ddp 2 whbo) JJ pu gpdsle IJoopsu gldesblo.



<#root>

spokel#

show crypto ipsec sa peer 172.16.2.11

Tocal 1ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.2.11/255.255.255.255/47/0)

#pkts encaps: 300, #pkts encrypt: 300
#pkts decaps: 200, #pkts decrypt: 200

/--- I-—- Qutput is truncated !---

spoke2#

sh crypto ipsec sa peer 172.16.1.1

local ident (addr/mask/prot/port): (172.16.2.11/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)

#pkts encaps: 316, #pkts encrypt: 316,
#pkts decaps: 300, #pkts decrypt: 310

!I--- I-—- Qutput is truncated !---



I 33 a0 locils £10 ussdsd 1JesE o

swed) eds dpenle lugble 8186 29l wu9w9dd IJegzse:

<#froot>

Hub#

show i p eigrp neighbors

H Address Interface
2 10.0.0.9 TuO
0 10.0.0.5 TuO
1 10.0.0.11 TuO

Sysl og nmessage:

Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

13 00:00:37 1 5000 1 0

11 00:00:47 1587 5000 0 1483

13 00:00:56 1 5000 1 0

YOUAL- 5- NBRCHANGE: | P- EI GRP(0) 10:

Nei ghbor 10.0.0.9 (Tunnel 0)

Hub#

show i p route eigrp

is down: retry limt exceeded

172.17.0.0/24 is subnetted, 1 subnets
C 172.17.0.0 is directly connected, FastEthernet0/0
10.0.0.0/24 1is subnetted, 1 subnets

w NN

10.0.0.0 is directly connected, TunnelO
192.168.0.0/24 is directly connected, FastEthernet0/1
0.0.0.0/0 [1/0] via 172.17.0.100



s8¢ lu yvddo NHRP multicast sgbob $9J9o wuvdd uozse B 1Juo)s.

B IJuoss: obdouo o sodds eyds nhrp multicast sgbb suvdd B IUuor6 0dE Bho.

pold IJodysy:

interface TunnelO

ip address 10.0.0.1 255.255.255.0
ip mtu 1400

no ip next-hop-self eigrp 10

ip nhrp authentication test

ip nhrp network-id 10

no ip split-horizon eigrp 10
tunnel mode gre multipoint

I-—- I-—- Qutput 1is truncated !---

pold lJodssy pe el Iuozse Jogssu ldow ldpogss [Ussulpsds J NHRP:

<#root>

interface TunnelO

ip address 10.0.0.1 255.255.255.0
ip mtu 1400

no ip next-hop-self eigrp 10

ip nhrp authentication test

p nhrp map multicast dynanic

ip nhrp network-id 10
no ip split-horizon eigrp 10
tunnel mode gre multipoint

!--- I-—- Qutput 1is truncated !---



903l suwpe J NHRP Ul olds pozole we ldezse [dsel eddlss! lds cessole NHRP JJoo [Jpeogss.

Jeiss pu 1dpedsple: Lze IJs ip nhrp map multicast dynamic 1Jie, B puze l9le) 230l £0,90,6 1P oy, Cisco 1OS.
<#root>
Hub#

show i p eigrp neighbors

IP-EIGRP neighbors for process 10

H Address Interface Hold Uptime SRTT RTO Q Seq

(sec) (ms) Cnt Num
2 10.0.0.9 TuO 12 00:16:48 13 200 0 334
1 10.0.0.11 TuO 13 00:17:10 11 200 0 258
0 10.0.0.5 TuO 12 00:48:44 1017 5000 0 1495
Hub#

show i p route

172.17.0.0/24 is subnetted, 1 subnets
C 172.17.0.0 is directly connected, FastEthernet0/0

D 192.168. 11. 0/ 24 [ 90/ 2944000] via 10.0.0.11, 00:16:12, TunnelO


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr/command/ipaddr-cr-book/ipaddr-i4.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr/command/ipaddr-cr-book/ipaddr-i4.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr/command/ipaddr-cr-book/ipaddr-i4.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr/command/ipaddr-cr-book/ipaddr-i4.html

10.0.0.0/24 1is subnetted, 1 subnets
10.0.0.0 is directly connected, TunnelO
C 192.168.0.0/24 is directly connected, FastEthernet0/1

(@)

D 192.168. 2. 0/ 24 [90/2818560] via 10.0.0.9, 00:15:45, TunnelO

S* 0.0.0.0/0 [1/0] via 172.17.0.100

Supe ldog,0 eds Upuuble [Us IJB)se oo dld wo9esdsd EIGRP.

puidds s Licds VPN Jdsuesd 80 <E2 o8 %2z DMVPN

aiegs

$80J DMVPN L indJ 253: 9900 .55 83y £Js loils RAVPN.

1Jzd

Iowogsp w9uosBle ISAKMP 909 0 s8le 1Psec Jopdsd 3J9. lugile pJule g s pudods J DMVPN g RAVPN.

l2de J Jos) pedsps DMVPN

ackdds a¢ Dual-hub-dual-dmvpn

Iates


https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html

pudJé pg DMVPN culiss 1de)lds. 98ds 9z0 Ioeass: wuoly IJiudls sdl spduol lelss IJedly o.

Idzd

Iwoese IJIdes IJlguluss IJpube,ds B zelss IPsec JJudd JIJ po slzole 1Jud @ eds 1Juo,é: slsuol eds 1 pé.

puld wdgsu:

interface Tunnel43

description <<tunnel to primary cloud>>

tunnel source interface vlanl0

tunnel protection IPSec profile myprofile shared
!--- I-—- Qutput 1is truncated !---

interface Tunnel44

description <<tunnel to secondary cloud>>

tunnel source interface vlanl0

tunnel protection IPSec profile myprofile shared

!--- I-—- Qutput 1is truncated !---

Jeiss pu Idpedsple: Lze lJs tunne protection 1Jie) B euze 1o lole, Cisco 10S (A-C).

pidds s S ed 1 8d s &1 a0 £ DMVPN

Iates

Jlspdu 1dsuesd s 2rds pu9) IJuslole gw) élbe U DMVPN.

IJzd

Spdo lo edsu 1JpuvdJs poed 86 weze MTU 9 MSS UJzjeé [Jos wuvegse GRE S IPsec.


https://www.cisco.com/c/en/us/td/docs/ios/security/command/reference/convert/sec_a1_cr_book.html
https://www.cisco.com/c/en/us/td/docs/ios/security/command/reference/convert/sec_a1_cr_book.html

1T Iywb 22p suvebse Joo luosh e IJogiss. JJBuole eds 030 1dpundJé: Iuueese IJsle, 1Jeldss:

<#root>

ip ntu 1400
ip tcp adjust-nmss 1360
crypto | PSec fragnentation after-encryption (gl obal)

Sedud lsuol wdasy tunne path-mtu-discoverylJip, JIJe il 2ze MTU Lundd ssolesdss.

JJewesd eds Uine 19e,) odoosdl bze s 2 o ild ) oz iisé IPo MTU g MSS g PMTUD g GRE 9 IPSec.

g 1dsuasd 1de 10E 94 £ds DMVPN oo #J10 agldd af s b

Iates

ogd) 1douesd IJs 1Jgslbpe eJs DMVPN oo eJIJ p.;,lgé') PESUO.

Idzd

JJozdd pu websd pzeses psile 2o zelss Cisco 10S9pg ;96 ol I3l Jlue wgpd.

Bl Iy sgpd vuvdd Lozse: Vesusd wdyu ldpuvdds proubs wodssu el gelss Cisco 10S: 9Jsuw g DMVPN.


https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/25885-pmtud-ipfrag.html#t16
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/25885-pmtud-ipfrag.html#t16
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/25885-pmtud-ipfrag.html#t16
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/25885-pmtud-ipfrag.html#t16
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/25885-pmtud-ipfrag.html#t16
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/25885-pmtud-ipfrag.html#t16
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/25885-pmtud-ipfrag.html#t16
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/25885-pmtud-ipfrag.html#t16
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/25885-pmtud-ipfrag.html#t16
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/25885-pmtud-ipfrag.html#t16
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/25885-pmtud-ipfrag.html#t16
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/25885-pmtud-ipfrag.html#t16

» Dynamic Multipoint VPN (DMVPN)

o audl guab | PSec/asmsdsdia IKE

o I 1ddne adeiedie aty Cisco


https://www.cisco.com/c/en/us/products/collateral/security/dynamic-multipoint-vpn-dmvpn/data_sheet_c78-468520.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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