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PIX/ASA J 7.1 9 7.0 ;683

7.1 9 PIXIASA 7.0 J IM 9 P2P olly 39,0 8,5 s Lla>

Ci scoASA#show run
Saved :

(ASA Version 7.1(1

!

host nane Ci scOASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

nanes
|

Output Suppressed http-map inbound http ---!
content-length min 100 max 2000 action reset log
content-type-verification match-reqg-rsp action reset
log

max-header-length request 100 action reset log
max-uri-length 100 action reset log

port-misuse p2p action drop

port-misuse im action drop

port-misuse default action allow

The http-map "inbound_http" inspects the http ---!
traffic !--- as per various parameters such as content
length, header length, !--- url-length as well as
matches the P2P & IM traffic and drops them. ! !---
Output Suppressed ! class-map inspection_default match
default-inspection-traffic class-map http-port




match port tcp eq www

The class map "http-port" matches !--- the http ---!
traffic which uses the port 80. ! ! policy-nmap
gl obal _policy class inspection_default inspect dns
maxi mum | ength 512 inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp
i nspect skinny inspect esntp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdntp policy-map
inbound_policy

class http-port

inspect http inbound http

The policy map "inbound policy" matches !--- the ---!
http traffic using the class map "http-port" !--- and
drops the IM traffic as per http map !--- "inbound http"
inspection. ! service-policy global_policy global
service-policy inbound_policy interface inside

Apply the policy map "inbound policy" !--- to the ---!
inside interface.

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end
#Ci sCOASA

Cisco Security olgl Jlaw (oS5 Js LS _SloYl Loxall 8 pSxll HTTP day S oS5 puud I @)
4y &iiall aaliall o lolzally http map oYl Js> <logleall (o 350 e Joaxll Appliance

&>Vl y0Sillg PIX/ASA 7.2

2oVl plaziw] elojly (N &2V Olylaodlg 2ol o 7.2 5o o http-map LoVl Jbd] o tdla>No
M )90 &S ,> =) policy-map type inspection im

PIXVASA 7.2 J IM 9 P2P s 19,0 &, oS o>
SVl oblausYly

Ci scoASA#show running-config
Saved :

(ASA Version 8.0(2

!

host nane pi xfirewal |

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names

Output Suppressed cl ass-nmap inspection_default ---!
mat ch defaul t-inspection-traffic class-map imblock
match any

The class map "imblock" matches !--- all kinds of ---!
traffic. class-map P2P
match port tcp eqgq www

The class map "P2P" matches !--- http traffic. ! ---1!
policy-map type inspect dns preset_dns_map paraneters
nessage-| ength maxi mum 512 policy-map type inspect im
impolicy
parameters
match protocol msn-im yahoo-im
drop-connection
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The policy map "impolicy" drops the IM !--- traffic ---!
such as msn-im and yahoo-im . policy-map type inspect
http P2P_HTTP
parameters
match request uri regex _default_gator
drop-connection log
match request uri regex _default_x-kazaa-network
drop-connection log

The policy map "P2P_HTTP" drops the P2P !--- —--- !
traffic that matches the some built-in reqg exp's.

policy-map IM_P2P
class imblock

inspect im impolicy
class P2P

inspect http P2P_HTTP

The policy map "IM_P2P" drops the !--- IM traffic ---!
matched by the class map "imblock" as well as P2P
traffic matched by class map "P2P". policy-nmap

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global service-policy IM P2P
interface inside

Apply the policy map "IM_P2P" !--- to the inside ---!
interface. pronpt hostnanme context

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end
#Ci sCOASA

"regex _default_GoToMyPC-tunnel "nmachi nekey

"regex _default_GoToMyPC-tunnel _2 "[/\\]erc[/\\] Pol
"regex _default_yahoo-nmessenger "YMSG

regex _default_httport-tunnel "photo[.]exectech[-
"lval[.]com

"regex _default_gnu-http-tunnel _uri "[/\\]index[.]htm
"regex _default_firethru-tunnel_1 "firethru[.]com
"regex _default_gator "Gator

regex _default_firethru-tunnel _2 "[/\\]cgi]-
"1bi n[/\\] proxy
"regex _default_shoutcast-tunneling-protocol "1
"regex _default_http-tunnel "[/\\]HT_PortLog. aspx
regex _defaul t_x-kazaa-network "[xX] -
"[[kKI[aAl[zZ][aA] [aA] - [nN] [eE] [t T] [WA [oQ [r R [ kK
regex _defaul t _nsn-messenger

"[Aa] [Pp] [Pp] [LIT[1i][Ce][Aa] [Tt][1i][Oo] [Nn] [/AN][Xx][-
[-101 M [Ss][Nn

"[M[Ee][Ss][Ss][Ee] [Nn][Gg] [Ee] [Rr]

regex _defaul t _ai m messenger

CLHA T[T [Pl [ 1[PPI [R ][Ol [Xx][Yy][.1[1i][Ce][Qull
"[-10Cc][Co] [Mm
"regex _default_gnu-http-tunnel_arg "crap

regex _default_icy-nmetadata "[il][cC[yY]-
"[[mM[eE][tT][aA] [dD] [aA] [t T] [aA

"regex _default_wi ndows-nedi a- pl ayer-tunnel "NSPl ayer
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Ci scoASA#show running-config
Saved :

(ASA Version 8.0(2
!
host nane pi xfirewal |
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!
interface EthernetO
nanei f inside
security-level 100
ip address 10.1.1.1 255.255.255.0




interface Ethernetl
nanei f outside
security-level O

ip address 192.168.1.1 255.255.255.0
!

Output Suppressed passwd 2KFQnbNI dl . 2KYOU encrypted ---!
ftp nbode passive access-list 101 extended deny ip host
10.1.1.5 any

access-list 101 extended deny ip host 10.1.1.10 any
access-list 101 extended permit ip any any

The ACL statement 101 is meant for deny the IP !--- —--- !
traffic from the hosts 10.1.1.5 and 10.1.1.10 !---
whereas it allows the rest of the hosts. pager lines 24
ntu inside 1500 ntu outside 1500 no failover icnp
unreachable rate-linmt 1 burst-size 1 no asdm history
enabl e arp tineout 14400 tineout xlate 3:00:00 tineout
conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp

0: 00: 02 timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00
ngcp 0: 05: 00 ngcp-pat tineout sip 0:30:00 sip_nedia
0:02: 00 sip-invite 0:03:00 sip-disconnect tinmeout uauth
0: 05: 00 absol ute dynami c-access-policy-record

Df I t AccessPolicy no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp authentication

i nkup I'i nkdown col dstart no crypto i saknp nat-traversa
telnet tineout 5 ssh tineout 5 console timeout O threat-
detection basic-threat threat-detection statistics
access-list ! class-map type inspect im match-all im-
traffic

match protocol msn-im yahoo-im

The class map "im-traffic" matches all the IM ---!
traffic !--- such as msn-im and yahoo-im. class-map
im_ inspection

match access-list 101

The class map "im inspection" matches the access ---!
list !--- number 101. class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect
dns preset _dns_map paraneters nessage-| ength naxi num 512
policy-map gl obal _policy class inspection_default
i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp inspect skinny inspect esmtp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdntp policy-map
type inspect im im-policy

parameters

class im-traffic

drop-connection log

The policy map "im-policy" drops and logs the !--- —--- !
IM traffic such as msn-im and yahoo-im. policy-map impol
class im_inspection

inspect im im-policy

The policy map "impol" inspects the IM traffic !--- --- !
as per traffic matched by the class map "im_inspection”.
!--- So, it allows the IM traffic from the host 10.1.1.5
!--- and 10.1.1.10 whereas it blocks from rest. !
service-policy global _policy global service-policy impol
interface inside




Apply the policy map "impol" to the inside !--- --- !
interface. pronpt hostnane context
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end

2o JSuin ousSil Jac S pud)l 13D paziwl

w22 (OIT) L3Vl a2 i 8151 pazkial .Show ol9l Lasy (laad calxualleMasll) zL3Y| a2 io 6131 ac
. Show oVl 2,50 Julxs

QeSS pi Wl HTTP lasl,> o2, —show running-config http-map -
Ci SCOASA#show running-config http-map http-policy
!
http-map http-policy
content-length min 100 nax 2000 action reset |og
content-type-verification match-req-rsp reset |og
max- header -1 ength request bytes 100 action | og reset

max-uri-length 100 action reset |og
!

do, ;3 5655 Il ALYl dawludl dlay 3 ©lugSs g o2 —show running-config policy-map
29V duw bl |

Ci scoASAf#fshow running-config policy-map
!

policy-map type inspect dns preset_dns_nap
par aneters
nmessage- | ength maxi mum 512
policy-map type inspect iminpolicy
par aneters
mat ch protocol msn-imyahoo-im
dr op- connecti on
policy-map i mdrop
cl ass inbl ock
i nspect iminmpolicy
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdntp

LD auo90 98 oS Lol 13d 8 o)Ll placiuw] Loyl diSa,

| show running-config [all] policy-map [policy map_name
[[type inspect [protocol

Ci scoASAffshow running-config policy-map type inspect im
|

policy-map type inspect iminpolicy
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par aneters
mat ch protocol msn-imyahoo-im

dr op- connecti on
1

aaall day 3 eSS Jo> wlegleall o 32, —show running-config class-map -
C sCOASA#show running-config class-map
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
cl ass-map i nbl ock
mat ch any

W heiv o)l doaxdl o ©lusSs gio> Lo,=—show running-config service-policy
Ci scoASA#tshow running-config service-policy

servi ce-policy global _policy gl oba

service-policy imdrop interface outside

bVl 5l e lheis pi il Jowogll dasld eSs o 20 —show running-config access-list
Ci scoASA#fshow running-config access-list

access-list 101 extended deny ip host 10.1.1.5 any

access-list 101 extended deny ip host 10.1.1.10 any

access-list 101 extended permt ip any any

.

Le>Molg ez BLiSiwl

LMool (oSl clias] BlisSiwY lgolasinwl liSay ologleo pumill 13D 9,

.debug slgl plaziw! Jd zuxuaill wlol Jo> dogo wlogleo JI gl rdla>No

M 59,50 45, ellasVl auxai Jilw, o2, —debug im -
LeioSS o il doadl wlwluw o2, —Show service-policy -

Ci scoASA#show service-policy interface outside

:Interface outside
Servi ce-policy: indrop
Cl ass-map: inbl ock
Inspect: iminpolicy, packet 0, drop O, reset-drop O

Jowogll dailey av | whlasll o 2, —show access-list

Cl SCOASA#show access-list

(access-1ist cached ACL log flows: total O, denied O (deny-flow nmax 4096
alert-interval 300

access-list 101; 3 elenents

access-list 101 line 1 extended deny ip host 10.1.1.5 any (hitcnt=0) Ox7ef4dfbc

access-list 101 line 2 extended deny ip host 10.1.1.10 any (hitcnt=0) 0x32a50197

access-list 101 line 3 extended permt ip any any (hitcnt=0) 0x28676dfa

.

do ol ol
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