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ciscoasa(config)# access-list WEB-LIMIT permit ip host 192.168.10.1 any
ciscoasa(config)# class-map Class-Policy

ciscoasa(config-cmap)# match access-list WEB-LIMIT

ciscoasa (config-cmap) #fexit

ciscoasa(config)# policy-map POLICY-WEB

ciscoasa(config-pmap)# class Class-Policy

-ciscoasa(config-pmap-c)# police output 1000000 conform-action transmit exceed
action drop

ciscoasa(config-pmap-c)#exit

ciscoasa(config-pmap) #fexit

ciscoasa(config)# service-policy POLICY-WEB interface outside
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ciscoasa(config-pmap) #policy-map gos_outside_policy
ciscoasa(config-pmap)# class class-default

ciscoasa (config-pmap-c)# shape average 2000000
ciscoasa (config-pmap-c) #exit

ciscoasa (config-pmap) #exit

ciscoasa (config-pmap-c)# service-policy gos_outside_policy interface outside
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ciscoasa(config) #priority-queue outsideciscoasa(config-priority-queue) #queue-limit
2048ciscoasa(config-priority-queue) #tx-ring-limit 256

:DSCP EF g.llos &

ciscoasa(config)# class-map Voice
ciscoasa(config-cmap)# match dscp ef
ciscoasa(config-cmap)# exit

:TCP/22 SSH iaiall 49,0 &S,> aa,lanl s

ciscoasa(config)# class-map SSH
ciscoasa(config-cmap)# match port tcp eqg 22
ciscoasa(config-cmap)# exit

:SSH 9 wguall je clill 19,0 45,> Slelol iy Gulad dwluw dlay,>

ciscoasa(config)# policy-map pl_priority
ciscoasa(config-pmap)# class Voice
ciscoasa(config-pmap-c)# priority
ciscoasa(config-pmap-c)# class SSH
ciscoasa(config-pmap-c)# priority
ciscoasa(config-pmap-c)# exit
ciscoasa(config-pmap)# exit

“JSJSW ol SSH9 o_g..aJI_,g_,p as ,> L9[_9_)!_9 J9JAJ| s> Quo> -.:Lc LS| il 2 ilay )5

ciscoasa(config)# policy-map pl_shape
ciscoasa(config-pmap)# class class-default
ciscoasa(config-pmap-c)# shape average 2000000



ciscoasa(config-pmap-c)# service-policy pl_priority
ciscoasa(config-pmap-c)# exit
ciscoasa(config-pmap)# exit
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ciscoasa(config)# service-policy pl_shape interface outside
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class-map tgroup_out
match tunnel-group ipsec-tun
match flow ip destination-address
policy-map gos
class tgroup_out

police output 1000000
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police input 10000000
ERROR: Input policing cannot be done on a flow destination basis

oo clasVl xouai U ,20) Match tunnel-group pasius boaic cdgll 13D (8 Jo=, JBoYI pais ol 92y Y
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class-map tgroup_in
match tunnel-group ipsec-tun
policy-map gos
class tgroup_in
police input 1000000

plins il (Bullaall IP dg9 olsie le soix Y @id s e L3Vl pdais clsl> 1]

police output 10000000
ERROR: tunnel-group can only be policed on a flow basis
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ciscoasa(config)# tunnel-group al type webvpn
ciscoasa(config)# tunnel-group al webvpn-attributes
ciscoasa(config-tunnel-webvpn)# class-map cl
ciscoasa(config-cmap)# match tunnel-group al
ciscoasa(config-cmap)# match flow ip destination-address
ciscoasa(config-cmap)# policy-map pl
ciscoasa(config-pmap)# class cl
ciscoasa(config-pmap-c)# police output 100000
IERROR: tunnel with WEBVPN attributes doesn't support police

ciscoasa(config-pmap-c)# no tunnel-group al webvpn-attributes
ciscoasa(config)# policy-map pl
ciscoasa(config-pmap)# class cl
# police output 100000
ciscoasa (config-pmap-c

ciscoasa (config-pmap-c
#
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.Create a class map named Voice ---!

ciscoasa(config) #class-map Voice

Specifies the packet that matches criteria that ---!
."identifies voice packets that have a DSCP value of "ef ---!

ciscoasa(config-cmap) #match dscp ef
.Create a class map named Data ---!
ciscoasa(config) #class-map Data

Specifies the packet that matches data traffic to be passed through ---!
.IPsec tunnel ---!

ciscoasa(config-cmap) #match tunnel-group 10.1.2.1
ciscoasa(config-cmap) #match flow ip destination-address

Create a policy to be applied to a set ---!
.of voice traffic ---!

ciscoasa(config-cmap) #policy-map Voicepolicy

Specify the class name created in order to apply ---!
.the action to it ---!

ciscoasa (config-pmap) #class Voice

.Strict scheduling priority for the class Voice ---!
ciscoasa (config-pmap-c) #priority

PIX(config-pmap-c)#class Data
.Apply policing to the data traffic ---!

ciscoasa(config-pmap-c) #police output 200000 37500

.Apply the policy defined to the outside interface ---!

ciscoasa(config-pmap-c) #service-policy Voicepolicy interface outside
ciscoasa(config) #priority-queue outside
ciscoasa(config-priority-queue) #queue-limit 2048
ciscoasa(config-priority-queue) #tx-ring-limit 256
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ciscoasaffshow running-config
Saved

(ASA Version 9.2 (1

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface GigabitEthernet0

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
!

interface GigabitEthernetl

nameif outside

security-level 0

ip address 10.1.4.1 255.255.255.0

i

passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

This crypto ACL-permit identifies the ---!
.matching traffic flows to be protected via encryption ---!

access-list 110 extended permit ip 10.1.1.0 255.255.255.0 172.16.1.0 255.255.255.0
access-1list 110 extended permit ip 10.1.5.0 255.255.255.0 10.1.6.0 255.255.255.0

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

icmp unreachable rate-limit 1 burst-size 1
no asdm history enable

arp timeout 14400

route outside 0.0.0.0 0.0.0.0 10.1.4.2 1

timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

.Configuration for IPsec policies ---!

crypto ipsec ikevl transform-set myset esp-3des esp-sha-hmac
crypto map mymap 10 match address 110

.Sets the IP address of the remote end ---!

crypto map mymap 10 set peer 10.1.2.1



Configures IPsec to use the transform-set ---!
.myset" defined earlier in this configuration" ---!

crypto map mymap 10 set ikevl transform-set myset
crypto map mymap interface outside

Configuration for IKE policies ---!
crypto ikevl policy 10

(Enables the IKE policy configuration (config-isakmp ---!
command mode, where you can specify the parameters that ---!
.are used during an IKE negotiation ---!

authentication pre-share
encryption 3des

hash sha

group 2

lifetime 86400

Use this command in order to create and manage the database of ---!
connection-specific records like group name ---!

as 10.1.2.1, IPsec type as L2L, and password as ---!

.pre-shared key for IPsec tunnels ---!

tunnel-group 10.1.2.1 type ipsec-121
tunnel-group 10.1.2.1 ipsec-attributes

Specifies the preshared key "ciscol23" which should ---!
.be identical at both peers ---!

* jkevl pre-shared-key

telnet timeout 5

ssh timeout 5

console timeout 0

priority-queue outside
queue-limit 2048

tx-ring-limit 256

!

class-map Voice

match dscp ef

class-map Data

match tunnel-group 10.1.2.1
match flow ip destination-address
class-map inspection_default
match default-inspection-traffic

|

!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp



inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

policy-map Voicepolicy

class Voice

priority

class Data

police output 200000 37500

|

service-policy global_policy global

service-policy Voicepolicy interface outside

prompt hostname context

Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e
end

(ACL) Jswos)l 5 pSll aasls _J| Ioliawl doxsl 639> (s

.Permits inbound H.323 calls ---!

ciscoasa(config) #access-1ist 100 extended permit tcp 172.16.1.0 255.255.255.0
10.1.1.0

eq h323 255.255.255.0

.Permits inbound Session Internet Protocol (SIP) calls ---!

ciscoasa(config) #access-1ist 100 extended permit tcp 172.16.1.0 255.255.255.0
10.1.1.0

eq sip 255.255.255.0

.Permits inbound Skinny Call Control Protocol (SCCP) calls ---!
ciscoasa(config) #access-1ist 100 extended permit tcp 172.16.1.0 255.255.255.0
10.1.1.0

eq 2000 255.255.255.0

.Permits outbound H.323 calls ---!

ciscoasa(config) #access-1ist 105 extended permit tcp 10.1.1.0 255.255.255.0
172.16.1.0

eq h323 255.255.255.0

.Permits outbound SIP calls ---!

ciscoasa(config) #access-1ist 105 extended permit tcp 10.1.1.0 255.255.255.0
172.16.1.0

eq sip 255.255.255.0

.Permits outbound SCCP calls ---!

ciscoasa(config) #access-1ist 105 extended permit tcp 10.1.1.0 255.255.255.0
172.16.1.0

eq 2000 255.255.255.0

.Apply the ACL 100 for the inbound traffic of the outside interface ---!

ciscoasa(config) #access-group 100 in interface outside



.Create a class map named Voice-IN ---!
ciscoasa(config) #class-map Voice-IN

Specifies the packet matching criteria which ---!
.matches the traffic flow as per ACL 100 ---!

ciscoasa(config-cmap) #match access-1list 100

.Create a class map named Voice-OUT ---!
ciscoasa(config-cmap) #class-map Voice-0OUT

Specifies the packet matching criteria which ---!
.matches the traffic flow as per ACL 105 ---!

ciscoasa(config-cmap) #match access-1list 105

Create a policy to be applied to a set ---!
.of Voice traffic ---!

ciscoasa(config-cmap) #policy-map Voicepolicy

Specify the class name created in order to apply ---!
.the action to it ---!

ciscoasa(config-pmap) #class Voice-IN
ciscoasa (config-pmap) #class Voice-OUT

.Strict scheduling priority for the class Voice ---!

ciscoasa(config-pmap-c) #priority
ciscoasa (config-pmap-c) #end
ciscoasaffconfigure terminal
ciscoasa(config) #priority-queue outside

.Apply the policy defined to the outside interface ---!

ciscoasa(config) #service-policy Voicepolicy interface outside
ciscoasa(config) #end

VPN (1655 g0 (ACL) Jswosll _$ pSall dasls J] bliwl doxsdl 639>

ciscoasaffshow running-config
Saved

(ASA Version 9.2(1

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface GigabitEthernet0

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

i



interface GigabitEthernetl

nameif outside

security-level 0

ip address 10.1.4.1 255.255.255.0
!

interface GigabitEthernet2

nameif DMZ1

security-level 95

ip address 10.1.5.1 255.255.255.0
!

passwd 2KFQnbNIJI.2KYOU encrypted
ftp mode passive

This crypto ACL-permit identifies the ---!
.matching traffic flows to be protected via encryption ---!

access-1list 110 extended permit ip 10.1.1.0 255.255.255.0 172.16.1.0 255.255.255.0
access-1list 110 extended permit ip 10.1.5.0 255.255.255.0 10.1.6.0 255.255.255.0

.Permits inbound H.323, SIP and SCCP calls ---!

access-list 100 extended permit tcp 172.16.1.0 255.255.255.0 10.1.1.0
eq h323 255.255.255.0

access-list 100 extended permit tcp 172.16.1.0 255.255.255.0 10.1.1.0
eq sip 255.255.255.0

access-list 100 extended permit tcp 172.16.1.0 255.255.255.0 10.1.1.0
eq 2000 255.255.255.0

.Permit outbound H.323, SIP and SCCP calls ---!

access-list 105 extended permit tcp 10.1.1.0 255.255.255.0 172.16.1.0
eq h323 255.255.255.0

access-list 105 extended permit tcp 10.1.1.0 255.255.255.0 172.16.1.0
eqg sip 255.255.255.0

access-list 105 extended permit tcp 10.1.1.0 255.255.255.0 172.16.1.0
eq 2000 255.255.255.0

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

icmp unreachable rate-limit 1 burst-size 1

no asdm history enable

arp timeout 14400

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 10.1.4.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgecp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

crypto ipsec ikevl transform-set myset esp-3des esp-sha-hmac

crypto map mymap 10 match address 110

crypto map mymap 10 set peer 10.1.2.1

crypto map mymap 10 set ikevl transform-set myset

crypto map mymap interface outside

crypto ikevl policy 10



authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400

tunnel-group 10.1.2.1 type ipsec-121
tunnel-group 10.1.2.1 ipsec-attributes
* jkevl pre-shared-key

telnet timeout 5

ssh timeout 5

console timeout 0
priority-queue outside

!

class-map Voice-0UT

match access-1list 105
class-map Voice-IN

match access-1list 100

!

class-map inspection_default
match default-inspection-traffic
|

!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

.Inspection enabled for H.323, H.225 and H.323 RAS protocols ---!

inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp

.Inspection enabled for Skinny protocol ---!

inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc

inspect tftp

.Inspection enabled for SIP ---!

inspect sip

inspect xdmcp

policy-map Voicepolicy

class Voice-IN

class Voice-0OUT

priority

!

service-policy global_policy global

service-policy Voicepolicy interface outside

prompt hostname context

Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e
end
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:police

ciscoasa(config)# show ser

ciscoasa(config)# show service-policy police
:Interface outside

Service-policy: POLICY-WEB

Class-map: Class-Policy

:Output police Interface outside

cir 1000000 bps, bc 31250 bytes

conformed 0 packets, 0 bytes; actions: transmit
exceeded 0 packets, 0 bytes; actions: drop
conformed 0 bps, exceed 0 bps

a2 dwluw dygl9l ,lgb)

aalSJI g0 show service-policy LoVl ozl « priority LoVl dais il doasdl olwluw olilas| jo,=)
: priority duwlwVl

ciscoasa# show service-policy priority

:Global policy

Service-policy: gos_outside_policy

:Interface outside

Service-policy: gos_class_policy

Class-map: voice-traffic

:Priority

Interface outside: aggregate drop 0, aggregate transmit 9383

G033l 3¢ S gl

ciscoasa(config)# show service-policy shape
:Interface outside

Service-policy: gos_outside_policy

Class-map: class-default

shape (average) cir 2000000, bc 16000, be 16000
Queueing

queue limit 64 packets

queue depth/total drops/no-buffer drops) 0/0/0)
pkts output/bytes output) 0/0)

a9Vl ol HlUasYl dosld olila>] gl

&9 9 show priority-queue statistics SJAII ozl dgzlo) d8)9Vl ol HlanYl ald wlilas| o el
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20Vl 21319 25 blouwnall dg>loll show priority-queue statistics JoV1 plasiw] Jlall

ciscoasa# show priority-queue statistics outside
Priority-Queue Statistics interface outside

Queue Type = BE

(@]

Packets Dropped
Packets Transmit
Packets Enqueued
Current Q Length

Max Q Length

o O O O

Queue Type =

=
[y
0

Packets Dropped
Packets Transmit
Packets Enqueued
Current Q Length

Max Q Length
#ciscoasa
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