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(NY (HQ qlo> Sla= (a9

ASA- NY- HQ¥show running-config
Saved :

(ASA Version 7.2(2

|
host nane ASA- NY- HQ
donai n- nane cor p2. com
enabl e password WnXYvt Krnj XqGoul encrypted
nanes

|
interface Ethernet0/0

narei f outsi de

security-level O

i p address 192.168.11.2 255.255.255.0
|
interface Ethernet0/1

nanei f inside

security-level 100

ip address 172.16. 1.2 255.255.255.0
|
interface Ethernet0/2

nameif Cisco

security-level 70

ip address 172.16.40.2 255.255.255.0
|
interface Ethernet0/3

shut down

no nanei f

no security-|evel

no i p address

|
i nterface Managenent 0/ 0

shut down

no nanei f

no security-|evel

no i p address

|
passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS

domai n- name cor p2. com
access-1list inside_natO_outbound extended permt ip
172.16.1.0

255. 255. 255. 0 10.10. 10. 0 255. 255. 255.0

You must be sure that you configure the !--- --- !
opposite of these access control lists !--- on the other
end of the VPN tunnel. access-list inside_nat0_outbound
extended permit ip 172.16.40.0

255.255.255.0 10.10.10.0 255.255.255.0

access-1ist outside_20 cryptomap extended permt ip
172.16.1.0
255. 255. 255. 0 10.10. 10. 0 255. 255. 255.0

You must be sure that you configure the !--- --- !
opposite of these access control lists !--- on the other
end of the VPN tunnel. access-list outside_20_cryptomap
extended permit ip 172.16.40.0

255.255.255.0 10.10.10.0 255.255.255.0




Output is suppressed. nhat-control global (outside) ---!
1 interface nat (inside) 0 access-list

i nsi de_nat 0_out bound nat (inside) 1 172.16.1.0

255. 255. 255. 0 !--- The new network is also required to
have access to the Internet. !--- So enter an entry into
the NAT statement for this new network. nat (inside) 1
172.16.40.0 255.255.255.0

route outside 0.0.0.0 0.0.0.0 192.168.11.100 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication |inkup
| i nkdown col dstart
crypto i psec transform set ESP-3DES- SHA esp-3des esp-
sha- hnac
crypto map outside_map 20 match address
out si de_20_crypt omap
crypto map outside_nmap 20 set peer 192.168.10.10
crypto map outside_map 20 set transform set ESP-3DES- SHA
crypto map outside_nmap interface outside
crypto isaknp enabl e outside
crypto i saknp policy 10
aut henti cation pre-share
encryption 3des
hash sha
group 2
lifetinme 86400
crypto i saknp nat-traversal 20
tunnel - group 192.168. 10. 10 type ipsec-12
tunnel - group 192.168.10. 10 i psec-attri butes
* pre-shared-key
#Ooutput is suppressed. . end ASA-NY-HQ ---!

IPSec g5 o aSuidl Al

oo 241172.16.40.0 aSeidl &3] ,LicVl S gio id.IPSeC 585 (oS5 (o aSuidl A3Y lglazll 03d pasiwl
(NY (HQ ool 5lg> cu08

A daleiall GLYI LLbl pue e Loyl Jaz, silly IPSec Jlasl A3l ad «saill oo aSaidl dljl )b
2 d> 0l

ASA-NY-HQ# clear crypto ipsec sa

JWlexill e JoVl dl> o)l dhall ols eVl olaylJl _ay

ASA-NY-HQ# clear crypto isakmp sa

IPSec $laY ploidW 6 siall 49,0)l 4,3 a2l (ACL) Jgwog)l (b aSxxidl dosld dl;l ad .2

ASA-NY-HQ(config)# no access-list outside_20_cryptomap extended permit ip 172.16.40.0
255.255.255.0 10.10.10.0 255.255.255.0



3 nat ¢ 59,0l aS,> cliwY |l ((inside_nat0_outbound) Jguwogll (9 pSxill aasld dljL o9

ASA-NY-HQ(config)# no access-list inside_nat0_outbound extended permit ip 172.16.40.0
255.255.255.0 10.10.10.0 255.255.255.0

4 2090 98 oS NAT do> 5 gauo

ASA-NY-HQ# clear xlate

5 dgzloll U (ueSs Gaxl 33V Lgaubas 65lely 038 uaiiill solgl AL p8 «gaill (oS Jiasis clolid aic
dy>, I

ASA-NY-HQ(config)# crypto map outside_map interface outside
ASA-NY-HQ(config)# crypto isakmp enable outside

Mwrite memory" _iuMall 6,515 (9 louiwll 053l laa> .6
lygSAl Y TN olol le> - L3Vl Gl ela Yl Guss gl .7
Jladl oo a9 IPSec o J3o1 .8

2o JSuiy oueSil Jac 4Tl puusl] 138 paciuwl

w22 (OIT) L3Vl a2 i 8151 paskiawl .ShOW Lolol Lasy (Jaad ulxualleNasl)) 21,31 p> is 6131 ac
. Show oVl 2530 Juxs

b JuaVl s -
172.16.40.20

Type escape sequence to abort,
sending 5, 100-byte ICMP Echosto 172.16.40.20, timeout 15 2 seconds:

success rate 18 80 percent (4/5), round-trip minfavg/maz = 1/1/1 ms

show crypto isakmp -
sa

Active 5401
Eelkey 5A: 0 (A tunnel will report 1 Active and 1 Eekey SA during relcey)
Total [EE 5S4 1

1 IKE Peer: 192.165.10.10

Type L2L Eole initiator
Eekey ne wtate o W ACTIVE

show crypto ipsec -
sa
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fircerface: ourside
Crypto map tag: outside_map, seq num: 20, local addr: 182,.1468.11.1

access-11st outside_20_cryptomap permit ip 172.16.1.0 255%.255.255.0 172.16.40.0 235.255.255.0
Tocal Adent {aﬂdeMaskfprutfunrtj (172.14,1.0/255.255. 255, 0,000

remote 1dert mask!prutfpnrt} (172,16, 40, 0/255. 255,255, 0°0,/0)

current_pear: 192,148

#kTs BRcaps: 4 #pqrq ENCrypts &, dpkts digest: 4

#pkts decaps: E<L5 decrypt 4, #pkts verify: 4

*pkts cnwprezﬁed #okts cecnmpressed o

#pkts not compressed: 4, #pkts comp Failed: 0, #pkts decomp failed: o
#pre-frag successes: 0, #prE—Fragﬂ ailures: 0, #fragments created: O
#PMTUS SenT: O, #PMTUS rovd: @, ecapsulated frgs needing reassembly: ©
#=end errors: 9, #recw errors: 0

local crypto endpt.: 192.168.11.2, remote cryprto endpr.: 192 168.10.10

path mtu 15¢0, ipsec overhead 58, media mtu 1500
current outbound spi: 4C0547DE

Inoound esp 5as;
spis OROEBAC13E (24667 7ELGD
transform: eszp-3des esp-sha-hmac none
in uze settings ={LIL, Tunnsl,
slot: 0, conn_id: 2, crypto-map: outside_map
sa timing: remaining key Tifetime (kBfsec): (4274900/25474)
Iv size: B lytes
replay detection support: %
outbound esp sas:
spic Ox4C0S47DE (12754144047
transtorm: eszp-3des esp-zha-hmac none
in uze settings ={LIL, Tunnsl, }
slot: 0, conn_id: 2, crypto-map: outside_ma
sa Timing: remaining key Mfetime (kEfsec): (4274309/25474)
IV =1z@: B =13
replay detection support: ¥

CrypTo map Tag: outslde_map, seq onum: 20, Tocal adde: 192.168.11.1

access-1ist outside_20_cryptomap permit 9p 172.16.1.0 255.255.255.0 10.10.10.¢ 255.255.255.0
local Adent Caddr/mask protsport): (172.16.1.0/255.255.255.0,0 ?f;j

remote ident Cadde/mask protsporti: (10.10.10.0/255. 255, 255.0 [u ]

CUFFent _pesar: 192,168,10,10

#pkts encaps: 14, #okts encrypt: 14, #pkts d Est 14

#pkts decaps: 9, #pkts decrypt: 9, #ﬂkti ver =

#pkTs compress ed: 0, #pk1Ts decompressed: o

#pkts not cnmpressej 14, #pkts comp failed: O, #pkts decomp ftailed: O
#pre-frag successes: 0, #prE—FrEg Tailures: O, #Ffragments createc: O
#FTUs sent: O, #FMTUs rovd: O, ddecapsulated frgs needing reassembly: O
#send errors: O, #recy errors: o

lozal crypto endpt. @ 192,168.11.2, remote crypto encpt.: 192 168.10.10

path mTu 1500, Ypsec overhead 58, medla mTu 1500
current outhound spi: SCCAdDERS

inbound esp sas:
spl: OxF4BZEGAD (41021948610
rransform: esp-3des esp=sha=hmac rone
in use settings ={LIL, Tunnel, }
slot: 0, comn_id: 2, crypto-map: outside_map
sa timing: remaining key 1Tifetime (kB sec’): (42749009,/28271)
Iv size: B kbytes
replay detaction support: ¥
outhound esp =sas:
spit OxSCCADESY (15564058970
transform: esp-3des esp-sha- hmar Mane
in use settings ={L2L, Tunnel,
slot: 0, comn_id: 2, crypto- mag out=side_map
sa timing: remaiﬂ1ng key Tifetime (kB sec): (4274908282710
iv size: B bytes
replay detection supports v
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