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The figure shows the data from host to 172.16.10.1 i blocked since the "Intra-interface” keyword of the
“same-security-traffic permit” configuration mode command is disabled.

172.16.10.0/24

ASA 5510
with AlP-
&5M

IP address 172 22 1.6
Default Gateway 172.22.1.160
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Ty SUIASA (685 J9axdl 13d ziog

ASA

ci scoasa##show running-config
Saved :

(ASA Version 7.2(1

1

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

nanes

!

The IP addressing assigned to interfaces. interface ---!
Et hernet 0/ 0 naneif inside security-level 100 ip address
10.1.1.2 255.255.255.0 ! interface Ethernet0/1 naneif
out side security-level O ip address 172.22.1.160
255.255.255.0 ! interface Ethernet0/2 shutdown no naneif
no security-level no ip address ! interface
Managenent 0/ 0 shutdown no naneif no security-level no ip
address ! passwd 2KFQhbNI dI . 2KYQU encrypted ftp node
passive !--- Notice that there are no access-lists.
pager |ines 24 |ogging enabl e | oggi ng buffered debuggi ng
ntu inside 1500 ntu outside 1500 no asdm history enabl e
arp tineout 14400 !--- There are no network address
translation (NAT) rules. !--- The static routes are
added for test purposes. route inside 10.2.2.0
255.255.255.0 10.1.1.100 1 route outside 172.16.10.0
255.255.255.0 172.22.1.29 1 tinmeout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icmp 0:00:02 timeout sunrpc 0:10:00 h323 0: 05: 00 h225

1: 00: 00 nmgcp 0: 05: 00 ngcp-pat 0: 05: 00 timeout sip
0:30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 timeout uauth 0:05:00 absolute no
snnp-server |ocation no snnp-server contact snnp-server
enabl e traps snnp aut hentication |inkup |inkdown
coldstart telnet tineout 5 ssh tineout 5 console tineout
0! class-map inspection_default match default-

i nspection-traffic ! ! policy-map type inspect dns
preset _dns_map paraneters message-| ength maxi mum 512
policy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmtp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy gl obal _policy gl obal pronpt hostnanme context

: Crypt ochecksum

Le>Nolg cliasVl BLiSiwl

Lo packet-tracer ol>,%09 (dball ol syslog Jilw,9 «ueSil ol@g,luw o uaell pludYl 018 zuogs
dgxlodl 21 oYLV sleiy

a1l dgzloll o Ylas] uSns pis o)

172.22.1.6 Cagiaall Juwy .172.16.10.1 caianll, JLasVl i3] 172.22.1.6 capiaall Jolx, ASA 0S5 9
ASA poi, ASA _lc a3l oYLVl oS i o) (ASA) duol 391 lsdl I ICMP a0 b do s>
alSinall s,mi0 ol ASA JI cdasiuwl .JlasVl L] Jisd 1,V b doj> blawl,



:packet-tracer 9 allw, syslog (0 gl Jlo 13D Sau

980l ¢jall JI e o5 3l syslog dllw,) (@ 01 -
ci scoasa(confi g) #show logging
Output is suppressed. YASA-3-106014: Deny inbound icnp src outside:172.22.1.6 dst ---!

(outside:172.16.10.1 (type 8, code O

elsl packet-tracer J! [3® -
ci scoasa(confi g) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed
Phase: 1
Type: FLOW LOOKUP
: Subt ype
Resul t: ALLOW
:Config
:Addi tional Information
Found no matching flow, creating a new fl ow

Phase: 2

Type: ROUTE- LOOKUP
Subt ype: input
Resul t: ALLOW

:Config

:Additional Information

in 172.16.10.0 255. 255. 255. 0 out si de
Phase: 3

Type: ACCESS- LI ST

: Subt ype

Result: DROP

:Config
Implicit Rule

Implicit rule refers to configuration rules not configured !--- by the user. By ---!
default, intra-interface communication 1is not permitted. !--- In this example, the user has
not enabled intra-interface communications !--- and therefore the traffic is implicitly
denied. Additional Information: Forward Fl ow based | ookup yields rule: in id=0x3bd8480,
priority=111, domai n=pernmit, deny=true hits=0, user_data=0x0, cs_id=0x0, flags=0x4000,
protocol =0 src ip=0.0.0.0, mask=0.0.0.0, port=0 dst ip=0.0.0.0, mask=0.0.0.0, port=0 Result:
input-interface: outside input-status: up input-line-status: up output-interface: outside
out put-status: up output-line-status: up Action: drop Drop-reason: (acl-drop) Flowis denied
by configured rule

aWl JSwVl 6 ASDM 8 CLI olsl ¢ 8150 o,e pis

1 sglazll
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g% Cisco ASDM Packet Tracer - 10.77.241.143 et 18] x|

Salect the packet bype and supply the packst parameters. Click Start ko krace the padkst.
Irkerface: Euulﬂde - I Packet Typa " TCP  UDP & ICHMP T IP

[ S e e e i S e
| Source IP Address: {10.1.1.3 Destination IP Address: [10.1.2.4 e
|

i Type: Il:l:hl:I j Code: I[I ID: |3 1y Cear

|
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% Cisco ASDM Packet Tracer - 10.77.241.143 B (5]

Salect the padket bvpe and supply the packet paramaters. Click Start ko brace the packet.
Irkerface: |oubside - I Packst Typa ¢ TCP  UDP & ICMP T IP

[ Start
Source IP Address: [10.1.1.3 Destination IP Address: [10.1.2.4
Type: il:l:hl:l ;J Code: |0 D |8 iy Cer
[ Show animation
Phas= | Aickion
[+ FLOW-LOCICLR '
[ ROUTE-LOOKE LR *
(5 ACCESSAIST 9
[=IRESLLT = The padket is dropped. [}
= Input Interface:  oukside Line £ Link &
Output Inberface:  oukside Line & Link £
Irfor {ackdrop) Flow is denied by configured rule

&} Closs | 7 Help I

I J9sumall glizy 9,0l &S,> lazy pgdy (iolidV ¢uoSil slac] ol JI Lwis. .. Packet-tracer zl,3|
I ASA 655 gl Xl 0ad (9 .dgzloll oYLV uSos Glawa) dbin )l oSl o (géxill
.(security-traffic permit intra-interface ,oV| uss) dg>loll als Il oYLVl ¢ uSas

Cci scoasa#show running-config
Output is suppressed. interface Ethernet5 shutdown no naneif no security-level noip ---!
address ! passwd 2KFQhbNI dl . 2KYQU encrypted ftp npode passi ve same-security-traffic permit intra-

interface

When intra-interface communications are enabled, the line !--- highlighted in bold font ---!
appears in the configuration. The configuration line !--- appears after the interface

. configuration and before !--- any access-list configurations. access-list... access-|ist

als Il oYLV - uSos i

95l I security-traffic permit intra-interface-awas oVl a9lo] o .o le>lo)l SVl uSos VI pi
doj> 172.22.1.6 Gawaoll Juw, .172.16.10.1 Canall, JLasVl HLis| dglxe 172.22.1.6 cawnnll . gLl
172.16.10.1 o dxxWl 59501 Jzawy 172.22.1.6 cavianll ((ASA) dwsl,idYl dlgdl JI ICMP sao Llb

-2k ICMP )90 &5,> juyaiy ASA pos,



The figure shows the data from host to 172.16.10.1 is allowed since the “intra-interface" keyword of the
"same-security-traffic permit™ configuration mode command is enabled.

172.16.10.0/24

IP address 172.22.16
Default Gateway 172 22.1.160

:Packet-tracer o> ,%09 ASA syslog dlu, @iVl 03 glas

rex980ll oiall I lehaws o5 il syslog Jilw, (@ 0i® -

Cci scoasa#show logging
Output is suppressed. Yl X-7-609001: Built |ocal-host outside:172.22.1.6 %l X-7-609001: ---!

Built |ocal -host outside:172.16.10.1 %I X-6-302020: Built |1 CMP connection for faddr

172.22. 1.6/ 64560 gaddr 172.16.10.1/0 | addr 172.16.10.1/0 %I X-6-302021: Teardown | CVP
connection for faddr 172.22.1.6/ 64560 gaddr 172.16.10.1/0 |addr 172.16.10.1/0 %I X- 7- 609002:
Teardown | ocal - host outside:172.22.1.6 duration 0:00:04 %I X-7-609002: Teardown | ocal - host

out side: 172.16.10. 1 duration 0:00: 04

ek packet-tracer JI 1i® -
ci scoasa(confi g) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1

Phase: 1

Type: FLOW LOOKUP

: Subt ype

Resul t: ALLOW

:Config

:Addi tional Information

Found no matching flow, creating a new fl ow

Phase: 2

Type: ROUTE- LOOKUP

Subt ype: i nput
Resul t: ALLOW

:Config

:Additional Information

in 172.16.10.0 255. 255. 255. 0 out si de

Phase: 3

Type: ACCESS- LI ST

: Subt ype
Resul t: ALLOW

:Config

Implicit Rule
:Additional Information

) Phase: 4



Type: | P-OPTI ONS

: Subt ype

Resul t: ALLOW

:Config

:Additional Information

Phase: 5

Type: | NSPECT

Subt ype: np-inspect
Resul t: ALLOW

:Config

:Additional Information

Phase: 6

Type: FLOW CREATI ON

: Subt ype

Resul t: ALLOW

:Config

:Addi tional Information

New flow created with id 23, packet dispatched to next nodul e

Phase: 7

Type: ROUTE- LOOKUP

Subt ype: out put and adj acency

Resul t: ALLOW

:Config

:Addi tional Information

found next-hop 172.22.1.29 using egress ifc outside
adj acency Active

next - hop mac address 0030.a377.f854 hits 0

*Resul t

i nput-interface: outside
i nput -status: up
input-line-status: up

out put-interface: outside
out put-status: up

out put-1ine-status: up
Action: allow

selazlaJll JuVl 6 ASDM L5 CLI ,elsl ¢ 3150 Lo ,c aiy
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#% Cisco ASDM Packet Tracer - 10.77.241.143 Ll |21 x|
Select the padket bype and supply the packet paramaters. Click Start to Erace the packet.
Irkerface: Euulﬂde 'I Packet Typa ¢ TCP " UDP & ICMP  IP
T T L A e e T e T
: [, Start
| Source IP Address: {10.1.1.3 Destination 1P Address: [10.1,2.4
|
| ; - E : %ﬂ:ﬂr
i Type: | echo ~| code: 0 ID: |3

[+ Show animation
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ICMP a0 b doj> 172.22.1.6 cawaall Juw , .172.16.10.1 caiaall JlasVl ,Lis| dglxo 172.22.1.6
AIP-SSM pgi5 .aaxal AIP-SSM JI LI bay, wlb echo JI ASA JI Juu . .(ASA) awol 91 dledl I
APS 555 JSJ o bibl doj> bolawl,

:Packet-tracer g 509 ASA syslog dluw, oVl 01® ,glns

cdall itall Jl lgloaas pi il syslog b, @ 03 -



ci scoasa(confi g) #show logging

Output is suppressed. YASA-4-420002: |PS requested to drop | CVWP packet from ---!
outside: 172.22.1.6/2048 to outside: 172.16.10.1/0 !--- ASA syslog message records the IPS
.request !--- to drop the ICMP traffic

elsl packet-tracer J! [i® -
ci scoasa#packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1

Phase: 1

Type: FLOW LOOKUP

: Subt ype

Resul t: ALLOW

:Config

:Additional Information

Found no matching flow, creating a new flow

Phase: 2

Type: ROUTE- LOOKUP

Subt ype: i nput
Resul t: ALLOW

:Config

:Additional Information

in 172.16.10.0 255, 255. 255. 0 out si de

Phase: 3

Type: ACCESS- LI ST

: Subt ype

Resul t: ALLOW

:Config

Inplicit Rule
:Additional Information

Phase: 4

Type: | P-OPTI ONS
: Subt ype

Resul t: ALLOW
:Config

:Additional Information

Phase: 5

Type: | NSPECT

Subt ype: np-inspect
Resul t: ALLOW

:Config

:Additional Information

Phase: 6
Type: 1DS

: Subt ype
Result: ALLOW

:Config
class-map traffic_for_ips match any policy-map global policy class traffic_for_ips ips
inline fail-open service-policy global policy global

The packet-tracer recognizes that traffic is to be sent to the AIP-SSM. !--- The ---!
packet-tracer does not have knowledge of how the !--- IPS software handles the traffic.
Additional Information: Phase: 7 Type: FLOW CREATI ON Subtype: Result: ALLOW Confi g:
Additional Information: New flow created with id 15, packet dispatched to next nodul e
Result: input-interface: outside input-status: up input-line-status: up output-interface
outsi de output-status: up output-line-status: up Action: allow

From the packet-tracer perspective the traffic is permitted. !--- The packet-tracer ---!
does not interact with the IPS configuration. !--- The packet-tracer indicates traffic is



.allowed even though the IPS !--- might prevent inspected traffic from passing
aic >Volg ellasVl Gliiwl wlgsl o Sao sae ST plasiuw] ul9sumall e wxy ail da>Vo pgall (0
290 eMb e>Volg cllasVl OLliSiwY Gualize HubY Soy S Jlall 13D qiogs . alSine & &y el
2ouw Y IPS 1055 oSJ9 59l a8, ASA (11955 b gauy oo dlols @8 (S5 bVl o JS9 daliso
ROIEV

ag>ly _Jc aalnoll Joogll ailgd9 dds 1l dgzloll - uSos o5

il Joogll anslBy agzloll J3 1> oYLasVl uSas go isuall 13D 9 LoV oSl 23905 punid] 13D pasiuy
ol Jgogll 4sild o d9:0iall . usSill J| bglaxll 03 dlio] ais .1,Lis] pi Ll dg2loll Lo Lgaulai s
2Vl dla> Hla> e e Say Lol Unpu Viai (985

ci scoasa(confi g) #access-1list outside_acl permit tcp any host 172.22.1.147 eq 80
ci scoasa(confi g) #access-group outside_acl in interface outside
Production firewalls also have NAT rules configured. !--- This lab tests intra-interface ---!

.communications. !--- NAT rules are not required

S0 b doj> 172.22.1.6 wwanll Jw,y .172.16.10.1 cavaall JLaiVl i | dglxo 172.22.1.6 auaall
L] Jiséy . Jeosll dasls acled JSI 51,V b do s> bolawl, ASA pgi; .(ASA) awol Y1 alsdl _JI ICMP
172.22.1.6 carnoll JLasVl

:Packet-tracer g 509 ASA syslog dlu, dioVl 03 gl

re8gall Ojall JI e o5 il syslog dllw,) (@ 0id -
ci scoasa(confi g) #show logging
Output is suppressed. YASA-4-106023: Deny icnp src outside:172.22.1.6 dst ---!
[outside:172.16.10.1 (type 8, code 0) by access-group "outside_acl" [0xc36b9c78, 0xO0

‘elsl packet-tracer J! [i® -
ci scoasa(confi g) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed

Phase: 1

Type: FLOW LOOKUP

: Subt ype

Resul t: ALLOW

:Config

:Addi tional Information

Found no matching flow, creating a new fl ow

Phase: 2

Type: ROUTE- LOOKUP
Subt ype: i nput

Resul t: ALLOW

:Config

:Additional Information

in 172.16.10.0 255. 255. 255. 0 out si de
Phase: 3

Type: ACCESS- LI ST

: Subt ype

Result: DROP

:Config
Implicit Rule

The implicit deny all at the end of an access-1list prevents !--- Intra-interface ---!
traffic from passing. Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x264f 010, priority=11, dommi n=permt, deny=true hits=0, user_data=0x5, cs_id=0x0,

fl ags=0x0, protocol =0 src ip=0.0.0.0, mask=0.0.0.0, port=0 dst ip=0.0.0.0, mask=0.0.0.0,
port=0 Result: input-interface: outside input-status: up input-line-status: up output-



interface: outside output-status: up output-line-status: up Action: drop Drop-reason: (acl-
drop) Flow is denied by configured rule

.packet-tracer ,o¥l Jo> ologleall (o 3 jo le Jouaxl packet-tracer g>1,

g bl whwss 23] 0l (ad) d)le i dgxloll e danall Joogll dnild cils 13] Lo dl> S rdla>Ve
Jadl Juw e o521

ci scoasa(confi g) #access-1list outside_acl permit tcp any host 172.22.1.147 eq 80

ci scoasa(confi g) #access-1list outside_acl deny ip any any

ci scoasa(confi g) #access-group outside_acl in interface outside

Ci scoasa#packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed

Output is suppressed. Phase: 3 Type: ACCESS-LIST Subtype: |og Result: DROP Config: access- ---!
group outside_acl in interface outside access-list outside_acl extended deny ip any any

:Addi tional Information
:Forward Fl ow based | ookup yields rule
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Show Commands Ignored by A50M on Device [FERETRTRnRe
; ice Manag

; E Following i
Pirg...
Traceroukte, .,

LI

File Management, .. _1
Upgrade Software from Local Computer...
Upgrade Software From Cisca,com.,.
............................................................................................................................... frFace
System Reload. .. 5
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@ Cisco ASDM Packet Tracer - 10.77.241.143 =151 %]

Salect the padet bvpe and supply the packst paramaters. Click Start ko trace the padket.
Irkerface: |oukside 'I Packet Typa ¢ TCP  UDP & ICHMP {7 IP

| Start

Source IP Address: [L0.1.1.3 Destination IP Address: [10.1.2.4
Type: ll:l:hn:l _*_J Code: IIII D: |3 iy Clear

[+ Show animation

@dose | Drep |

access-9 security-traffic allowed-interface enabled-aws; JAIJ 2o packet-tracer output oVl uSos pis
el Jad,) aueSs pi ol list outside_acl extended deny ip any

#% Cisco ASDM Packet Tracer - 10,77.241,143 B (5]

Salect the packet bype and supply the packst parameters. Click Start ko krace the padkst.
Irkerface: |outside = I Packet Typa  TCP  UDP & ICHMP (T IP

[ Start
Source IP Address: [10.1.1.3 Destination IP Address: [10.1.2.4
Type: il:l:hl:l ;J Code: lIII v |E| al:har
[+ Show animation
Phas= | Aickion
[+ FLOW-LOCICLR '
[ ROUTE-LOOK LR ¥
[#1 ACCESSLIST 9
[EIRESLLT = The padket is dropped. a9
= Input Interface:  oukside Line £ Link €
Output Inberface:  oukside Line Link 3
Irfor {ack-drop) Flow is denied by configured rule

i) Close 7 Help




ol o a2 loll Guis Je Jouwogll pilsd sulas pi9 dimo dgaly e dgllas dgalell J31s cYLasdl cols )
aosld LS o5l sl 13D 9 63)lg)l dkioY] plaziwly .ag>loll U5 59,0ll dS,% Jooo)l dasld aclgd puams
W sxdl e Jsaos!

ci scoasa(confi g) #access-1list outside_acl permit tcp any host 172.22.1.147 eq 80
ci scoasa(confi g) #access-1list outside_acl permit ip 172.22.1.0 255.255.255.0 172.16.10.0

255.255.255.0
represents a locally !--- connected network on the ASA. !--- 255.255.255.0 172.22.1.0 ---!
172.16.10.0 255.255.255.0 represents any network that !--- 172.22.1.0/24 needs to access.

ci scoasa(confi g) #access-list outside_acl deny ip any any
ci scoasa(confi g) #access-group outside_acl in interface outside
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»o¥lg security-traffic allowed-interface enabled-awas oVl go a5l packet-tracer ,oVl (uSoi piy
090 455> eSS cu> leuss dgxloll e 4o pi ol access-list outside_acl extended deny ip any any
Jgllns dgzloll o oLl



#% Cisco ASDM Packet Tracer - 10.77.241.143

Select the packet bype and supply the packet parameters. Chck Start bo brace the padket,
Interface: FII‘EIdB 'rI Packet Type ¢ TCP  UDP & ICMP O IP

Sowrce IP Address: [10.1.1.3 Destination [P Address: 10.1.2.4 B
Type: 1 echo ;I Code: |0 ID: [ Iy Clear

[ Show arimation

D...- = E 'i_.' -,

ingide  o&Es list I Fh:»wl.wﬂwi- Folke - i TP Cptions i Treggst I DEEI.IE-ICH‘! Flow |EM-|
okup craabion

akup

4] (]

Fhase | action I

HACCESSLIST

] FLONG-LOHDE LR

A ROUTE-LOOKLE

A IP-OPTIONS

A+ INSPECT

| DEBLNG=[MP

A FLOAW-CRESTION

A FOUTE-LOOKLE

SIRESULT - The packet is afowed.

<%

b ¥ 50 T L V0 00 8

|
“  Input Interface:  inside Line 3 Link i
Cutput Inkerface:  autside Line Link &

Infa:

£ Doge ‘? Help

access-list jolgl Jo> wlogleall (0 A0 Lle Jouaxl access-groupg access-list extended J| &>
.access-groups

NAT 9 _Suibiw| ,Slw g0 ;,Sao Intra-Interface

olall wlgic plisiul (S s @305 I Jsosll 51 pastis b 9l ool audl] 13D 2 i
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3
ﬁ

Client

172.20.1.0 /24 172.22.1.0/24

192.168.100.0 /24

/,&

10

DNS
Server

server.example.com

Mapped: 172.20.1.10

Jhiadl Juw Lle) WWW o315 plell Glgisdl plasiwl 192.168.100.2 5 Jsasll 2 @l 03 9

so2) Ll 172221161 (9 _>,15)I DNS p315 dawlss Jsaell DNS oloas Ludei aiy .(172.20.1.10
DNS w315 (8,2, 2l oo Yar WWW 315 Lolsdl IP glgie (8,2, Y awild 5,51 dole aSuis e DNS pols
WWW 172.20.1.10 o315 usall oloisl

I WWW JI gly ol 31 ool JM3 o wacly coz i aiS i I3 ool o 49,0 &5, 130 L
;& olgVl M3 (o el V13D At Sy S=idl &y s oy 13D

same-security-traffic permit intra-interface

global (inside) 1 interface

nat (inside) 1 192.168.100.0 255.255.255.0

static (inside,inside) 172.20.1.10 192.168.100.10 netmask 255.255.255.255

e JaiVl plaiwl uewill JI g2l usuaill Jog> Ologleall o 2 j0lly dolSIl (oSl Juolai e Jouaxl
wle=lll

Jowogll 4aild 9, 0adi uSas

Al (9 18, oo laa ST Jewos)l olwlbuw jas, lewss & dloxdl jlaz Jl Jowog)l olwluw gi0> o
oo UsSe A9 dlaxdl Hlaz 8 wlezlell g e dsdno Jgo9 dansld 3929 pacy dg=lgll J3Is o VYlasVl uSas
Ll asdaall Jowogll dosld zlizs .dag2loll 31 oYLVl uSas ad piy SVl cdgll (8 Joo9 dnsld ddlio| aaall

S5V Jgogll dwluw olllis e blaxl diSy agzlell J315 oYVl lowll

e Y . (ag>lo)l 2,5) cowdl (dg>loll J515) dols aSui Juosi ASA peé, .alaall 0id Jtall 13D puos,
ISl o 1P 9,0 8,5 guaz plawdl piy «iolyidl JSuiy .déndae Jowo9 daild le s 1l ASA ag>ly
2all 13D auis Jouo9 dnsld asliol 8 2L,dYl (e, .2,

access-1list inside_acl permit ip
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access-list inside_acl permit ip any any
access-group inside_acl in interface inside

Joogll 408 (lawl) Jlow ;S5 1P 19,0 45 ,> g 2lawdl (3 Joogll @iled (o degaxall 03D saiw
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