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[ ] Microzaft CHAP Version 2 [M5-CHAP +2]
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pixfirewall#show run

(PIX Version 7.2(1

!

hostname pixfirewall

domain-name default.domain.invalid

enable password 8Ry2YjIyt7RRXU24 encrypted

names

!

Configures the outside and inside interfaces. ---!
interface Ethernet0 nameif outside
address 172.16.1.1 255.255.255.0 ! interface Ethernetl
nameif inside security-level 100 ip address 10.4.4.1
255.255.255.0 ! passwd 2KFQnbNIdI.2KYOU encrypted ftp
mode passive dns server-group DefaultDNS domain-name
default.domain.invalid access-list nonat extended permit
ip 10.4.4.0 255.255.255.0 10.4.5.0 255.255.255.0

nat (inside) 0 access-list nonat

security-level 0 ip

pager lines 24




logging console debugging
mtu outside 1500
mtu inside 1500

Creates a pool of addresses from which IP addresses ---!

are assigned !--- dynamically to the remote VPN Clients.
ip local pool clientVPNpool 10.4.5.10-10.4.5.20 mask
255.255.255.0

no failover

asdm image flash:/asdm-521.bin
no asdm history enable

arp timeout 14400

The global and nat command enable !--- the Port ---!
Address Translation (PAT) using an outside interface IP
.!-—- address for all outgoing traffic

global (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00

timeout uauth 0:05:00 absolute

Create the AAA server group "vpn" and specify its ---!
protocol as RADIUS. !--- Specify the IAS server as a
member of the "vpn" group and provide its !--- location
and key. aaa-server vpn protocol radius

aaa-server vpn host 10.4.4.2

key radiuskey

Identifies the group policy as internal. group- ---!
policy DefaultRAGroup internal

Instructs the security appliance to send DNS and !- ---!
-- WINS server IP addresses to the client. group-policy
DefaultRAGroup attributes

wins-server value 10.4.4.99

dns-server value 10.4.4.99

Configures L2TP over IPsec as a valid VPN tunneling ---!
protocol for a group. vpn-tunnel-protocol IPSec 1l2tp-
ipsec

default-domain value cisco.com

Configure usernames and passwords on the device !-- ---!
- in addition to using AAA. !--- If the user is an L2TP
client that uses Microsoft CHAP version 1 or !---
version 2, and the security appliance is configured !---

to authenticate against the local !--- database, you
must include the mschap keyword. !--- For example,
username

username test password DLaUiAX3178ggoB5c7iVNw== nt-




encrypted

vpn-tunnel-protocol 12tp-ipsec

http server enable

http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstart

Identifies the IPsec encryption and hash algorithms ---!
!--- to be used by the transform set. crypto ipsec
transform-set TRANS_ESP_3DES_MD5 esp-3des esp-md5-hmac

Since the Windows 2000 L2TP/IPsec client uses IPsec ---!
transport mode, !--- set the mode to transport. !--- The
default is tunnel mode. crypto ipsec transform-set
TRANS_ESP_3DES_MD5 mode transport

Specifies the transform sets to use in a dynamic ---!
crypto map entry. crypto dynamic-map outside_dyn_map 20
set transform-set TRANS_ESP_3DES_MDS5

Requires a given crypto map entry to refer to a ---!
pre-existing !--- dynamic crypto map. crypto map
outside_map 20 ipsec-isakmp dynamic outside_dyn_map

Applies a previously defined crypto map set to an ---!
outside interface. crypto map outside_map interface
outside

crypto isakmp enable outside
crypto isakmp nat-traversal 20

Specifies the IKE Phase I policy parameters. crypto —---!
isakmp policy 10

authentication pre-share

encryption 3des

hash md5

group 2

lifetime 86400

Creates a tunnel group with the tunnel-group ---!
command, and specifies the local !--- address pool name
used to allocate the IP address to the client. !---
Associate the AAA server group (VPN) with the tunnel
.group

tunnel-group DefaultRAGroup general-attributes
address-pool clientVPNpool
authentication-server-group vpn

Link the name of the group policy to the default ---!
tunnel !--- group from tunnel group general-attributes
mode. default-group-policy DefaultRAGroup

Use the tunnel-group ipsec-attributes command !--- ---!
in order to enter the ipsec-attribute configuration




mode. !--- Set the pre-shared key. !--- This key should
be the same as the key configured on the Windows

.machine

tunnel-group DefaultRAGroup ipsec-attributes
* pre-shared-key

Configures the PPP authentication protocol with the ---!
authentication type !--- command from tunnel group ppp-
.attributes mode

tunnel-group DefaultRAGroup ppp-attributes
no authentication chap
authentication ms-chap-v2

telnet timeout

5
ssh timeout 5
console timeout 0
!
class-map inspection_default
match default-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!
service-policy global_policy global
prompt hostname context
Cryptochecksum:ele0730fa260244caa2e2784f632accd
end
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g% add IP Pool |
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7% Edit Tunnel Group

Meame: |DefautRAGroun Type: lipsecra

General | ipsec | pee |
Configure gereral sccess attributes from the follcvwing sub-takes.
Basic | Authentication | Authorization | Accounting  Clhent Address Assignment | Advanced

To specity whetter to use DHCP o address pools Tor address sssignmeant, go to Contl
= |P Aldress Mansgement = Assignment,

DHCP Servers
IP Adckess Add ==
Delete

~iddress Pools

To configure inferface-specific address pools, go to the Advanced tab,

Available Poolz Azzigned pools
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ﬁ Edit Tunnel Group

Name: hafwrtﬁﬁ.ﬂmm Type: |Ipsacvra

General | PSec PFP I

Specily the authentication protocols permitted for & PPP connection.

™ cHap

V¥ ms.cHAP-V1

™ Pap

™ EAP-PROXY

OVl jle> (oS5 hiSay.IPsec wVlail jue L2TP elolxy il cuoasiimall d85Laal day o 33> .10
a9>La0ll yos aoVe JI Jaul «liy plall .a, aolz)] adxall oLl 8acld gl a8skaall sl plaziwd
o s dwo ] ddxall SLll 62eBB GloYl jlg> pastiowy (ol 8l JSuing . gadl dcgaxay dolxl
oo LB sa> dskas e plaiwY ddxo olly d9skaall p3lg> dcgazol douuioll doslall
6acld le 2 9 1 ,luoYl Microsoft CHAP g PPP adsLas lasd ooVl jle> acyy rda>No.doslall
udl paziawall OIS 13] WA . JSo)l a95Las pslg> dlawlgy CHAP 9 EAP Mais pi dudxoell oLl
6acl8 plaziwY GVl le> 1055 a9 (CHAP 9l EAP pladiwl, LineSs oo g5 dcgozo _J| Loaiiy
ule oL e paiwall W3 G cdd=all SULI
JlaiVl



g% Edit Tunnel Group

Marne: IDefaurtH.ﬂ-.Grnup Tvpe:  lipsec-ra
General | psec | pep |

Configure general access attributes from the fallowing sub-tabs.

To =et authentication server group per interface, go to the Advanced tab.

Authentication Setver Group: ILDC.H-.L )

[T Use LOCAL if Server Graup f&ils

MaC Authentication Server Group: -- Mone -- ;I

Iy, diSay _i> 34l dConzo (ueSi Jl 6302l 3aill dcgame < ple < VPN < 083l is| ala>o
dcgazo d>gl yelai baic (s)li]) Bail dcgozo Jigxi (iSei9 (9aill degazoy dcgozall duwluw
bl o bVl 5lg> Baill dcane Jios S tdla> Vo 2 iily saill degae L (Saill

JS oY Llasg .aakzell §adl olegazo go IPseC e L2TP o Ylasl clisl ¢gogis cuilito (porsiue
a95Lao Sy g @I P op9lic wlaiaxiy AAA p3lg> dcgaxo e Soixi (45 dcgao

sl o Vi 6 0)l 038 plasiwly . pg woldl 3l dcgazas wols cllwl UM oo Coaismall
«username@group_name  guuidl dcgazo puwl9 paiume puwl paiwall Juw y 0dd paiiwe puwl
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= Add User Account

idertity | vpn Policy

=zerhame; test

Passward: I****

ExEx

Confirm Password:

< W [lzer authenticated Lsing MSCHAFD

Privilege level iz used wwith command autharization.

Privilege Level: l2 j

ol ok aslaab .i d> ol duwluw IKE cals in order to cayay aslhaby ag<VPN>IKE< S o il .12

- MO
g% Add IKE Policy x|
Priority: 10 Authertication: Ipre-share -
Encryption: Sdes b D-H Group: E -
Hash: S  d Litetime: " Unilirited
@ fssann |seconds ¥
QK Cancel | Help |

o0 IPSEC e L2TP lglaay NAT 5l wals L2TP eMac oo xasll pgis of gdgu cis 131 (ks l) 13
STl a>19 5l e 49,8l ESP g oS Li> NAT Sliz] ouSas clle wond coloVl slg o YLasVl
oo . ales Joli<VPNSIKE< JSuis o ,i3:13® ool steps in order to 13® cusl .NAT &3¢0 0
OK (399 ,ils.NAT-T e IPSeC oSas iudx.ag2ly Lo ISAKMP S



IAS ;655 20 Microsoft Windows 2003 Server
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ciscoasa(config-tunnel-general)# tunnel-group DefaultRAGroup



ppp-attributes
ciscoasa(config-ppp)# authentication pap

dolS Haudy ¥ J LI laad o Lislg (Laass) slac] dlae ool padio Jl cuds gy L2TP JI Ll L]

(PAP)

2o JSuiy Jasy ousSil ol o sSTl Lgolasiw] diSoy ologles puudll 13D 499,

Jilzi oy Al i Lilly ((ladd goluuall eMawll) 213V a2 s 3151 dlawles o=l solsl Loz, acs ai

ol ol 213

i 9 (SAs) aI IKE glol wllidl gua> o y2,—show crypto ipSec -
pixfirewall#show crypto ipsec sa
interface: outside
Crypto map tag: outside_dyn map, seq num: 20, local addr: 172.16.1.1

access-1list 105 permit ip host 172.16.1.1 host 192.168.0.2

(local ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/17/0
(remote ident (addr/mask/prot/port): (192.168.0.2/255.255.255.255/17/1701
current_peer: 192.168.0.2, username: test

dynamic allocated peer ip: 10.4.5.15

pkts encaps: 23, #pkts encrypt: 23, #pkts digest: 23#
pkts decaps: 93, #pkts decrypt: 93, #pkts verify: 93#
pkts compressed: 0, #pkts decompressed: O#
pkts not compressed: 23, #pkts comp failed: 0, #pkts decomp failed: 0#
post-frag successes: 0, #post-frag failures: 0, #fragments created: O#
PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0#
send errors: 0, #recv errors: 0#

local crypto endpt.: 172.16.1.1, remote crypto endpt.: 192.168.0.2

path mtu 1500, ipsec overhead 58, media mtu 1500
current outbound spi: C1l6F05BS8

:inbound esp sas
(spi: 0xEC06344D (3959829581

transform: esp-3des esp-md5-hmac
{ ,in use settings ={RA, Transport
slot: 0, conn_id: 3, crypto-map: outside_dyn_map
sa timing: remaining key lifetime (sec): 3335
IV size: 8 bytes
replay detection support: Y

:outbound esp sas
(spi: 0xC1l6F05B8 (3245278648
transform: esp-3des esp-md5-hmac
{ ,in use settings ={RA, Transport
slot: 0, conn_id: 3, crypto-map: outside_dyn_map
sa timing: remaining key lifetime (sec): 3335
IV size: 8 bytes
replay detection support: Y

b 9 AN IKE ol gwa> o2, —show crypto isakmp sa -

pixfirewall#show crypto isakmp sa

Active SA: 1
(Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Total IKE SA: 1

IKE Peer: 192.168.0.2 1
Type : user Role : responder
Rekey : no State : MM_ACTIVE

dduasi Ologles o2l lgolaziw| diSay (I J9Sg59 4l duuai Jolge a0, —show vpn-sessiondb -
Js5939,: show vpn-sessoindb 98 plell (95l o9 o JolSIl LoVl IPsec wVlas| ue L2TP Jo>
JIPsec juc a>19 L2TP Jlail Juolai Jlall 13D giog,.[2tpOverlpSec _luasil re; ;& dauaill

pixfirewall#show vpn-sessiondb detail remote filter protocol L2TPOverIPSec

Session Type: Remote Detailed

Username : test

Index 1

Assigned IP : 10.4.5.15 Public IP : 192.168.0.2
Protocol : L2TPOverIPSec Encryption : 3DES
Hashing : MD5

Bytes Tx : 1336 Bytes Rx : 14605
Client Type : Client Ver

Group Policy : DefaultRAGroup

Tunnel Group : DefaultRAGroup

Login Time : 18:06:08 UTC Fri Jan 1 1993
Duration : 0h:04m:25s

Filter Name

NAC Result : N/A

:Posture Token

IKE Sessions: 1
IPSec Sessions: 1
L2TPOverIPSec Sessions: 1

: IKE
Session ID 1
UDP Src Port : 500 UDP Dst Port : 500
IKE Neg Mode : Main Auth Mode : preSharedKeys
Encryption : 3DES Hashing : MD5
Rekey Int (T): 28800 Seconds Rekey Left(T): 28536 Seconds
D/H Group : 2
:IPSec
Session ID : 2
Local Addr : 172.16.1.1/255.255.255.255/17/1701
Remote Addr : 192.168.0.2/255.255.255.255/17/1701
Encryption : 3DES Hashing : MD5
Encapsulation: Transport
Rekey Int (T): 3600 Seconds Rekey Left(T): 3333 Seconds
Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Bytes Tx : 1336 Bytes Rx : 14922
Pkts Tx : 25 Pkts Rx : 156
:L2TPOverIPSec
Session ID 3
Username : test
Assigned IP : 10.4.5.15
Encryption : none Auth Mode : msCHAPV1
Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Bytes Tx : 378 Bytes Rx : 13431
Pkts Tx : 16 Pkts Rx : 146

Le>Nolg ez BLiSiwl




Loyl di=ll clasVl azas 2L3] Lo, pis Lo Yool9 uoSill elias] BlisiwY ologles pwmsll 13 494,

Le>Noolg clas VI BLiiwl ol

ol 213l Jidss ose ol aus Lillg ((lasd Goluuall eMaowll) 213V a2 jio 813l dawlgs 4olgVl Las, pc> aiy
ol

019l pgd - lg>Nuolg IP lol clias SliSiwiy clasVl auxuai solol Jo> dago wlogles JI g2l tdka>Ye
.debug o9l pasius ol Jud lgolasiwlg cllasVl auns

2 d> 0l IPsec wloglas o ,2—debug crypto ips 7 -
1 d>,0ll ISAKMP o loglas o ,2,—debug crypto isakmp 7 -

duell elasVl auas gl

PIX dlo> o>

PIX#debug crypto isakmp 7

pixfirewall# Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE RECEIVED Mess

age (msgid=0) with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR
NONE (0) total length : 256 + (13)

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, processing SA payload

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, Oakley proposal is acceptable

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, processing VID payload

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, processing VID payload

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, Received Fragmentation VID

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, processing VID payload

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, Received NAT-Traversal ver 02 V

ID

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, processing IKE SA payload

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, IKE SA Proposal # 1, Transform

acceptable Matches global IKE entry # 2 2 #

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, constructing ISAKMP SA payload

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, constructing Fragmentation VID

extended capabilities payload +

(Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE SENDING Message (msgid=0
with payloads : HDR + SA (1) + VENDOR (13) + NONE (0) total length : 104

(Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE RECEIVED Message (msgid=0
with payloads : HDR + KE (4) + NONCE (10) + NONE (0) total length : 184

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, processing ke payload

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, processing ISA_KE payload

Jan 02 18:26:44 [IKEv1l DEBUG]: IP = 192.168.0.2, processing nonce payload

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, constructing ke payload

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, constructing nonce payload

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, constructing Cisco Unity VID pa

vload

192.168.0.2, constructing xauth V6 VID paylo

ad

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, Send IOS VID

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, Constructing ASA spoofing IOS V
(endor ID payload (version: 1.0.0, capabilities: 20000001

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, constructing VID payload

Jan 02 18:26:44 [IKEvl DEBUG]: IP = 192.168.0.2, Send Altiga/Cisco VPN3000/Cisco
ASA GW VID

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, Connection landed on tunnel_group Def

aultRAGroup

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, Generat

Jan 02 18:26:44 [IKEvl DEBUG]: IP


//tools.cisco.com/RPF/register/register.do
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..ing keys for Responder

(Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE SENDING Message (msgid=0

) with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR
VENDOR (13) + NONE (0) total length : 256 + (13

(Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE RECEIVED Message (msgid=0
with payloads : HDR + ID (5) + HASH (8) + NONE (0) total length : 60

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, process

ing ID payload
192.168.0.2, process

ing hash payload

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, Computi

ng hash for ISAKMP

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, Connection landed on tunnel_group Def

aultRAGroup

Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP = 192.168.0.2, Freeing previ
ously allocated memory for authorization-dn-attributes

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, constru

cting ID payload

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, constru

cting hash payload
192.168.0.2, Computi

ng hash for ISAKMP

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, constru

cting dpd vid payload

(Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE SENDING Message (msgid=0

with payloads : HDR + ID (5) + HASH (8) + VENDOR (13) + NONE (0) total length

80

Jan 02 18:26:44 [IKEvl DEBUG]: Group

DefaultRAGroup, IP

Jan 02 18:26:44 [IKEvl DEBUG]: Group

DefaultRAGroup, IP

Phase 1 completed succesfully. Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP = ---!

PIX identifies

192.168.0.2, PHASE 1 COMPL

ETED

:Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, Keep-alive type for this connection
None

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, Keep-alives configured on but peer do
(es not support keep-alives (type = None

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, Startin
.g P1 rekey timer: 21600 seconds

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE RECEIVED Message (msgid=el
+ (b84b0) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5
NONE (0) total length : 164

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, process
ing hash payload

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, process
ing SA payload
192.168.0.2, process
ing nonce payload
192.168.0.2, process
ing ID payload

Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP = 192.168.0.2, Received remo
te Proxy Host data in ID Payload: Address 192.168.0.2, Protocol 17, Port 1701
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, process
ing ID payload

Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP = 192.168.0.2, Received loca
1 Proxy Host data in ID Payload: Address 172.16.1.1, Protocol 17, Port 1701

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP

the L2TP/IPsec session. Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP ---!
= 192.168.0.2, L2TP/IPSec se

.ssion detected

Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP = 192.168.0.2, QM IsRekeyed

old sa not found by addr

Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP = 192.168.0.2, IKE Remote Pe
er configured for crypto map: outside_dyn_map

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, process
ing IPSec SA payload



.g P2 rekey timer:

Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, IPSec S
A Proposal # 1, Transform # 1 acceptable Matches global IPSec SA entry # 20
Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP = 192.168.0.2, IKE: requesti
'ng SPI
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, IKE got
SPI from key engine: SPI = 0Oxce9f6el9
Constructs Quick mode in Phase 2. Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP ---!
= 192.168.0.2, oakley
constucting quick mode
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, constru
cting blank hash payload
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, constru
cting IPSec SA payload
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, constru
cting IPSec nonce payload
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, constru
cting proxy ID
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, Transmi
:tting Proxy Id
Remote host: 192.168.0.2 Protocol 17 Port 1701
Local host: 172.16.1.1 Protocol 17 Port 1701
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, constru
cting gm hash payload
Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE SENDING Message (msgid=elb
84b0) with payloads HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + N
ONE (0) total length 144
Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, IKE_DECODE RECEIVED Message (msgid=el
b84b0) with payloads HDR + HASH (8) + NONE (0) total length 48
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, process
ing hash payload
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, loading
all IPSEC SAs
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, Generat
ling Quick Mode Key
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, Generat
ling Quick Mode Key
Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP = 192.168.0.2, Security nego
tiation complete for User () Responder, Inbound SPI = 0xce9f6el9, Outbound SPI
0xd08f711b =
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, IKE got
a KEY_ADD msg for SA: SPI = 0xd08f711b
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, Pitcher
received KEY UPDATE, spi Oxce9f6el9
Jan 02 18:26:44 [IKEvl DEBUG]: Group = DefaultRAGroup, IP = 192.168.0.2, Startin

3059 seconds

Phase 2 completes succesfully. Jan 02 18:26:44 [IKEvl]: Group = DefaultRAGroup, IP = ---!
192.168.0.2, PHASE 2 COMPL ETED (msgid=0elb84b0) Jan 02 18:26:44 [IKEvl]: IKEQM Active() Add
L2TP classification rules: ip <192.1 68.0.2> mask <0OxFFFFFFFF> port <1701> PIX#debug crypto
ipsec 7
pixfirewall# IPSEC: Deleted inbound decrypt rule, SPI 0x71933D09
Rule ID: 0x028D78D8
IPSEC: Deleted inbound permit rule, SPI 0x71933D09
Rule ID: 0x02831838
IPSEC: Deleted inbound tunnel flow rule, SPI 0x71933D09
Rule ID: 0x029134D8
IPSEC: Deleted inbound VPN context, SPI 0x71933D09
VPN handle: 0x0048B284
IPSEC: Deleted outbound encrypt rule, SPI OxAF4DASFA
Rule ID: 0x028DAC90
IPSEC: Deleted outbound permit rule, SPI O0xAF4DASFA
Rule ID: 0x02912AFS8

IPSEC: Deleted outbound VPN context,

SPI OxAF4DASFA



VPN handle:

0x0048468C

,IPSEC: New embryonic SA created @ 0x01BFCF80

, SCB:

Direction:

SPI
Session ID:
VPIF num

Tunnel type:
Protocol

Lifetime

0x01C262D0
inbound
0x45C3306F
0x0000000C
0x00000001

ra
esp

240 seconds

,IPSEC: New embryonic SA created @ 0x0283A3AS8

, SCB:

Direction:

SPI
Session ID:
VPIF num

Tunnel type:
Protocol

Lifetime
IPSEC: Completed host OBSA update,
IPSEC: Creating outbound VPN context,

0x028D1B38
outbound
0x370E8DD1
0x0000000C
0x00000001

ra
esp

240 seconds

SPI 0x370E8DDL
SPI 0x370E8DDL

Flags: 0x00000205
SA 0x0283A3A8
SPI 0x370E8DD1
MTU 1500 bytes
VCID 0x00000000
Peer 0x00000000
SCB : 0x028D1B38
Channel: 0x01693F08
IPSEC: Completed outbound VPN context, SPI 0x370E8DD1
VPN handle: 0x0048C164
IPSEC: New outbound encrypt rule, SPI 0x370E8DD1
Src addr: 172.16.1.1
Src mask: 255.255.255.255
Dst addr: 192.168.0.2
Dst mask: 255.255.255.255
Src ports
Upper: 1701
Lower: 1701
Op equal
Dst ports
Upper: 1701
Lower: 1701
Op equal
Protocol: 17
Use protocol: true
SPI: 0x00000000
Use SPI: false
IPSEC: Completed outbound encrypt rule, SPI 0x370E8DD1
Rule ID: 0x02826540
IPSEC: New outbound permit rule, SPI 0x370E8DD1
Src addr: 172.16.1.1
Src mask: 255.255.255.255
Dst addr: 192.168.0.2
Dst mask: 255.255.255.255
Src ports
Upper: O
Lower: O
Op ignore
Dst ports
Upper: O
Lower: O
Op ignore

Protocol:

50



Use protocol:

SPI:

Use SPI:

IPSEC: Completed outbound permit rule,
Rule ID:

IPSEC: Completed host IBSA update,
IPSEC: Creating inbound VPN context,

Op

Op

true
0x370E8DD1
true
SPTI 0x370E8DD1
0x028D78D8
SPI 0x45C3306F
SPI 0x45C3306F

Flags: 0x00000206
SA : 0x01BFCF80
SPT : 0x45C3306F
MTU 0 bytes
VCID 0x00000000
Peer 0x0048C164
SCB : 0x01C262DO0
Channel: 0x01693F08
IPSEC: Completed inbound VPN context, SPI 0x45C3306F
VPN handle: 0x0049107C
IPSEC: Updating outbound VPN context 0x0048Cl64, SPI 0x370E8DD1
Flags: 0x00000205
SA 0x0283A3A8
SPI 0x370E8DD1
MTU 1500 bytes
VCID 0x00000000
Peer 0x0049107C
SCB : 0x028D1B38
Channel: 0x01693F08
IPSEC: Completed outbound VPN context, SPI 0x370E8DD1
VPN handle: 0x0048C164
IPSEC: Completed outbound inner rule, SPI 0x370E8DD1
Rule ID: 0x02826540
IPSEC: Completed outbound outer SPD rule, SPI 0x370E8DD1
Rule ID: 0x028D78DS8
IPSEC: New inbound tunnel flow rule, SPI 0x45C3306F
Src addr: 192.168.0.2
Src mask: 255.255.255.255
Dst addr: 172.16.1.1
Dst mask: 255.255.255.255
Src ports
Upper: 1701
Lower: 1701
Op equal
Dst ports
Upper: 1701
Lower: 1701
Op equal
Protocol: 17
Use protocol: true
SPI: 0x00000000
Use SPI: false
IPSEC: Completed inbound tunnel flow rule, SPI 0x45C3306F
Rule ID: 0x02831838
IPSEC: New inbound decrypt rule, SPI 0x45C3306F
Src addr: 192.168.0.2
Src mask: 255.255.255.255
Dst addr: 172.16.1.1
Dst mask: 255.255.255.255

Src ports

Upper: O
Lower: O
ignore
Dst ports
Upper: O
Lower: O
ignore



50
Use protocol: true
SPI: 0x45C3306F
Use SPI: true

Completed inbound decrypt rule, SPI 0x45C3306F
Rule ID: 0x028DAC90

IPSEC: New inbound permit rule, SPI 0x45C3306F
Src addr: 192.168.0.2

Protocol:

IPSEC:

Src mask:

Dst addr:

Dst mask:

255.255.255.255
172.16.1.1
255.255.255.255

Src ports

Upper: O

Lower: O

Op : ignore
Dst ports

Upper: O

Lower: O

Op : ignore
Protocol: 50
Use protocol: true
SPI: 0x45C3306F
Use SPI: true

IPSEC: Completed inbound permit rule, SPI 0x45C3306F

Rule ID: 0x02912E50

ASDM plaziwl le>Molg ellasVl OLiSiwl

ool 0,29 Sl (pSaid ASDM plasiiw] liSan
Jiuus S in order to iy ailaiby «Jpus oSy olas] Jixws << aibas < s ol 1
28519 (88l Uil 550 50>9 (Sl Sgime e < e88all Jaudl 50 < i < adlie Lis| .2
oMl o9l Jo,e 999

6,880l olelaasV jaSiwll

Jos)l dwl> dlgo / Jsadl 229

B 1 59,001 8> 19,0 pac s B8l lndus gl i 1368 (Lo idVI) aasd> 30 e Jsoll dlgo cymss i )
oz alu, Wslayy Joasl dge slacl e il jag, 4ads 30 az VPN Jwae Jlasl glad ai .aasd> 30 60l

.PEER_DELETE-IKE_DELETE_SPECIFIED

il blaw] o ¥ o> Juseiall 35 Lails il Jand e S Josll dul> algos Jsasill giog dlgo (oS p3

dl
in order to _glwl JiSuiw username (.8 9l glwl JiSuis policy-icgoxo 9 ol vpn-idle-timeout JI w.ls>

hostname (config) #group-policy DfltGrpPolicy attributes
hostname (config-group-policy) #vpn-idle-timeout none

9l wslwl JsSis policy-dcsaxe 9 ol vpn-session-timeout JI go Juogi VPN J cd9 a8Vl sl edSai
‘olwl JSis username 9

hostname (config) #group-policy DfltGrpPolicy attributes



hostname (config-group-policy) #vpn-session-timeout none
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