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<#root>
ciscoasa(config)#

show run

ASA Version 7.2(1)

!

hostname ciscoasa

domain-name cisco.com

enable password 9jNfZuG3TC5tCVHO encrypted
names

dns-guard

!

interface Ethernet0/0

nameif outside




security-Tlevel 0

ip address 172.22.1.160 255.255.255.0

|

interface Ethernet0/1

nameif inside

security-level 100

ip address 10.2.2.1 255.255.255.0

passwd 2KFQnbNIdI.2KYOU encrypted

ftp mode passive

dns server-group DefaultDNS

domain-name cisco.com

no pager

logging enable

Togging asdm informational

mtu outside 1500

mtu inside 1500

mtu DMZ1 1500

mtu Mgt 1500

ip local pool CorporateNet 10.2.2.50-10.2.2.60 mask 255.255.255.0
icmp permit any outside

asdm image diskO:/asdm521.bin

no asdm history enable

arp timeout 14400

global (outside) 1 interface

nat (inside) 1 0 0

route outside 0.0.0.0 0.0.0.0 172.22.1.1 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00

timeout uauth 0:05:00 absolute
!

!I-—— Group Policy Statements

group-policy GroupPolicyl internal
group-policy GroupPolicyl attributes
vpn-tunnel-protocol IPSec 12tp-ipsec webvpn

!--- Enable the SVC for WebVPN

webvpn

svc enable

svc keep-installer installed

svc rekey time 30

svc rekey method ssi

!

username cisco password 53QNetgK.Kgqfshe encrypted privilege 15
!

http server enable

http 10.2.2.0 255.255.255.0 inside

!

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication Tinkup Tinkdown coldstart

!-—- Tunnel Group and Group Policy using the defaults here

tunnel-group DefauTltWEBVPNGroup general-attributes
address-pool CorporateNet

default-group-policy GroupPolicyl

!




no vpn-addr-assign aaa

no vpn-addr-assign dhcp

|

telnet timeout 5

ssh 172.22.1.0 255.255.255.0 outside
ssh timeout 5

console timeout O

|

class-map inspection_default
match default-inspection-traffic
|

policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect esmtp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

|

service-policy global_policy global
I--- Enable webvpn and the select the SVC client

webvpn

enable outside

svc image disk0:/ssTclient-win-1.1.1.164.pkg 1
svc enable

!I--- Provide 1list for access to resources

url-Tist ServerList "E-Commerce Serverl" http://10.2.2.2 1
url-Tist ServerList "BrowseServer" cifs://10.2.2.2 2
tunnel-group-1list enable

prompt hostname context
Cryptochecksum:80a1890a95580dcalle3aee200173f5f
: end
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