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i= ¥YPM Wizard %]
VPN Wizard VPN Tunnel Type (Step 1 of ..)

Lise this wizard 1o configure nenwy sile-to-site YRR tunnels or new remote access
WP funnels. Atunnel between two devices is called a site-1o-site tunnel and is
bidirectional. Atunnel established by calls from remote users such as
EBlecammuters s called remote actess wnnel,

Thiz wizard craates basic unnel conngurations that you can edit later using the

ASDN.
VPN Tunnel Type: e e v
Local & Bemabe
" Bite-to-Site = e
WPN Remols Access
________________ Local Remuts
* Remole Access) ez et Eﬂa
YEMN Tunnel Interfaca: outside LI

F'ri:r*l Darlr.:all Help |

‘-Elfllril Mext.>
P

Next (§o il . J=ally oo pliall x>6)l VPN @uis Jsac o5 .3
(Il




& ¥PM Wizard %]
VPN Wizand Remaote Access Client (Step 2 of ..}

Remote access usars ofvarious types can open VPN lunnals to this ASA, Select
the type of WPR client for this tunnel.

WEN Client Tvpe!

* Clsco WPM Client, Release 33 or higher,
or other Easy VPN Remote product

F'rijr*l Darlr.:all Help |

< Back | MNext>_
Lz

iy & ubial] 2liaall 3,256 iy LgolasiawY @8skaall clogleo udoi ad . saill dcoazo awY lawl J5oi 4
lid
Jall



& YPN Wizard %]
VPN Wizard VPN Client Tunnel Group Name and Suthertication Method (Step 3 of ..)

The ASA allows you 1o group rermote access unnel users based on cormrmon
connection parameters and client atiributes configured in the following screens.
Use the same tunnel group name for the device and the remote client. Selact the
trpe af authentication: shared secret or cefificate, If certificate, selact tha certificzta
name and the cerificate signing algarithim.

Tunnel Group Mame: Ihillwallewpn

Buthentication

&+ Pre-shared Key

Pre-shared Key: Iflﬂflﬂ 23

i Cartificate

Cerlincale Slaning Algorithm; rsa-sig =

Trustpoint Mamea: I Zl

Fri:r*l Darlr.:all Help |

< Back | Next>
.=

plazion] w6l 68 cdl ASDM e Laguo & jiinall plhisnll uiis/elasy day b a2 ¥ ralasNo
13D L9 Jseedl g9aeluy ol LoVl o1 ASA (1655 Ggesis (il LoVl Jid oo laas ASDM

= sl
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i ¥PM Wizard .EI
VPN Wizard Client Authentication {Step 4 of ...}

To autheniicate remote users using local device user database, seleci the first
option below. You can creale user accounts in the nest screen.

To use exdernal A%4 semers inslead, select the second oplion. You can selact an
existing AAA server group or create a new one using the New button below.

To manage all other 44 sefiings, use Conflguration = Fealures = Properies = A48
Setup category in the main ASDRE window.

i Authenticate using the local user databasa

" Authenticate using an AAA SErEr group

AAA Senvar Group I '| ey

tEIan:kl Mmdrhg'r-':l' | Canl:al| Help |

o0 o Bl Guoasiiuall A5 pss Y rdlas MooV o) 13] ddzall Llyl a8 I ¢uoaiome d8lol, 48 .6
o) das )l ASDM 63806 8 (poasianal]l ol < 6,1] < 632V1 6)b] < 1955 30> oYl 1id
6228 0 L] ol Ll 62218 8 639>90ll YV
M|



& YN Wizard %]
VPN Wizand User Accounts  (Step 5 of 11)

Enter a new usernamelpasswornd into the ugar authentication database. To edit
existing entries in the database or to remove them from the database, go to
Configuration = Device Administration = Administration = Lser Accounts in the main

ASDM ward o,
Uszerto Be Added
Llsemame: UsEmame
admin
I Add == | ginstein
rriarty
docbrown
Paz=word (optional): Caleta | ennifer

Caanfirm Fassword (oplionaly:

iEIackl Nartrﬂér'ri:r*l Darlr.:all Help |

sic 62l VPN & lSui eMae) Lol g aid ddxall (uolisll (o dCgazo 33> .7
el



0% YPM Wizard %]
VPN Wizard Address Pool  (Step 6 of 11)

Enter a pool of [Gea addresses 1o be used far assigning dynamic IP addresses (o
rernote WP clignts.

Tunnal Group Name: hillealleywpn

Fool Mame: Itp npool ;I

Range Start Address: |1?2_1 6.1.100

Range End Address: |1 7216.1.199

Subnet Mask (Optional): [255.255.2650 = |

iElackl derrls-'lnisl'l Gannall Help |

i
1

VPN cMoc Jl a=9> pid _uol,id] Jlxo pawlg WINS 9 DNS o515 wlogleo 32> isyLis/ .8
ol



[ ¥PN Wizard |
VPN Wizard Attributes Pushed to Chient (Optional) (Step 7 of 11)

Altributes vou canfigure below are pushed to the YPM clientwhen the client
connects to the ASA [fyou do notwarnt an atiribute pushed fo the client, leave the
corresponding Neld blank,

Tunnel Group: hillvalleyvpn

Primary MG Server I

Secondary DNS Server: I

Primarn WINS Serer |

Secondan WINS Server: |

Default Domain Marme:; I

tEIan:kl der[“&-'nlcl'l Gannall Help |

F
a5

> W e 639200l olygSill Gullas ol wx IKE o 1 > ally Lyl 499 2001 JKE lalzo 32> .9
0S5 ol ¥ ol dusi) Wilal awliol (98wl Cisco o VPN dSuis Juac 533y «ll3 209 .lolas  gaill
SisuaSl jle> e IKE
sl



i ¥PM Wizard .EI
VPN Wizard IKE Policy iStep 8 of 11)

Select the encrplion lgarithm, authentication alaorithm, and Difie-Hellman araup
forthe devices to use to negotiate an Intemet Key Exchange (KE) security
association between them. Confgurations on both sides orthe connection must
match exacthy

Encryption:

Authentication: | SHA =l

DH Group: |2 j‘

tEIan:kl der§-'nlcl'| Canl:al| Help |

AS e 8392000l o lygSil 8ol Ol oo IKE (0 2 dl> o)l pauwly Loyl d89,24l IPSec wlolzs 53> .10
o3l Y Ui awsad Lilak cawliadl ¢eSil Cisco o VPN aSuis Jras 303y ol 209 .bolos gaill Lul>
siguaSJl le> e IKE (495G
Jsosl



[ ¥PN Wizard [ |
VPN Wizard IPSec Encryption and Suthertication (Step 9 of 11)

Select the encryption and authentication algarithms for this IPSec WP unnel,
Configurations on both sides of the connection must match exacthy.

Encryption: |3DES [

Authentication: | SHA =~

tEIan:k| fesd = [J}' mist I Canual| Help |
L]

VPN ol oasiao) lgayyi pi ol o «a9 o «olSuidl 9l als 1l daavanll oyl sl sa> .11
Jl o 8 J3 15 JolsJl 3aiy ol Josiume VPN xgy aou 98 &5 aasld 13 col Ui ol.62=il
&S, utuiniy Lasill JlasVl o o9, 6380 130 e tunneling plusil ciSo Loyl galaiuy <ol ASA
ple JSuiy cow¥l I saise 1€ J9uo9 19959 L2Vl 13D (9 laus 63a2all 55l8a)l I oUll 59,0
290 aS,> JS e tunneling pluwssl ¢ Sau Y ol .03 bll )90 aS,=) wlgid clin] pac JNS 0
LaiSo =09 2> Ly e Loy Blas ey JSuiny ol oSy LASA JI JI $lasl Jasiwe VPN 2y o0
gl adoc e ely g
OBV



[ YPN Wizard |
VPN Wizard Address Translation Exemption and Split Tunneling {Optional) {(Step 10 of 11)

Hetwork Address Translation (MAT) is used to hide the intemal network from outside
users. fou can make exceptions to MAT to expose the entire or part of the infemal
nebwork o authenticated remole users prolected by YPR,

To expose the entire network behing the most secure interface to remote YPH users
without NAT, lesve the selection list Blank

HostiMetwork to Be Added Selected HostsMetworks:
" |P Address " Mamea ™ Group
Interface: |inside |
Add ==
IP address: [n 0,0.0 |
[Delete
Mask 000 -]
- -
N
i " -
. ] [T Enable splittunnaling to let remote users have simultaneous encrypted access to the
» ‘ I' resources defined ahove, and unencrypied access to the intarnat,

|

-fEIackl Nartb[f}rri:r*l E:anr.:all Help |

LA usSill e Lol S 13 elgl B9 Ll Lgassl LIl olel,>W Lasle 639U 0id Lo e .12



[ ¥YPN Wizard x|
VPN Wizard Surmmary (Step 11 of 11)

fou hiave created a Remote Access VPR tunnel with the following attributes

YRR Tunnel Inferface: oulsida

Tunnel Group Mame: hillvalleygpn

Pool of IP addresses for VPN clients: vpnpool
(72161.100-172.16.1.1958)

Uger authentication using local user database

Mew users created inthe local database; marty dochrown jennifer Diff

IPEec authentication uses pre-shared key:
ciscol 23

IKE Falicy Encryplion MAuthenticationDHGmoup: 3DESFSHAS Group 2

IPEec ESP Encryption f ESP Authenfication: 3DES § SHA

Infermal network elemenis exposed o remoie VPN users withoul MAT,
arvy

Splittunneling: disabled

-cEIan:k| [diEmt | Finishﬂ} Cancel| Help I

GoloVl Jlaw dg2l9) CLI plasiwl e, VPN o35S ASA/PIX (0S5

e Jowgll VPN ol 4685 Jl g2l a3 oVl o Jsb daio VPN ney Sl steps in order to 13® ._,w..l
Jouaxll Cisco ASA 5500 Series Adaptive Security Appliances éasoll (VI 65> yolol 22110 9l a2y

aolaziw| gy ol JS Jo> wlogleall oo aijo e

1 VPN J Jasiwy ol &, wlsic <l in order to o glwl config Joli (8 yol &S (e ip JI el
ool oleazs GVl le> pastiuy. 4oVl 13D o N0 dkwall 351 (uoliedl oleoss Wi . 345 Adio sy
Sle> Ol (B dcsanal 2>19 Luslic ga o ST LusSiy cuad 15] . JLasM) SlasYI dcgano I oLkl

ol Lo Olgie oo @5 cails in order to ol 138 o a0l .4y pgieSs o5 SVl wuiilly pgoastiuy oloYl
1085 VPN a2y € Jsos I US> wlsie g 0l clasiuwl S galaiay

ASA- Al P- CLI (confi g) #ip local pool vpnpool 172.16.1.100-172.16.1.199 mask
255.255.255.0

2 oVl 13D Hlaol, 08
ASA- Al P- CLI (confi g) #username marty password 12345678

dsuo ASA-AIP-CLI(config)#isakmp policy 1: o5  sail <l in order to LoVl dcgomo 13D a0l .3
ASA-AIP-CLI(config)#isakmp policy 1 encryption 3desASA-AIP-a&S)liw Ji9 d,99
2ASA-AIP- dcgozo 1 dwluw hashASA-AIP-CLI(config)#isakmp 1 awluw CLI(config)#isakmp
ASA-2,15 Sy 43200ASA-AIP-CLI(config)#isakmp 6Ll sao 1 dwluw CLI(config)#isakmp
AIP-CLI(config)#crypto ipSec transform-set ESP-3DES-SHA ESP-3des esp-sha-hmacASA-
AIP-CLI(config)#crypto dynamic-map outside_dyn_map 10 set transform-set ESP-3DES-
SHAASA-AIP-CLI(config)#crypto dynamic-map outside_dyn_map 10 set reverse-routeASA-
AIP-CLI(config)#crypto dynamic-map outside_dyn_map 10 set security-association life
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seconds 288000ASA-AIP-CLI(config)#crypto map outside_map 10 ipsSec-isakmp dynamic
ASA-AIP-_>, outside_dyn_mapASA-AIP-CLI(config)#crypto map outside_map interface

CLI(config)#crypto isakmp nat-traversal

LoVl 13D lo] e cagzloll e lgaubas pis il Jowosll dosld JlasVl ol ol s S 13] s )b/ 4

ASA- Al P- CLI (confi g) #sysopt connection permit-ipsec

5oV lol eil=d (2)7.2 6 0.all pacins S 13] .(2)7.2 Jd X.7 j0all Jle oVl 13D Jas, 1dasNo
.ASA- Al P- CLI (confi g) #sysopt connection al | owed-vpn

LoVl 13D luol, pb

ASA- Al P- CLI (confi g) #group-policy hillvalleyvpn internal

ASA-AIP-CLI(config)#group-policy < louw:slac] ddac Juwogs ¢grj <dSuv in order to ol 13® o ,xol .6
hillvalleyvpnASA-AIP-CLI(config)#(config-group-policy)#dns-server value 172.16.1.11ASA-

.10

N

A2

AIP-CLI(config)#(config-group-policy)#vpn-tunnel-protocol IPSecASA-AIP-
CLI(config)#(config-group-policy)#default-domain value test.com

LoVl 13D luol, pb

ASA- Al P- CLI (confi g) #tunnel-group hillvalleyvpn ipsec-ra

LoVl 13D ,laol, @b

ASA- Al P- CLI (confi g) #tunnel-group hillvalleyvpn ipsec-attributes

LoVl 13D ,laol, ab

ASA- Al P- CLI (confi g-tunnel -i psec) #pre-shared-key ciscol23

LoVl 13D luol, o

ASA- Al P- CLI (confi g) #tunnel-group hillvalleyvpn general-attributes

@8>kanll Llxo ollass 818 Jasiuall cl>lin order to ol 1@ o aol

ASA- Al P- CLI ( confi g-tunnel - gener al ) #authentication-server-group LOCAL

ol dcgazas dcgazall zg ULS!

ASA- Al P- CLI (confi g-tunnel -i psec)# default-group-policy hillvalleyvpn

13 L J21 oo Hillvalleyvpn s acgozal dolell olowdl 209 (9 059>9 clisl oVl 13D ,luol, 08

Hillvalleyvpn dcgazo _JI 1 selazdl _d odlis] a5 53l VPNpool

ASA- Al P- CLI (confi g-tunnel - gener al ) #address-pool vpnpool

ASA Sl e cnoSll Jstiis

ASA- Al P- CLI (confi g) #show running-config
(ASA Version 7.2(2
!
host nane ASAwAI P- CLI
donai n- nane corp.com
enabl e password WuXYvt Krnj XqGoul encrypted
nanmes
!
interface Ethernet0/0
namei f outsi de
security-level 0
i p address 10. 10. 10.2 255. 255. 255.0
!
interface Ethernet0/1




nanei f inside
security-level 100
ip address 172.16.1.2 255.255.255.0
|
interface Ethernet0/2
shut down
no nanei f
no security-Ieve
no i p address
|
interface Ethernet0/3
shut down
no nanei f
no security-Ieve
no i p address
|
i nterface Managenent 0/ 0
shut down
no nanei f
no security-Ieve
no i p address
|
passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
donai n- nane cor p. com
pager lines 24
nmtu outside 1500
ntu inside 1500
ip local pool vpnpool 172.16.1.100-172.16.1.199 mask
255.255.255.0
no failover
icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e
arp tineout 14400
timeout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
group-policy hillvalleyvpnl internal
group-policy hillvalleyvpnl attributes
dns-server value 172.16.1.11
vpn-tunnel-protocol IPSec
default-domain value test.com
username marty password 6XmYwQOO9tiYnUDN encrypted
no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication |inkup
| i nkdown col dstart
crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-
sha-hmac
crypto dynamic-map outside_dyn map 10 set transform-set
ESP-3DES-SHA
crypto dynamic-map outside_dyn map 10 set security-
association lifetime seconds 288000
crypto map outside_map 10 ipsec-isakmp dynamic
outside_dyn_map
crypto map outside_map interface outside
crypto isakmp enable outside
crypto isakmp policy 10




authentication pre-share
encryption 3des
hash sha
group 2
lifetime 86400
crypto isakmp nat-traversal 20
tunnel-group hillvalleyvpn type ipsec-ra
tunnel-group hillvalleyvpn general-attributes
address-pool vpnpool
default-group-policy hillvalleyvpn
tunnel-group hillvalleyvpn ipsec-attributes
* pre-shared-key
telnet tineout 5
ssh timeout 5
consol e timeout 0O
!
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
paraneters
nmessage- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect netbi os
i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdntp
1
service-policy global _policy globa
pronpt host nane cont ext
Crypt ochecksum Of 78ee7ef 3c196a683ae7a4804cel192
end :
#( ASA- Al P- CLI (confi g

Cisco (10 VPN aSuis Lo 39,0 dalS 1055 0955

29,0dl SlalS (53 aalS9 puul ws.j all the VPN ,Sis, ol I weo 98 gy cisco VPN s el Laliy o
padll 13D zog, oS VPN &Suis Jsocg ASA/PIX (655 08 VPN aSuis Jsac jle> 9

ASA/PIX
oLl oSl giog 9 group-policy attributes oVl paswl

group-policy VPNusers attributes
password-storage enable

Cisco 0 VPN a&Suy e



‘pleo 13 Jacg >0 pef. >

SaveUserPassword=1
=UserPassword

azuwenll d85kanll Liass

e ol JSuiy lgiSos ai Lil9 cdswsall a8staall Jdasil ;oVl 1a® S35 gaill dcgaze 09 9

:PIX/ASA 7.x

asa(confi g) #tunnel-group client ipsec-attributes
asa(config-tunnel-ipsec)#isakmp ikevl-user-authentication none

Y.l .(Xauth) da9sLaal 59,0 dalS/paiue el clisly VPN eMac pgs, ¥ (dzuwgall a95Laall Jilasi i,
w9 VPN Jl 9aay ol S daelS9 username Jl ASA/PIX JI Lllas,

inall oo Gl

2w ASA 1655 o (gaxill Cisco VPN e plasiwl, Cisco ASA o JlasVl o>

< Jlai¥l oVB)| 52> 1

# YPN Client - Yersion 4.0.5 (Rel) =10| x|

Connection Entries  Status Cestificates Log Cplions Help

Conneck ko my_remote_wpn  Cerl+0

Disconmect i b )

5 A

Cisco SvsTems

hilify Delate
Creake Shortouk
odify, .,
L | Host | Transpait =
Delete
Dugplicate
Set as Default Connection Entry

Impart. .. | !

Exit VPH Chent Chrl+i)
-
4| | b
Not connected. y

Cisco w Lol cawaoll puwl 91 IP glgic le Gauaall Ja> seizy ol vzl las] Jwolss Vol .2



4 sglazll 8 doaiimall el go dcgozall @85kan wlogles (§8lss Ol Ly laus aigSs o5 sl ASA

ac ha> 999 L4l
# ¥YPM Client | Create New ¥YPN Connecktion Enkry

LConnection Entroy:

my_remote_vpn

Dezcription:

Host:|10.10.10.2

Authentication ITranspDrt Backup Servers | Dial-lp I

f* Group Authentication

 Mutual Group Authentication

Il hillvalleyvpn
Pazsword: —
Canfirm Pazaward: | =

i~ Certificate Authentication

[ arne:
[T Send Ca Certificate Chain

Eraze zer Paszword

Save %J Cancel

clgiVl
999 Laily Lya> 0dlinl pi sl JlasVl 30> .3
Jwogs
1o/

Connection Entries  Status Certificates Log Options Help

Za, W & A A

Cisco SvsTems

Cannect Mew Irpaort Modify Delets
Connection E niries IEurﬂicHas I Log I
Connection Ertry ° Hast Transport |

10010102 IP5ec/UDF

my_remote  vpn

4| |

ot connected. &




Slogleall wlogleall Glogleall 0i® gillas Ol Ly .dguwgall d8>3Laoll 49,0 dalSy pastiuuws puwl J351 .4
95 wiglazl 9 630l

Cisco SysTems

. Pazzword:

Enter Uzername and Password.

# ¥PN Client | User Authentication for “my_re x|

Usemame: | rmarty

HEHEENEE

14 %J Cancel |

6

iS5 6380 13D aw. il Jnolis oo izl Al ansld Lo olsbas] s3> izl JlasVl elis] 5,200 5

A0 9 )9 50

# YPN Client | Skatistics

Address Information
Client: 17216.1.100
Server 1010.10.2

Bytes
Received: 240
Sent: 46816
Packets

Encrypted: 332
Decrypted: 4
Digcarded: 137
Bypazzed: B1

Connection Information
E riky:
Time:

Crypto
E hrypticr:
Authentication:

Tranzport
Tranzparent Tunneling:
Local LaM:

Comprezssion:

X

my_remate_vpn
0 day(z). 00:07.31

168-bit 3-DES
HMALC-SHAT

[hactive
Dizabled
Mane

Reset |

Cloze %

tunneling plwasl 6390 13® s



# YPN Client | Skatistics

......................... .

Tunnel D etails | Route Details: I Firewall |

Local LAM Routes

Secured Routes

Metwark:

Subnet Mask

M ebwark:

Subret M azk

0.0.0.0

0.0.0.0

Cloge |:::E

le>Molg elasVI BLiSiwl

Le>Nolg oSl ellas] BLiSiwy pumdll 13D pasiwl

220 u padill (ACL) Jowgll 9 oSl dosld

JSliso 9 cauiis Ol ooy (19 lganlaio yuaisi (ACL) Jswosll (9 oS doild clisl, (ASDM 5.0(2 8=,
pasiuwl .aSuid] shiol 209 (9 6562V eMas) clliSy (pumiiol| _aaill JuasVl Ggoaiuy cnill VPN eMas)
Cisco (o sVl auai 8,20 g2l .alSuioll 048 wizi) &>l laol 51 ASDM 0 (4.3)5.0 1ol
Jwoladl o 350 e Joaxl (lasd olauuall eVasll) CSCsc10806

dlo old ol

Cisco ASA 5500 Series Adaptive Security Appliances dasall oLYI 6 ,.g._>__| .
SSVIL2L 9 a2y ¢ Jawoll IPsec JgSa59 s uc (VPN) é,olall vkl éSuidl elas] Blisiwl Jol> -

leguis

Cisco ASA 5500 alwbw olguisy le>Yuols dazall LoVl §5e21 cllas] dlisiwi -

Cisco Systems - olaiiwally  isill acall -
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