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IPScc Tunnel
_ VPN Client To Internet Via ASA
g e Cisco VPN
—_— Internet Host Traffic Client

“same-security-traffic permit intra-
interface™ command applied

— -'-'

&1 = Inside

ASA el - Dutside
172.16.3.101/116 172.18.124.98/24

Imtermat cloud

Public Internat

PIX/ASA JI JSGis CLI

PIX/ASA -

PIX/ASA o oSl Jsis

(PIX Version 8.0(2

names

!

interface Ethernet0

nameif outside

security-level 0

ip address 172.18.124.98 255.255.255.0
|

interface Ethernetl

nameif inside

security-level 100

ip address 172.16.3.101 255.255.255.0
|

interface Ethernet2

shutdown

no nameif

no security-level




no ip address

!

interface Ethernet3

shutdown

no nameif

no security-level

no ip address

!

interface Ethernet4

shutdown

no nameif

no security-level

no ip address

!

interface Ethernetb

shutdown

no nameif

no security-level

no ip address

!

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname pixfirewall

ftp mode passive

Command that permits IPsec traffic to enter and ---!
exit the same interface. same-security-traffic permit
intra-interface

access-1list 100 extended permit icmp any any echo-reply
pager lines 24

logging enable

logging buffered debugging

mtu outside 1500

mtu inside 1500

ip local pool vpnpool
mask 255.255.255.0 192.168.10.1-192.168.10.254

no failover
monitor-interface outside
monitor-interface inside
icmp permit any outside
no asdm history enable
arp timeout 14400

nat-control!--- The address pool for the VPN Clients. !-
-- The global address for Internet access used by VPN
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range

.provided by your ISP

global (outside) 1 172.18.124.166

The NAT statement to define what to encrypt (the ---!
addresses from the vpn-pool). nat (outside) 1
192.168.10.0 255.255.255.0

nat (inside) 1 0.0.0.0 0.0.0.0

static (inside,outside) 172.16.3.102 172.16.3.102
netmask 255.255.255.255

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.18.124.98 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00

icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp




0:05:00
timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

The configuration of group-policy for VPN Clients. ---!
group-policy clientgroup internal

group-policy clientgroup attributes

vpn-idle-timeout 20

Forces VPN Clients over the tunnel for Internet ---!
access. split-tunnel-policy tunnelall

no snmp-server location
no snmp-server contact
snmp-server enable traps snmp

Configuration of IPsec Phase 2. crypto ipsec ---!
transform-set myset esp-3des esp-sha-hmac

Crypto map configuration for VPN Clients that ---!
connect to this PIX. crypto dynamic-map rtpdynmap 20 set
transform-set myset

Binds the dynamic map to the crypto map process. —---!
crypto map mymap 20 ipsec-isakmp dynamic rtpdynmap

Crypto map applied to the outside interface. crypto —--—-!
map mymap interface outside

Enable ISAKMP on the outside interface. isakmp ---!
identity address
isakmp enable outside

Configuration of ISAKMP policy. isakmp policy 10 ---!
authentication pre-share

isakmp policy 10 encryption 3des

isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

isakmp policy 65535 authentication pre-share
isakmp policy 65535 encryption 3des

isakmp policy 65535 hash sha

isakmp policy 65535 group 2

isakmp policy 65535 lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

Configuration of tunnel-group with group ---!
information for VPN Clients. tunnel-group rtptacvpn type
ipsec-ra

Configuration of group parameters for the VPN ---!
Clients. tunnel-group rtptacvpn general-attributes
address-pool vpnpool

Disable user authentication. authentication-server- ---!
group none

Bind group-policy parameters to the tunnel-group ---!
for VPN Clients. default-group-policy clientgroup
tunnel-group rtptacvpn ipsec-attributes




* pre-shared-key
!
class-map inspection_default
match default-inspection-traffic
|
!
policy-map global_policy
class inspection_default
inspect dns maximum-length 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!
service-policy global_policy global
Cryptochecksum:1al1ad58226e700404e1053159£0c5£b0
end :
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EE"&' Cisco ASDM 6.0 for PIX - 172.16.3.101

File Wiew Tods | ‘wizatds | Window  Help

@ﬁnme t}",i}g} Zof Startup Wizard. .. | @ Back @ Forward o
| e T | | 0

Device List

- High &vailability and Scalability wizard. .. :
g Add Diclete 2 4 Firewall Dashboard |

@ 10772 Packet Capture Wizard...

i LFEYILE TNINOmidoionm
e m1172.16.3.101

iSeneral ; Lirense i

Hiost Mame

PIE Yersian: Device Uptine:
450M Version: Cevice Type:
Firewall Mode: Conbexk Mode:
Tokal Flash Tokal Mermary:

¥PN Tunnels
IKE: IPsec:
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Use this wizard to configure new site-ta-sibs ¥PHN tunnels or new remete access VP tunnels, &
burngd bebaeen bwa devices is called a ste-te-site tunnel and is bidrectional, & tunnel
establshed by calls From remate wsers such &2 telecommuters is caled remote access tunnel.

This wizard crestes basic i:l.w.‘dﬁl:lnﬁgurdtﬁ'ﬁ sk o can edt [ater using the S50,

WP Turnel Type:

Lutal_g = Remabe
£ She-to-Sie T

¥ Remabe Atcess

WP Tunnel Inkerface: : :_j

e Enable :l'ﬂ;-n'und Iser sessions ko bo,rpas m:l'erface-acl:asa .i.stcs.-;ﬁmup p-cl:‘,la'd per-usar
authorization actess lists shll apphy bothe traffic,

Finth i Cancel i Help I

Next 999 il .zla)l x>9)l VPN aSuis Juae go5 Hlis] J=all o5 .3



VPN Wizard

VPN WEI:I Remoke Access Elient {(Step 2 cli'...',i

Resmote access users of various Eypes can open PN funnels bo this PIZ. Select the type of
¥PM client For this tunnel.

YPN Clierk Type:

& Cisco VPN Clent, Releass 350 or figher |

or-Gther Easy VPN Remote product

£ Microsoft Windoves client wsing L2TP over IPsec

Specify the FFF autherkication protocel IF o protecdl & not
spedfied certhe ramabe clisek, do nok specty it

[=ree BoocHap  [F ms=Haps [ ms-oHapywz [T EAR-PRONY

Spacihy i b dientwil send bunnel greup name 25 < Usernamedounne lgroup:

[= Chent vall send funne group neme a5 usernamediurnsioron,

IF pre-shared suthenticabion s geediwth b optor then DefaukPasoun’s
preshared keyend nop adthentication ar e aso modfed,

= Back |'t{e.~x|';;~ i Einish ! - Cancel ; Help i
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B VPN Wizard E

VPN Wizard VPN Client Authentication Method and Tunnel Group Name (Step 3 of ..}

The PIX alows you bo group rerobe access bunnel users based on common connection parameters
and clierk attribubes configured in the subsequent screens. Configure authenticaton method and
Eunnel groug foe ths remote conneckon, Dse the same tunnel group name for the device.and the
remiote disnt,

—futhenbicakion Method

I+ Pre-shaped key
Pre-Shared Key: |dsn:-123

i Certiicate
Cerbhcake Signing Algorithm:  1sa-sig
Cerbfcate Mame: | j

II"'.‘. Challengefresponse athentication {CR.F!.CI:‘.",I.

—Tunnel Groon
Tunnel Group Kame: Jrtptacypn|

< Badk 1_';{{&&} i Finish i Cancel i Help i
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| Client Authentication (Step 4 of ..}

To authenticate rt,n'd:l: Leser s using ||:u:.:|| u:lmﬂl:e LsEr dutubmc 5|:bi the First option bﬂluw
Yo can ereate User an:mﬂs i Lhe next StB'D

“Touse exkarnal AAA servers instead, sebsct the secondootion. You can salal:t an existng ARA
| SErVEr Qroup or creabe A neve one wsng the Rew button belot, ;
To manage all other 444 s=ttings, go-to Corfiguration = Device Management = Lisers/ A48 in
Hre: main ASEM waindow,

(v fothenticate using the local user databacs

o Bthenbcabe using an n.ﬂ.n'éer'.'e.r';;rf;u.n

ARA Server Group Name: | ] new.. |

= Back. i'ﬂuxtb I Eiresty I glam:i-,l i Heln i

o0 o B Guoasiuuall A5l pds Y takasVe oVl o) 15] ol ol 6ae8 I Groasis ddlol, pb .6
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User Accounts {Step 5of 11)

Add news users into the user authenfication datshase. To edt existing antries in the datshase
oF [oremave them From the databiase, gobo Configuration = Desice Manapement =
-Usersflfhy = Lker Acoounts inthe man-ASOM werdow

-Liger to Be Added

LUlsername:

Password {optional):

Confrrm Password (oot iona):

= Back i Mexk = I Firesry I - Cancel i Help i

uc sl VPN olSus eMas) Lol lgiuei pid dd=xall u9liell (0 dcgaz0 2> .7

el

E’E YPN Wizard
VPN Wizard Address Pool (Step 6 of 11) i

Enter & pool of local addresses to be Lsed For 2eaoning dynamic [P addresses to remate wrh
clierks.

Tuninel Group Mame rtpkacvpn
Paol Name: W Mew ..
~Pool Sethings

Fange Skart Al:!dresa: 192.168.10.1

Range Erd fddress: 192,168,100, 254

Subinek fask: 2567255 250:0

= Bark I Mext = | ::r.llsh_| Cancel | Help 1




VPN eMac Jl a9 pid _pol,idl Jxo puwlg WINS 9 DNS o513 wlogleo 2> 5, kis/ .8
.ol
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T VPN Wizard

" VPN Wizard  Attributes Pushed bo Client {Optional} {Step 7 of 11)

Lo .

Bitributes vou configure below are pushed to the YPH _cliémt when the client connacts ta the
PL IF you donot weank an atbribute pushed b the chient, [eate.the correspanding Field blank.

Tunrel Group! rtpkacvpn

Prirary. DNS Server] |

5!13:I'l:|ﬂr::|' DS Server:

Priniary WINS Server:

Secondary WING Server:

Diefzuk Domain Name:

5 Back 1 ek = i Finlsh | Lancel |: Help | |
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[ VPN Wizard L
VPN Wizan IKE Policy (Step-a of 11)

Sefeck the encription algorithm, authentication algorith, and Diffie-Heliman graup far the
devices b use o megotiste am InternetKey Exdhangs (IKE) securiby associabion betwean
them, Configurations onboth sides of He connection must match exactly,

Erict wption: IE’D'E5 _‘:I
autertication: | ~ |
D Group: !2 e d |

= Back | Bent > ] Hnish 1 Zancel i Help i .

> W e olygSil glas ol oo IKE (o 2 > o)l puly Ll d89,24)l IPSec ololzs 53> .10
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Evenwizard s
VPN Wizard sec Encryption and Authentication (Step 8 of 11

Select the encryption and authentication algoribhmes. for this IPsec YEM tunnel. Configurations
on both sides of the connection must match sxackhy, : ;

e

Authenkicarion: |5HJJ. LI

= Back | Mexk = 1 Fineh 1 Cancel i Help i
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i VPN Wizard E

VPN Wizard Address Transtation Exemption and Sphit Tunneling (Optional)  (Step 10of 11}

Mebwiork Address Trassation (NAT) = used Ed hide-the internal network from outside Lsers, You o
make exceptions to AT to expose the-entire or part of the Intetnal natwork to authenticated remote
users protacked by WP,

_To expose the enbire nebwork behind Hre most secure inkerface o remoke WPH users without NAT,
|sawe the selachon iist blank.

Salected Hiosts fhabwarks:
thet,ﬂmk .............................................. = Ia-r:r

B Enable spi burneling b let remate users have simukaneods encrypted sccess ta the resources
defined ahm-e, and unencryphed access tothe rte-rnet

<gack | mest> | Eeish | et | ben |

OB el e Lol euS 13] elgil (899 Ll Lgidssl il wleb>W Lazle 638U 03 o5 .12

&l

& VPN Wizard B
VPN Wizard SUTHTRATY pllofll)

‘ou have created a Remote Access YPM tunnel wich the Folowing attributes: |

WPN Torne! InterFace! oubside

IP=ec suthentication uses pre-shared key: cisco 123

Tunnel Group Mame: | rhptacvpn

Default Group Podcy: reptacvpn

Liser authenkication using kocal user datsbease

e users oreabed in the local datahase: stick

Paal of 1P addresses for YPN dients: l.-]:rp:d-
(152 1681001 - 1927168, 10.254)

KE Pobcy Encryption [ Authentication | DHGroup: 30ES | 5HA | Group:2

1Psec ESP Encryption | ESP fwthenticabon: S0ES | SHA-

Inkernal iebwsork slements exposed bo remobe VPN wsers withodk MAT;
any

-aple bunnetng; disabled

Hext = I Einish I Cancel | Help I
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Interface: |inside
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L L

Translated
Select a ghobial pool For dyrniamic branslation,
Pool 10 | Interface I Addresses Pool I
0 (ot bound) Same as original address (identity)
0 (inbaound) Same as original addrass (identity)
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.0k
_ﬁ-"l-'l.l‘]d Dynamic MAT Rule |

Cirignal
Interface: hutg e

Source!  [192.168.10.0

L L

Translated
Select & ghobial pool For dyniamic branslation,
Fool 1L | Inkerface I Addresses Pool I
0 (ot bound) Same as original address (identity)
0 (inbound) Same as origingl address (identity)

1O 172.18.124. 166
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