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Cisco 2621

:Current configuration
!
version 12.0
service tinestanps debug uptine
service tinestanps |og uptine
no service password-encryption
!
host nane goss-2621
!
i p subnet-zero
!
ip audit notify | og
ip audit po max-events 100
i sdn voice-call-failure O
cns event-service server
!
The IKE policy. crypto isakmp policy 10 ---!
hash md5
authentication pre-share
crypto isakmp key ciscol23 address 99.99.99.2
!
crypto ipsec transform-set myset esp-des esp-md5-hmac
!

crypto map mymap local-address FastEthernetO0/1

IPsec policy. crypto map mymap 10 ipsec-isakmp ---!
set peer 99.99.99.2
set transform-set myset

Include the private-network-to-private-network ---!
traffic !--- in the encryption process. match address
101
!
controller T1 1/0
]
interface FastEthernet0/0
ip address 10.2.2.1 255.255.255.0
no i p directed-broadcast
dupl ex auto
speed auto
]
interface FastEthernet0/1
ip address 10.1.1.2 255.255.255.0
no i p directed-broadcast
dupl ex auto
speed auto

Apply to the interface. crypto map mymap —-—-!
1

ip classless
iproute 0.0.0.0 0.0.0.0 10.1.1.1
no ip http server

Include the private-network-to-private-network ---!

traffic !--- in the encryption process. access-list 101
permit ip 10.2.2.0 0.0.0.255 10.3.3.0 0.0.0.255
line con O
transport input none
line aux 0O

line vty 0 4
|




no schedul er allocate
end

Cisco 3660

version 12.0

service tinestanps debug uptine
service tinestanps |og uptine
no service password-encryption
!

host nane goss- 3660

!

i p subnet-zero

!

cns event-service server
|

The IKE policy. crypto isakmp policy 10 ---!
hash md5
authentication pre-share

crypto isakmp key ciscol23 address 99.99.99.12
1

crypto ipsec transform-set myset esp-des esp-md5-hmac
!

crypto map mymap local-address FastEthernet0/0

The IPsec policy. crypto map mymap 10 ipsec-isakmp ---!
set peer 99.99.99.12

set transform-set myset

Include the private-network-to-private-network ---!
traffic !--- in the encryption process. match address
101

!
i nterface FastEthernet0/0

ip address 99.99.99.2 255.255.255.0

no i p directed-broadcast

ip nat outside

dupl ex auto

speed auto

Apply to the interface. crypto map mymap ---!
|
interface FastEthernet0/1
ip address 10.3.3.1 255.255.255.0
no i p directed-broadcast
ip nat inside

dupl ex auto

speed auto

|
interface Ethernet3/0

no i p address

no i p directed-broadcast
shut down
!
interface Serial 3/0

no i p address

no i p directed-broadcast
no i p nroute-cache

shut down
!
interface Ethernet3/1
no i p address




no i p directed-broadcast
interface Ethernet4/0
no i p address
no i p directed-broadcast
shut down
|
i nterface TokenRi ng4/0
no i p address
no i p directed-broadcast
shut down
ri ng-speed 16

The pool from which inside hosts translate to !--- —--- !
the globally unique 99.99.99.0/24 network. ip nat pool
OUTSIDE 99.99.99.70 99.99.99.80 netmask 255.255.255.0

Except the private network from the NAT process. ip ---!
nat inside source route-map nonat pool OUTSIDE

ip classless

iproute 0.0.0.0 0.0.0.0 99.99.99.1

no ip http server
!

Include the private-network-to-private-network ---!
traffic !--- in the encryption process. access-list 101
permit ip 10.3.3.0 0.0.0.255 10.2.2.0 0.0.0.255
access-list 101 deny ip 10.3.3.0 0.0.0.255 any

Except the private network from the NAT process. —---!
access-list 110 deny ip 10.3.3.0 0.0.0.255 10.2.2.0
0.0.0.255

access-list 110 permit ip 10.3.3.0 0.0.0.255 any
route-map nonat permit 10

match ip address 110

1

line con O

transport input none

line aux O

line vty 0 4

!

end
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f% Manage Global Address Pools

Global Address Pools

Global Address Pools are used to configure Dynamic Metwork Addrass Translation (WAT)

addresses,
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f= Manage Global Address Pools x|

Global Address Pools

Global Address Pools are used to configure Dynamic MNetwork Address Translation (RAT)

addresses.
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Refresh ASDM with the Running Configuration on the Device

Reset Device to the Factary Default Configuratian...

showe Running Configuration in Mew Window:. .
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Save Internal Log Buffer to Flash
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pi xfirewal | # show run
Saved :

Pl X Version 7.0(0) 102
names
!
interface Ethernet0
nameif outside
security-level 0
ip address 99.99.99.1 255.255.255.0
1
interface Ethernetl
nameif inside
security-level 100
ip address 10.1.1.1 255.255.255.0
1
enabl e password 2KFQnbNI dI . 2KYOU encr ypt ed
passwd 2KFQnbNI dl . 2KYOU encr ypt ed
host nane pi xfirewal
donmai n- nane ci sco. com
ftp node passive

access-1ist outside_access_in remark Access Rule to
Al low ESP traffic
access-list outside_access_in

extended permit esp host 99.99.99.2 host
99.99.99.12

access-1ist outside_access_in

remark Access Rule to allow | SAKMP to host
99.99.99. 12
access-list outside_access_in

extended permit udp host 99.99.99.2 eq
isakmp host 99.99.99.12

access-1ist outside_access_in
remark Access Rule to allow port 4500 (NAT-
T) to host 99.99.99.12
access-list outside_access_in
extended permit udp host 99.99.99.2
eq 4500 host 99.99.99.12
pager lines 24
ntu inside 1500
mu outside 1500
no failover
nmonitor-interface inside
noni tor-interface outside
asdm i mage fl ash:/asdnfil e. 50073
no asdm hi story enabl e
arp tineout 14400
nat - contro
global (outside) 1 interface
nat (inside) 0 0.0.0.0 0.0.0.0
static (inside,outside) 99.99.99.12 10.1.1.2 netmask
255.255.255.255
access-group outside_access_in in interface outside
route inside 10.2.2.0 255.255.255.0 10.1.1.2 1
route outside 0.0.0.0 0.0.0.0 99.99.99.2 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02




sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
ngcp- pat
sip 0:30:00 sip_nedia 0:02:00 0:05:00
ti meout uauth 0:05:00 absol ute
http server enable
http 10.1.1.3 255. 255. 255. 255 i nsi de
no snnp-server | ocation
no snnp-server contact
snnp- server enable traps snnp
telnet tineout 5
ssh timeout 5
consol e timeout O
1
class-map inspection_default
match default-inspection-traffic
1
!
policy-map asa_global_ fw policy
class inspection_default
inspect dns maximum-length 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
1
service-policy asa_global_ fw policy global
Crypt ochecksum 0a12956036ced4e7a97f 351cde61f ba7e
end :

(_daaill olwbudl Jac Ub]) MPF g PIX glol jlg> (0aSs

iS,5> el (idnsdl dwlull Joc JW)MPF 9 ipSec-pass-thru yaxd LoVl pasiuwl Jeosll daild o Y
PIXIASA ¢lol 63621 VS 0 IPSEC 49,0

LW 395 39>9 xic ESP olly oladx gy plowdl piy .ESP ;9,0 45,%) i mis) Laxall 13D (655 o
awol oV alg.a“u&iro.'i AH C 2oouo ue Lo 2lowdl oSay il oYLVl sae) a8V ,\>Jlul.c,\>,\>9;§l9
&91gall &o> 9 paxall 13 gulas Sy L9,ls> 10 e ool JSuiw ESP olly wlasad Jgal giog 9
uaxd 49, .aayllaolly dall Eu> o ol9Vl g_l.ogl eais _illg l@...l.c..spl w9 cllac gulai ¢ Sou il
IKE igio JLasl, dag woll (50 09, IP JgSgi9 1) ESP 49,0 S, wawlio jLiz| IPSec Pass Through  gulaill
wVlasl go Lol oYl ,99,9 ESP 9,0 &S, 2 lowul) diglall Jguogll dasld UJSS.. wixiy LS .500 09, UDP
Ll 59,0 &S ,> @9 2yaxil service- policys policy-mapy class-map oloVl p.l.ku.u' 28V A=y dlgall
inspection ,oVl xouw (lgiSos aic iST 9l 619 ag>l9 e dwludl gulnig (diall Je ua.}.oJ|_)o| Gulai

aS >y poay . opoSall db ue oSG Lil9 « 85185 10 dlgoy 639axall Jue ESP 9,0 dS =, ipsEC-pass-thru
NAT ic9 NAT 9,0l

host nane(confi g) #access-1list test-udp-acl extended permit udp any any eq 500
host nane(confi g) #class-map test-udp-class

host nane(confi g- cnap) #match access-list test-udp-acl

host nane(confi g) #policy-map test-udp-policy



host nane(confi g- pmap) #class test-udp-class
host nane(confi g- pmap- c) #inspect ipsec-pass-thru
host nane(confi g) #service-policy test-udp-policy interface outside

- " . - ..I

2o JSuiy Jay oueSil ol o 3Tl Lgolaziw] diSoy ologles puudll 13D 499,

Jlx oo ol aui,lle (ladd ¢elxuuall eMawll) 21,3V a2 o 31l dlawly o2l solsl Jas, pcs ai
ol ol 21,21

2 al> 0l Glol oLl o ,2,—show crypto ips sa -
A dl> el Glol oblLsl wos—show crypto isakmp sa -
.6 auuall e 6 0.0ll o)l Lo 2, —Show crypto engine connections active -

Le>MNolg eliasVl OLiSwl

Le>Wools (oSl elasi GlaSiwy lgolaimwl liSay ologles pumill 13D s,

azgall IPsec ,J lg>Noolg ellasV WOLliSiwl olol

.debug sl jlaol Jid zauail solol Jo> dogo wlogles I gl taka>Ve

B uein o (il oLl H9,0 a5,> Lo ,2,—debug crypto engine -

.2 a>all IPsec wloglas o ,=,—debug crypto ipSec -

al>,all (ISAKMP) co ¥l olol bols,ly aulaall 6,151 o390 wloglas Lo ,2,—debug crypto isakmp -
oVl

a0l ollaylJl o Lalzall

(IKE) oYl zlige Jski lol o LLidl auws _le Jaz,—isakmp il puus -
dduil) IPsec ool oblyidl quo -

PIX J le>Molg clasVl SliSiwl olol

Dbz oo Al ai, ille (ladd gelxuuall eMawll) 21,3V a2 io 31 dlawles ol solsl Loz, acs ail
ol ol 213l

.debug ol9l laol S8 zuxuaill olol Jo> dago wlogles JI gl tdla>Vs

0901 il uiwinall lgind ) ping BYLii] pin il YLVl (o2 —eddall Sl o slas] aumas -
Show oYl plassianls b3Vl 9, Sans PIX Jouud cddall ojzall (8 olosleall (s piy -PIX e
log

ololaxl 03® 3 ainse o laS oMWl Lol layly Jiwuidl uSai) ASDM plasian] oSay -
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This =creen shows syvelog messages in ASDM logging buffer as of now.

Find text in messages below: I i e

......

Mar 16 2005 170611 Login permitted from 1001 1.3 247 toinside:1 011 1/hitps for user “enab
i b Mar 16 2005170347 &OY001: Bullt local-rost inside101.1.2
Mar 16 2005 17:05:47 609001 : Built local-host oulside:99.99.99 2
Mar 16 2005 17:05:47 605005 Login permitted from 1001 1,21 220 to inside:1 0.1.1 1ihitps for usar "enablh
Mar 16 2005 17:05:4F7 302013 Buill inbound TCF connection 48 for inside: 101130220 (004.1.3M 22001
Mar 16 2005 17:05:47 20201 4: Teardown TCP connection 47 for inside:10.1.1.3M1 219 to MNP Idenfity [fc:1 0.
Mar 16 2005170547 BO5005; Login permitted from 10,117,201 221 1o inside1 0,1 1 1 /htps for user "enabl
Mar 16 2005 17:05:47 302013 Built inbound TGP connection S0 for inside: 1011 30221 (01132210t
Mar16 2005 17:05:47 20201 4: Teardown TCP connection 42 for inside:10.1.1.2M 220 to NP Identity ife:1 0.
Mar 16 2005170547 106023 Deny udp sre outside 99,599,959 204500 dst inside 99 99 59,1 204500 by acce
Mar 16 2005 17:05:47 20201 5: Built inbound UDP connection 49 for outside: 99,9999 2500 (99.99 93 245
Miar 16 2005170547 BOS001: Built local-ho st inside1011.2
Mar 16 2005170547 B09001: Built local-host oulside: 99 9999 2
Mar 16 2005 17:05.47 805005 Login permitted from 1001 1.2 220 toinside:1 0.1.1 1ihitps for usar "enabl
Mar 16 2005 17:05:47 302013 Buill inbound TCP connection 48 for inside 1011 30220 (109 1.3 220 t
Mar 16 2005 17:05:47 20201 4: Teardown TCP connection 47 for inside:10.1.1.3M 219 to MNP Identity e 0.
Mar 16 2005 170546 BOG005 Login permitted from 10,1 7.30 219 W0dnside1 0.1 1. 10hitps for user "enabl
Mar 16 2005 17:05:46 202013 Built inbound TGP connection 47 for inside 101130219 0011312195
Mar 16 200517 034d4a 202014 Teardown TCP connection 46 for inside: 10.1.1.3M 218 to NP ldentity Ife:1 0.
Mar 16 2005170546 B05005. Login permitted from 1001 131 218 o inside:10.1.1.14hitps for user "enabl
Mar 16 2005 170546 20201 3: Built inbound TGP connection 46 for inside1 01130218 4011312183
Mar 16 2005170546 3202014 Teardown TCP connection 45 for inside: 1001131217 to NP dentity Iic:10
Mar 16 2005 17:05:46 G05005; Login permitted frorm 10.1.1.21 217 toinside:1 0.1.1.1/hitps for user "enabl
Mar16 2005170546 302013 Bult Inbound TSP connection 45 for inside 1011 3027 001130210t
Mar 16 2005170546 302014 Teardown TCP connection 44 for inside:10.1.1.37 216 to NP Identite Ife:1 0.
Mar 16 2005 170546 B05005: Login permitted from 10.1.1.21 219 toinside:10.1.1 1/hitps for user'enaﬂﬂ
»
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PIX pe> dxéw0 -

PIX ,olol 21,0 -
(NAT) aSuill yolic do> 5 pC> dnbwo -
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