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@ Create [Psec Rule £

Tunnel Palicy (Crypko Map) - Basic | Tunnel Policy (Crvpta Map) - Advanced | Traffic Selection

Interface: | oukside - Policy Type: dynamic - Pricrity: 1

IPsec Proposals (Transform Sets)

IKE «1 IPsec Proposal:

IKE 2 IPsec Proposal: Select. ..

Peer Settings - Optional for Cynamic Crypto Map Entries

The Connection Tvpe is applicable to skatic tunnel policies only, Uni-directional connection bype policies are used

For LAak-to-LAM redundancy. Tunnel policies of the 'Criginate COnly' connection type may specify up to 10
redundant peers,

IP Address of Peer ko Be Added:

Add == Move Lip

Remove Mowe Dawn

[ (] 4 H Zancel H Help ]

999 Lail 9l I IPsec o> iso o oo il (Jisxill olegams) IPsec ol jiso iz awlis zad e .3
xc 39lgo 98 Ll .eloVl Juss plasiwly 3> 2lidl cliv) adlo)
clgoVl



Tunnel Policy (Crypto Map) - Basic | Tunnel Polcy (Crypto Map) - bdvanced | Traffic Selection |

Interface: -Mﬂ: - Palicy Type: .drnwi: = PPricerity: 1
IPsec Proposals (Transform Sets)
IKE v1 IPsec Proposal; tset
ﬁ
IKE v Hrm Select [Psec Proposals (Transform Sets) - =
@ add| (& Edt| i Delete|
Mame Mode ESP Encrypkion ESP duthentication
Peer Sobtil ESP-3DES-5HA-... Transport IDES SH# -
ESP-3DES-MDS-.., Transpark IDES OIS
g”‘c‘"’: ESP-DES-SHA  Turnel DES SHA
Pl | |espoeSMDS  Tuniel DES MDS
ESP-DES-5HA-T... Transport DES SH& E
MEE . |
-
IF Addres

Lok [ coneel |[ b |

oS 13] sllao) NAT'Tugngbyl &3 s> ((uauin] day,3) gaill dwluw doasioll (ugull dode oo 4
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@ Create IPsec Rule

| Tunmel Paolicy {Crypto Map) - Basic | Tunnel Policy (Crypko Map) - Advanced | Traffic Selection

Enable MAT-T

Enable Reverse Route Injection

Security Association Lifetime Settings

Tirne: g o 0| hh:rnm:ss
Traffic Yolume: [] unlimited 4603000 | KBykes
ESP w3

[] walidate incarming ICMP error messages

[] Enable Do Mat Fragment (DF) policy

Enable Traffic Flow Confidentiality (TFC) packets, This is unavailable if IKE+w] is enabled.

[ K, J [ Cancel ] [ Help ]

plaidW 6 iall VPN 9,0 a5 > 2oz L‘a;_idii.a_a_oljl,@l)g)o as ;> i wwgull dode o (L)l

(598 5iily _Saolill bl
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([ Create [Psec Rule

-

| Tunnel Palicy {Crypta Map) - Basic | Tunnel Policy {Crypto Map) - Advanced | Traffic Selection

fckion: @) Prokect

() Do not Protect

Source Criteria

Source: |an';.f4

)

Destination Criteria

Destinakion: |an';.-'4

)

Service: |ip

)

Description:

More Options
Enable Rule

Source Service:

Time Range:

E]| (TCP ar UDP service anlky) &

L=l

>

[ K ][ Cancel ][ Help




Configuration > Site-to-5ite ¥PN = Advanced > Crypto Maps
b add ~ [Ff Edit ~ [ Delete | 4+ & | % Bz M - | @ Find F2 Diagram

Traffic Selection
Type:Priority TransForm Set (TKEw1)

#* Source Destination Service Bckion

= interface: outside

dynamic: 655351 + # Pratect

1| ]

Enable anti-replay window size: :64 -

[ appky ] [ Reset ]

oalaill a2l (Saolyal 1P Gloic Jo> wlogleo Si Lle soizy Y ASA oY L (o 6,LiYl cusi LS9
o SJ . iolysl JSuiny ASA e 39>g0ll DefaultL2LGgroup ceuo gé; B9 ,2all e Jlas¥l Llb ol
bl e aigSs oo sl (Jladl 13® 8 Cisco123) lauus Jiinall 2lioll clis] (8 a8>kaoll azis
DefaultL2LGgroup e ,31 gliss go gullay Ol vy =il

Jl clSing 5z dalasb L2LGgroup uais (acgase (4i<paiio<VPN g8g0 _J| @8g0< JiSis i3l .5
xe (39190 999 ,asl .plids lapuo J iite o€ o
clguVl




Configuration > Site-to-site YPH > Advanced > Tunnel Groups
Configure IPsec site-to-sits tunnsd groups.
& Add| 3 Edk | B Dolete

Hame Group Policy IKEv] Enabded IKEw2 Enabled

pefotizigop  DoMeooby [ @ | @
m Edit IPsec Site-to-site Tunnel Group: DefaultlLILGroup et
ame: Dreff it 2L Group
IPsse Enabling
Group Poliey Name:  DftGrpPolicy - [ manage...

(Followsng bwo fiedds are attrbutes of the group pobcy selected abowe. )
/| Enabls IKE w1 [ Enabls IKE v2

IPssc Settings
W vi et
Hasthenkication

Pre-shared Key:  ssssnns

Device Certificate:  -- None -- -

IKE Pew [ Vabdation: | Required -

IKE Keepalive
Disable keepalves
@ Monitor keepaiives
Corfidencs Interval: |10 secride
Retry Inteeval: 2 segonds

Lo [ <ol |[ oo

SY Sy (Central-ASA) coldl Juadl e Lo e Ja B> pliso cliw] I 13D $8 1dla>No
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Configuration > Site-to-Site VPN > Group Policles

Manage VPN group polcoes.A YPH group is & oolisction of usse-orssnted suthornization attribube fvahss pairs that may be stored inberraly on the devios or sxctermally on a RADILSLDE
policy informakion i referenced by WPN connection profiles and user stcounts,

T enfionce authorization atbribautes from an LDAP server you must use an LDAP sttribyte map,

& add = gactﬂ Delete | B Assign
Connesction Profiles/Users
IName Type Turneling Protocol 5 7o
CtGrpPobcy (System Cefauk) ka1 se-chertiess; Etp-psec | Def andtRLiGroup; Def ault WEEVPHGouD:
F ™
(B} Edit Internal Group Policy: DltGrpPalicy £
Tunrrehing Protocols: [of] Cherithess S50 YPN || 550 VPN Clert [ IPsec IKEwl | | IPsec IKEwZ  [] L2TPfIPsec
Foe e~ - (e ]
Ide Tineout: [unkmited 30 | miutes
Madrum Connect Time: (] Unbmited | ke
Lok J[ cocel |[ nb |
- ot

Find: | 5 (5[] Msbeh Cass

o

J 6acl8 (nat (nat-exempt o0 b cdSuis 6acld add nat JI o069 8228 nat<alas> Hlaz< s o i1 .7
xic 39ls0 §99 il 19,0 45> VPN
sl



[FRaa]-| | (B Add NAT Rule o FR— R

B Match €| match Criteria: Criginal Packet -
Source If | Source Interface: inside = Destination Interface: outside -
| Source Address: 10.1.2.0vinside_nekwork =] Destination Address: | 10.1.1.0-remote_networ| -]
Service: any (=)
Action: Translated Packet
Source NAT Type: Static -
Source Address: 10.1.2.0-inside_network | Destination Address: | 10.1.1.0-remote_networ| |
[] Use one-to-one address translation
(] PAT Pool Translated Address: | senvice: -- Original - =
|| Raund Raobin
|| Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP ports into fat range 1024-65535 | | Inchede range 1-1023
| Fall through ko interface PAT
| Use IPv6 For source inkerface PAT Use IPv6 For destination interface PAT
Opticns
[¥] Enable rule
| Translate DMS replies that match this rule
|| Disable Proxy ARP on egress interface
P — [¥] Lookup route table to locate egress interface
Direction: | Both v
—_— | ok || concel || Heb |
(Saolizall Lyladl) a2y ;e ASA
o ASDM (subs JLasl 3,20, @890 J] @390 oo VPN alles < VPN clalles < olaleall il 1
ASA
L Cisco ASDM 7.1 for ASA - 10,105.130.220 - ' =  m—
File ‘iews ool | Wizand: | Window  Help
Startup Wizard... D) Back | ) Forward | G} Helo
. |
. VPN Wizards Pl site-to-site VPN Wizard... '
—— High Lsvailability and Scalability Wizard... —
% ndd [ Dele 9'“ ity . ity AryCannect VPN Wizard...
- Unified Communication Wizard... Clientless S50 YRR Wizsrd,..
Find:
Packet Capture Wizard...
RTYTECETEL pt . _ IPsec (IKEw1) Rernote Access VPN Wizard...
™ 10.505.130.51 License |
’! 10, 105, 150,54 Host Mame:  I2l-peer
= 10.005.130,72 . )
B, 10.108.130.86 ASA Version:  9.1(3) Device Uptime: 2d Lh 42m 50
mll 1A weE asn 1 Ac A0 Version: T 104 Mevvire Tvne: ASA SN
Next §95 sl .2

(Jwl)



T Site-to-site VPN Connection Setup Wizard | —

VPN Wizard

Introchackion

Uise this wizard bo setup niew site-to-site VPN tuninel, & tunnel between bwo devices is caled & ske-to-sibe tunnel and is bidirection
probects the daka using the: IPsec probacol,

Sate-toe-Site VPN

Here is & foles on how bo sebup a she-to-site YPN connection.

sy il o (25 wlgisll cise in order to il I oo dsild )18 daio VPN JI o 2yl ¢ sl 3
Next 999 &l uaiill day,> Gulas ey cu> (WAN) dgloll 50>
(JWI)

[E) Site-to-site VPN Connection Setup Wizard

Shaps Pesar Denvice Identification
1, Introduction This skep leks you identify the peer YPM device by its TP address and the interface used bo sccess the peer.
2. Peer Device

Identification Pesr [P Address: 172.16.2.1
3, Traffic to protect i .
4. Seouriby WPh Access Interface: | outside -
S, NAT Exempt
6, Summary

[ < Back ]| Next >
ol 69l 01D ,_,.9 VPN g2 N> 0 59,300L g 2lowd] cv il oSl dauandl bl 50> .4
6J3l.>_.AJI_,I_,j§lI 999 sl .(VPN) a,aUall danlzl asuill o sl olSuidly dd=oll Sl 54845
ol e elld A2y calnsb o llhioll caus Glgiell i3 19 6auedl aSuilly dd=ell aSuidl Jga=J




G Site-to-site VPN Connection Setup Wizard — —

Steps Traffic b protect

1. Introduckion Thits step bets you identify the local network and remobe network betwesn which the traffic is bo be probeched using [Psec enorypbion,
2. Peer Dewice Identiic stio

3. Traffic bo probect IP Address Type: @ IPvd s

4. Security Local Metwork: | 10.1.1.0/24 E

5. NAT Exempt Remote Matwork: | 10.1.2.0/24 E

G, Surnmary

[ctock ] [Lbot> ] [

yiinal] plisall Jliadl 13D (9 lipuo 1S Lise piy Lilly (lgolaian] piww il @slaall clogles 551 .5
JSiny il Lol IP Glgic 68 34l dcgnzo puwl .Cisco123 oo Jliall 13D 3 pasiwall limus
LAN _JI LAN (0 VPN @i (65 caad I5] ol il

(L2L
B Site-to-site VPN Connection Setup Wizand il B
Heps Seoxity
1. Irkrodhaction This shep kets you seoue the selected traffic,

2. Poer Devioe [dentificatio

3. Traffic to probect L

ASh uses Ehe pre-shared key entersd here to authenticste this device with the peer. AS0M vall salect common IE aned TSAKMP saourity pur amebers For

4 Sacurity st wil abows burred estabibshereeit, Tt i secommersded that this option is also sebscied when configuring the renmie peer,
. MAT Exesmpt
&, Summary Fre-ghared Key: sssssss
Curtommized Condigur ation
iou can use pre-shaned bey or digital certificabe for suthentication with the peer device, You can also fine bune the data enoryphion slgonthms ASCM
saledted for you.
[ <Bsck || et [ coel |[ nep

asylloo dwluww JUD (8, ol v o,z il IPsec 9 IKE dwluw uoiail oSl Lowass d&o._:ji
Lo iinall 1 5l IKE 2 lico J>')i a9>Laoll 9§, gl doMe o: 0,8V ¢ JOVI ule 6a>lg
90 Jlo 13® (9 .Lauwe Jjinall plicall Ja> 9
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Seps Seorty
1. Inkrodukion Thit st bets you secure the selacted traffic.
2. Poer Device Identificatio
4. Tealtic ke Sl Corfiguration
4. Security KSR s the pre-shared key enbered here bo suthenticate thiz device with the peer. ASDM will select commaon IE and 1SAKMP securky parameters for
" thast wall sl burrsel establnierent., It B recomimended that this cption i5 also selected when configuring the remole peer,
5. MAT Exempt
| & Summary

@ Customzed Configuration

Yiead £ use pre-shared key or dgtal certificate for suthentication with the peer device, Yei can o fire bune the data encryption aigorthims ASDM
sedected for you.

IE Wersion " Autheriication Mathods | Encryplion Algorithens | Perfect Forwand Secrecy |

IKE iy 1

[Pré-charad Ky: (ZTTTTT]

Do ot ovee- -
IKE wersion 2

@ Local Pre-shared Key:

Local Device Cartficate: e Hiorwy = <] [ Manage.
Remobe Peer Pre-shared Key:
Remote Peer Certficate Authentication: | Allowed Mansge,

e A ==

[ omel ][ neb_]

bl Olojles cugull dode (G99 Lail

98 il .aiysS39 (phase-1) Lo IKE ag @lio] §98 il JKE ag Ji> loms 8)1] G il .
e (§9lgo
slgaVl

T} Site-to-site VPN Connection s;u-..é Wizard - -

Steps Sacirty
1. Enkrodhaction This stop kets you secure the selected iraffic,
2. Peer Device Identificatio

3. Traffic bo probect © Suple Confiquration

ASA vt the pre-thared key entered here bo suthentic ste this device with the peer. ASDIM vl select common IKE and [SAKMP security parameters for

4 Sacutty st wlll o buneed eestisblishment. It i necommended that this oplion i b selected when configuring the remotes peer.

5. HAT Exempl

@ Customized Configuration

You can use pre-shaned key or digtal certificabe for suthentication with the peer devios, You can also fine tune the data snorypticon algorithms ASDM
sebected For vou.

" IKE Yersion | Authertication Methods-” Ercryption Algorthms | Perfect Forwand Secrecy |
I wersiadi 1

IKE Pollcy: crack-aes-sha, rsa-sig-ses-sha, pre-share-ses-sha, crack-ses-192-sha, ris-sig-ses-192-sha, pre-share-ses-192- | Manage... |
Pt Proposal: | E5P-AES- | 28-5HA, ESP-RES-128-MDG, ESP-AES-192-344, ESP-AES-192-MDS, E5P-AES-256-5HA, ESP-AES-256-h Sedat... |

INE wersion 2
IKE Polcy: wes-256-sha-sha, aes-192-sha-sha, aes-sha-sha, Jdes-sha-sha, des-sharsha Manage. .. |
IPeat Proposal: | AFS2SA, AFS192, AES, IDES, DES Sedat.... i

[ <bock | [heat> | Helo
el baie &l agy cilaib .Lollaoll IPsec Lo ,¢ 33>9 IPSec ¢ jido Ja> Hlomy a5 (999 Ll .




@ Site-to-site VPN Connaction Setup Wizard

Steps Sequity

' 1. Introduction This step lets you secure the selected traffic.

| 2. Peer Device Identificatio _

| 3 Traffic bo protect o 7

|« Security ASH uses the pre-cshaned key entered here to suthenticate this device with the peer. ASDM will select common IKE and

' ISAKIMP security parameters For that vall allow tunnel establichment. Tt is recommended thak this option is also selected

5. MAT Exempt when configueing the remote peer,
&, Summary

@ Customized Configuration

You can use pre-shared key or digital certificate for authentication with the peer device, You can akso fine tune the
data encryption algorithms ASDM sebected for you.

IKE Version | Authentication Methods” Encryption Algorithms | Perfect Forward Secrecy |
IKE version |

IKE Policy: pre-share-aes-256-sha

IPsec Proposal: ESP-AES-256-5HA
IKE version 2
IKE Policy: aes-236-sha-sha

i il

IPsac Proposal: |AES2SE, AES192, AES, 3DES, DES

[C<sac ) [hext> ] I

B3le] dpmw oSar LSl &5 5359 "aliall agill 63le] dy " gl dode I JnYl eliSey LS|

el boaic &3 agy cialail (PFS) dlolSUl agill

mﬁng-:}ﬂ?mcmuﬁﬂwm' - e —— '
e Securty

1. Introduction This shep kebs you secure the selected traffic.

2. Peer Device ldentificatio

4. Security
5. NAT Exapl
6. Summary

3. Traffic bo protect =

ASA uses the pre-shared key enbened bere bo suthenticate this device with the peer, ASDM vall select comman IKE and [SAKMP security parameters for
it wll allcww burewl establshoment. Tt i recommended that this option i also selected when configuring the nemote peer .,

@ Customized Configuration

'me-.'m pre-shared key or dgital certificate for suthentication with the peer device. You can sl fine: bune the data encryplion slgorithms ASDM
selected for you.

< IKE Wersion | Authentication Methods | Encryption Algorithms. ™ Perfiect Forward Secrecy |

Enable Perfect Forward Secrecy (FFS). If PFS B used, & new Diffie-Helinan exchange is performed for each phase-2 negotistion. It ensures
[ theatt & session ey derived froen & set of long-benm public and privite keys wil not be compromised if one of the (long-berm) private keys i
eompromesed i the Futune

Eniffe-Helmen Group

[Cxoa ] (o> ] (o ] [
ex o Baill H9,0 &S > gial Ulsigll dax 55 0 Except ASA side host/network LVl &5 5> .8

aSu ca> oyl i in order to douuioll doslall ._',.o,_t'.>'|)3i._‘_.|>.o Lol o,:>‘i Sl olgic dox>



Next 999 4l .reachable (95 J>w

AJW)

BB Site-to-site VPN Connection Setup Wizard [ ——

Steps MAT Exempt

1. Irtroduckion Thes step alloves ywou ko exempt the locsl network sddresses from network branslation,

2. Peer Device Identificatio - -

3. Traffic bo protect | Exempk ASA side host/network from address translation | inside =

4. Security

5. MAT Exempt

b. ‘Sumimary

| <sack || mext> |

aalnalbby 89> .gill leigSs pi il (VPN) 4 @Uall doldl il Lazle ASDM Lo 4=, .9
Sl
Il



% Site-to-site VPN Connection Setup Wizard
VPN Wizard

Summary

Here iz the summary of the configuration.

ame

El Summary
Peer Davice IP Address
WPM Access Inkerface

Protected Traffic

IKE VYersion Allowed
= Awthentication Method
IKE w1

IKE w2

=l Encryption Policy
Perfect Forveard Secrecy (PFS)
= IKE v1
1KE Policy
1Pzec Proposal
=l IKE w2
IKE Policy
IPsec Propasal
Metwork, Address Translation

Walue

172.16.2.1

oukside

Local Metwork: 10.1.1.0/24
Remoke Mebwork: 10.1.2.0/24
IKE wersion 1 and IKE wersion 2

Use pre-shared key

Use pre-shared key when local device access the peer
Lise pre-share key when peer device access the local device

Disahled

pre-share-ags-256-sha
ESP-AES-256-SHA

ae5-256-sha-sha
AESZ56, AES192, AES, 3DES, DES
The protected traffic is not subjected to netwark address translation

[ <Back || Finish |

[ Cancel ][ Help

(CLI) JoloVl Jlow dgly (oS3

(cull udadl) (558500l ASA (2955

:JUall 138 auogs oS VPN 9,0 aS,=) no-nat/nat-exception 6acld 95w 29 .1
obj ect network 10.1.1.0-renote_network
subnet 10.1.1.0 255.255.255.0

obj ect network 10.1.2.0-inside_network
subnet 10.1.2.0 255.255.255.0

nat (inside, outside) source static 10.1.2.0-inside_network 10.1.2.0-inside_network
destination static 10.1.1.0-renote_network 10.1.1.0-renote_network
no- proxy-arp route-| ookup

ey L2L Suolip> ks sl @85Laa) DefaultL2LGgroup (e lauwwe J il plizoll ¢e8i 08 .2
tunnel -group Defaul t L2LG oup ipsec-attributes
i kevl pre-shared-key ciscol23

(ISAKMP/as 1 al> ,edl duwluw 2o .3
crypto i kevl policy 10
aut henti cation pre-share
encrypti on aes- 256
hash sha
group 2
lifetinme 86400
:IPsec dawluw/dgll d> 0l o= dcgoxo way =i 4

crypto ipsec ikevl transformset tset esp-aes-256 esp-sha-hmac
Slaall JBo] GuSaiazglianll Jigxill dcgozs taJlil ololeall placiwly a0l doy 3l oSsy #8 .5
(Solis]) Gabaiall eMasl) a>gill Clogles 49,200 HlYI jlex) gouw SsVl9 (RRI) _uuSell

crypto dynamic-nmap outside_dyn_map 1 set ikevl transformset tset
crypto dynamic-nmap outside_dyn_map 1 set reverse-route

ag>lo)l Lo ISAKMP/IKEVT (S0i9 juiiaill dlay,> Gulasy uainid| day 3y aSaoluall day 2l by, .6



ra) |
crypto map outsi de_nmap 65535 i psec-isaknp dynam c outsi de_dyn_nap

crypto map outside_map interface outside
crypto ikevl enabl e outside

(Ssolipll Lahaill) a2y e ASA

obj ect network 10.1.1.0-inside_network
subnet 10.1.1.0 255.255.255.0

obj ect network 10.1.2.0-renpte_network
subnet 10.1.2.0 255.255.255.0

nat (inside, outside) source static 10.1.1.0-inside_network 10.1.1.0-insi de_network
destination static 10.1.2.0-renpte_network 10.1.2.0-renote_network
no- proxy-arp route-| ookup

Lo Jjiisn 2lizog juba VPN Suiliwl oSl dcgamo- g5 iy .2
tunnel -group 172.16.2.1 type ipsec-| 2l
tunnel -group 172.16.2.1 ipsec-attributes
i kevl pre-shared-key ciscol23

ISAKMP/_JoVl al> 4ol duwbuw a5 .3
crypto i kevl policy 10
aut henti cation pre-share
encrypti on aes-256
hash sha
group 2
l'ifetinme 86400

crypto ipsec ikevl transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
:6:aall VPN éSuin/ 9,0 4,5 O 425 Jouo9 aaild (195 .5

access-list outside_cryptomap extended pernit ip object

10.1.1.0-inside_network object 10.1.2.0-renpte_network

ol IPsec o lgieCrypto/VPN Jg.og dnild @ lalzall 0id plasiwl, @l il day,s ouess .6
aglasl Jyoxill dcgazonsl|

crypto map outside_nap 1 match address outside_cryptonmap
crypto map outside_nap 1 set peer 172.16.2.1
crypto map outside_map 1 set ikevl transform set ESP-AES-256- SHA

a3l dgzlgll Ll ISAKMP/IKEVT Sas9 sauinill dlay > gulas .7

crypto map outside_map interface outside
crypto ikevl enabl e outside

- " L')D - __"
2o JSuiy Jagy ousSil ol o 3Tl puusll 139 paziwl

Jilzi o2 "3Vl a2 sio 8151" pasiawl .ShOW Lolol ae: (10ad ulzuwelleNasl)) 21,3Y] a2 io Sl ac
.show oVl g5l

s (8 (SAs) &I IKE glol oblLidl gaa> o 4=, - Show crypto isakmp sa -
AJ=l IPsec Jilw,) guo> o, - show crypto ipSec -
(ASAS) Jgogll s pSal il 2,50 Jlio auill 130 zidss
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o)l

Central - ASA#tshow crypto isakmp sa
;1 KEvl SAs

Active SAI 1
(Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey
Total IKE SA: 1

| KE Peer: 172.16.1.1 1
Type ©L2L Rol e : responder
Rekey : no State : MM_ACTI VE

Central - ASA# show crypto ipsec sa
interface: outside
Crypto map tag: outside_dyn_nmap, seq num 1, local addr: 172.16.2.1

(local ident (addr/mask/prot/port): (10.1.2.0/255.255.255.0/0/0
(remote ident (addr/nmask/prot/port): (10.1.1.0/255.255.255.0/0/0
current _peer: 172.16.1.1

pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4#
pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4#
pkts conpressed: 0, #pkts deconpressed: O#
pkts not conpressed: 4, #pkts conmp failed: 0, #pkts deconp failed: O#
pre-frag successes: 0, #pre-frag failures: 0, #fragnments created: O#
PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: O#
TFC rcvd: 0, #TFC sent: O#
Valid ICWP Errors rcvd: 0, #lnvalid ICWP Errors rcvd: O#
send errors: 0, #recv errors: O#

|l ocal crypto endpt.: 172.16.2.1/0, renote crypto endpt.: 172.16.1.1/0
path mtu 1500, ipsec overhead 74(44), media ntu 1500
PMIU tine remaining (sec): 0, DF policy: copy-df
| CMP error validation: disabled, TFC packets: disabled
current outbound spi: 30D071CO
current inbound spi : 38DA6E51

;i nbound esp sas

(spi: Ox38DAGE51 (953839185
transform esp-aes-256 esp-sha-hmac no conpression
{ ,in use settings ={L2L, Tunnel, |KEvl
slot: 0, conn_id: 28672, crypto-map: outside_dyn_map
(sa timng: remaining key lifetime (kB/sec): (3914999/28588
IV size: 16 bytes
replay detection support: Y
:Anti replay bitmap
0x00000000 0x0000001F

:out bound esp sas

(spi: 0x30D071C0 (818966976
transform esp-aes-256 esp-sha-hmac no conpression
{ ,in use settings ={L2L, Tunnel, |KEvl
slot: 0, conn_id: 28672, crypto-map: outside_dyn_map
(sa timng: remaining key lifetime (kB/sec): (3914999/28588
IV size: 16 bytes
replay detection support: Y
:Anti replay bitmap

0x00000000 0x00000001

Remote-ASA



Renot e- ASA#show crypto isakmp sa
1 KEvl SAs

Active SAI 1
(Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey
Total IKE SA: 1

| KE Peer: 172.16.2.1 1
Type ©L2L Rol e : initiator
Rekey : no St ate . MM _ACTIVE

Renot e- ASA#show crypto ipsec sa
i nterface: outside
Crypto map tag: outside map, seq num 1, |ocal addr: 172.16.1.1

access-list outside_cryptomap extended permit ip 10.1.1.0
255.255.255.0 10.1.2.0 255.255.255.0
(local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0
(remote ident (addr/mask/prot/port): (10.1.2.0/255.255.255.0/0/0
current _peer: 172.16.2.1

pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4#
pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4#
pkts conpressed: 0, #pkts deconpressed: O#
pkts not conpressed: 4, #pkts conmp failed: 0, #pkts deconp failed: O#
pre-frag successes: 0, #pre-frag failures: 0, #fragments created: O#
PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: O#
TFC rcvd: 0, #TFC sent: O#
Valid ICWP Errors rcvd: 0, #lnvalid ICWP Errors rcvd: O#
send errors: 0, #recv errors: O#

|l ocal crypto endpt.: 172.16.1.1/0, renote crypto endpt.: 172.16.2.1/0
path mtu 1500, ipsec overhead 74(44), media nmtu 1500
PMIU tine remaining (sec): 0, DF policy: copy-df
| CMP error validation: disabled, TFC packets: disabled
current outbound spi: 38DA6E51
current inbound spi : 30D071CO

:inbound esp sas

(spi: 0x30D071CO (818966976
transform esp-aes-256 esp-sha-hmac no conpression
{ ,in use settings ={L2L, Tunnel, |KEvl
slot: 0, conn_id: 8192, crypto-map: outside_nap
(sa timng: remaining key lifetime (kB/sec): (4373999/28676
IV size: 16 bytes
replay detection support: Y
:Anti replay bitmap
0x00000000 0x0000001F

toutbound esp sas

(spi: 0x38DA6E51 (953839185
transform esp-aes-256 esp-sha-hmac no conpression
{ ,in use settings ={L2L, Tunnel, |KEvl
slot: 0, conn_id: 8192, crypto-map: outside_nmap
(sa timng: remaining key lifetime (kB/sec): (4373999/28676
IV size: 16 bytes
replay detection support: Y
:Anti replay bitmap

0x00000000 0x00000001

le>Nol9 ellasVl BLiSiwl



Le>Noly oSl elas] GliSiw Lgolasiuw! iSay ologles pwall 13D 9,

bz o2 "3Vl a2 o 8151" paiuwl .ShOW olol aes (laad ulxuelleNasl)) z1,3Y1 a2 o S| acs
.show oVl 2,50

.debug olol paziws ol Jd elasVl s 10l9l e dago wlogles I g2l :dla>No

12090 3 oS ,0l9Yl 01D pastiwl

<clear crypto ikevl sa <peer |P address
.Clears the Phase 1 SA for a specific peer

il VPN o Bl guo> quuws e Joz, 4 Malaio clear crypto isakmp sa oVl sz, iz

clear ,oVl plaziwl 2,8 IKE SA guuo oSay 2>Vl whluoYly PIXIASA zoliy oo (3)8.0 5laoYl 9
vpn-sessiondb ;oY pasiwl (3)8.0 o 28 zoll wlylas] 9 .<crypto isakmp sa <peer ip address
2>lg gai IPsec SAsg IKE o Sui zuusl)<logoff tunnel-group <tunnel-group-name

Renot e- ASA#vpn-sessiondb logoff tunnel-group 172.16.2.1
[Do you want to |ogoff the VPN session(s)? [confirm
I NFO Nunber of sessions from Tunnel G oup "172.16.2.1" |ogged off : 1

<clear crypto ipsec sa peer <peer |P address

.Cears the required Phase 2 SA for specific peer !!!
<debug crypto condition peer < Peer address

.Set | Psec/| SAKMP debug filters !!!

<debug crypto i saknp sa <debug | evel

. Provi des debug details of | SAKMP SA negotiation !!!
<debug crypto i psec sa <debug | evel

Provi des debug details of |Psec SA negotiations !!!
undebug al |

To stop the debugs !!!

rdoaial| ellas ) WY

<debug cry condition peer <renote peer public IP
debug cry ikevl 127
debug cry ipsec 127

(tsoWl) ay o= ASA ol

: 82l ol in order to ol tracer-lay) 13 cls>

Renot e- ASA#tpacket-tracer input inside icmp 10.1.1.10 8 0 10.1.2.10 detailed

. I PSEC(crypt o_map_check) -3: Checking crypto map outside_map 1: natched

Jan 19 22:00:06 [IKEvl DEBUG Pitcher: received a key acquire nessage, spi 0x0
;1 PSEC(crypt o_map_check)-3: Looking for crypto map matching 5-tuple

Prot=1, saddr=10.1.1.10, sport=0, daddr=10.1.2.10, dport=0

. I PSEC(crypt o_map_check) -3: Checking crypto map outside_map 1: natched

Jan 19 22:00: 06 [IKEv1]IP = 172.16.2.1, IKE Initiator: New Phase 1, Intf
inside, IKE Peer 172.16.2.1 local Proxy Address 10.1.1.0, remote Proxy Address
(Crypto map (outside_map ,10.1.2.0
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(Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, | KE_DECODE SENDI NG Message (nsgi d=0
+ (with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13
VENDOR (13) + NONE (0) total length : 172

(Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, | KE _DECODE RECEI VED Message (nsgi d=0
(with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (O

total length : 132

(Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, | KE_DECODE SENDI NG Message (nsgi d=0

+ (wWith payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13

VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0O) total length : 304
(Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, |KE _DECODE RECEI VED Message (nsgi d=0

+ (wWith payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13

VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304

Jan 19 22:00: 06 [IKEv1]IP = 172.16.2.1, Connection landed on tunnel group 172.16.2.1
... <ski pped>

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, | KE_DECODE SENDI NG Message (nsgid=0) with

+ (payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13

NONE (0) total length : 96

,Jan 19 22:00: 06 [IKEvl] G oup = 172.16.2.1, IP = 172.16.2.1

Automatic NAT Detection Status: Remote end is NOT behind a NAT device

This end is NOT behind a NAT device

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, | KE_DECODE RECEI VED Message

(msgid=0) with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128)

VENDOR (13) + NONE (0) total length : 96 +

Jan 19 22:00:06 [| KEvl DEBUG Group = 172.16.2.1, |P = 172.16.2.1, processing ID payload
,Jan 19 22:00: 06 [| KEvl DECODE] Group = 172.16.2.1, IP = 172.16.2.1

ID IPV4_ADDR ID received 172.16.2.1

Jan 19 22:00:06 [IKEvV1]IP = 172.16.2.1, Connection |anded on tunnel _group 172.16.2.1
,Jan 19 22:00: 06 [IKEvl DEBUG Group = 172.16.2.1, IP = 172.16.2.1

Cakl ey begi n qui ck node

Jan 19 22:00: 06 [IKEvl1l]Group = 172.16.2.1, IP = 172.16.2.1, PHASE 1 COMPLETED

Jan 19 22:00:06 [| KEvl DECODE] Group = 172.16.2.1, |P = 172.16.2.1, IKE Initiator
starting QM: nsg id = c45c7b30

:Jan 19 22:00:06 [IKEvl DEBUG Group = 172.16.2.1, IP = 172.16.2.1, Transmitting Proxy Id
Local subnet: 10.1.1.0 mask 255.255.255.0 Protocol 0 Port 0
Remote subnet: 10.1.2.0 Mask 255.255.255.0 Protocol 0 Port 0

Jan 19 22:00: 06 [IKEv1]IP = 172.16.2.1, |KE DECODE SENDI NG Message

nsgi d=c45c7b30) with payl oads : HDR + HASH (8) + SA (1) + NONCE)

ID(5) + ID (5) + NOTIFY (11) + NONE (0) total length : 200 + (10)

Jan 19 22:00: 06 [IKEv1]IP = 172.16.2.1, |KE_DECODE RECElI VED Message

+ (nsgi d=c45c7b30) with payloads : HDR + HASH (8) + SA (1) + NONCE (10)
ID(5) + ID(5) + NONE (0) total length : 172

Jan 19 22:00:06 [| KEvl DEBUG Group = 172.16.2.1, |P = 172.16.2.1, processing ID payload
,Jan 19 22:00: 06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1

ID IPV4 ADDR SUBNET ID received--10.1.1.0--255.255.255.0

Jan 19 22:00:06 [|KEvl DEBUG Group = 172.16.2.1, |P = 172.16.2.1, processing |D payl oad
,Jan 19 22:00: 06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1

ID_IPV4_ADDR_SUBNET ID received--10.1.2.0--255.255.255.0



,Jan 19 22:00: 06 [IKEvl]Goup = 172.16.2.1, IP = 172.16.2.1
(Security negotiation conplete for LAN-to-LAN G oup (172.16.2.1
Initiator, Inbound SPI = 0x304071c0, Outbound SPI = 0x38da6e51

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, |KE DECODE SENDI NG Message
nsgi d=c45c7b30) with payloads : HDR + HASH (8) + NONE (0) total length : 76)

,Jan 19 22:00: 06 [| KEvl] Group = 172.16.2.1, IP = 172.16.2.1
(PHASE 2 COMPLETED (nsgi d=c45c7b30

(wu=iwo) Central-ASA

(Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, | KE_DECODE RECEI VED Message (nsgi d=0
+ (with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13
VENDOR (13) + NONE (0) total length : 172

(Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, | KE_DECODE SENDI NG Message (nsgi d=0
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length

132

(Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, | KE_DECODE RECEI VED Message (nsgi d=0
(with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13
VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304 +

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, Connection landed on tunnel_ group
DefaultL2LGroup

,Jan 20 12:42:35 [IKEvl DEBUQ Group = Defaul tL2LGroup, IP = 172.16.1.1
...Cenerating keys for Responder

(Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, |KE_DECCDE SENDI NG Message (nmsgi d=0
+ (with payloads : HDR + KE (4) + NONCE (10

+ (VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20
NONE (0) total length : 304

(Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, |KE_DECODE RECEl VED Message (nsgi d=0
(with payloads : HDR + ID (5) + HASH (8

| OS KEEPALI VE (128) + VENDOR (13) + NONE (0) total length : 96 +

,Jan 20 12:42:35 [I KEvl DECODE] G- oup = Defaul tL2LG oup, IP = 172.16.1.1

ID IPV4_ADDR ID receivedl72.16.1.1

(Jan 20 12:42:35 [IKEV1]IP = 172.16.1.1, | KE_DECODE SENDI NG Message (nsgi d=0

+ (with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128

VENDOR (13) + NONE (0) total length : 96

Jan 20 12:42:35 [| KEvl] Group = DefaultL2LGroup, IP = 172.16.1.1, PHASE 1 COMPLETED

:Jan 20 12:42:35 [I KEvl DECODE] | P = 172.16. 1.1, IKE Responder starting QM
nmsg i d = ¢c45c¢7b30

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, | KE_DECODE

+ (RECEI VED Message (nsgi d=c45c7b30) with payloads : HDR + HASH (8) + SA (1
NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0) total length : 200

Jan 20 12:42:35 [IKEvl] G oup = Defaul tL2LG oup, |IP = 172.16.1.1, Received remote
,IP Proxy Subnet data in ID Payload: Address 10.1.1.0, Mask 255.255.255.0
: Protocol 0, Port 0

,Jan 20 12:42:35 [I KEvl] G oup = Defaul t L2LG oup



IP = 172.16.1. 1, Received local

,IP Proxy Subnet data in ID Payload: Address 10.1.2.0, Mask 255.255.255.0

, Protocol 0, Port 0Jan 20 12:42:35 [| KEvl DEBUG G oup = Defaul t L2LG oup

IP = 172.16.1.1, processing notify payl oad

Jan 20 12:42:35 [IKEvl] Goup = DefaultlL2LG oup, IP = 172.16.1.1, QM

| sRekeyed ol d sa not found by addr

Jan 20 12:42:35 [IKEvl1l]Group = DefaultL2LGroup, IP = 172.16.1.1, Static Crypto Map
check, map outside_dyn map, seq = 1 is a successful match

Jan 20 12:42:35 [I KEvl] G oup = DefaultL2LG oup, IP = 172.16.1.1, IKE

Renmot e Peer configured for crypto map: outside_dyn_map

,Jan 20 12:42:35 [I KEvl DEBUG Group = Defaul tL2LGroup, IP = 172.16.1.1
Transmitting Proxy Id: Remote subnet: 10.1.1.0 Mask 255.255.255.0 Protocol 0 Port 0
:Local subnet: 10.1.2.0 mask 255.255.255.0 Protocol 0 Port 0

(Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, | KE_DECODE SENDI NG Message (nsgi d=c45c7b30
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE

total length : 172 Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, |KE_DECODE RECEI VED (0)

: Message (nmsgi d=c45c¢7b30) with payloads : HDR + HASH (8) + NONE (0) total length : 52

Jan 20 12:42:35 [IKEvl] Group = DefaultL2LG oup, IP = 172.16.1.1, Security
(negotiation conplete for LAN-to-LAN G oup (DefaultL2LG oup) Responder
. Inbound SPI = 0x38da6e51l, Outbound SPI = 0x304071lc0

,Jan 20 12:42:35 [IKEvl] G oup = DefaultL2LG oup, IP = 172.16.1.1

(PHASE 2 COMPLETED (nsgi d=c45c7b30

Jan 20 12:42:35 [IKEvl] Group = Defaul tL2LG oup, IP = 172.16.1.1, Adding static

route for L2L peer coming in on a dynamic map. address: 10.1.1.0, mask: 255.255.255.0

o by ologlo

Cisco 0 ASA aluwbw ,olsl 2210 -
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