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<#froot>

ASA#

capture capin interface inside match ip 192.168. 10. 10 255. 255. 255. 255
203. 0. 113. 3 255. 255. 255, 255

3.98Js w9 pelod sop wgrsd IIdedlb 1Jpeuwes capout. jubo lJs IUBLO Elugs: 9esuw pe 1d match IJJJpes IJpbele o BBb

<#froot>

ASA#

capture capout interface outside match ip 192.168.10. 10 255. 255. 255. 255
203. 0. 113. 3 255. 255. 255, 255

Sl ASA 1Ty B IJodlb 3@ 296 1,9y wso Idslzole. Jlsdld 1IJe sl B s 98w bbgd 1Jie, no capture po gl wlgwpe |

Sspel sds pold:

<#root>

no capture capin interface inside
no capture capout interface outside



iL'JJ‘E \JUQJ\E ‘de&l\cs &J‘s ASA

SuoW 03l Guwp peoddd ug IUIJedlb 1u sd9o sw9d,) s IJ ASA.

+ asa_dataplane- gJs oo sob gds 1UJogs [JgJbss ASA IJos op)y wsu ASA 99256 ouwadse [JJezs 1Ugddss: pod 9256 ASA

<#root>

ASA#

cap asa_dat apl ace interface asa_dat apl ane

ASA#

show capture

capture asa_dataplace type raw-data interface asa_dataplane [Capturing - O bytes]

« asp-drop Jos drop - sdodb IUzie Ides sop lusdlbol po push el IJuwse. seso 1duvdys Idluwdlb uag 2ds 1dens) I

<#root>

ASA#

capture asp-drop type asp-drop acl-drop



ASA#

show cap

ASA#

show capture asp-drop

2 packets captured

1: 04:12:10.428093 192.168.10.10.34327 > 10.94.0.51.15868: S
2669456341:2669456341(0) win 4128 <mss 536> Drop-reason: (acl-drop)
Flow is denied by configured rule

2: 04:12:12.427330 192.168.10.10.34327 > 10.94.0.51.15868: S
2669456341:2669456341(0) win 4128 <mss 536> Drop-reason: (acl-drop)
Flow is denied by configured rule

2 packets shown

ASA#

show capture asp-drop

2 packets captured

1: 04:12:10.428093 192.168.10.10.34327 > 10.94.0.51.15868: S
2669456341:2669456341(0) win 4128 <mss 536> Drop-reason: (acl-drop)
Flow is denied by configured rule

2: 04:12:12.427330 192.168.10.10.34327 > 10.94.0.51.15868: S
2669456341:2669456341(0) win 4128 <mss 536> Drop-reason: (acl-drop)
Flow is denied by configured rule

2 packets shown

+ ethernet-type IJusg - s> weg Ethernet JUlJoblb. couoeo lusle 1Ulse o 1Jpse9p6 8021Q. 9 ARP. g IP. 9 IP6. 9 LACP. 9 PP

S92 03l ldpeld Jdsidss Iodlb 2y9ds 09, ARP:



ASA#

cap ar

<#froot>

p ethernet-type ?

exec mode commands/options:

802.
<0-6
arp
ip
ip6
pppo

pppo
rarp
vlan

1Q
5535> Ethernet type

ed
es

cap arp ethernet-type arp interface inside

ASA#

show

22 pac

1:

2. 05
3

N O v b

cap arp

kets captured

05:32:52.119485

:32:52. 481862
05:32: 52. 481878

05:32:53.409723
05:32:53.772085
05:32:54.782429
05:32:54.784695

arp who-has 10.10.3.13 tell 10.10.3.12

arp who-has 192.168.10.123 tell 192.168.100.100
arp who-has 192.168.10.50 tell 192.168.100.10

arp
arp
arp
arp

who-has
who-has
who-has
who-has

10.106.44.135 tell 10.106.44.244
10.106.44.108 tell 10.106.44.248
10.106.44.135 tell 10.106.44.244
10.106.44.1 tell XX.XX.XX.XXX:



o realtime- s&)00 IJeie [dpdodbs uluwoesh Vs ldsde [ddgds. Jluole IJodlb 2506 B 1sde IJdeds: luogb eds

o o3l 1Jgsh) £y 3890 ELdpl wuwegde cluster exec capture lJip,.

<#froot>

ASA#

cap capin interface inside real-tine

Warning: using this option with a slow consol e connection nay
result in an excessive anount of non-di spl ayed packets
due to performance limtations.

Use ctrl-c to terminate real-time capture

o Trace- sooug ldeie ldos wpe ldJlgvosdle gdsol wlb)s 96 pplods Jpsio pogdu ejed ASA.

<#root>

ASA#

cap in interface Wbserver trace match tcp any any eq 80

/]l Initiate Traffic

1: 07:11:54.670299 192.168.10.10.49498 > 198.51.100.88.80: S
2322784363:2322784363(0) win 8192
<mss 1460,nop,wscale 2,nop,nop,sackOkK>

Phase: 1



Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access T1ist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP
Subtype: input
Result: ALLOW

Config:

Additional Information:

in 0.0.0.0 0.0.0.0 outside
Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group any in interface inside

access-1list any extended permit ip any4 any4 log
Additional Information:

Phase: 5

Type: NAT

Subtype:

Result: ALLOW

Config:

object network obj-10.0.0.0

nat (inside,outside) dynamic interface

Additional Information:

Dynamic translate 192.168.10.10/49498 to 203.0.113.2/49498

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 8
Type:
Subtype:
Result: ALLOW
Config:



Additional Information:

Phase: 9

Type: ESTABLISHED
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 10

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 41134, packet dispatched to next module

Phase: 14

Type: ROUTE-LOOKUP

Subtype: output and adjacency

Result: ALLOW

Config:

Additional Information:

found next-hop 203.0.113.1 using egress ifc outside
adjacency Active

next-hop mac address 0007.7d54.1300 hits 3170

Result:

output-interface: outside
output-status: up
output-Tine-status: up
Action: allow
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o tlsproxy - IJodlb lJoslole 1916 9lduol)s IJos e BY ouidsol pu 9dsd lelu buds IJoudd (TLS) sJs 9lzoé 9lzaé I s

e webvpn - IlJoglb wslule WebVPN Jloold WEbVPN pgsw.

_/i\ i gwd wpdsu lJedlb WebVPN. s, 3J9 gds ble zolj IJlply. olds pu websd IUJedlb wes 1o w@sp wlousle pd

Il )z s e

030 05 IUBsp Il o)l ossé Juble ASA:

o 1Juse Il e,luos 09 wslule ¢le.
o e IJpiu 1desde IJIBe,luas 09 512 Jsdyvlse.
o 098 lseyuw IJIGe)los 09 e IP.
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g 10 p 1dpds s

gds I ASA

sede inorder to Lslose Iyl gds oo IJe)ruo 1Jedlb le) sowgo 1J capture| e, $998, 03l lJBuwp pezle IJle, show Jepussle 1Je:

<#root>

ASA#

show cap capin

8 packets captured

1: 03:24:35.526812 192.168.10.10 > 203.0.113.3: 1icmp: echo request
2: 03:24:35.527224 203.0.113.3 > 192.168.10.10: 1icmp: echo reply
3: 03:24:35.528247 192.168.10.10 > 203.0.113.3: 1icmp: echo request
4: 03:24:35.528582 203.0.113.3 > 192.168.10.10: 1icmp: echo reply
5: 03:24:35.529345 192.168.10.10 > 203.0.113.3: 1icmp: echo request
6: 03:24:35.529681 203.0.113.3 > 192.168.10.10: 1icmp: echo reply
7: 03:24:57.440162 192.168.10.10 > 203.0.113.3: 1icmp: echo request
8: 03:24:57.440757 203.0.113.3 > 192.168.10.10: 1icmp: echo reply

S&ue show capture capout Jle, pzossle Iegio IJesde JIJodlb IJpuses capout:

<#root>

ASA#



show cap capout

8 packets captured

1: 03:24:35.526843 192.168.10.10 > 203.0.113.3: 1icmp: echo request
2: 03:24:35.527179 203.0.113.3 > 192.168.10.10: icmp: echo reply
3: 03:24:35.528262 192.168.10.10 > 203.0.113.3: 1icmp: echo request
4: 03:24:35.528567 203.0.113.3 > 192.168.10.10: 1icmp: echo reply
5: 03:24:35.529361 192.168.10.10 > 203.0.113.3: 1icmp: echo request
6: 03:24:35.529666 203.0.113.3 > 192.168.10.10: 1icmp: echo reply
7: 03:24:47.014098 203.0.113.3 > 203.0.113.2: icmp: echo request
8: 03:24:47.014510 203.0.113.2 > 203.0.113.3: dicmp: echo reply

IJadisd a0 ASA Jdagdesd 250 1euald

ould bbysyuly Joujsd Idogle 1Ugjes Jdoedsd su louold:

Llvedd|lds
https://<ip_of asa>/admin/capture/<capture name>/pcap

eds ls poode.

p adast: 3l opdo peap [JIJps 1Jigulouss: esuisy sop w9ds) ol sebbd pészle show capture <cap_name> 1Jie, Bl
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show capture

capture capin type raw-data interface inside [Capturing - 8190 bytes]
match icmp any any

capture capout type raw-data interface outside [Capturing - 11440 bytes]
match icmp any any
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show capture

capture capin type raw-data interface inside [Capturing - 0 bytes]
match icmp any any

capture capout type raw-data interface outside [Capturing - 0 bytes]
match icmp any any
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