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rt pvpnout bound6(confi g)# show run user
usernane cisco password fflRPGDSQIh9YLg encrypted privilege 0

rt pvpnout bound6# show run group-policy gp_certenroll
group-policy gp_certenroll interna

group-policy gp_certenroll attributes

Wi ns- server none

<dns-server val ue <dns-server-i p-address

vpn-tunnel -protocol ikev2 ssl-client ssl-clientless
group-1ock val ue certenrol
split-tunnel-policy tunnelspecified
split-tunnel-network-list value acl_certenroll

def aul t - domai n val ue ci sco.com

webvpn

anyconnect profiles value pro-sceplegacy type user

rt pvpnout bound6# show run access-1 acl_certenroll
access-list acl_certenroll remark to all ow access to the CA server
access-list acl_certenroll standard permit host

rt pvpnout bound6# show run all tun certenroll
tunnel -group certenroll type renote-access
tunnel -group certenroll general-attributes
addr ess- pool ap_fw policy
authentication-server-group LOCAL

secondar y-aut henti cati on-server-group none
def aul t - group-policy gp_certenroll

tunnel -group certenroll webvpn-attributes
aut henticati on aaa

group-alias certenroll enable
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<?"xm version="1.0" encodi ng="UTF-8?>

"/ AnyConnect Profil e xm ns="http://schemas. xm soap. or g/ encodi ng>

"xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schema- i nst ance

<"xsi:schemaLocati on="http://schemas. xnm soap. or g/ encodi ng/ AnyConnect Profil e. xsd
<Clientlnitialization>

<UseSt art Bef oreLogon User Control | abl e="true">f al se</ UseSt ar t Bef or eLogon>

<Aut onati cCert Sel ection UserControll abl e="true">fal se</ Aut onati cCert Sel ecti on>
<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>
<CertificateStore>All</CertificateStore>
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http://secret-epedemiology-statistic.org.ua/1587052091/ch17lev1sec2.html
http://secret-epedemiology-statistic.org.ua/1587052091/ch17lev1sec2.html

<CertificateStoreOverride>fal se</CertificateStoreOverride>

<ProxySet ti ngs>Nati ve</ ProxySettings>

<Al | owLocal ProxyConnecti ons>t rue</ Al | owLocal ProxyConnecti ons>

<Aut henti cati onTi neout >12</ Aut henti cati onTi neout >

<Aut oConnect OnStart User Control | abl e="true" >f al se</ Aut oConnect OnSt art >
<M ni mi zeOnConnect User Control | abl e="true">true</ M ni m zeOhnConnect >
<Local LanAccess UserControl | abl e="true">fal se</ Local LanAccess>

<Cl ear Smart cardPi n User Control |l abl e="true">true</ d ear Smart car dPi n>
Aut oReconnect User Control | abl e="fal se">true>

Aut oReconnect Behavi or User Control | abl e="f al se" >Reconnect Af t er Resune>
<Aut oReconnect Behavi or/ >

<Aut oReconnect />

<Aut oUpdat e User Control | abl e="fal se" >t rue</ Aut oUpdat e>

<RSASecur | DI nt egrati on User Control | abl e="fal se">Aut omat i c</ RSASecur | DI nt egr ati on>
<W ndowsLogonEnf or cenent >Si ngl eLocal Logon</ W ndowsLogonEnf or cenent >
<W ndowsVPNEst abl i shnent >Local User sOnl y</ W ndows VPNEst abl i shrrent >

<Aut omat i cVPNPol i cy>f al se</ Aut omat i cVPNPol i cy>

PPPExcl usi on User Control | abl e="f al se">Di sabl e>

<PPPExcl usi onServer| P User Control | abl e="f al se"></ PPPExcl usi onSer ver | P>
<PPPExcl usi on/ >

<Enabl eScri pti ng UserControl | abl e="fal se">fal se</ Enabl eScri pti ng>

Enabl eAut omat i cServer Sel ecti on User Control | abl e="f al se">f al se>

<Aut oSer ver Sel ect i onl npr ovenent >20</ Aut oSer ver Sel ect i onl npr ovenent >
<Aut oSer ver Sel ecti onSuspendTi me>4</ Aut oSer ver Sel ect i onSuspendTi ne>
<Enabl eAut onat i cServer Sel ecti on/ >

<Ret ai nVpnOnLogof f >f al se</ Ret ai nVpnOnLogof f >



<Clientlnitialization/>

<AnyConnect Profil e/ >
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rt pvpnout bound6(confi g)# show run access-1 acl_fw-policy
access-list acl _fwpolicy standard pernmt 192.168.1.0 255.255.255.0

rt pvpnout bound6(confi g) # show run group-p gp_legacyscep
group-policy gp_| egacyscep internal

group-policy gp_|l egacyscep attributes
vpn-tunnel - protocol ssl-client

split-tunnel -policy tunnel specified

split-tunnel -network-1ist value acl _fwpolicy

def aul t - domai n val ue ci sco.com

webvpn

anyconnect nodul es val ue dart

rt pvpnout bound6(confi g) # show run tunnel tg_ legacyscep
tunnel -group tg_| egacyscep type renote-access

tunnel -group tg_l egacyscep general -attributes

addr ess- pool ap_fw policy

default-group-policy gp_legacyscep

tunnel -group tg_|l egacyscep webvpn-attributes
authentication certificate
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group-alias legacyscep enable
group-url https://rtpvpnoutboundé6.cisco.com/legacyscep enable
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.Information> - Contacting https://rtpvpnout bound6. ci sco. com> [11:23:45: 121 06-22-12]
.Warning> - No valid certificates available for authentication> [11:23:45: 324 06-22-12]
...Information> - Establishing VPN session> [11:23:51: 767 06-22-12]

...Information> - Establishing VPN session> [11:23:51: 879 06-22-12]

...Information> - Establishing VPN - Initiating connection> [11:23:51: 884 06-22-12]
...Information> - Establishing VPN - Exam ning systen [11:23:52: 066 06-22-12]
...Information> - Establishing VPN - Activating VPN adapter> [11:23:52: 069 06-22-12]
...Information> - Establishing VPN - Configuring systenr [11l:23:52:594 06-22-12]
...Information> - Establishing VPN> [11:23:52: 627 06-22-12]

[11:23:52:734 06-22-12]

[11:23:52:764 06-22-12]

[11:23:52:771 06-22-12]

[11:23:55:642 06-22-12]



[11:24:02:756 06-22-12]
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