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no tunnel - group-map enabl e rul es
tunnel - gr oup- map enabl e ou
tunnel - group-map enabl e ike-id
tunnel - group- map enabl e peer-ip
tunnel - group- map def aul t - group Def aul t RAG oup
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crypto ipsec transformset nyset esp-3des esp-sha-hmac
crypto ipsec security-association lifetime seconds 28800
crypto ipsec security-association lifetime kil obytes 4608000
crypto dynam c-map nydyn 10 set transformset myset
crypto map nmymap 65535 ipsec-isaknp dynam ¢ nydyn
crypto map nynmap interface outside

crypto i saknp enabl e outside
crypto isakmp policy 10

aut hentication pre-share
encryption 3des

hash sha

group 2

lifetinme 86400

tunnel - group SPOKELl type ipsec-1 2l
tunnel -group SPOKEL ipsec-attributes



pre-shared-key ciscol23

tunnel - group SPOKE2 type ipsec-1 2l

tunnel - group SPOKE2 ipsec-attributes

pr e-shar ed-key ci sco456

1 &axill o5

access-list interesting extended permt ip
255.255.255. 0 192. 168. 1. 0 255. 255. 255. 0 192. 168. 15.0

crypto ipsec transformset nyset esp-3des esp-sha-hmac
crypto ipsec security-association lifetinme seconds 28800
crypto ipsec security-association lifetine kil obytes 4608000
crypto map nymap 10 match address interesting
crypto map nymap 10 set peer 10.198.16. 141

crypto map nymap 10 set transformset nyset
crypto map nynmap 10 set phasel-node aggressive
crypto map nynap interface outside
crypto isaknp identity key-id SPCKEL
crypto i saknp enabl e outside
crypto isaknp policy 10

aut henti cation pre-share

encryption 3des

hash sha

group 2

lifetinme 86400

tunnel - group 10. 198. 16. 141 type i psec-12I
tunnel -group 10. 198. 16. 141 i psec-attri butes
pr e- shar ed- key ci scol23

ip access-list extended interesting
permt ip 192.168.16.0 0.0.0.255 192.168.1.0 0.0.0. 255

crypto isakmp policy 10
encr 3des

aut hentication pre-share
group 2

crypto i saknp peer address 10.198.16. 141
set aggressive-node password ci sco456
set aggressive-node client-endpoint fgdn SPOKE2

crypto ipsec transformset nyset esp-3des esp-sha-hmac

crypto map nynap 10 ipsec-isaknp
set peer 10.198.16. 141

set transformset nyset

mat ch address interesting

interface Fast Et hernet0/0
crypto nmap nynmap
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Session Type: LAN-to-LAN Detailed

Connecti on : SPOKE2

| ndex : 59 | P Addr : 10.198. 16. 132
Pr ot ocol : I KE I Psec

Encryption : 3DES Hashi ng : SHA1

Bytes Tx : 400 Byt es Rx : 400

Login Tinme : 23:45:00 UTC Thu Cct 27 2011

Duration : Oh: 00m 18s

| KE Tunnels: 1
| Psec Tunnels: 1



UDP Src Port : 500
| KE Neg Mode : Aggressive

Encryption : 3DES
Rekey Int (T): 86400 Seconds

Local Addr
Renpt e Addr

Encryption : 3DES

Rekey Int (T): 3600 Seconds
Rekey Int (D): 4608000 K-Bytes
Idle Tine Qut: 30 M nutes
Bytes Tx : 400

Pkts Tx 4

Reval Int (T): O Seconds
SQInt (T) : 0 Seconds
:Hold Left (T):

| ndex . 60

Encryption : 3DES
Bytes Tx : 400
Login Tinme

UDP Src Port : 500
| KE Neg Mode : Aggressive

Encryption : 3DES
Rekey Int (T): 86400 Seconds

Local Addr
Renpt e Addr

Encryption : 3DES

Rekey Int (T): 28800 Seconds
Rekey Int (D): 4608000 K-Bytes
Idle Tine Qut: 30 M nutes
Bytes Tx : 400

Pkts Tx 4

Reval Int (T): O Seconds
SQInt (T) : 0 Seconds

:Hold Left (T):

C 1 KE

Tunnel 1D : 59.1
UDP Dst Port : 500
Aut h Mode . preShar edKeys
Hashi ng : SHA1
Rekey Left(T): 86381 Seconds
DH G oup 2
Filter Name
i1 Psec
Tunnel 1D : 59.2

192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0
192. 168. 16. 0/ 255. 255. 255. 0/ 0/ 0

Hashi ng : SHA1
Encapsul ati on: Tunnel
Rekey Left(T): 3581 Seconds

Rekey Left(D): 4608000 K- Bytes

Idle TO Left : 29 Mnutes
Byt es Rx : 400
Pkts Rx 4

:NAC
Reval Left(T): 0 Seconds
EoU Age(T) : 21 Seconds

0 Seconds Post ure Token

Redi rect URL

Connection ;. SPCKEL

| P Addr : 10.198. 16. 142
Pr ot ocol : I KE | Psec
Hashi ng : SHA1

Byt es Rx : 400

23:45: 12 UTC Thu Cct 27 2011
Duration : Oh: 00m 08s

| KE Tunnels: 1
| Psec Tunnels: 1

: 1 KE
Tunnel 1D : 60.1
UDP Dst Port : 500
Aut h Mode . preShar edKeys
Hashi ng : SHA1
Rekey Left(T): 86391 Seconds
DH G oup 2
Filter Name
i1 Psec
Tunnel 1D : 60.2

192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0
192. 168. 15. 0/ 255. 255. 255. 0/ 0/ 0

Hashi ng : SHA1
Encapsul ati on: Tunnel
Rekey Left(T): 28791 Seconds

Rekey Left(D): 4608000 K- Bytes

Idle TO Left : 29 Mnutes
Byt es Rx ;400
Pkts Rx 4

:NAC
Reval Left(T): 0 Seconds
EoU Age(T) : 9 Seconds

0 Seconds Post ure Token

Redi rect URL
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