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permit ip 10.153.0.0 0.0.255.255 host 10.158.9.1
permit ip 10.154.0.0 0.0.255.255 10.158.10.0 0.0.0.255
permit 0 any host 10.159.1.22

deny ip 10.155.10.0 0.0.0.255 10.159.2.0 0.0.0.255 log
permit TCP any host 10.160.0.1 eq 80 Tog

permit TCP any host 10.160.0.2 eq 23 Tog

permit TCP any host 10.160.0.3 range 20 30

permit 6 any host HOSTNAME1

permit UDP any host HOSTNAME2 neq 53

deny 17 any host HOSTNAME3 1t 137 log

deny 17 any host HOSTNAME4 gt 138

deny ICMP any 10.161.0.0 0.0.255.255 log

permit TCP any host HOSTNAMES5 neq 80

lJodosuy
B 03l IJduwp: 930 JI pedple odasu Idpsile 1Ues oes B 03l 1dpumwaws.
lLgwe Jegbsbs Jduvods

Suvwedpe 03l Idpguows lesh Iduveds IJolds:



ACS-RADIUS

Sarver
192.168.26.51/24
Server 2 %
10.1.1.3/24 B

E0/0 - DMZ
g_ 192.168.26.13
g 10.1.1.1/24
/‘ - ;
Bvc i EOA-Insid ASA E0Z - Qutside
10.1.1.2124 I72.16.1.1/24 Cisco VPN
CHent

pdlzbo: 1Jip Jsuw sglbe ¢bo suvogpd Vs 03l oubd.:_sJ Slugusl routable gJs IJloo,ow.
op 1fc 1918 gu9ly s Jlu luwogpdo BS peou) wSiss.

oJdyso yveds VPN JJsuesd gu wées (IPsec)

Iz le ASDM
lope ol steps in order to udJe IJso9d ew wes VPN:

e Ipgldele > pgldzle VPN > IPsec (IKEv1) ogldz VPN JJs osd g0 wes po IJIbl)1.
lyssuvs.

@& Cisco ASDM B For ASA - 192.168.26.13

File Wiew Tools | Wizards (|'Window Heb Leak
Hemel off, con | etuo wiesd. | € sack () Forvar | Dt
= [ venwaards ] M| Sheto-ske VPN Wizard...
MOME 1 righavalabity snd Scalabilty Wizerd.., Ay Cormect VP Waard,
¥ & Devie Uinified Commurication Wizard. ., Clentless S5L VPN Wizard. ..
Packet Capture Wizard. .. m{lmﬂn% Access YPH Wizard.,. | |E
General | Licanss | SRS ~ W[ |1 Irkerface | IP AddressiMe
: dinz 152, 168.26.13/24
Host Mame:  cisonasa.default.domain.invalid lircide 10, 1.4.1/24
ASA Version:  B.4(3) Device Uptime: Od 2h 20m 375 outside 172.16.1.1/24
ASOM Versan: B.A{T) Dervdce Typs:  ASA 5510 past no ip address
Firewal Mode: Routed Cortest Mode: Single
Tota Flash: 64 MB Tatal Memory: 256 MB
Select an interface to view input and output




233 9l206 08§ VPN Jpl 09 pbodow (¢hes: B 03l Ipeld) 9olds s ol po wesss ¢lwé2.
Jlgosl) 1dezleys J wpdso eduwle gped IPsec 1Ugl)6 Jozles W9lise 1Usuesd 1Js 1Uslzos.

B ¥PM Wizard L *:-'- X|
VPN Wizard IPsec IEEv] Remobe Access Wizard {Step 1 of ..}
Lise this wizard to configure new new IPsec {IKEV1) remobe access VPN tunnels, & bunnel established

by calls from remoke usars such as telecommiters is called remobe access tunned,
This wizard creates basic bunne! configurations tht you canedi [ater using the ASDM.

VPN Remole Accoss

Local ? — T
L™ L

Remote Access [0
=5

VPN Tunnel Inkerface: |SNSTES ~ |

V Enable inbound IPsec sessions to bypass mberface access lists, Group pobicy and per-user
authorization sccess fists still apply to the traffic,

<Hack | Mext > F""""l c.w.d] Hab|

lgese IJ VPN 5U90 w9g wel 1o cisco VPN jogu: [bJlé 3.x 19 leds. 108, 99,8 Next3.
(IJelds).



& ¥PN Wizard

VPN Wizard Remobe Access Client {Step 2 ol ...)

Remote sccess users of various types can open YPN Eunnels bo this ASA, Seleck the bvpe of
WP client fior Hhis tunnel.

VPN Client Type:

or other Easy YPN Remobe product

7 Microsoft Windows dient using LZTP over IPsec

Spedfy the PPP suthentication pratucol, IF & probeced & rak
specied on the remota dient, do ot speciy it

[T raF - ¥ HaF W WsaaHarsl T MscHeRve: [T ERR-PROEY

Specify i Ehe cient will send tunns! group name & - uermansliunnsigroup

[T | Cherit vl seed bl mroup fiame as Gesrmameatrnsigroos

If presshared suthentication is qmed with this option then Defaulracreu’s
pre-shared kay &< ppp authenticabion s -aso modfed.

<Back | Mext Fren | caneel | Hel |

lec, luudow 1Jpuol>§6 993, pedsele IJpuobds. bysds IJpuol>§8 Ideumoisps oul ogd.
pbule pubesd pwodl Gp lsuol wosds) luve preses IJuBS B 1dpuwlzs 1dewssd)s.
lJpolz IJpuveyd puwedl IJpguegspe oul 09 Cisco123 gl wp pzpesed IJud @ IJpuegsp
oul 09 Cisco-Tunnel. Iy 9, W99 Next (IJolds).



B= ¥PN Wizard
VPN Wizard ¥PN Client Authentication Method and Tunnel Group Name (Step 3 of ...}

The ASA allows you bd group remote access tunnel Lsers based on common connection paramebers

and dient attribates configured in the subsequent screens. Configure suthentication method and
tunirel group For this remobe conrection. Lss the same bunned group nane For the device and the

remote chent.
Authentication Method
% Pre-shared key
Pre-shared Kew:  foecolz3

~ Cestificate
Certificate Signing Algorithm:  rsa-sig
Certificate Mame: | ;l

i~ Challenge/response suthentication (CRACK)

~Tunnel Group
Tunnel Group Mame: Fimn.!unnal

<Back um L B

i'ao{,ol Bl Joo oyss pueb s ldpuwogspsu gu wed Ids Vless vslulo 1Jpuuegs 5.
lJpzdsé 19 Ids pzeses 29lsp AAA Ehzss. ool weol) Ideuob 96 Cluwesle pzeses 29lbp

AAA. 10E) VB9Y 238> wdb 2dd luwe preoes e9bbe AAA Jluuble Iuwpe pze9ed g9lp AAA
a)@).




B ¥PN Wizard LSS x|
VPN Wizarnd Chient Authentication (Step 4 of ..}

To guthenticabe remobe users using local device user database, select the First option below.
You can creabe user accounks in the ek step.

To use external 64 servers instead, selact the sacond option. You can salact an ecdsbing Ad
seryer group or areate a new one using the Mew botton below,

To manage all other 434 settings, go bo Configurstion = Device Management > UsersiAAS in
the maim S50 window.

™ Authenticate using the local uses database

| & Acthenticabe using an AAA server group |

A48 Server Group Mame:; | ;I

{Ba:hl et > | ity | Cancel | Help |
L'

Sp wu9dS) luwe pze9es IUEhe 90090999 IUp o186 9euslu IP JJghe sluwe 1U9lz0s6.
9pS0lz gy 1dEhe Vs Ipuvlzle IJpdlods 1wy, 9lud) p9lds.



B& New Authentication Server Group 4 i x|

Create a new-autheﬁth;ati::nn_ser\f_er_gmup containing one ,E[thh_entlcatiiznn server,
To add more servers to the group or change other AAA server settings, go to
Configuration = Device Managemerk = Llsars',l'.ﬁ.iﬁ..é. = B4 Server Groups,
server Group Name: AiZ55

Authentication Protocol; RADILS ;

Server IP Address: 192.165.26.51

Interface: driz hd

Server Secret Key: R

Confirrm Server Secrek Key: R

ok I\ Cancel Help

o9y 999 Next (IJelds).7.



---------

i ¥PN Wizard

VPN Wizard Client Authentication {(Step 4 of ..}

To authenticabe remobe users using local device user database, select the First option befow.
You can creabe user accoonks in thie ek step.

To use external 64 seevers instead, selact the second aption. You cam salact an ecdsbing A,
server group or areate a new one using the Mew button below,

To manage all other AAA settings, go bo Configurstion = Device Management > LsersiAAS in
the mam 450 window.

™ Authenticate using the local uses database

(v Authanticabe using an A&R server group

A.848 Server Group Mame: |ﬂ-t*5-5

< Back » |"|||.-'.'|| Cancel | Hebl

22> pe9es pu ldeulisu Idpedss Jswp wessuol ssulpsdsl Jepdle G dle VPNS.
lJogss6 g0 logoldol. bgb 9w gass inorder to gJ 9w 238> wydd pu guslu peds.



% ¥PN Wizard

g L x|

VPN Wizarnd Address Poal  (Step 5 of 10)

Enter & pool of local addresses ko be used For assigning dynamic IP addresses bo remote VPN
clients.

Tunel Group Mame Cisco-Tunnel

Pool Mame: _ EI @ |

~Pool Settings

Rarge Start Address:
Range End Address:

Subret Maski

*:B-m:h] Met > | ity | Cance| | Help |

WOs ulwso |ols wepe IP §p wo9ds) luve IJozee: 9wse gudly IP. gluole gl IP.9.
sdule Idubveds 1Js,es6. 9ludy W98 OK.

g Add IP Pool e x|
Marne: sample-Poal
Starting IP Address: [10.2.2.1 2]
Ending IP Address:  |10.2,2,254 [
subriet Mask: 255,255,255, 0 =

| % | concel | e

2 luwp Idogpee pu lJBlsed |Jpouuwsds: 9lud) IJolds. luve IJoges Joil Idpesld 0910.
0p9dT Wt IJds wp luublio Vs 1Ugbgs 9.




[® ¥PN Wizard . X
VPN Wirard Address Poal  {Step 5 of 10)

Enter & pool of local addresses ba be used For assigning dynamic TP addresses to remote VPN
clignts,

Turnel Group Mame Tisco-Turnel

-Pool Settings
Riange Start Address: 10221
Reange End Address: 1022754
Subnek Magsk: £52.255,255.0

< Back | um:-J fren | caneel | Heb |

5eshes: 235 pedspls 2l5p DNS 5 WINS sl wp pzld 1de,l o Jsos sigo IUs &pdle VPN,



& ¥PN Wizard = B —KI

VPN Wizard Attributes Pushed to Chent (Optional} {Step 6 of 10}

Attributes you configure belvw are pushed to the WPR clisnt when the chent connects o the

ASA. IF you do not want an attribute pushed to the dlient, leave the coresponding Field Blank,
Tunnel Group: E;E!J-Tl.l‘l‘d-l
Primary DNS Server:
Secondary DNG Server!
Primary WINS Server:
Secondary WINS Server!
Defaul Domen Mafme: Cisco, Com

<Back | Mext> | Fine | Cancel | Helo |

e ls ldussle Upuosws IUslgdss 9 Iduvodle: o 9230 Sew v swp o )sdol12.
Jdeuwogdes yvodle VPN I,J?&yé. bybide wes3Jdd wed w9vs) IJ8bu luve
slduvedle ly sdou lpwocuse Vs Idlgvoeols goods ezld.

lo seud luw 03l Blisps BLE: 09 Suwpe wes> VPN s wog od 1o suwds 1IJdled slgd Gvods
ou |J ASA.

lve suvobse lsuol pdoe luduwle tunneling gJs o3l Blé36. s@9p IUleLold IJudés
lJpuduwe wouvds) 2dé 9 Idoslule 1Js 1deshs 1ezss punedl Os o3l Idlz)le
90998y 9,29 €y b Ids IJlue,ue wuvdd gle po 2l £30 luuile $usle JzyJs
eo9 IJoslule ode. |u Jl spdu lu9uwle tunneling sJdouc JJ 2,I6 o9, pu wes> VPN
PUNUEpJ ig-.élé IJs [J ASA. spdy i Suvdd 3JY ublgl oossl grsuol eal 9peldel
pdesl 93JY wule gds gpdso Jwosiss J>sd.



& ¥PN Wizard Y x|

VPN Wizard IPsec Settings (Dptional) (Step 7ol 10)

Metwork Address Translation (NAT) is used ta bide the inbernal netvork Fram oubside users. You can
ke exceptions bo NAT bo expose the entire or part of the internal nebwork bo authenticated remate
users prokectad by VPN,

To exposs Hhe entire netwaork behind the most secure interface bo remote VPN users without MAT,
leave the Exempt Metworks Field blank.

Inkerface: |h—rd= ;l
Exempk Networks: [10.1.1.0/24 -}

I Enabls spit bunneling bo let remots users have smultansous encrypbed access ta the resources
defined above, and unenorypted access bo the intemet. :

[T Enable Perfect Forwarding Secrecy (PFS)

Ditfee-HeElmian Groos) |l - I
< Back umﬂ Finet | Cancel | Helo |

oo 0o IJulwss pJiuol JJlplele Idos logieol. 1ud) W99 lwele I3l Juw Hluosl eu13.
IJodssu IJglue .




& ¥PN Wizard
VPN Wizard

Sumimnary (Step B ol 10)
Yous have oreated a FRemobe Access YPN bunned with the Following attributes:

WP Tunnel Inberface: outside

Psec authentication uses pre—shared key: ascol23

Tunnel Group Mame:  EEco-Tunnel

Crefault Group Policy: Cisco-Tunnel

User suthentication usng authentication server group: BCSS

Mew authentication server groups) authentication servers: 8C55 [ 192, 168.26.51

Pool of TP addresses For WPN dients: Sample-Pool
(10.2.2.1 - 10.2.2.254)

Primary DNS: 10.1,1.254

Drefaull Domain Name: cisco.com

Iriterrial petiork elements exposed to remote VPN Users without NAT:
10.1.1.0024

Split tunneling: disabled

Perfect Forward Secrecy (PFS): disabled

< Back I fiesnlk =

odsso ASA Ul wegsle CLI

03l 09 wJ9sy CLI:

SUp L







I-—-- Create the AAA server group "ACS5" and speci

!'--- PHASE 2 CONFIGURATION ---1 I--




!-—— PHASE 1 CONFIGURATION ---! I!--- This configuration uses ISAKMP policies defined with all the perm
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odosu ACS JBlises Idoede W 1dsuesd (ACL) IUBILJs Jdouisd Jdpuweése
IJdJ)é

Spdud wdysu Y9lise lJ9ueed IJBleds JJouisd eds Cisco Secure ACS 5.x JJlisy ibgolo
purpels Lo wessuo lJs pd og s IJodssuo 1dss gwsope [Rosho Bs uwe Iduclse pu
IJ8leso Vs 200 19 09J.

B 03l Ipeld: oop puolx 86 puweEse Uuvwds VPN J IPsec wuzlz: ss)uwd ¢bpe RADIUS

Slises 9,09 $lods JJowsisd 1Js zols IWiplo. spdo Jdpuwaise "cisco” IUs osd 1s ¢be

10.1.1.2 B3 b 95,980 zese Isuosd I1E). JJoedd pu alseo Uu?_dro I 1se9d (ACL).
Slzg Buwe Blispes Loz de Bis | ACL) 1), 8l . J6 S ol
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# ¥PN Client | User Authentication for "Sample-Connection”

The zerver has requested the fallowing information to complete the uzer
authentication;

i)y Heemame: fcisco
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# status: Connected | YPN Client - Yersion 5.0.07.0410
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show crypto isakmp sa - s&,02 zese lGelole lely IKE 1Jzlss (SAs) bs ubs). *

<#root>
ciscoasa#

sh crypto isakmp sa

IKEv1l SAs:

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.16.1.50

Type . user Role : responder
Rekey : no State : AM_ACTIVE
ciscoasa#

show crypto ipSec - sg,2 lJlgsble [Jpuwegspd pou Sod SAs IUgldss.

<#root>
ciscoasa#
sh crypto ipsec sa

interface: outside
Crypto map tag: SYSTEM_DEFAULT_CRYPTO_MAP, seq num: 65535, local addr:


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

172.16.1.1

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.2.2.1/255.255.255.255/0/0)
current_peer: 172.16.1.50, username: cisco

dynamic allocated peer 1ip: 10.2.2.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 0

#pkts decaps: 333, #pkts decrypt: 333, #pkts verify: 333

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly:
0

#send errors: 0, #recv errors: 0O

local crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.1.50/0
path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 9A06E834

current inbound spi : FA372121

inbound esp sas:

spi: OxFA372121 (4197916961)

transform: esp-aes esp-sha-hmac no compression

in use settings ={RA, Tunnel, }

slot: 0, conn_id: 16384, crypto-map: SYSTEM_DEFAULT_CRYPTO_MAP
sa timing: remaining key lifetime (sec): 28678

IV size: 16 bytes

replay detection support: Y

Anti replay bitmap:

OxFFFFFFFF OxFFFFFFFF

outbound esp sas:

spi: Ox9A06E834 (2584143924)

transform: esp-aes esp-sha-hmac no compression

in use settings ={RA, Tunnel, }

slot: 0, conn_id: 16384, crypto-map: SYSTEM_DEFAULT_CRYPTO_MAP
sa timing: remaining key lifetime (sec): 28678

IV size: 16 bytes

replay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001
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<#root>
ciscoasa#
sh access-1i st

access-1ist cached ACL Tog flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

access-1ist OUTIN; 1 elements; name hash: 0x683c318c

access-1ist OUTIN 1line 1 extended permit icmp any any Chitcnt=1) 0x2ba5809c



access-|ist #ACSACL#-| P- Sanpl e- DACL- 4f 3b9117; 2 el enents; name hash: 0x3c878038
(dynami c)

access-|ist #ACSACL#-| P- Sanpl e- DACL- 4f 3b9117 line 1 extended pernit ip any host
10.1.1.2 (hitcnt=0) Ox5e896ac3

access-|ist #ACSACL#- | P- Sanpl e- DACL- 4f 3b9117 |ine 2 extended deny ip any any
(hitcnt=130) 0x19b3b8f5

Slispo IJozde Bs 1J9uo9d (ACL) Jeg W glod IJo o856
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<#root>
ciscoasa#
sh access-|i st

access-1ist cached ACL Tog flows: total 0, denied O (deny-flow-max 4096)
alert-interval 300

access-1ist OUTIN; 1 elements; name hash: 0x683c318c

access-1ist OUTIN 1line 1 extended permit icmp any any Chitcnt=1) 0x2ba5809c
access-1list new; 2 elements; name hash: 0xa39433d3

access-list newline 1 extended pernmit ip any host 10.1.1.2 (hitcnt=4)
0x58a3eal2
access-list new line 2 extended deny ip any any (hitcnt=27) 0x61f918cd
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