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&L cisco ASDM 6.3(1) dsce

Cizco ASDM 6.201) provides ar ntuitive graphucal user nterface that rrakes it easy o setup,
configdre and manags vour Cisco security appliances

Cisco ASDOM can run as a local application ar 25 a Jowa w=k Start applization,

Wwhar vou run Cisco &50M as a lccal appication, it cornects to voar s=curity appliance from
vaLr desktop Lsing SSL. Funning Cisco A=DM as an applicaton has these advantages:

& Veou caninvoke ASDM from a desktop shoteouk, Mo brows=r iz required.

& Tne deskzoo shortout allows you ko coarecttc mulinds securty appliances.

| Insal ASDM Launcaer and Fuq ASDk |

oL can run Cisco ASDM o5 o Jowa wizk Start applizction that is dynamically downlaadcd
Fronn Lhe secarily apoliancs,

Zhck Ran ASOM to rar Cisco AS0DM.

Zlick Ran Startup Wizard to run the Startup wizard, The Startup wizard walks you
through, step by step, the nital configuration of your securite applia-ce,
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B Cisco ASDM-IDM Launcher ¥1.5(50)

S, Cisco ASDM-IDM Launcher *./:;2's

Device IP Address | Mame: 172,22.1.163) -

IJzername:

Password:

[ ] Run in Dema Mode

| DK%| Close |
i
O & EI_._@

o ASDM _gubai Jlasl 5,50 VPN alleo Juisiy a8 .5
ASA

B Cisco ASDM 6.3 for ASA

File Wiew Tools | Wizards | Window Help

@ Home 'E.'-' ol Startup ‘Wizard. . 1| o Back. O | ‘:D Help
| IPsec WPM Wizard. .. . |

S50 VPM Wicard,., ™

g Add 'ﬂ Delete %Firewall Dashboard ]
High &waiability and Scalability YWwizard. .. .

b @ localhost:55 Unified Comrmunication Wizard. ..

Packet Capture Wizard. ..

Device Liskt

Host Mzme:  myFirewal

ASA Yersion:  8.3(1) Device Uptime: 0d 0h 30m 6s
A50M Yersion: 6.3(5) Device Type:  ASA 5520
FirewallMode: Routed Conktext Mode: Single

Tokal Flash: 64 MB Total Memory: 2048 MB
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B YI'M Wizard
¥ PN Wizard Reaiote Site Pocr {Step 2 of 6)

%

i_onfcLre the Ik address of the peer dewicz, achenticanon vechod 2re the cunnel craaa fior chis
Abo b skc koo,

Frrr T2 adidtrss: | In.7r.77.
AcLlienlivalivn Mel 2]

(a3 Me shared oy

Heg-sbaradkew:  |zEzolld

3 Cerbhicsts
_ertificate SIJnrc ACCrEm:  PER-s1g

Zerlifivdle Wanes;

Tunnel o

=3I ske-bo-cize cannections aith pre-shared ey aschentication, tre unnel group rame must
o3 bna czme a5 either bhe pest IF addrecs or the peer nosknzme, whickever is Jzed zs the
o=er's idenbby,

Tonnel Group Sarre: | g0 20,20.1
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B VI’N Wizard
¥ PN Wizard IKE Molicy  {Stcp 3 of 6)
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0% Browse Local Networks

% add ~ B Edt [ Delete Q

Fiker: |-|---.r =
Hame ~1 1P Address Metmask Description
=-Network Objects
-y any 0.0.0.0 0.0.0.0
il dmz-network  10.77.241.64 255,255,255,192

i inside-netwark EE-E.EE-E.EEE.[I

i j', 172.16.1.0 J172.16.1.0 755.255.255.0

Selected Local MNetworks

[ Local Metwarks -= ]larr_.-'

| Elt;l. | Cance|
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BE VI'M Wizard
¥ UPN Wizard Hosts and Netwodis (Step & of B)

An IMsec tunnel procecks coka exchanged by szodted bioszs 2nd rebacr s ak bz local arc
rernle siles, Flease de i | osls g d nebwurks LoLe aeed in Jie (Poes Lonnel

ek cvpes (% IPwE ) TP

nral Mehants | nsidz-retworuzd [ z

Serrck= Hebvo ks | El
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% Browse Remote Networks

% add ~ B Edt [ Delete Q

Fiker: |-.-~-_r 3
Hame ~1 1P Address Metmask Description
[=-Netwark Objacts
- any 0.0.0.0 0.0.0.0

il dmz-network  10.77.241.64 255,255,255,192

172.16.1.0 255,255.255.0

' 172,16.1.0

Selected Local MNetworks

[ Local Metwarks -= ]larr_.-'

| Elt;l. | Cance|
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B VPPN Wizard X
¥ UPN Wizard Hosts and Netwodis (Step & of B)
An IMsec tunnel procecks coka exchanged by szodted bioszs 2nd rebacr s ak bz local arc
rernle siles, Flease de i | osls g d nebwurks LoLe aeed in Jie (Poes Lonnel
ek cvpes (% IPwE ) TP
nral Mehants | nsidz-retworuzd [ ]
Rerrcks Hebwa ks, | 172161024 El
¥
] Bl A58 side st ok o adbess rae el | it v |
[ < Back ] Mk = Cancal | Felp
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& VPN Wizard _ 3 - ]
VPN Wizard Summary (Step 6 of 6)

You have created a Sibe-40-Sile WP lunnel with e followdng afributas:

WP Tunnel Interface: oudside
Feer IP Address: 10200201
Tunned Group Mame: 10020301
g autfenbcalion Uses pri-shaned key
clscol 23
IE Palicy Encrypian Faulbentication f DHGroup: AES- 256 f SHA S Group 3
FEet ESP Encryplion § ESF Aulthentication: BAES-256 1 SHA
Traffic Mée io b probacied By this tann el
{lecal 172221 0024
fremeoted 17206, 0024

< Back | 1421 MS.EP-J cancel | Help |




NTP ASDM .65

Sle> ol cisco JI Lle NTP oIS steps in order to 13 el

J g )l dxaall (8 cugSall i3 .1
ASDM

B% Cisco ASDM 6.3 for ASA - Demo mode

File Wiew Tools ‘Wizards ‘Window  Help

@ Haone ﬂ%} Configuration Lﬂ Mu:unitu:uring| G Save @ Refresh| o Eack. l\_) | ? Help|

" Device Setup o B = Ennﬁguratiun = Device Setup = System Time > NTP |
— | e

3 ﬂ ISttart':p wizard Configure NP servers and define authentication keys and walues,
= B n Er. aes

& | | -4 Routing

El ‘-'JP Device Name fPassword TP Address Tnterfare Prefarred? Ky Mimhear

EI@ Swskerr Time

[ ] Enable hTP authentication

ﬁg Liewvice Setup
:5 Fireswall
Sl

oo dxwo JiSuiw NTP JI exid NTP in order to<cdg pls<setup sl o i3 .2
.ASDM



Configuration = Device Setup > System Time = NTP

Configure MTP servers and define authentication keys and wvalues,

IF address Interface Preferred? Key Mumber Trusted Kew?

[ ] Enable MTP authentication

sl J31l 9) ag2lsll pusls IP Glsic Jio disllaall o loull praiss NTP osls aslioY alio] dssﬂl 3
899,19 el sl 1zl oY 8 @8stanll pliaall dosdy pliaall £8,9 (2,

B Add NTP Server Configuration

IP Address: 172,22.1.161 [ ] Preferred

Interface: inside

Authentication Key

Key Mumber: Trusked

key vWalue:

Re-enter Key Yalue:

|| (] 4
panl LS| o, alas Vo OK

09 awmis 9@ NTP @slas plise oS ol wxy ila>Me. ASA2 J [>,159 ASAT J L1y o5y dg>lsll
> ASA2 9 ASAT J CLI |8 @8sanll dow cnsSs o, pir.NTP 03159 ASA

ASAl#ntp authentication-key 1 md5 cisco
ntp trusted-key 1

ntp server 172.22.1.161 key 1 source inside

ASA2#ntp authentication-key 1 md5 cisco
ntp trusted-key 1

ntp server 172.22.1.161 key 1 source outside



9SG dago JaSs Sl (Gulai (999 ,ailg NTP dadskao ufai )LVl &5 999 a5l .4

IP &ddress Interface

NTP
Confiquration > Device Setup = System Time = MTP
Configure NTP servers and define authentication keys and walues,
key Murmber Trusked Key? add
msde | ho 1| e |[e—
Edit
Delete

Enable MTP authenticatiors

Apply \U Reset |
o

ASA1 CLI 5655

ASA1

ASA#show run

Saved :

(ASA Version 8.3(1

!

host nane ASAl

domai n- nane defaul t.domain.invalid

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanmes

|
interface EthernetO
narei f outside
security-level 0O
i p address 10. 10.10.1 255.255.255.0

Configure the outside interface. ! interface ---!
Et hernet1l naneif inside security-level 100 ip address
172.22.1.163 255.255.255.0 !/--- Configure the inside

interface. ! !-- Output suppressed ! passwd




2KFhbNI dI . 2KYQU encrypted ftp npode passive dns server-
group Def aul t DNS domai n- name defaul t. domain.invalid
access-1list inside_natO_outbound extended permt ip
172.22.1.0 255.255.255.0 172 .16.1.0 255.255.255.0 /---
This access list (inside_nat0_outbound) is used !---
with the nat zero command. This prevents traffic which
I--- matches the access list from undergoi ng network
address translation (NAT). !--- The traffic specified by
this ACL is traffic that is to be encrypted and !---
sent across the VPN tunnel. This ACL is intentionally !-
-- the sane as (outside_cryptomap_20). !--- Two separate
access lists should always be used in this
.configuration

access-1ist outside_cryptomap_20 extended permt ip
172.22.1.0 255.255.255.0 172

255. 255. 255. 0 16.1.0.

This access list (outside_cryptomap 20) is used !-- ---!
- with the crypto map outside map !--- to determ ne

whi ch traffic should be encrypted and sent !--- across
the tunnel. !'--- This ACL is intentionally the sane as
(inside_nat0_outbound). !--- Two separate access lists
.shoul d al ways be used in this configuration

pager lines 24
ntu inside 1500
nmtu outside 1500
no failover

asdm i mage flash:/asdm 631. bin

Enter this command to specify the location of the ---!
ASDM image. asdm history enable arp timeout 14400 obj ect
networ k obj -1 ocal subnet 172.22.1.0 255.255.255. 0 obj ect
networ k obj -renote subnet 172.16.1.0 255.255.255. 0 nat
(inside,outside) 1 source static obj-local obj-Ioca

destination static obj-renmote obj-renmpte !--- NAT 0

prevents NAT for networks specified in !--- the ACL

. inside_nat0_outbound

route outside 0.0.0.0 0.0.0.0 10.10.10.2 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00

i cnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute

http server enable

Enter this command in order to enable the HTTPS ---!
server !--- for ASDM. http 172.22.1.1 255.255. 255. 255
inside !--- Identify the IP addresses from which the
security appliance !--- accepts HTTPS connections. NO
snnp-server | ocation no snnp-server contact !--- PHASE 2
CONFIGURATION ---! !--- The encryption types for Phase 2
are defined here. crypto ipsec transformset ESP-AES-
256- SHA esp- aes- 256 esp-sha-hmac !--- Define the
transform set for Phase 2. crypto map outside_nap 20

mat ch address outside_cryptomap_20 !--- Define which
traffic should be sent to the IPsec peer. Crypto nap
outside_map 20 set peer 10.20.20.1 !--- Sets the IPsec
peer crypto map outside_nmap 20 set transform set ESP-




AES- 256- SHA !'--- Sets the IPsec transform set "ESP-AES-

256-SHA" !--- to be used with the crypto map entry
"outside_map". crypto map outside_map interface outside
!-—- Specifies the interface to be used with !--- the
settings defined in this configuration. !--- PHASE 1
CONFIGURATION ---! !--- This configuration uses isakmp
policy 10. !--- Policy 65535 is included in the config
by default. !--- The configuration commands here define
the Phase !--- 1 policy parameters that are used. isaknp

enabl e outside isaknp policy 10 authentication pre-share
i saknmp policy 10 encryption aes-256 isaknp policy 10
hash sha isaknp policy 10 group 5 isaknp policy 10
lifetine 86400 isaknmp policy 65535 authentication pre-
share isaknmp policy 65535 encryption 3des isaknmp policy
65535 hash sha i saknp policy 65535 group 2 isaknp policy
65535 lifetine 86400 tunnel -group 10.20.20.1 type ipsec-
|2l I'--- In order to create and manage the database of
connection-specific !--- records for ipsec-121-IPsec
(LAN-to-LAN) tunnels, use the command !--- tunnel-group
in global configuration node. !--- For L2L connections
the nanme of the tunnel group MUST be the IP !--- address
.of the |IPsec peer

tunnel -group 10.20.20.1 ipsec-attributes
* pre-shared-key
Enter the pre-shared-key in order to configure the ---!
!--- authentication method. telnet tineout 5 ssh tineout
5 console tineout 0 ! class-map inspection_default match
defaul t-inspection-traffic ! ! policy-map global _policy
cl ass inspection_default inspect dns maxi num | ength 512
i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os i nspect rsh inspect rtsp inspect skinny inspect
esntp inspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy gl oba
!--- Define the NTP server authentication-key, Trusted-
key !--- and the NTP server address for configuring NTP.
* ntp authentication-key 1 md5
ntp trusted-key 1

The NTP server source 1s to be mentioned as inside ---!
for ASA]l ntp server 172.22.1.161 key 1 source inside
Crypt ochecksum ce7210254f 4a0bd263a9072a4ccb7cf 7

end :

Jro2S ASA (1655 cly>] 989 (g Ly, plaziwl CiSCO acs gaize I ouin a5 il gl 13D 2 i
‘NTP
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Haow to configure a Gised Adaptive Security
Appliance (ASA) It synchronize if's dock
with & Network Time P otocol (NTP) Server.

Frmiing Maogarsyan

ASA2 CLI ;655

ASA2

(ASA Version 8.3(1
!
host nane ASA2
domai n- name defaul t. domai n.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
names
!
interface EthernetO
nanei f outside
security-level 0
i p address 10.20.20.1 255.255.255.0
!
interface Ethernetl
nanei f inside
security-level 100
ip address 172.16.1.1 255.255.255.0
!
passwd 2KFQnbNI dI . 2KYQU encr ypt ed
ftp node passive
dns server-group Defaul t DNS
donmi n- nane defaul t.domain.invalid

access-list inside_natO_outbound extended pernmit ip
172.16.1. 0 255.255.255.0 172

255.255.255.0 22.1.0.

Note that this ACL is a mirror of the ---!

. inside_nat0_outbound !--- ACL on ASAl

access-list outside_cryptomap_20 extended permit ip
172.16.1. 0 255.255.255.0 172



https://supportforums.cisco.com/videos/2501

255. 255.255.0 22.1.0
Note that this ACL is a mirror of the ---!
.outside_cryptomap 20 !--- ACL on ASAl

pager lines 24

ntu inside 1500

ntu outside 1500

no fail over

asdm i mage fl ash:/asdm 631. bin
no asdm hi story enabl e

arp tineout 14400

obj ect network obj-1Ioca

subnet 172.22.1.0 255.255.255.0

obj ect network obj-remote
subnet 172.16.1.0 255.255.255.0

nat (inside,outside) 1 source static obj-local obj-Ioca
destination static
obj -renpte obj-renote
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
http server enable
http 0.0.0.0 0.0.0.0 inside
no snnp-server | ocation
no snnp-server contact
crypto ipsec transformset ESP-AES-256- SHA esp- aes- 256
esp- sha- hnac
crypto map outside_map 20 match address
out si de_cryptomap_20
crypto map outside_map 20 set peer 10.10.10.1
crypto map outside_nap 20 set transform set ESP- AES- 256-
SHA
crypto map outside_nap interface outside
i saknp enabl e outside
i saknp policy 10 authentication pre-share
i sakmp policy 10 encryption aes-256
i saknmp policy 10 hash sha
i saknmp policy 10 group 5
i saknp policy 10 lifetime 86400
tunnel -group 10.10.10.1 type ipsec-12
tunnel -group 10.10.10.1 ipsec-attributes
* pre-shared-key
telnet tineout 5
ssh timeout 5
consol e timeout 0O
|
cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic
|
1
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns nmexi mum | ength 512
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os




i nspect rsh

i nspect rtsp

i nspect ski nny

i nspect esntp
i nspect sql net

i nspect sunrpc

i nspect tftp

i nspect sip

i nspect xdnctp

|

servi ce-policy gl obal _policy gl oba

Define the NTP server authentication-key, Trusted- ---!
key !--- and the NTP server address for configuring NTP.
* ntp authentication-key 1 md5

ntp trusted-key 1

The NTP server source 1s to be mentioned as outside ---!
for ASA2. ntp server 172.22.1.161 key 1 source outside
Crypt ochecksum d5e2ee898f 5e8bd28e6f 027aeed7f 41b

end :

#ASA

2o JSuin Jogy ousSil ol oo a5l Lgolasiuw] diSay wlogleo pwsll 13 499,

Dl ose el puii illo (laad elxuall eMawll) 21,3V o> o 615l dlawlyy o2l Jolol Jas, acs aiy

o9l ol 21,5

NTP dclw logleo o=, - show ntp status -

ASAl#show ntp status

Clock is synchronized, stratum 2, reference is 172.22.1.161

nomi nal freq is 99.9984 Hz, actual freq is 99.9983 Hz, precision is 2**6
(reference tine is ccf22b77.f7a6e7b6 (13:28:23.967 UTC Tue Dec 16 2008
clock offset is 34.8049 nmsec, root delay is 4.78 nsec

root dispersion is 60.23 nsec, peer dispersion is 25.41 nsec

LeisSs i il aSuidl w89 o5 wlilLidl Lo =, - [show ntp associations [detall -
ASAl#show ntp associations detail
configured, authenticated, our_naster, sane, valid, stratum1l 172.22.1.161
(ref ID.LOCL., tinme ccf2287d.3668b946 (13:15:41.212 UTC Tue Dec 16 2008
our node client, peer node server, our poll intvl 64, peer poll intvl 64
root delay 0.00 nsec, root disp 0.03, reach 7, sync dist 23.087
del ay 4.52 nsec, offset 9.7649 nsec, dispersion 20.80
preci sion 2**19, version 3
(org tine ccf22896.fladfca3 (13:16:06.943 UTC Tue Dec 16 2008
(rcv tine ccf22896. ef b94b28 (13:16:06.936 UTC Tue Dec 16 2008
(xmt time ccf22896. ee5691dc (13:16:06.931 UTC Tue Dec 16 2008

filtdelay = 4.52 4.68 4.61 0. 00 0. 00 0. 00 0. 00 0. 00
filtoffset = 9.76 7.09 3.85 0. 00 0. 00 0. 00 0. 00 0. 00
filterror = 15.63 16. 60 17.58 14904.3 14904.3 14904.3 14904.3 14904.3

Le>Nolg eliasVl OLiSwl

Le>Woly oSl elas] GliSiw lgolasiuw! liSay ologles pumall 13D 9,
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Le>Molg elasV Bliiwl ol9l

Dbz oo ol i, ille (ladd ¢elxuuall eMawll) 21,3V a2 o 31 dlawles oell solsl Loz, acs ai
ol ol 2131

sVl auai yolol 9 dagall wlogleall 221 wllasVl aunas jolgl laol Jid tala>Vo

elieodl ulai pac 0 debug output [3®.NTP Lua; dclw dxwo Lo = - ao debug ntp

NTP: packet from 172.22.1.161 failed validity tests 10
Authentication failed

Sow 64D Lie piy ¥ (3] o dilxiw] 2265 Y baie. NTP doj> wlogles o 42, - debug ntp packet -

NTP rev doj> 9 ASA e NTP Xmit do >

: ASAl# NTP: xmit packet to 172.22.1.161

leap 0, nmobde 3, version 3, stratum 2, ppoll 64

(rtdel 012b (4.562), rtdsp Ocb6 (49.652), refid acl60lal (172.22.1.161
(ref ccf22916.f1211384 (13:18:14.941 UTC Tue Dec 16 2008

(org ccf22916.f426232d (13:18:14.953 UTC Tue Dec 16 2008

(rec ccf22916.11211384 (13:18:14.941 UTC Tue Dec 16 2008

(xnt ccf22956. f 08ee8b4 (13:19:18.939 UTC Tue Dec 16 2008

:NTP: rcv packet from 172.22.1.161 to 172.22.1.163 on inside

leap 0, node 4, version 3, stratum 1, ppoll 64

(rtdel 0000 (0.000), rtdsp 0002 (0.031), refid 4c4f434c (76.79.67.76
(ref ccf2293d.366a4808 (13:18:53.212 UTC Tue Dec 16 2008

(org ccf22956. f08ee8b4 (13:19:18.939 UTC Tue Dec 16 2008

(rec ccf22956. f52e480e (13:19:18.957 UTC Tue Dec 16 2008

(xnt ccf22956.f5688c29 (13:19:18.958 UTC Tue Dec 16 2008

(inp ccf22956.f982bcd9 (13:19:18.974 UTC Tue Dec 16 2008

dlo ol olo

Cisco 0 dazall ploVl Jol> 652l o -
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