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ASA o5

ASA#show run
Saved :

(ASA Version 8.3(1

|
host nane ASA
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFOnbNI dI . 2KYQU encr ypt ed
names

!
interface EthernetO

shut down

no nanei f

security-level O

no i p address

|
interface Ethernetl

shut down

no nanei f

no security-Ieve

no i p address

|
i nterface Ethernet2

no nanei f

no security-Ieve

no i p address

|
Configure the inside interface. interface Ethernet3 ---!
namei f inside security-level 100 ip address 10.1.1.1

255.255.255.0 ! !--- Configure the outside interface.
interface Ethernet4 nameif outside security-level O ip
address 192. 168. 200. 225 255. 255. 255.224 | !--- Configure

dmz interface. interface Ethernet5 naneif dnz security-
level 10 ip address 172.16.31.1 255.255.255.0 ! passwd
2KFONbNI dI . 2KYQU encrypt ed boot system di sk0:/asa831-
k8.bin ftp node passive !--- This access list allows
hosts to access !--- IP address 192.168.200.227 for the
SMTP port. access-list outside_int extended permit tcp
any host 192.168.200.227 eq smtp

Allows outgoing SMTP connections. !--- This access ---!
list allows host IP 172.16.31.10 !--- sourcing the SMTP
port to access any host. access-list dmz_int extended
permit tcp host 172.16.31.10 eq smtp any

pager lines 24

ntu BB 1500

ntu inside 1500

nmtu outside 1500

ntu dnz 1500

no fail over

no asdm hi story enabl e
arp tinmeout 14400

obj ect network obj-192.168. 200. 228- 192. 168. 200. 253
range 192.168. 200. 228-192. 168. 200. 253

obj ect network obj-192. 168. 200. 254
host 192. 168. 200. 254

obj ect - group network nat - pat-group
net wor k- obj ect obj ect obj-192. 168. 200. 228-




192. 168. 200. 253
net wor k- obj ect obj ect obj-192. 168. 200. 254

obj ect network obj-10.1.1.0
subnet 10.1.1.0 255.255.255.0
nat (inside, outside) dynam c nat-pat-group

This network static does not use address ---!
translation. !--- Inside hosts appear on the DMZ with
their own addresses. object network obj-10.1.1.0
subnet 10.1.1.0 255.255.255.0
nat (inside,dmz) static obj-10.1.1.0

This network static uses address translation. !--- --- !
Hosts that access the mail server from the outside !---
use the 192.168.200.227 address. object network obj-
172.16.31.10

host 172.16.31.10

nat (dmz,outside) static 192.168.200.227
access-group outside_int in interface outside
access-group dmz_int in interface dmz
route outside 0.0.0.0 0.0.0.0 192.168.200.226 1
timeout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
no snnp-server | ocation
no snnp-server contact
telnet tinmeout 5
ssh tinmeout 5
consol e tineout O
|
cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic
|
1
The inspect esmtp command (included in the map) ---!
.allows !--- SMIP/ESMIP to inspect the application

pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns nmaxi mum | ength 512
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
i nspect rtsp
i nspect ski nny
inspect esmtp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdnctp
|
The inspect esmtp command (included in the map) ---!
.allows !--- SMIP/ESMIP to inspect the application

servi ce-policy gl obal _policy gl oba
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Crypt ochecksum 2653ce2c9446f b244b410c2161a63eda
end :

[ K]

ESMTP TLS ;655
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#(ci scoasa(config
olicy-ma lobal polic
ci scoasa(confi g- pmap) #class inspection_default
ci scoasa(confi g- pmap-c) #no inspect esmtp
ci scoasa(confi g- pmap-c) #exit
ci scoasa(confi g- pmap) #exit
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2LVl i
access-list outside_int extended permt tcp any host 192.168.200.227 eq sntp
access-list outside_int extended pernit icnp any any
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