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A .policy-map global _policy ;0¥ ,laol 48
ASA (config) #policy-map global_policy

2 .class inspection_default ,oVI ,laol, 09
ASA (config-pmap) #class inspection default
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ASA (config-pmap-c) #inspect FTP
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ASA (config) #show running-config

(ASA Version 8.4 (1
!
hostname ASA
domain-name corp.com
enable password WwXYvtKrnjXgGbul encrypted
names
!
interface Ethernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
!
interface Ethernet0/1
nameif Inside
security-level 100
ip address 10.1.1.1 255.255.255.0
!
interface Ethernet0/2
nameif DMZ
security-level 50
ip address 172.16.1.12 255.255.255.0
!
interface Ethernet0/3
no nameif
no security-level
no ip address
!
interface Management0/0
no nameif
no security-level
no ip address
!
Output is suppressed. !--- Permit inbound FTP ---!
control traffic. access-list 100 extended permit tcp any
host 192.168.1.5 eq ftp
Permit inbound FTP data traffic. access-list 100 ---!
extended permit tcp any host 192.168.1.5 eq ftp-data
1
Object groups are created to define the hosts. ---!
object network DMZ
host 172.16.1.5
object network DMZ-out
host 192.168.1.5
Configure manual NAT nat (DMZ,outside) source ---!
static DMZ DMZ-out
access-group 100 in interface outside
class-map inspection_default
match default-inspection-traffic
1
1
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map global_policy
class inspection_default




inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp
!
This command tells the device to !--- use the ---!
"global_policy" policy-map on all interfaces. service-
policy global_ policy global
prompt hostname context
Cryptochecksum:4b2£f54134e685d11b274eel159e5ed009
end :
# (ASA(config

Cowball & TCP aio _le FTP JoS959, Laxd oS5

g0 XXXX cagianl) b3 JiSoiws 138 go dwld & TCP 38l Liniss JoS5i91 FTP JI Sl gabaitany <l
(05 sliso 2,23

access-1list ftp-list extended permit tcp any any eq XXXX
1

class-map ftp-class

match access-1list ftp-list
1

policy-map global_policy
class ftp-class
inspect ftp
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A .policy-map global policy ;0¥ jlaol 48
ASA (config) #policy-map global_policy

2 .class inspection_default ,oVI ,laol, 09

ASA (config-pmap) #class inspection default

3 TFTP Loz LoVl laol, o

ASA (config-pmap-c) #inspect TFTP
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ASA (config) #show running-config

(ASA Version 8.4 (1
!
hostname ASA
domain-name corp.com
enable password WwXYvtKrnjXgGbul encrypted
names
!
interface Ethernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
!
interface Ethernet0/1
nameif Inside
security-level 100
ip address 10.1.1.1 255.255.255.0
!
interface Ethernet0/2
nameif DMZ
security-level 50
ip address 172.16.1.12 255.255.255.0
!
interface Ethernet0/3
no nameif
no security-level
no ip address
!
interface Management0/0
no nameif
no security-level
no ip address
!
Output is suppressed. !--- Permit inbound TFTP ---!
traffic. access-list 100 extended permit udp any host
192.168.1.5 eq tftp
!
Object groups are created to define the hosts. ---!
object network DMZ
host 172.16.1.5
object network DMZ-out
host 192.168.1.5
Configure manual NAT nat (DMZ,outside) source ---!
static DMZ DMZ-out
access-group 100 in interface outside
class-map inspection_default
match default-inspection-traffic
1
1
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp




inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp
!
This command tells the device to !--- use the ---!
"global_policy" policy-map on all interfaces. service-
policy global_ policy global
prompt hostname context
Cryptochecksum:4b2£f54134e685d11b274eel159e5ed009
end :
# (ASA(config

waxd e 213Vl aaxi pb Liayl .show service-policy oVl pasiwl by 031551 o5 38 uoSil ol ©la)
.show service-policy inspection ftp ,oV! plaxiwl lasd FTP

ASA#show service-policy inspect ftp
:Global Policy
Service-policy: global_policy
Class-map: inspection_default
Inspect: ftp, packet 0, drop 0, reste-drop 0
#ASA
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