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ooz L8 Wl saxs JlaeVl e Llsill daazo dg>ly ¢ueSil ip dgle) Juiall 59l ol plastiuw]
.aa>y
host nane/ context (confi g-if)#ip address active_addr netmask standby standby_addr

:ady o)l 0igr awlwYI ASA (o 1 Slull a3l dglodl 0S5 oy Jliadl (9
ASA/ cont ext 1(confi g) #ip address 172.16.1.1 255.255.255.0
standby 172.16.1.2

2 8luwl)
ASA/ cont ext 2( confi g) #ip address 192.168.2.1 255.255.255.0
standby 192.168.2.2

ag2ly JSJ dg2loll (oS 209 (9 oVl 13D JBs] i asd 6,131 dgloly axgall dlaxll la> oy 9
plell oSl ging 9 oVl Ll iy SBlaidl dlaxl Hla> giog 9

e wleidl (iSas (laad PIX Glol jlg2). plladl dais d>luo (9 duwlwVl Jiall j9lx wlaleo (oSi o8 .
(LAN) alxall aSpidl le pilall Jlacl

host nane(confi g) #failover lan enable

host nane(confi g) #failover lan unit primary

: Jasdl 5906 bls,| sa>

host nane(confi g) #failover lan interface if name phy if

LAN ai Il ssimall Jins)l 5ol dg>leS 3 il dgzloll pasiins (Jiall 13D 9

ASA(confi g) #failover lan interface LANFailover ethernet3

g oS5 ol Sy .phy_if dowwg dlawlg, 8332001 dg>loll Lélaio puwl cusis if_name aouwg pgis
Ethernet0/2.3 Jio lsuuo @3Lis] o5 dc,9 ag>lg 9l .[Ethernetl Jio . J=all isioll pul _® phy_if
Y dg>loll 03 plasiwl vy ¥ .VLAN aSui PHY_IF 5ax, (ASA 5505 caSill Jila)l LoVl jle> 9

b)Y sheiwdl dya>9 dasiill [P y9le sax.(Lykis]) Al 95 il 9l bls)l eliwl) 3T o8

rJunell 59l

host nane(confi g) #failover interface ip if _name ip_addr mask standby ip addr

Sl ol dgaly) ablis] IP u9liss 10.1.0.2 9 blius 10.1.0.1 pasius Jliall Juw e
ASA(confi g) #failover interface ip LANFailover
standby 10.1.0.2 255.255.255.0 10.1.0.1

il glizs Y ol 1P Glginy dolsl lgwss dxeall aSaidl U5 _blisVl IP pleic 095, ol o
39bw ie MAC lsics Jiudll 9l bl IP oloic sy ¥ . blisVI 1P Glgis) de o)l aSaidl glid
el 53>0)l go LblisVI IP Glaic iy Loy cdswlodl 61590l go Lasls lasdl IP olgic iy . Sl

dyolil 60>9Jl -

396w bls,l Lle & el d,05ll 6150l g ol LAN &ai e pilall lnill/laisl Jind)l 19155 (oS5 sic
gVl 63591 o dlsiwly alis )l el JLasYl dgildl 6350l aouwy 1309 . sl

ol aiil Jiasll 9L (985 (9 agilil 62>5)1 augad lslazl 04D Jas]

LAN &S | simall Jitdll 59505 oeSas (1 PIX olol Slg>) .1

host nane(confi g) #failover lan enable



s Ll dg2lal 3a> gV 350l Lgioasiuwl Ll clslaeyl Guss pasiwl . Jindll jobs dgly o
Jassll 5915 dg>lsS lgolaciin]

host nane(confi g) #failover lan interface if name phy if

ASA(config)#failover lan interface LANFail over ethernet3

g oS5 ol Sy phy_if dowwy dlawlg, 63330)] dg>loll élais puwl cusis if_Name aouwg pgis
Ethernet0/2.3 Jio oo @5Linl i dyc,9 dg>l9 of [Ethernet! Jio «_Jeall iainll puwl _® phy_if
ol IP glgic uei p8.VLAN dSun PHY_IF sax, AASA 5505 wasill Ll oLVl jle> 9

:Jinall jol blayY ol

host nane(confi g) #failover interface ip if name ip_addr mask standby ip addr

ASA(confi g) #failover interface ip LANFailover 10.1.0.1
standby 10.1.0.2 255.255.255.0

0oSs Ol vy Juiasll 59l dg>19 (oS aie duulwVl sa>9)l Lo ailssl LS blas 4oVl 13D S35 rdase
aSuidl gld e Jl glizs Y ol IP Glgisy dwoll lgwss dcyall aSuidl (9 (bl IP glgic
ool ciSo.blisV lgisl) de )l

host nane(confi g) #interfacephy if

host nane(confi g-if)#no shutdown

1aygili 60>95 6a>9)l 014D yusi .

host nane(confi g) #failover lan unit secondary

il o LS5 i o) Lo bl S dggilll il s g Y iyl 9kl 040 (la>Ven
S|
Jauell 5L S

host nane(confi g) #failover

o .adolimVl 6259l I Jsgiil] 248 6,511 (9 (puoSall doiaidl 6a>0)l Juw i o Juiadd] 5935 (puSos 2y
e,2Y algdly GLBYI I JupVI 1opoSall Blasall gl dslac 15 il Jilus Il gl oSl diol o
Slexdl e Juiall 59l 5oVl lasl p8 rdas>Me.6a>gl dniil aSxill 6a>9 e Jloiall gl

098y (5ol 5lel e Jikdll 39w 5oVl Hlaol Ay .sesll 5lexdl e o)laol 68 o6 Vol LuwluwY

Jl i el gy 6l o awss pusi9 ulwIl 5leall Go GuoSill co jeall e soildl Slgl
o> LalS daclad dasil dbi (09 . Lauis 615 & awss pl=y9 Sole 19,0 45,5 5,049 999 Lwlwl ASA
Lnis oli> VI slgal gy daiadl slgall ($ Jlac

5 Flash 6,515 (8 cusSill kaax) ;oY1 13 J3o1  Jilosall gail] o a2 )l cueSil Lgin o 2
(@9g0J] 6,S13J1)

host nane(confi g) #copy running-config startup-config

sa>gll e ol Wl I dolwdl Al e dodis Jid 59l dcgozo Sl o9 (6,9l aic .
a>luo (9 oVl 13D 35l dglill 6a>9)l e dladis auas ol le Juisll 59l dcgozo HL>Y Laygili]
ol 6a>9)l e plaill iyai

host nanme#no failover active group group_id
sl 6a>gll dlauins auai Ol 0y il acgea=all group_id dawwg oz
90 e P s 9

ol



il & LyoSil siiamnall 13D sy

1 Sl 19S5 - Luwlwl ASA

ASA/ cont ext 1( confi g) #show running-config
Saved :

(ASA Version 7.2(3

1
host name cont ext1
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names
!
interface inside contextl
nanei f inside
security-level 100
Configure the active and standby IP's for the ---!
logical inside !--- interface of the contextl. ip
address 192.168.1.1 255.255.255.0 standby 192.168.1.2
1
interface outside contextl
nanei f outside
security-level O
Configure the active and standby IP's for the ---!
logical outside !--- interface of the contextl. ip
address 172.16.1.1 255.255.255.0 standby 172.16.1.2
1
passwd 2KFnbNI dI . 2KYQU encrypt ed
access-1ist 100 extended pernit tcp any host 172.16.1.1
eq www
pager lines 24
ntu inside 1500
ntu outside 1500
monitor-interface inside
monitor-interface outside
icnp unreachable rate-limt 1 burst-size 1
asdm i mage fl ash:/asdm 522. bi n
no asdm hi story enabl e
arp tineout 14400
static (inside,outside) 172.16.1.1 192.168.1.5 net mask
255. 255. 255, 255
access-group 100 in interface outside
route outside 0.0.0.0 0.0.0.0 172.16.1.3 1
ti meout x|l ate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
ti meout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p- di sconnect 0:02: 00
ti meout uauth 0:05:00 absol ute
no snnp-server | ocation
no snnp-server contact
telnet timeout 5
ssh timeout 5
1
cl ass-map i nspection_default




mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_nap
paraneters
message- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_nap
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdnctp
|
service-policy global _policy globa
Crypt ochecksum 00000000000000000000000000000000
end :

2.8l (2555 - wlwdl ASA

ASA/ cont ext 2( conf i g) #show running-config
Saved :

(ASA Version 7.2(3

1

host nane cont ext 2

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

nanmes

!

interface inside_context2

nanei f inside

security-level 100

Configure the active and standby IP's for the ---!
logical inside !--- interface of the context2. ip
address 192.168.2.1 255.255.255.0 standby 192.168.2.2
1

i nterface outside_context?2

namei f out si de

security-level O

Configure the active and standby IP's for the ---!
logical outside !--- interface of the context2. ip
address 172.16.2.1 255.255.255.0 standby 172.16.2.2
1

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

access-list 100 extended pernit tcp any host 172.16.2.1
eq Www
pager lines 24

ntu inside 1500

ntu outside 1500




monitor-interface inside
monitor-interface outside
icnp unreachable rate-limt 1 burst-size 1
asdm i mage flash:/asdm 522. bin
no asdm hi story enabl e
arp tineout 14400
static (inside,outside) 172.16.2.1 192.168.2.5 net mask
255. 255. 255. 255
access-group 100 in interface outside
route outside 0.0.0.0 0.0.0.0 172.16.2.3 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02
timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngecp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p- di sconnect 0:02: 00
ti meout uauth 0:05:00 absol ute
no snnp-server | ocation
no snnp-server contact
telnet tineout 5
ssh timeout 5
1
cl ass-map i nspection_default
mat ch default-inspection-traffic
1
1
policy-map type inspect dns preset_dns_map
par aneters
nmessage- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect netbi os
i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdntp
1
service-policy global _policy globa
Crypt ochecksum 00000000000000000000000000000000
end :

_JoVI ASA

ASA(confi g) #show running-config
Saved :

<ASA Version 7.2(3) <system

!

Use the firewall transparent conmand !--- in ---!
gl obal configuration node in order to !--- set the
.firewall node to transparent node

firewall transparent




host nane ASA
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
no nec-address auto
|
interface EthernetO
|
interface Ethernet0.1
vlan 2
!
interface EthernetO.2
vlan 4
!
interface Ethernetl
|
interface Ethernetl. 1
vlan 3
!
interface Ethernetl. 2
vian 5
!
Configure "no shutdown" in the stateful failover ---!
interface as well as !--- LAN Failover interface of both
Primary and secondary ASA/PIX. interface Ethernet2
description STATE Failover Interface
|
i nterface Ethernet3
description LAN Failover Interface
|
interface Ethernet4
shut down
!
interface Ethernet5
shut down
!
cl ass default
limt-resource All 0
limt-resource ASDM 5
limt-resource SSH 5
limt-resource Telnet 5

ftp node passive
pager lines 24
failover
failover lan unit primary
Command to assign the interface for LAN based ---!
failover failover lan interface LANFailover Ethernet3
Configure the Authentication/Encryption key ---!
**k*k** fajlover key
failover link stateful Ethernet2
Configure the active and standby IP's for the LAN ---!
based failover failover interface ip LANFailover
10.1.0.1 255.255.255.0 standby 10.1.0.2
failover interface ip stateful 10.0.0.1 255.255.255.0
standby 10.0.0.2
failover group 1
failover group 2

secondary
no asdm hi story enabl e
arp tineout 14400
consol e timeout 0O

adm n-cont ext admin
context adm n




config-url flash:/admn.cfg
|

context contextl
all ocate-interface Ethernet0.1 inside_contextl
allocate-interface Ethernetl.1 outside_contextl
config-url flash:/contextl.cfg
join-failover-group 1

|

cont ext context?2
all ocate-interface Ethernet0.2 inside_context2
all ocate-interface Ethernetl.2 outside_context2
config-url flash:/context2.cfg
join-failover-group 2

|

pronpt host nane cont ext
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
end :

soill ASA

ASA#show running-config

failover

failover lan unit secondary

failover lan interface LANFail over Ethernet3

***xx fajlover key

failover interface ip LANFailover 10.1.0.1 255.255.255.0
standby 10.1.0.2

show failover ol plasiwl

5ol plaziwl, Juiasll 5ol Al o gasill diSay 62>9 JS le .show fail over ol z1,3] puudll 13D caa,
.show failover

_JoVI ASA

ASA(confi g-subi f) #show failover

Fai | over On

Cabl e status: N A - LAN-based fail over enabl ed

Fail over unit Primary

(Fail over LAN Interface: LANFailover Ethernet3 (up
Unit Poll frequency 15 seconds, hol dtime 45 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 4 of 250 nmaxi mum

(Version: Qurs 7.2(3), Mate 7.2(3

Goup 1 last failover at: 06:12:45 UTC Jan 17 2009
Goup 2 last failover at: 06:12:43 UTC Jan 17 2009

Thi s host: Primry

Goup 1 State: Active
(Active tinme: 359610 (sec

G oup 2 State: St andby Ready

(Active tinme: 3165 (sec



contextl Interface inside (192.168.1.1): Nornmal
contextl Interface outside (172.16.1.1): Normal
context2 Interface inside (192.168.2.2): Normal
context2 Interface outside (172.16.2.2): Normal

O her host: Secondary

Goup 1 State: St andby Ready
(Active tine: 0 (sec

G oup 2 State: Active
(Active tinme: 3900 (sec

contextl Interface inside (192.168.1.2): Nornmal
contextl Interface outside (172.16.1.2): Nornmal
context2 Interface inside (192.168.2.1): Nornmal
context2 Interface outside (172.16.2.1): Normal

Stateful Failover Logical Update Statistics

(Link : stateful Ethernet2 (up

St at ef ul  Cbj xm t xerr rcv rerr

Gener al 48044 48040 1
sys cnd 48042 48040
up time 0
RPC servi ces 0
TCP conn 0
UDP conn 0
ARP t bl 2
0

0
0
0
0
0
0
0
Xl at e_Ti neout 0

1
0
0
0
0
0
0

O OO o OoOo

Logi cal Update Queue Information

Cur Max Tot al
Recv Q 0 1 72081
Xmt Q 0 1 48044

ss:l)l ASA

ASA(confi g) #show failover

Fai l over On

Cabl e status: N A - LAN-based fail over enabl ed

Fai | over unit Secondary

(Fai l over LAN Interface: LANFailover Ethernet3 (up
Unit Poll frequency 15 seconds, hol dtine 45 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 4 of 250 maxi mum

(Version: Qurs 7.2(3), Mate 7.2(3

Goup 1 last failover at: 06:12:46 UTC Jan 17 2009
Goup 2 last failover at: 06:12:41 UTC Jan 17 2009

Thi s host: Secondary

Goup 1 State: St andby Ready
(Active tinme: 0 (sec

Group 2 State: Active
(Active tine: 3975 (sec

contextl Interface inside (192.168.1.2): Normnal
contextl Interface outside (172.16.1.2): Nornmnal
context2 Interface inside (192.168.2.1): Normnal
context2 Interface outside (172.16.2.1): Normal

Q her host: Primary
Goup 1 State: Active
(Active tine: 359685 (sec



contextl Interface
contextl Interface
context2 Interface
context2 Interface

St at ef ul Cbj
Cener al
sys cnd
up time
RPC servi ces
TCP conn
UDP conn
ARP t bl

Xl at e_Ti neout

G oup 2
(Active tinme:

i nside (192.168.1.1):
outside (172.16.1.1):
i nside (192.168.2.2):
outside (172.16.2.2):

St at e:

St andby Ready
3165 (sec

Nor el
Nor el
Nor el
Nor el

Stateful Failover Logical Update Statistics
(Link : stateful Ethernet2 (up
xmi t xerr rcv rerr
940 0 942 2
940 0 940 2
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 2 0
0 0 0 0
Logi cal Update Queue Information

Cur Max Tot al

Recv Q 0 1 1419
Xmt Q 0 1 940

A o0 g8l show failover state LoVl paiwl

JoVI ASA
ASA(confi g) #show failover state
State Last Failure Reason Dat e/ Ti me
This host - Primry
Goup 1 Active None
G oup 2 St andby Ready None
O her host - Secondary
Goup 1 St andby Ready None
G oup 2 Active None
===Configuration State====
Sync Done
===Communi cati on State====
Mac set
d9ilill 60>l
ASA(confi g) #show failover state
State Last Failure Reason Dat e/ Ti ne
This host - Secondary
Goup 1 St andby Ready None
Group 2 Active None
O her host - Primary
Goup 1 Active None
Group 2 St andby Ready None
===Confi guration State====
Sync Done - STANDBY
===Communi cati on State====
Mac set

.show failed over interface ;oY pasiwl «Jisd)l 59l 62>9; a3l IP (9l (o ol



ET I IEECN |

ASA(confi g) #show failover interface

interface stateful Ethernet2
System | P Address: 10.0.0.1 255.255.255.0
My | P Address : 10.0.0.1
QG her 1P Address : 10.0.0.2

interface LANFail over Ethernet3
System | P Address: 10.1.0.1 255.255.255.0
My | P Address : 10.1.0.1
QG her IP Address : 10.1.0.2

dgillll 6a>9ll

ASA(confi g) #show failover interface

interface LANFail over Ethernet3
System | P Address: 10.1.0.1 255.255.255.0
My | P Address : 10.1.0.2
Q her 1P Address : 10.1.0.1

interface stateful Ethernet2
System | P Address: 10.0.0.1 255.255.255.0
My | P Address : 10.0.0.2
Q her 1P Address : 10.0.0.1

ddlyall olg>loll oo

cosbwl JSis Joliv (9 jol - «olwl Sluw 329 (9 10,18 monitore e &l wadliv in order to eds>

o2l eS| go9 9 monitor-interface oVl paciwl (diszo dg2l9 e aoMul &80 Sl tda>Yo

<monitor-interface <if name

_JoVI ASA

ASA/ cont ext 1( conf i g) #show monitor-interface
This host: Secondary - Active
Interface inside (192.168.1.1): Normal
Interface outside (172.16.1.1): Normal
O her host: Secondary - Standby Ready
Interface inside (192.168.1.2): Normal
Interface outside (172.16.1.2): Normal

seill ASA

ASA/ cont ext 1(confi g) #show monitor-interface
This host: Secondary - Standby Ready
Interface inside (192.168.1.2): Nornmal
Interface outside (172.16.1.2): Nornmal
O her host: Secondary - Active
Interface inside (192.168.1.1): Nornmal
Interface outside (172.16.1.1): Nornmal

81,0 JlLi V9 P ylsie) show failover 0.0.0 LoVl o, «Jiadl 5ol IP oloic JBosb pis o) 15] tdla>Mo
19w el Il el . Sl 590 6500 Jams i> Jaisdll 591 IP olgie uss e ooy . dlls 3 ole>loll
Jiall 59l dalizall SV Jo> logleall oo 350 le Joaxll Lisall


//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/m_72.html#wp1785557
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s3_72.html#wp1285409
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s3_72.html#wp1285409

aliiis 5l oSl S  Jisall jol yell Lo ,e

Lo 13D S35l syl oSl L9 Jiusdll 5oL Jolgl Loy

host nane(confi g) #show running-config failover

show runni ng- oYl U331 asie (§luw &9 9 Josi uJ| olaogl e . Jiall jolx _,p|9| o> JO,C pis
395 ,ol9l Lo ,2) show running-config all failed over ;0¥ s> ,anJI Jubis a>Lluwo 9 config failover

1) o3V o)l iy s @ il 5olsY1 iy 5Bl oSl 3 i

Jikwall 5ol wailby ol)las|

rJuned] 59l daylbg HLisY wlglaxll 0i® J-A.ﬂ

Jle FTP go g8sio 58 LaS olilll 19,0 4> jobas Jisdll j9lox degacns 9l dlaiall 6209)1 Gl il .1
aslio olgzly Lle dannnll 5621w lo JlwyY (Jliall Juw
120 sl dnsill/loiad] Jisall 590 dmuaidli oVl 130 plasiwl abolisVl 69l e Jaall j9bs o,
rdlodis chawao, uL‘u.ggﬂl &@?lg“ lec SO Lzﬂ[9‘glﬂ*§“.19t?5 dCgozo uﬁé oS g;ﬂl 6JJ{9“ k;lc_)oyl
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