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05 IP ulaie e Wlagl dlaxll Hlax seix dg>ly JSU IP wlgic Lo Sily cazgoll giogll M=y
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hostname (config) #ip address 172.16.1.1 255.255.0.0 standby 172.16.1.2

o9 ralasNo. (ao > V) d,05l01 6350l oz 172.16.1.2 9 cdgwlwVl 5250l Jasiuy 172.16.1.1 i
changeto context ol paziwl . §luw JS U351 o0 dg>loll uglic eSS ey wasiall §luull giog
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hostname (config) #failover lan enable
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hostname (config) #failover lan unit primary

Jisall 39055 g2l lgol kil i il agrloll 53> Jisdll 1905 agaly 25 4

hostname (config)#failover lan interface if name phy if

Jinal 9l dg>le) (Ethernet0 J dgaloll aul) " Linall j9l" pladiuwl gy « 356l 03D 9

hostname (config) #failover lan interface failover Ethernet3

olgic Gusi 08.2.3/0cw 5l Jio (€59 o)l gubw el 9l 1wl Jio .name elio physical JI cus
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hostname (config) #failover interface ip if name ip_addr mask standby ip addr
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hostname (config) #failover interface ip failover 10.1.0.1
standby 10.1.0.2 255.255.255.0

el glizs Y ol 1P Glgin, dolil lgwss dxcall éSaidl U5 _bolisVl IP oleic 095, ol o
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hostname (config) #interface phy if

hostname (config-if) #no shutdown

: Jinall 59l Ethernet3 plasiwl aiy «Jliall 9



hostname (config) #interface ethernet3

hostname (config-if) #no shutdown

5 pinw il dgalgll sa>. Al 93 Jauall 90 boliy] (i @8 @bl 93 Jiall j9be ouad (csylis))
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hostname (config) #failover link if name phy if

Jiad] 59l blyl Al logles skl 2 coil dg>ly awls "AIRI" Jliall 13D pasiwl

hostname (config) #failover link state Ethernet2
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hostname (config) #failover interface ip if name ip_addr mask standby ip addr

L9 Al 95 Ll 59l bols,Y slasiw] IP olgies 10.0.0.2 9 lais IP olgisS 10.0.0.1 plakiw| ai;
Jball 132

hostname (config) #failover interface ip state 10.0.0.1 255.0.0.0
standby 10.0.0.2
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hostname (config) #interface phy if

hostname (config-if) #no shutdown
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hostname (config) #interface ethernet2

hostname (config-if) #no shutdown

el 9l uSos .6

hostname (config) #failover
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hostname (config) #copy running-config startup-config
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hostname (config) #failover lan enable
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hostname (config) #failover lan interface if name phy if
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hostname (config) #failover lan interface failover Ethernet3
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hostname (config) #failover interface ip if name ip_addr mask standby ip addr
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hostname (config) #failover interface ip failover 10.1.0.1
standby 10.1.0.2 255.255.255.0

sa>oll le Jiall 59l dg2l9 e85 e dulwVl 6a>9)l e ailssl LS bolos Lol 13d J3ol jaka>Ns
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hostname (config) #interface phy if

hostname (config-if) #no shutdown
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hostname (config) #interface ethernet3

hostname (config-if) #no shutdown
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hostname (config) #failover lan unit secondary
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hostname (config) #failover
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hostname (config) #copy running-config startup-config
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ASA#show running-config

(ASA Version 7.2(3

!

To set the firewall mode to transparent mode, !--- —---1!
use the firewall transparent command !--- in global
.configuration mode

firewall transparent
hostname ASA
domain-name default.domain.invalid
enable password 2KFQnbNIdI.2KYOU encrypted
names
!
interface EthernetO
nameif failover

description LAN Failover Interface
!
interface Ethernetl
nameif inside
security-level 100
!
interface Ethernet2
nameif outside
security-level 0

Configure no shutdown in the stateful failover ---!
.interface !--- of both Primary and secondary ASA

interface Ethernet3

nameif state

description STATE Failover Interface
!

interface Ethernet4

shutdown

no nameif

no security-level

no ip address

!

interface Ethernet5

shutdown

no nameif

no security-level

no ip address

!
passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

dns server-group DefaultDNS
domain-name default.domain.invalid
access-1list 100 extended permit ip any any
pager lines 24

mtu outside 1500

mtu inside 1500




Assign the IP address to the Primary and !--- ---!
Seconday ASA Security Appliance. ip address 172.16.1.1
255.255.255.0 standby 172.16.1.2

failover

failover lan unit primary

failover lan interface failover EthernetO

failover lan enable

*xxxx* failover key

failover link state Ethernet3

failover interface ip failover 10.1.0.1 255.255.255.0
standby 10.1.0.2

failover interface ip state 10.0.0.1 255.0.0.0 standby
10.0.0.2

asdm image flash:/asdm-522.bin

no asdm history enable

arp timeout 14400

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.3 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00

timeout uauth 0:05:00 absolute

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstart

telnet timeout 5

ssh timeout 5

console timeout 0
|

class-map inspection_default
match default-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!
service-policy global_policy global
prompt hostname context
Cryptochecksum:d41d8cd98f00b204e9800998ecf8427e




end

soill ASA

ASA#show running-config

(ASA Version 7.2(3

!

hostname ASA

domain-name default.domain.invalid

enable password 2KFQnbNIdI.2KYOU encrypted
names

!

failover

failover lan unit secondary

failover lan interface failover Ethernet0O
failover lan enable

*x*xxxx fgajlover key

failover interface ip failover 10.1.0.1 255.255.255.0
standby 10.1.0.2

show failover ol plasiwl

5ol plaziwl, Juiasll 5ol Al o gasill diSay 62>9 JS le .show fail over ol zL,3] pudll 13D o,
.show failover

_JoVI ASA

ASA#show failover
Failover On
Cable status: N/A - LAN-based failover enabled
Failover unit Primary
(Failover LAN Interface: failover Ethernet0O (up
Unit Poll frequency 200 milliseconds, holdtime 800 milliseconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 2 of 250 maximum
(Version: Ours 7.2(3), Mate 7.2(3
Last Failover at: 00:08:03 UTC Jan 1 1993
This host: Primary - Active
(Active time: 1820 (sec
Interface inside (172.16.1.1): Normal
Interface outside (172.16.1.1): Normal
Other host: Secondary - Standby Ready
(Active time: 0 (sec
Interface inside (172.16.1.2): Normal
Interface outside (172.16.1.2): Normal

Stateful Failover Logical Update Statistics
(Link : state Ethernet3 (up

Stateful Obj xmit xerr rcv rerr
General 185 0 183 0
sys cmd 183 0 183 0
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 0 0 0 0
UDP conn 0 0 0 0
ARP tbl 0 0 0 0



L2BRIDGE Tbl 2 0 0 0
Xlate_Timeout 0 0 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 1 7012
Xmit Q: 0 1 185

seill ASA

ASA (config) #show failover
Failover On
Cable status: N/A - LAN-based failover enabled
Failover unit Secondary
(Failover LAN Interface: failover Ethernet0 (up
Unit Poll frequency 200 milliseconds, holdtime 800 milliseconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 2 of 250 maximum
(Version: Ours 7.2(3), Mate 7.2(3
Last Failover at: 16:39:12 UTC Aug 9 2009
This host: Secondary - Standby Ready
(Active time: 0 (sec
Interface inside (172.16.1.2): Normal
Interface outside (172.16.1.2): Normal
Other host: Primary - Active
(Active time: 1871 (sec
Interface inside (172.16.1.1): Normal
Interface outside (172.16.1.1): Normal

Stateful Failover Logical Update Statistics
(Link : state Ethernet3 (up
rcv
183
183

Stateful Obj xmit
General 183
sys cmd 183

%
0}
R
=
R
[0}
R
=

up time

RPC services
TCP conn

UDP conn

ARP tbl
L2BRIDGE Tbl
Xlate_Timeout

O O O O O O O
O O O O O O o O o
O O O O O O O
O O O O O O o O o

Logical Update Queue Information

Cur Max Total
Recv Q: 0 1 7043
Xmit Q: 0 1 183

Al o gaxill show failover state ;oY1 pasiwl

JoVI ASA

ASA#show failover state

State Last Failure Reason Date/Time
This host - Primary
Active None
Other host - Secondary
Standby Ready Comm Failure 00:02:36 UTC Jan 1 1993

===Configuration State===
Sync Done

===Communication State====



Mac set

d9ilill 60>l

ASA#show failover state

State Last Failure Reason Date/Time
This host - Secondary

Standby Ready None
Other host - Primary

Active None

===Configuration State====
Sync Done - STANDBY
===Communication State===

Mac set

.show failed over interface oV pasiwl «Juiusl j9lx 62>9; a3l IP (9lic o  gaxill

auwlwVI o>9ll

ASA#show failover interface

interface failover Ethernet0
System IP Address: 10.1.0.1 255.255.255.0
My IP Address : 10.1.0.1
Other IP Address : 10.1.0.2

interface state Ethernet3
System IP Address: 10.0.0.1 255.255.255.0
My IP Address : 10.0.0.1
Other IP Address : 10.0.0.2

a5l sa>9ll

ASA#show failover interface

interface failover EthernetO
System IP Address: 10.1.0.1 255.255.255.0
My IP Address : 10.1.0.2
Other IP Address : 10.1.0.1

interface state Ethernet3
System IP Address: 10.0.0.1 255.255.255.0
My IP Address : 10.0.0.2
Other IP Address : 10.0.0.1

Bl olgzloll o e

Jolis 8 ol ¢ ylB-0 a0 o2l cwolwl Bluw 3>9 8 10,8 monitore o0 Al cadliv in order to wl>>
Bl oo GyB-e)ae oLl (olil Gluw dasn (9 wl3s sl JSis
JoVI ASA

ASA (config) #show monitor-interface
This host: Primary - Active
Interface inside (172.16.1.1): Normal
Interface outside (172.16.1.1): Normal
Other host: Secondary - Standby Ready
Interface inside (172.16.1.2): Normal
Interface outside (172.16.1.2): Normal

seill ASA


//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s6_72.html#wp1283667

ASA (config) #show monitor-interface
This host: Secondary - Standby Ready
Interface inside (172.16.1.2): Normal
Interface outside (172.16.1.2): Normal
Other host: Primary - Active
Interface inside (172.16.1.1): Normal
Interface outside (172.16.1.1): Normal

a8l 09 IP ylgie 0.0.0.0 SO show fallover)oUI ol Juiall 59l IP glgic JBoL pis o) 13] :dla>No
7.2 )luoYl .Cisco ;o uLo.\/IleJol &> 0 oo show failover puwd g2l laul > 9 oMoy dg>1gll
izl Jisell 9l oY o> wlogleall (0 3o e Jouaxll
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hostname (config) #show running-config failover

show running- S0Vl U35l azis 8l &9 9 Josi il olagll Jle . Juall j9bx olgl o> LO,C o
39 el9l o =) show running-config all failover ,oVI = |oUmJI e a>luo 9 config failover
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hostname (config) #no failover active
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hostname (config) #failover active
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hostname#failover active
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hostname#no failover active

Jlosall Lisall 9L

ol 13® . Jid)l 59l o j=el in order to el

hostname (config) #no failover
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hostname (config) #failover reset
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Failover On

Cable status: Normal

Reconnect timeout 0:00:00

This host: Primary - Active

(Active time: 6930 (sec

(Interface inside (172.16.1.1): Normal (Waiting
(Interface outside (172.16.1.1): Normal (Waiting
Other host: Secondary - Standby

(Active time: 15 (sec

(Interface inside (172.16.1.2): Normal (Waiting
(Interface outside (172.16.1.2): Normal (Waiting

el sl JSlie Juded wlglaxll 0348 o a8 Lozl
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Failover On

Cable status: Normal

Reconnect timeout 0:00:00

(This host: Primary - Standby (Failed

(Active time: 7140 (sec

(Interface inside (172.16.1.2): Normal (Waiting
(Interface outside (172.16.1.2): Failed (Waiting
Other host: Secondary - Active

(Active time: 30 (sec

(Interface inside (172.16.1.1): Normal (Waiting
(Interface outside (172.16.1.1): Normal (Waiting
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