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ASA CLI (1955

Ci scoasa#show run
Saved :

(ASA Version 8.0(4

1

host nanme ci scoasa
donmai n- nane ci sco. com

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

names

1

interface G gabitEthernet0/0

narei f outsi de

security-level O

i p address 10.66.79. 86 255. 255. 255. 224

1

interface G gabitEthernet0/1

nanei f inside

security-level 100

i p address 10.238. 26. 129 255. 255. 255. 248

1
i nterface Managenent 0/ 0

shut down

no nanei f

no security-Ieve

no i p address

1
Write regular expression (regex) to match the FTP ---!
site you want !--- to access. NOTE: The regul ar
expression witten bel ow must match !--- the response
220 received fromthe server. This can be different !---
than the URL entered into the browser. For exanple, !---
FTP Response: 220 glu0103c. austin. hp. com

"[regex FTP_SITEl " ([0-9A-Za-z])*[Hh] [Pp]\.[Cc][Oo] [Mm
regex FTP_SITE2 " ([0-9A-Za-z])* CISCO SYSTEMS ([0-9A-Za-

"*([z

NOTE: The regul ar expression will be checked ---!
agai nst every line !--- in the Response 220 statenent
(which means if the FTP server !--- responds with

multiple lines, the connection will be denied if !---
.(there is no match on any one line

boot system di skO:/asa804-k8. bin
ftp node passive

pager lines 24

| oggi ng enabl e

| oggi ng ti mestanp

| oggi ng buffered debuggi ng

ntu outside 1500

ntu inside 1500

no failover

icnp unreachable rate-limt 1 burst-size 1
asdm i mage di skO:/asdm 61557. bin
no asdm hi story enabl e

arp tineout 14400

gl obal (outside) 1 interface




nat (inside) 1 0.0.0.0 0.0.0.0
route outside 0.0.0.0 0.0.0.0 10.66.79.65 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00

i cnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngecp

0: 05: 00 ngcp-pat 0:05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00

ti meout sip-provisional-nedia 0:02:00 uauth 0:05: 00
absol ute

dynami c- access-policy-record DfltAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside

http 0.0.0.0 0.0.0.0 outside

no snnp-server |ocation

no snnp-server contact

snnp- server enabl e traps snnp authentication |inkup
I'i nkdown col dstart

telnet tinmeout 5

ssh scopy enabl e

ssh tinmeout 5

consol e tineout O

managenent - access i nsi de

t hreat - detecti on basi c-threat
threat-detection statistics access-1ist

no threat-detection statistics tcp-intercept

class-map type regex match-any FTP_SITES
match regex FTP_SITEl
match regex FTP_SITE2

Class map created in order to match the server names ! !
of FTP sites to be blocked by regex. class-map type
inspect ftp match-all FTP_class_map

match not server regex class FTP_SITES

Write an FTP inspect class map and match based on !
server !--- names, user name, FTP commands, and SO on.
Note that this !--- example allows the sites specified

with the regex command !--- since it uses the match not
conmand. |If you need to block !--- specific FTP sites
.use the match command wi thout the not option

cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic

policy-map type inspect dns preset_dns_nap
par amet er s
message- | ength maxi mum 512

policy-map type inspect ftp FTP_INSPECT POLICY
parameters
class FTP_class_map
reset log

Policy map created in order to define the actions !--- !
such as drop, reset, or log. policy-map gl obal policy
cl ass inspection_default inspect dns preset_dns_nap




i nspect h323 h225 inspect h323 ras inspect netbios
inspect rsh inspect rtsp inspect skinny inspect esntp
i nspect sqlnet inspect sunrpc inspect tftp inspect sip
i nspect xdnmcp inspect icnp inspect ftp strict
FTP_INSPECT POLICY

The FTP inspection 1is specified with strict option ---!
!--- followed by the name of policy. service-policy

gl obal _policy gl obal pronpt hostnane context

Crypt ochecksum 40cef b1189e8c9492ed7129c7577¢c477 : end
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B Add Regular Expression Class Map

El!'-h‘i;uaarm.li Epradsion class using incadable regulsr Bcpresaons. For a class bo ba cersidenad & match, andy one of B match
condibions neseds to be met,

Mame:  |FTP_SITES
Description;

Avaiable Regdar Expresmord Configured Hatch Condition:

| Regular Expression
| ORI a0 Ty Cnre | | 83 FrEEr
_clef ok _mirn-messserger

{ cefait Firtheu-tunel_|
_defi_Fretheu-bunned 7

|_defakt_gator

| _defak_griehttp-tunred_arg
_defal grishitp-bunoed_urni
| _chefalt_hitprbunned

| _chefault hitport=turnel

| defak_icy-metadata e
_defal_man-messanges
_defalt_chootcast -bunnelng-protocod
| cefoult_wandoss-meda-plyyer-tunnesl
et -hacaa-nebeork

[_ede. |[ tew. | Match Type: [ Match

999 il aiall alay,> eliv] >,

Eagiba | ogesiaon Claias.
Corfure rivle avpr kit LR qulir eofresiess defred above. For e 1o ba ooriadened o match, &by ofe oF B atih coneilions ree 1 B el
Maich Corditiors

Yo [acrpion
Biat ik Ve Eruler o

i

Pt Typae LI Match

|-. — ]I —

el 18 EHH [ desooves 0k A S
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& Add FTP Traffic Class Map

Name: FTP_Block_Site
Descripkion:

rastch Optson: () Match all (&) Makch Any

| Makch Type Criterion Walue

B% Add FTP Match Criterion

Match Type: (%) Makch () No Match
Match Type: [y Match ij Mo stk Critesian: Server v
Wk
{_) Regular Expression;

(%) Riegular Expression Class:

ok J[ concel J[ teb |
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1 [ secsmyievd | [ Desks |
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& Add FTF lnspect
Hich Crteri
) Sngle Match
Match Type: [y Makch [y bio match e
(=) Multiple matches
[Co [ o J[ wew Frvn.l‘ﬂ:um:m"
Actiors 4
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log {2 Enabls () Disabls
5§ [ I cowen |[ v |
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SVl & sa> FTP Laxd day,s xass aili LO(FTP. (2 J ¢eeS5 3)l §9d Lail (1) saclall
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B Edit Service Policy Rubs

Traffe Clssification | Delauk Inspestiond | Fule Adions | | 1

Probocel Inspeckion | Inbrusien Prevention | Connection Settings | QoS

[ Salact &l rempachion nues

] cmigee o
[ ocEree
[] oot Corfigre... | DNS Inspect Map: preseflf IR U TR
[=] ESMTP __I, Carfigure.... J_|

TR = Use strict FTP (peervent Wb browers fram embedded commands in |
ElFP————1 | Corfigure.. J 2 f*]rﬁmm:.# —
Clamw | “R

17 Lise tha def sl FTP rspection map

FlHIEIH.ES | Corfigure...

E]H.323 RS | ey [ (5 Ealock 8 FTP repact map For e contral over rapectien] |

i taoa (o ]
Mo FIP_BSPECT_POLICY

] 1M Erece
[Juns

Cim

[7] 1PSec-Pass-Theu
L M6

Lo J[ come J[_ o |

2o JSuiy oueSill Jac 4Tl puusl] 138 paciuwl

2,2 (OIT) 2LVl a2 io 6131 paiawl .ShOW Lolol aes (lnad ulualleNasl)) 213V p o 6131 acs
. Show oVl 2,50 Jul>s

LeueSs i Ll dslell olusill Lo 2, —show running-config regex -

Ci scoasa#show running-configregex
"[regex FTP_SITEL "[Cc][1i][Ss][Cc][Oo]\.[Cc][OCo][Mn
"* regex FTP_SITE2 ".*hp\.com
LeusSs pi il aiall basl,> o ,2, — show running-config class—map -
Cci scoasa#show running-config class-map
cl ass-map type regex match-any FTP_SI TES
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mat ch regex FTP_SITE1l

mat ch regex FTP_SI TE2
class-map type inspect ftp match-all FTP_Block _Site
mat ch not server regex class FTP_SITES

cl ass-map i nspection_defaul t

mat ch default-inspection-traffic
1

290 8> Laxay pedi il dawludl bail 5> o ,=—hitp a9 show running-config policy-map type -
oo o5 LI HTTP

ci scoasa#show running-config policy-map type inspect £ftp
1
policy-map type inspect ftp FTP_I NSPECT_POLI CY
paraneters
mask- banner
mask-syst-reply
class FTP_Bl ock_Site

reset |og
|

doy,> 985 Jl Loyl cdwludl day 3 oliygSs > o 20 —show running-config policy-map -
w9V duw |

ci scoasa#show running-config policy-map
|
policy-map type inspect dns preset_dns_map
par anmet er s
nmessage- | ength maxi num 512
policy-map type inspect ftp FTP_I NSPECT_PCOLI CY
par amet er s
mask- banner
mask- syst-reply
class FTP_Block_Site
reset |og
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_nmap
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdnctp

inspect ftp strict FTP_I NSPECT_POLI CY
|

W heiv o)l doaxdl o ©lugSs gio> Lo ,=—show running-config service-policy -
ci scoasa#show running-config service-policy
servi ce-policy gl obal _policy gl oba

Le>Nolg clas VI BlaSiuwl

Le>Wools (oSl elasi GliaSiwy lgolaiwl liSay ologles pumill 13D 9,

9l L) zouw 59,0)l 8> Laxs, pos; Laxall Jyme ol (o gaxill show service-policy LoVl placiuw] LiSo,
o Sy blawl



| nspect:
I nspect:

I nspect:

I nspect:

ftp strict FTP_INSPECT_POLI CY, packet 40, drop

Ci scoasat#show service-policy

: d obal policy
Servi ce-policy: global_policy
Cl ass-nmap: inspection_default

dns preset_dns_map, packet O, drop O, reset-drop O

h323 h225 _default_h323_nmap, packet 0, drop 0O, reset-drop O
h323 ras _defaul t_h323_map, packet O, drop O, reset-drop O
I nspect: netbios, packet O, drop 0, reset-drop O

I nspect: rsh, packet O, drop O, reset-drop O

Inspect: rtsp, packet 0, drop O, reset-drop O

I nspect: skinny , packet O, drop O, reset-drop O

esntp _default_esntp_map, packet 0, drop O, reset-drop O

I nspect: sqlnet, packet O, drop O, reset-drop O

I nspect: sunrpc, packet O, drop O, reset-drop O

Inspect: tftp, packet 0, drop O, reset-drop O

Inspect: sip , packet 0, drop O, reset-drop O

| nspect: xdntp, packet 0, drop O, reset-drop O

0, reset-drop 2

do olbd ol

MPF ,-,055 Jlis o daliiio &lusi plasiwl (URLS) wwoll 29190 as, ,ia> :ASA/PIX 8.X -

(IM) & 308l dlwl,olly (P2P) Ludas _JI judts o oLldl 59,0 85,> gio :&ax>V olhlawYly PIX/ASA 7. -

MPF 5055 Jbo plasiiwly

FTP/TFTP oloas 1655 Jlio :pSai :PIX/ASA 7.X -

o<l - Cisco ASA 5500 Series Adaptive Security Appliances dasall LYl &;¢>1 -

Cisco 40 (ASDM) @asall ;LY Jol> 63621 pao -

acall - Cisco PIX 500 Series Security Appliances ¢l &g -

acill - Cisco PIX dlo> Hla> 2ol -
Cisco (0 PIX dila> la> 2ol y ywolol 22140 -



//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a0080940e04.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00808c38a6.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00808c38a6.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00807ee585.shtml?referring_site=bodynav
//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/inspect.html#wp1144250?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/prod_command_reference_list.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



