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!-—- PHASE 2 CONFIGURATION ---! !--- The encryption types for Phase 2 are defined here
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<#froot>

access-1ist new extended deny ip any host 10.1.1.2
access-1ist new extended pernit ip any any
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|bol, I9le) IJo s,

show crypto isakmp sa— sg, 2 gese lWulule iro|Q IKE 1JzlJss (SAs) s uwbs). *

<#root>
ciscoasa#

sh crypto i sakmp sa

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active
and 1 Rekey SA during rekey)

Total IKE SA: 1

1 IKE Peer: 192.168.10.2

Type : user Role . responder
Rekey I no State : AM_ACTIVE
ciscoasa#

show crypto ipSec—sg o IJlgsblo [Jpuwwesps po Yod SAs IJgldss.

<#root>
ciscoasa#
sh crypto ipsec sa

interface: outside
Crypto map tag: outside_dyn_map, seq num: 1,
local addr: 192.168.1.1

Tocal ident (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port):
(192.168.5.1/255.255.255.255/0/0)
current_peer: 192.168.10.2, username: cisco
dynamic allocated peer ip: 192.168.5.1

#pkts encaps: 65, #pkts encrypt:

65, #pkts digest: 65

#pkts decaps: 65, #pkts decrypt:

65, #pkts verify: 65

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 4, #pkts comp failed:
0, #pkts decomp failed: 0

#pre-frag successes: 0, #pre-frag failures:
0, #fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: O,
#decapsulated frgs needing reassembly: 0O
#send errors: 0, #recv errors: 0O

local crypto endpt.: 192.168.1.1,
remote crypto endpt.: 192.168.10.2



path mtu 1500, ipsec overhead 58,
media mtu 1500
current outbound spi: EEFOEC32

inbound esp sas:

spi: OxA6F92298 (2801345176)

transform: esp-3des esp-sha-hmac none

in use settings ={RA, Tunnel, }

slot: 0, conn_id: 86016, crypto-map:
outside_dyn_map

sa timing: remaining key lifetime (sec):
28647

IV size: 8 bytes

replay detection support: Y

outbound esp sas:

spi: OxEEFOEC32 (4008766514)

transform: esp-3des esp-sha-hmac none

in use settings ={RA, Tunnel, }

slot: 0, conn_id: 86016, crypto-map:
outside_dyn_map

sa timing: remaining key lifetime (sec): 28647
IV size: 8 bytes

replay detection support: Y

Slisps IJoedp Vs 1Jsuosd (ACL) IJ8leds JJouisd Jdpuweéselldpepsssd

22dd pu Blisps IJozde B Idsuesd (ACL) 1Sl ds Jdouisd Jdpuweiése Cisco. swp
oujsd 8slise IJeedpe Vs 1Usuesd (ACL) oo CSACS.

<#root>
ciscoasa(config)#

sh access-1i st

access-1list cached ACL Tog flows: total O,

denied 0 (deny-flow-max 4096)

alert-interval 300

access-1list 101; 1 elements

access-1list 101 line 1 extended permit ip 10.1.1.0 255.255.255.0
192.168.5.0 255.255.255.0 C(hitcnt=0) 0x8719a411

access-|ist #ACSACL#-1 P-VPN_Access-49bf68ad; 2 el ements (dynami c)
access-|ist #ACSACL#-1P-VPN_Access-49bf68ad |line 1 extended permt
ip any host 10.1.1.2 (hitcnt=2) 0x334915fe

access-1ist #ACSACL#-1P-VPN_Access-49bf68ad |ine 2 extended deny
ip any any (hitcnt=40) Ox7c718bdl

Slispo IJogde Vs 1J9uo9d (ACL) Jeg o glod IUo o856

wp obosd [011] Filter-ID gJs 1dpzesgs - VPN 9 sop ©uods6 puvctses Idpzesgsd 994!
Jilises IdJozdpe Wbs 1U9o9d (ACL) (Idz>s6) IJpg 96 s ASA.



<#froot>

ciscoasa# sh access-1list

access-1ist cached ACL log flows: total O,

denied 0 (deny-flow-max 4096)

alert-interval 300

access-1list 101; 1 elements

access-1ist 101 1line 1 extended permit ip 10.1.1.0
255.255.255.0 192.168.5.0 255.255.255.0

(hitcnt=0) 0x8719a411

access-1list new; 2 elements

access-list new line 1 extended deny ip

any host 10.1.1.2 (hitcnt=4) 0xbh247fec8
access-list new line 2 extended permt ip any any
(hitcnt=39) 0x40e5d57c
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g, , o8 9IPSec 9l o Jlzol.
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B 1o oe 3s IJlposlile J PIX igwegse 1l IJelJsé:
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ltosbs.

oz [crypto] isakmp sa— sz30 Lo dle IKE IJuuivbs. ouvds, 1JIddes Iigslguss
leoshs.

910, luweduld IJigble gl odlzol

g 116 posze LRz lc| s B§lo) Leo loles show. Iguegse bls pe e
IJI&lz (OIT) Jesue wedsd ez IJle) show .
odlebs: ze 1Js pgdople 0008 29 10ls) o oz.82 Gud luveésle I9le, debug.

debug crypto ipSec 7—sg, 2 pdlgole IPSec JJpyeds 2. ¢

debug crypto isakmp 7—sg, 0 pSl9 ol ISAKMP JJeyedo 1. ¢

pedyple dlo Lodo
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