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B Add Identity Certificate

() Import the identity certificate from a File:

Decrypion Passphrase:

File ko Import From:

(#) Add a new identity certificate:

Key Pair: Certkey | Shawy, .. | | Mew, .,

Certificate Subject DMN:  [AS&85540.company.com | Select... |

[ ] Generate self-signed certificate

| Advanced...

| add Certificate || Cancel

cilaal 3 sglasll I Jawlb Y9 .xe; aingSs o5 RSA gliso bl oSs l 13| clslasll 03 JasT (,Ls)
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B Add Key Pair

Mame: () Use default key pair name

(%) Enter new key pair name: | Certhey

Size; 1024 W

Usage: () General purpose () Special

| aenerake Mow || Cancel ||
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B Certificate Subject DN

Attribute Yalue
Connimeoiny B CH)  ASAS540,
D Attribute to be Added DZ men‘inggflj ) i comp
aktribute: | Common Mame (O} ' Company Mame (0)  Cisco Systems
. Country (C) us
Veluet  epertment (L)
Company Mame (0}
Country ()
State (St)
Location (L)
Email Address (EA)
| ok || Ceeel || Hep

oIVl Jlaw gl 23]

crypto ca trustpoint ASDM_TrustPoint0
keypair CertKey
i d-usage ssl-ipsec
fgdn 5540- uwe
subj ect - name CN=ASA5540. conpany. com OU=LAB, O=Ci sco yst ens, C=US, St =CA
enrol | rent termnal
crypto ca enroll ASDM TrustPoint0

B Identity Certificate Request

To complete the enrollment process, please save the PECS10 enrollment
request (Z5R) and send it to the CA,

You will then need ko install the certificate that is returned From the Ca by
clicking the Install butkon in the Identity Certificates panel,

Save TSR ko file: | CertificatestasaCertCaR., bk Browse. ..

Ik, | | Cancel | |
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B% Install Identity certificate

Identity Certificate
() Install from a File:

(%) Paste the certificate data in base-64 Format:

g930ws madssawza0+EZuSCPCEALL ] poEheEe
fuieZdrsloUbodDEyEIindFEQeQqCEd ormREWIbPSEZaTPTSIFIGIckEMOkseqC
wPeyvLEQIG TsMwng+izPOZG)/ FO+anxEulk HOILPwrwd3jghIxisaby /4 atBbgiiBa
Bduloc Gy +3gegCommEyMIdsUtb W A OMMPw==

Install Certificate | | Cancel

oloVl Jlaw dgzly 1>

crypto ca import ASDM_TrustPoint0 certificate
W | D2DCCAs CgAW BAgl KYb9wewAAAAAA]Tz ANBgk ghki GOwWOBAQUFADAQVY
output truncated WPevLEQ 6TsMwng+i zPQZGE f 0+AnXukWHQ UPwr Yw83j NI xi 5aDV/ 4at Bbgi i Ba ---!

6duUoc UGy Q+SgegCc mrEy MSd5Ut bWAC4X OVMFwW== qui t
8 |S & II__LLSLU n . - ~ .

990" G99 Ll .2l diio 63l Ol 15§ ol
B Information

@ iertificate import succeeded.
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B& Select SSL Certificate

Specify enrolled trustpoints bo be used For 351 authentication and YPM load balancing on the outside
interface, To entoll a trusktpoink, go to Configuration > Features = Device Administration =
iCertificate = Enrollment.

Interface: outside

Primary Enrolled Certificate: [cn=&585540, company .com, ou=LAE, o=Cisco Systems, ...

-- Mone --

Load Balancing Enrolled Certificate:
[cn=*.vpnl.com]:[cn=M5-CA]: &1 1F3630000000000026

40, company . com, ou=LAE, o=Cisco Systems, ...
= =i
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ASA(confi g) #show crypto ca certificates
Certificate

Status: Avail abl e

Certificate Serial Nunber: 61bf707b000000000027

Certificate Usage: Ceneral Purpose

(Public Key Type: RSA (1024 bits

;1 ssuer Nanme

cn=Ms5- CA
: Subj ect Nane
CN=ASA5540.company.com !/---new certificate oU=LAB 0=Ci sco Systens st=CA c=US CRL

Distribution Points: [1] http://w n2k3-basel/ CertEnrol |/ Ms-CA.crl [2] file://\\w n2k3-
basel\ CertEnrol I\Ms-CA. crl Validity Date: start date: 22:39:31 UTC Aug 29 2008 end date:
22:49: 31 UTC Aug 29 2009 Associated Trustpoints: ASDM TrustPointO0 CA Certificate Status:
Avail able Certificate Serial Number: 211020a79cfd96b34ba93f3145d8e571 Certificate Usage:
Si gnature Public Key Type: RSA (2048 bits) |ssuer Nanme: cn=Ms-CA Subj ect Name: cn=MS-CA !---
‘0ld’ certificate CRL Distribution Points: [1] http://w n2k3-basel/ CertEnrol |/ Ms-CA crl [2]
file://\\w n2k3-basel\ CertEnrol I\Ms-CA. crl Validity Date: start date: 00:26:08 UTC Jun 8 2006
end date: 00:34:01 UTC Jun 8 2011 Associ ated Trustpoints: test Certificate Status: Available
Certificate Serial Nunber: 611f 8630000000000026 Certificate Usage: General Purpose Public Key
Type: RSA (1024 bits) Issuer Name: cn=MS-CA Subj ect Nane: cn=*.vpnl.com CRL Distribution Points:
[1] http://w n2k3-basel/ CertEnroll/Ms-CA.crl [2] file://\\w n2k3-basel\ CertEnrol I\ M5 CA. crl
Validity Date: start date: 23:53:16 UTC Mar 10 2008 end date: 00:03:16 UTC Mar 11 2009
#(Associ ated Trustpoints: test ASA(config

Le>Moly clas VI BLiSiwl

dg2loll Lo aonunall 63lgill Subs (o (CLI) soloYl law dg2ly o 545 (s,43)

ASA( confi g) #show running-config ssl

ssl trust-point ASDM Trust Poi nt 0 outside

Shows that the correct trustpoint is tied to the outside interface that terminates SSL VPN. ---!
#(ASA(config

seaas 3 oiang PKCS wals I pas il jyaail gliss yaaill dlB aeleo clisl cuad 13] iy pLdll o Soy
.4 jisoll xuilanll guo>
:CLI jue idlgis yuai) S0Vl 13D paciwl

ASA(confi g) #crypto ca export

PKCS12 calo d,lax) pasiius - 49,0l 6,le tala>Mo

:CLI ue a3 i shuiwY S0Vl 138 paciwl

SA(confi g) #crypto ca import
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