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iZonfigure an A48 server group. The Accounting Mode attribuke is only applicable
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B Add AAA Server

Server Group; ab-LDAP
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Maming Attributeds): |userPrincipalManme

Login D:
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B Add Key Pair

Mame: ¢ ) Use default key pair name

...........................................................................
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B= Install Certificate

Browse, ..

() Paste certificate in PEM Format:

3 Use SCEP;

SCEP LRL: hetp:f) |

Fetry Period: / | minutes

Retry Count: {Use 0 to indicate unlimited retries)

| More: Opkions.. . |

Install Certificate | | Cancel

B= CA Certificate Installation

@ A certificate installed successfully,
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B Certificate Subject DN

Atkribute Value
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B Identity Certificate Request

To complete the enrollment process, please save the PECS10 enrollment
request (C5R) and send it ko the CA,

You will then need ko install the certificate that is returned From the Ca by
clicking the Install butkon in the Identity Certificates panel,
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Identity Certificate
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B Add Certificate Matching Rule

Zonfigure a certificate matching rule and associate it with a conneckion profile. The
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Login Password: T

LDAP Atkribuke Map: | [ s8]y

| ] 5450 MDS authentication

| ] 3850 Kerberos authentication
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: m AAA Servar Groups
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= Edit LDAP frtribute Map

Kame: manbesf
| Map Kame  Map belas

Cuiskonmar Mams Ciatiomer to oo Map Vakss

CH=Tadnet Jierits, CN=Lksa s, D=ggegsedab, Dl=org=1
CH=a5gLsers, C Nallsers, DC=qgsaqeedabh, Do =ang=:1

T T T
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B [dit Dhnamic fccess Policy

Podcy Mame: ChCAIEERS
Descdntian: MUl -Graun Membership Check
ﬂa:t\.ﬁn r_l'll?‘ e e e e e e e et e et e ot e e e
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Advanced

]

arcass Polioy Attrbitas
{A:n‘l;uz mroe=s pobcy attrbut=s for thes p-dl:\-' Stnbubes vales ﬂ:lacf:d hers wil ovemids thoss walg=s pbtain=d from the 0.5 system.

Artion: (&) Continue ) Terminate

Specify b ieeaage it vl bee s plated wheen Ehis reond s aebected,
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= Edit Dynamic Access Policy

Policy Mame: DfleacoessPalcy

Dascriptian:

Access Polcy Athrioutes
Configure access policy attributes For this palicy, Attributes values specfied hers will averride thoss walues obzained from the A, system.
| Acbon Metwiork ACL Fiters | Web-Type ACL Fiters | Functioné | Park Foowarding Lists | URL Lists . Access Method |
Action: {3 Conkinue (&) Terminate
Specty the message thak wil ba displayad when this racond s sebected.
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ASA 5510

ci scoasa#show running-config
Saved :

(ASA Version 8.0(2

!

host nane asa80

domai n- name armny. mil

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!

interface G gabitEthernet0/0
namei f outsi de

security-level 0O

i p address x.Xx.x.x 255.255.255.128
!

interface G gabitEthernet0/1
namei f inside

security-level 100

no i p address

!

boot system di skO:/asa802-k8. bin
ftp node passive

dns server-group Defaul t DNS
domai n- name armny. mil

access-list out extended pernit ip any any

pager lines 24
| oggi ng consol e debuggi ng
ntu outside 1500

ip local pool CAC USERS 192.168.1.1-192.168. 1. 254 nask
255.255.255.0

no fail over

icnp unreachable rate-limt 1 burst-size 1

asdm i mage di skO:/asdm 602. bi n

no asdm hi story enabl e

arp tineout 14400

access-group out in interface outside

route outside 0.0.0.0 0.0.0.0 172.18.120.129 1
timeout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngecp
0: 05: 00 nycp- pat

0: 05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p- di sconnect

0: 02: 00

ti meout uauth 0:05: 00 absol ute




| dap attribute-map nmenber O

map- nane nmenber & Tunnel i ng- Protocol s

March 11, 2008 ASA — CAC Aut hentication for AnyConnect
VPN Access

Conpany Confidential. A printed copy of this document is
.consi dered uncontrol |l ed

49

map- val ue nenmber O

CN=_ASAUser s, CN=User s, DC=ggsgsecl ab, DC=org 20

| dap attribute-map nmsNPAl | owDi al i n

map- nane nmsNPAI | owDi al i n Tunnel i ng- Prot ocol s

map-val ue nsNPAI | owDi al in FALSE 1

map-val ue nsNPAI | owDi al in TRUE 20

dynami c- access- pol i cy-record CAC- USERS

"description "Miulti-G oup Menbership Check

priority 1

dynami c- access-policy-record DfltAccessPolicy

action term nate

aaa-server AD-LDAP protocol |dap

aaa- server AD LDAP (outside) host 172.18.120.160
| dap- base-dn CN=User s, DC=ggsgsecl ab, DC=or g

| dap- scope onel evel

| dap- nami ng-attri bute userPrinci pal Nane

* | dap-1 ogi n- password

| dap-1 ogi n-dn

CN=Admi ni strat or, CN=User s, DC=ggsgsecl| ab, DC=or g

aaa aut hentication http consol e LOCAL

http server enable 445

http 0.0.0.0 0.0.0.0 outside

no snnp-server | ocation

no snnp-server contact

snnp- server enabl e traps snnp authentication |inkup
| i nkdown col dstart

crypto ca trustpoint ASDM Trust Poi ntO

revocati on-check ocsp

enrol | nent term nal

keypai r DoD- 1024

match certificate DefaultCertificateMap override ocsp
trust poi nt

ASDM TrustPoint5 10 url http://ocsp.disa.ml

crl configure

crypto ca trustpoint ASDM Trust Point1

revocati on-check ocsp

enrol | nent term nal

fqdn asa80

subj ect - name CN=asa80, OU=PKI , OU=DoD, O=U. S.

Gover nnent , CGUS

keypai r DoD- 1024

match certificate DefaultCertificateMap override ocsp
trust poi nt

ASDM TrustPoint5 10 url http://ocsp.disa.ml

no client-types

crl configure




crypto ca trustpoint ASDM Trust Poi nt 2
revocati on-check ocsp

enrol | nent term na

keypai r DoD- 2048

match certificate DefaultCertificateMap override ocsp
trust poi nt

ASDM TrustPoint5 10 url http://ocsp.disa.ml
no client-types

crl configure

crypto ca trustpoint ASDM Trust Poi nt 3
revocati on-check ocsp none

enrol | nent term na

crl configure

crypto ca certificate map DefaultCertificateMap 10
"" subj ect-name ne
CA Certificates (Partial Cert is--------------------

crypto ca certificate chain ASDM Trust Poi nt 0
certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609 2a864886
f70d0101

05050030

60310b30 09060355 04061302 55533118 30160603 55040al13
0f 552e53

2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f 44310c
300a0603

55040b13

03504b49 311b3019 06035504 03131244 6f 44204a 49544320
526f 6f 74

crypto ca certificate chain ASDM Trust Point1
certificate 319e

3082037a a0030201 02020231 9e300d06 092a8648 30820411
86f 70d01

01050500

305c310b 30090603 55040613 02555331 18301606 0355040a
130f 552e

532e2047

6f 766572 6e6d656e 74310c30 0a060355 040b1303 446f 4431
0c300a06

0355040b

crypto ca certificate chain ASDM Trust Poi nt 2
certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609 2a864886
f70d0101

05050030

60310b30 09060355 04061302 55533118 30160603 55040al13
0f 552e53

2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f 44310c
300a0603

55040b13

f 766e045 f 15ddb43 9549d1e9 alea6814 b64bcece 089elb6e
1be959a5

6f c20a76

crypto ca certificate chain ASDM Trust Poi nt 3
certificate ca 05

a0030201 02020105 300d0609 2a864886 30820258 30820370
f70d0101

05050030

5b310b30 09060355 04061302 55533118 30160603 55040al3




0f 552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c

300a0603
55040b13

03504b49 31163014 06035504 03130d44 6f 442052 6f 6f 7420

43412032
301e170d

5a170d32 39313230 35313530 30303130 31333135 30343132

3031305a
305b310b

0355040a 130f 552e 18301606 02555331 55040613 30090603

532e2047
6f 766572

6e6d656e 74310c30 0a060355 040b1303 446f 4431 0c300a06

0355040b
1303504b

0403130d 446f 4420 526f 6f 74 20434120 14060355 49311630

32308201
crypto ca certificate chain ASDM Trust Poi nt4
certificate ca 04

308201d0 a0030201 02020104 300d0609 2a864886 30820267

f70d0101
05050030

61310b30 09060355 04061302 55533118 30160603 55040al3

0f 552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c

300a0603
55040b13

03504b49 311c301a 06035504 03131344 6f 442043 4c415353

20332052

6f 6f 7420

|

!

cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic
|

!

policy-map type inspect dns preset_dns_nap
par anet er s

message- | ength maxi num 512
pol i cy-map gl obal _policy

cl ass inspection_default

i nspect dns preset_dns_map

i nspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect net bi os

i nspect rsh

i nspect rtsp

i nspect ski nny

i nspect esntp

i nspect sql net

i nspect sunrpc

i nspect tftp

i nspect sip

i nspect xdncp

|

servi ce-policy global _policy gl oba

certificate-authentication interface outside port




443

webvpn

enabl e outsi de

svc i mage di sk0:/anyconnect-w n-2.0.0343-k9. pkg 1
svc enabl e

tunnel -group-1ist enable

---------- VPN G oup/ Tunnel Policy-----------------------
group- pol i cy CAC USERS interna
ggroup-policy AC USERS interna

group-policy AC USERS attributes
vpn-tunnel - protocol svc

addr ess- pool s val ue CAC USERS

webvpn

svc ask none default svc

tunnel - group AC- USERS type renpte-access
tunnel - group AC- USERS general -attri butes
aut hori zati on-server-group AD LDAP

def aul t - gr oup- pol i cy AC USERS

aut hori zati on-required

aut hori zation-dn-attributes UPN
tunnel - group AC USERS webvpn-attributes
aut hentication certificate

group-al i as AC- USERS enabl e
tunnel - group- map enabl e rul es

no tunnel - group-map enabl e ou

no tunnel -group-map enable ike-id

no tunnel - group-map enabl e peer-ip

pronpt host nane cont ext

Le=>Nolg sl BLiSiwl -z  §=loll

Le>Molg LDAP 9 AAA clins | OLiSiwl

LDAP o Vsl o ,2—debug Idap 255 -
AAA oYl Lo,2—10 gilib debug aaa -

axuall ol ues 2o @ poamall JlasVl 01, Jball

() axdall L8 miogall 2 o)l 2> Jlasl clisl giliv debug aaag debug Idap zl,31 Jlall 13® zios,

- J i gl,>| debug aaa 9 LDAP cllas| aewas (C1 Jsuill

AAA APl : | n aaa_open

AAA session opened: handle = 39

AAA API: In aaa_process_async

aaa_process_async: sendi ng AAA MSG_PROCESS

AAA task: aaa_process_nsg(la87a64) received nessage type
0

AAA FSM I n AAA_ St art AAATr ansacti on

AAA FSM In AAA InitTransaction

(I'nitiating authorization query (Svr Gp: AD LDAP




AAA FSM I n AAA_Bi ndServer

AAA_Bi ndServer: Using server: 172.18.120.160

AAA FSM | n AAA SendMsg

User: 1234567890@ni |

Pasw. 1234567890@ri |

: Resp

Session St art [ 78]

New request Session, context 0x26flc44, reqType = 0 [78]
Fi ber started [78]

Creating LDAP context with uri=ldap:// [78]

172.18. 120. 160: 389

Bi ndi ng as administrator [78]

Perform ng Sinple authentication for Adm nistrator [78]
to

172.18. 120. 160

Connect to LDAP server: ldap:// 172.18.120.160, [78]
= status

Successf ul

. LDAP Search [78]

[ Base DN = [ CN=User s, DC=ggsgsecl ab, DC=or g

[Filter = [userPrincipal Nane=1234567890@ri |

[ Scope = [SUBTREE

:Retrieved Attributes [7

objectd ass: value = top [7

obj ectC ass: value = person [7

obj ect Cl ass: val ue = organi zati onal Person [7

obj ectC ass: value = user [78

cn: value = Ethan Hunt [7

sn: value = Hunt [7

= userCertificate: value [7

to.o... 50...* . H....... o@.o..... & ..,d. ..ol o'

gi venNane: val ue = Et han [

di stingui shedNane: value = CN=Ethan [7

Hunt , OU=M L, DC=I abr at , DC—com

i nstanceType: value = 4 [7

whenCreat ed: val ue = 20060613151033. 0Z [
whenChanged: val ue = 20060622185924. 0Z [

di spl ayName: value = Ethan Hunt [

USNCr eat ed: val ue = 14050 |

menber O : value = [

CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g

mapped to cVPN3000- Tunnel i ng- Prot ocol s: value = 20 [78
uSNChanged: value = 14855 [7

name: value = Ethan Hunt [7
.object@U D value = ..9...NJ..Q&U..z [7
user Account Control : value = 66048 [7
badPwdCount : val ue 07

codePage: value =0 [7

countryCode: value =0 [7

badPasswor dTi ne: value = 127954717631875000 [7
[7

[7

[7

[7

[7

[7

[7

[7

8]
78]
78]
78]
78]
78]

8
8

1
0 00 0 00 00 00

[ee]

ast Logoff: value = 0
| ast Logon: val ue = 127954849209218750

pwdLast Set: val ue = 127946850340781250

pri maryG oupl D: value = 513

.objectSid: value = ................ qg...... mY
account Expi res: value = 9223372036854775807

| ogonCount: value = 25

sAMAccount Nane: val ue = 1234567890

0 0 0 0

8
8

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
8]




sAMAccount Type: val ue = 805306368 [ 78]

user Princi pal Nanme: val ue = 1234567890@ri | [ 78]
= obj ect Category: val ue [78]

mai | : val ue = Ethan. Hunt @abrat.com [ 78]

= cal | back_aaa_task: status = 1, nsg

AAA FSM | n aaa_backend_cal | back

aaa_backend_cal | back: Handl e = 39, pAcb = 2aell5c

Fi ber exit Tx=147 bytes Rx=4821 bytes, status=1 [78]
Session End [ 78]

AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM I n AAA ProcSvrResp

: Back End response

(Aut hori zation Status: 1 (ACCEPT

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_AUTHORI ZE,

aut h_status = ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
= LDAP, user pol

tunn pol = CAC USERS ,

AAA Next Function: New i _fsmstate =

, I FSM_TUNN_GRP_PQOLI CY

AAA FSM In AAA InitTransaction

(aaai _policy_nanme_to_server_i d( CAC USERS

Got server ID O for group policy DB

Initiating tunnel group policy |ookup (Svr G p:
(GROUP_POLI CY_DB

AAA FSM | n AAA_Bi ndServer

<AAA Bi ndServer: Using server: <Internal Server

AAA FSM | n AAA SendMsg

User: CAC- USER

: Pasw

: Resp

(grp_policy_ioctl(12f 1b20, 114698, 1a870b4
grp_policy_ioctl: Looking up CAC USERS

= cal | back_aaa_task: status = 1, nsg

AAA FSM | n aaa_backend_cal | back

aaa_backend_cal | back: Handl e = 39, pAcb = 2aell5c
AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM I n AAA ProcSvrResp

: Back End response

(Tunnel Group Policy Status: 1 (ACCEPT

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_TUNN_GRP_PQOLI CY,
= auth_status

ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
= LDAP, user pol

tunn pol = CAC USERS ,

, AAA Next Function: New i_fsmstate = | FSM_DONE

AAA FSM I n AAA_ProcessFi nal

Checking tinme sinultaneous login restriction for user
1234567890@i |

AAA FSM I n AAA Cal |l back

suser attributes

Tunnel |'i ng- Prot ocol (4107) 20 20 1

:user policy attributes

None

:tunnel policy attributes

Pri mary-DNS(4101) 4 IP: 10.0.10.100 1




Secondary- DNS(4102) 4 IP: 0.0.0.0 2

Tunnel | i ng- Prot ocol (4107) 4 4 3

"Def aul t - Donmai n- Nane(4124) 10 "ggsgsecl ab.org 4

Li st of address pools to assign addresses from(4313) 5
10

" CAC- USERS"

Auth Status = ACCEPT
AAA APl : | n aaa_cl ose

AAA task: aaa_process_nsg(la87a64) received nessage type

3

(I'n aaai _cl ose_session (39

AAA APl : | n aaa_send_acct_start
AAA APl : | n aaa_send_acct_stop
#CAC- Test

I CiSCO daw s a5 poamall JlasVl 2 , Jliall

oxlall 9 aiogall 2 gl go 4 2goume Jlail clisl &L debug aaag debug Idap z|,>| Jlall 132 aiog,

(1)
- Juho z|,3| debug aaa 9 LDAP clas ayzuas :C2 JSull

AAA APl : | n aaa_open

AAA session opened: handle = 41

AAA API: In aaa_process_async

aaa_process_async: sendi ng AAA MSG_PROCESS

AAA task: aaa_process_nsg(la87a64) received nessage type
0

AAA FSM I n AAA_ St art AAATr ansacti on

AAA FSM In AAA InitTransaction

(I'nitiating authorization query (Svr G p: AD LDAP

AAA FSM | n AAA_Bi ndServer

AAA_Bi ndServer: Using server: 172.18.120.160

AAA FSM | n AAA SendMsg

User: 1234567890@i |

Pasw. 1234567890@ri |

. Resp

Session Start [82]

New request Session, context 0x26flc44, reqType = 0 [82]
Fi ber started [82]

Creating LDAP context with [82]

uri=ldap://172.18. 120. 160: 389

Bi ndi ng as admini strator [82]

Performing Sinple authentication for Adm nistrator [82]
to

172.18. 120. 160

Connect to LDAP server: ldap:// 172.18.120.160: 389, [82]
= status

Successf ul

. LDAP Search [82]

[ Base DN = [ CN=User s, DC=ggsgsecl| ab, DC=or g

[Filter = [userPrincipal Nane=1234567890@ri |

[ Scope = [ SUBTREE

Retrieved Attributes [82]

obj ect O ass: value = top [82]

obj ect Gl ass: val ue = person [82]

obj ect O ass: val ue = organi zational Person [82]

obj ect O ass: value = user [82]

cn: value = Ethan Hunt [82]




sn: value = Hunt [82]

= userCertificate: value [82]

Ho....... o@a.o..... & ..,d.* 60........ [ o 50..0
......... coml. O

coad L&

= userCertificate: value [82]

t..... 50...*. H....... oa.o..... & ..,d.. /.. 0..0
......... ml 0

d L&

gi venNane: val ue = Et han [ 2]

di stingui shedNane: val ue = CN=Et han [ 82]

Hunt , O=M L, DC=l abr at , DC=com
i nstanceType: value = 4 [82

]

whenCreat ed: val ue = 20060613151033. 0Z [ 82]
whenChanged: val ue = 20060622185924. 0Z [ 82]
di spl ayName: value = Ethan Hunt [82]

USNCr eat ed: val ue = 14050 [ 82]

]

menber O : val ue = [ 82

CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g

= mapped to cVPN3000- Tunnel i ng- Prot ocol s: val ue [82]
CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g

uSNChanged: val ue = 14855 [ 82]

name: value = Ethan Hunt [82]

.object@U D value = ..9...NJ.. Q. .z [82]

user Account Control : val ue = 66048 [ 82]
badPwdCount : value = 0 [82]

codePage: value = 0 [82]

countryCode: value = 0 [82]

badPasswor dTi ne: val ue = 127954717631875000 [ 82]
| ast Logoff: value = 0 [82]

| ast Logon: value = 127954849209218750 [ 82]
pwdLast Set: val ue = 127946850340781250 [ 82]

pri maryG oupl D: val ue = 513 [82]

.objectSid: value = ................ q...... mY [ 82]
account Expires: value = 9223372036854775807 [ 82]
| ogonCount: val ue = 25 [82]

sAMAccount Nanme: val ue = 1234567890 [ 82]
sAMAccount Type: val ue = 805306368 [ 82]

user Princi pal Nane: val ue = 1234567890@ri | [ 82]

= obj ect Category: val ue [82]

CN=Per son, CN=Schema, CN=Conf i gur ati on, DC=ggsgsecl| ab, DC=or
g
mai | : val ue = Ethan. Hunt @ abr at. com [ 82]

= cal | back_aaa_task: status = 1, nsg

AAA FSM | n aaa_backend_cal | back

aaa_backend_cal | back: Handl e = 41, pAcb = 2aell5c

Fi ber exit Tx=147 bytes Rx=4821 bytes, status=1 [82]
Session End [82]

AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM I n AAA ProcSvrResp

: Back End response

(Aut hori zation Status: 1 (ACCEPT

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_AUTHORI ZE,

aut h_status = ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
= LDAP, user pol

tunn pol = CAC USERS ,

AAA Next Function: New i _fsmstate =

, | FSM_TUNN_GRP_PQLI CY

AAA FSM In AAA InitTransaction

(aaai _policy_nanme_to_server_i d( USAFE




Got server ID O for group policy DB

Initiating tunnel group policy |ookup (Svr G p:
(GROUP_POLI CY_DB

AAA FSM | n AAA_Bi ndServer

<AAA Bi ndServer: Using server: <Internal Server

AAA FSM | n AAA SendMsg

User: CAC- USERS

: Pasw

: Resp

(grp_policy_ioctl(12f1b20, 114698, 1a870b4
grp_policy_ioctl: Looking up CAC USERS

= cal | back_aaa_task: status = 1, nsg

AAA FSM | n aaa_backend_cal | back

aaa_backend_cal | back: Handl e = 41, pAcb = 2aell5c
AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM I n AAA ProcSvrResp

: Back End response

(Tunnel Group Policy Status: 1 (ACCEPT

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_TUNN_GRP_PQOLI CY,
= auth_status

ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
= LDAP, user pol

tunn pol = CAC USERS ,

, AAA Next Function: New i_fsmstate = | FSM_DONE

AAA FSM I n AAA_ProcessFi nal

Checking tinme sinultaneous login restriction for user
1234567890@i |

AAA FSM I n AAA Cal |l back

suser attributes

Tunnel | i ng- Prot ocol (4107) 20 0 1

iuser policy attributes

None

:tunnel policy attributes

Pri mary-DNS(4101) 4 IP: 10.0.10.100 1

Secondary- DNS(4102) 4 IP: 0.0.0.0 2

Tunnel | i ng- Prot ocol (4107) 4 4 3

"Def aul t - Donmai n- Nane(4124) 10 "ggsgsecl ab.org 4

Li st of address pools to assign addresses from(4313) 5
10

" CAC- USERS"

Auth Status = ACCEPT

AAA APl : | n aaa_cl ose

AAA task: aaa_process_nsg(la87a64) received nessage type
3

(I'n aaai _cl ose_session (41

AAA APl : | n aaa_send_acct_start

AAA APl : | n aaa_send_acct_stop

Le>MNol9 DAP cliasi Slisiwl

DAP clasi Lo ,2,—DAP cliasi auzuas -
DAP dalpg gii o2 —debug dap trace -

DAP g5 & ponuwall JlasVl o1, Jlio




us 2090l 3 gi)lill 22U Jlas] el debug dap tracey slasV Qe ellasi b2 Jiall 13D ziog,
oo sl tp ol VPNUsers 9 ASAUsers_ 0 JS Jl plasVl diSoy .clae¥l olow oo aasll sy . gxlol

ASA (65 e aaisi _il9 i goxall
c3: debug dap Jsub

debug dap errors#

debug dap errors enabled at level 1

debug dap trace#

debug dap trace enabled at level 1

#

The DAP policy contains the followi ng attributes for
s user

m | @241879298

action = continue :1

DAP_TRACE: DAP_open: C8EEFA10

DAP_TRACE: Username: 1241879298@ni |,

aaa. |l dap.objectClass.1 = top

DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap. obj ect O ass. 2 = person

DAP_TRACE: Username: 1241879298@ni |,

= aaa. | dap. obj ectd ass. 3

or gani zat i onal Per son

DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap. obj ect Cl ass. 4 = user

DAP_TRACE: Usernane: 1241879298@r |, aaa.ldap.cn =
1241879298

, DAP_TRACE: Usernane: 1241879298@ni |

aaa. | dap. physi cal Del i veryOi fi ceName = NETADM N
DAP_TRACE: Usernane: 1241879298@r |, aaa.l dap. gi venNane
= 1241879298

DAP_TRACE: Username: 1241879298@ni |,

= aaa. | dap. di sti ngui shedNane

CN=1241879298, CN=User s, DC=ggsgsecl| ab, DC=or g
DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap.instanceType = 4

DAP_TRACE: Username: 1241879298@ni |,

= aaa. | dap. whenCr eat ed

20070626163734. 0Z

DAP_TRACE: Username: 1241879298@ni |,

= aaa. | dap. whenChanged

20070718151143. 0Z

DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap. di spl ayNanme = 1241879298

DAP_TRACE: Usernane: 1241879298@ri |, aaa.| dap. uSNCreat ed

= 33691

DAP_TRACE: Usernane: 1241879298@ri |, aaa.| dap.nenberOf. 1
= VPNUser s

DAP_TRACE: Usernane: 1241879298@ri |, aaa.| dap. nenmberOf . 2
= ASAUsers

DAP_TRACE: Usernane: 1241879298@ri |, aaa.| dap. uSNChanged
= 53274

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l| dap. depart ment
= NETADM N

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l|dap.name =
1241879298

DAP_TRACE: Usernane: 1241879298@r |, aaa.| dap. object GUI D

R




DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. | dap. user Account Cont r ol

328192

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. badPwdCount = 0

DAP_TRACE: Usernane: 1241879298@r |, aaa.| dap.codePage =
0

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. countryCode = 0

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. badPasswordTinme = 0

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap.| astLogoff
=0

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap.| astLogon
=0

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l| dap. pwdlLast Set

128273494546718750
DAP_TRACE: Usernane: 1241879298@ni |,
aaa. | dap. pri maryG oupl D = 513
DAP_TRACE: Usernane: 1241879298@ni |,
:aaa. | dap. userParaneters = m
.d
DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap.objectSid

DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. | dap. account Expi res

9223372036854775807

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l| dap.| ogonCount
=0

DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. | dap. sAMAccount Nane

1241879298

DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. | dap. sAMAccount Type

805306368

DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. | dap. user Pri nci pal Nane

m | @241879298

DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. | dap. obj ect Cat egory

CN=Per son, CN=Schema, CN=Conf i gur ati on, DC=ggsgsecl| ab, DC=or
g

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. nsNPAl l owDi al in = TRUE

DAP_TRACE: Username: 1241879298@ri |, aaa. ci sco. usernamne

m | @241879298
DAP_TRACE: Usernane: 1241879298@ni |,
aaa. ci sco. tunnel group = CAC- USERS

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["objectC ass"]["1"] =
;""top

DAP_TRACE:

= ["dap_add_to_lua_tree:aaa["l dap"]["objectC ass"]["2
;" person”

DAP_TRACE:

= ["dap_add_to_lua_tree:aaa["l dap"]["objectC ass"]["3
;"organi zat i onal Person"

DAP_TRACE:

= ["dap_add_to_lua_tree:aaa["ldap"]["objectCl ass"]["4
;"user”

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["cn"] =
;""1241879298




: DAP_TRACE

dap_add_to_lua_tree:aaa["| dap"]["physical DeliveryOficeN
= ["ane

; " NETADM N'

DAP_TRACE: dap_add_to_lua_tree: aaa["|dap"]["gi venNanme"]
;"= "1241879298

DAP_TRACE:

= ["dap_add_to_l ua_tree:aaa[ "l dap"]["di stingui shedNane

; "CN=1241879298, CN=User s, DC=ggsgsecl| ab, DC=or g"

DAP_TRACE:
;"dap_add_to_lua_tree:aaa["ldap"]["instanceType"] = "4
DAP_TRACE:

["dap_add_to_lua_tree:aaa["| dap"]["whenCreat ed
; "20070626163734. 02"

DAP_TRACE:

["dap_add_to_lua_tree:aaa["l| dap"]["whenChanged
;"20070718151143. 02"

DAP_TRACE:

["dap_add_to_lua_tree:aaa["l dap"]["di spl ayNane
;"1241879298"

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"][" uSNCreat ed"]
;"= "33691

DAP_TRACE:
["dap_add_to_lua_tree:aaa["|dap"]["nenmberOF"]["1
;" VPNUser s"

DAP_TRACE:
["dap_add_to_lua_tree:aaa["|dap"]["nenmberOF"]["2
; "ASAUsers_"

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"][" uSNChanged"]
;"= "53274

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["departnent"]
;"= "NETADM N

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["nanme"] =
;""1241879298

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["object QU D']
cont ai ns

bi nary data

DAP_TRACE:

= ["dap_add_to_lua_tree:aaa["| dap"]["user Account Contr ol
;" 328192"

DAP_TRACE:

;"dap_add_to_lua_tree:aaa["l dap"]["badPwdCount"] = "0
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["codePage"] =

R
DAP_TRACE:
;"dap_add_to_lua_tree:aaa["ldap"]["countryCode"] = "0
DAP_TRACE:

dap_add_to_lua_tree: aaa["| dap"]["badPasswor dTi ne"] =
R

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["| ast Logoff"]
R

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["] astLogon"]
=

["DAP_TRACE: dap_add_to_lua_tree: aaa["l dap"][" pwdLast Set

;"128273494546718750"

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["primaryGoupl D'] =
;""513

DAP_TRACE:

dap_add_to_lua_tree: aaa["| dap"]["userParaneters"]

cont ai ns

bi nary data

DAP_TRACE: dap_add_to_lua_tree: aaa["|dap"]["objectSid"]




contains binary

dat a

DAP_TRACE:

= ["dap_add_to_lua_tree:aaa[ "l dap"]["account Expires

;" 9223372036854775807"

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["] ogonCount"]
;"="0

DAP_TRACE:
["dap_add_to_lua_tree:aaa["| dap"][" sAMAccount Nane
;"1241879298"

DAP_TRACE:

["dap_add_to_lua_tree:aaa["| dap"]["sAMAccount Type
; "805306368"

DAP_TRACE:

= ["dap_add_to_l ua_tree:aaa[ "l dap"]["userPrinci pal Nane
;"m | @241879298"

DAP_TRACE:

= ["dap_add_to_lua_tree:aaa["| dap"][" obj ect Cat egory
CN=Per son, CN=Schema, CN=Conf i gur ati on, DC=ggsgsecl| ab, DC=0"
;rg

DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["msNPAI |l owDi al i n"] =

;""" TRUE

["DAP_TRACE: dap_add_to_l ua_tree:aaa["cisco"]["usernane

;"m | @241879298"
DAP_TRACE
dap_add_to_lua_tree:aaa["cisco"]["tunnel group"] =
; " " CACUSERS
DAP_TRACE
"dap_add_to_lua_tree: endpoint["application"]["clienttype
=1
;"1 PSec”
DAP_TRACE: Usernane: 1241879298@ri |, Sel ected DAPs: CAC
USERS
DAP_TRACE: dap_request: menory usage = 33%
DAP_TRACE: dap_process_sel ected_daps: selected 1 records
DAP_TRACE: Usernane: 1241879298@r |, dap_aggregate_attr
rec_count =1
DAP_TRACE: Username: 1241879298@ri |, DAP_cl ose: C8EEFA10
.d

DAP o Juai¥l a9, :2 Jlall

$2loll (9 ziogall 3 gyl z>L ue Jlasl clil debug dap traces DAP cllasi bz JWl Jlall piog,

T

DAP clasVl auas :C4 JSuill

debug dap errors#

debug dap errors enabled at level 1

debug dap trace#

debug dap trace enabled at level 1

#

The DAP policy contains the following attributes for
suser

m | @241879298

action = termnate :1




DAP_TRACE: DAP_open: C91154ES8

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. |l dap.objectC ass.1 = top

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. obj ect O ass. 2 = person

DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. | dap. obj ectd ass. 3

organi zat i onal Per son

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. obj ect G ass. 4 = user

DAP_TRACE: Usernane: 1241879298@ri |, aaa.ldap.cn =
1241879298

, DAP_TRACE: Usernane: 1241879298@ni |

aaa. | dap. physi cal Del i veryOf fi ceName = NETADM N
DAP_TRACE: Usernane: 1241879298@r |, aaa.l dap. gi venNane
= 1241879298

DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. | dap. di sti ngui shedNane

CN=1241879298, CN=User s, DC=ggsgsecl| ab, DC=or g

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap.instanceType = 4

DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. | dap. whenCreat ed

20070626163734. 0Z

DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. | dap. whenChanged

20070718151143. 0Z

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. di spl ayNane = 1241879298

DAP_TRACE: Username: 1241879298@ri |, aaa.| dap.uSNCreated
= 33691

DAP_TRACE: Username: 1241879298@ri |, aaa.l dap. menberOf =
DnsAdni ns

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap. uSNChanged
= 53274

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap. depart nment
= NETADM N

DAP_TRACE: Usernanme: 1241879298@ri |, aaa.l dap.nanme =
1241879298

DAP_TRACE: Usernane: 1241879298@r |, aaa.l dap.object GUI D
B - I

DAP_TRACE: Usernane: 1241879298@n |,

= aaa. | dap. user Account Cont r ol

328192

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. badPwdCount = 0

DAP_TRACE: Usernane: 1241879298@r |, aaa.| dap.codePage =
0

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. countryCode = 0

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. badPasswordTinme = 0

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap.| astLogoff
=0

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap.| astLogon
=0

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l| dap. pwdLast Set

128273494546718750
DAP_TRACE: Usernane: 1241879298@n |,
aaa. | dap. pri maryG oupl D = 513
DAP_TRACE: Usernane: 1241879298@ni |,
:aaa. | dap. userParaneters = m




.d
DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap.objectSid

DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. | dap. account Expi res

9223372036854775807

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap.| ogonCount
=0

DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. | dap. sAMAccount Nane

1241879298

DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. |l dap. sAMAccount Type

805306368

DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. | dap. user Pri nci pal Nane

m | @241879298

DAP_TRACE: Usernane: 1241879298@ni |,

= aaa. | dap. obj ect Cat egory

CN=Per son, CN=Schema, CN=Conf i gur ati on, DC=ggsgsecl| ab, DC=or
g

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. nsNPAl l owDi al in = TRUE

DAP_TRACE: Username: 1241879298@ri |, aaa.ci sco. usernamne

m | @241879298

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. ci sco. tunnel group = CAC- USERS

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["objectC ass"]["1"] =
;""top

DAP_TRACE:

["dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["2
;" person”

DAP_TRACE:
["dap_add_to_lua_tree:aaa["ldap"]["objectd ass"]["3
;"organi zat i onal Person"

DAP_TRACE:
["dap_add_to_lua_tree:aaa["ldap"]["objectd ass"]["4
;"user”

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["cn"] =
;""1241879298

: DAP_TRACE

dap_add_to_lua_tree:aaa["| dap"]["physical DeliveryOficeN
= ["ane

; " NETADM N'

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["gi venNanme"]
;"= "1241879298

DAP_TRACE:

= ["dap_add_to_l ua_tree:aaa[ "l dap"]["di stingui shedNane

; "CN=1241879298, CN=User s, DC=ggsgsecl| ab, DC=or g"
DAP_TRACE:
;"dap_add_to_lua_tree:aaa["ldap"]["instanceType"] = "4
DAP_TRACE:

["dap_add_to_lua_tree:aaa["l dap"]["whenCreat ed
; "20070626163734. 02"

DAP_TRACE:

["dap_add_to_lua_tree:aaa["l dap"]["whenChanged
;"20070718151143. 02"

DAP_TRACE:
["dap_add_to_lua_tree:aaa["l dap"]["di spl ayNane
;"1241879298"

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["uSNCreat ed"]

;"= "33691




DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["menberOF"] =
;" " DnsAdm ns

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"][" uSNChanged"]
;"= "53274

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["departnent"]
;"= "NETADM N

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["nanme"] =
;""1241879298

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["object QU D']
cont ai ns

bi nary data

DAP_TRACE:

= ["dap_add_to_lua_tree:aaa["| dap"]["user Account Contr ol
;" 328192"

DAP_TRACE:

;"dap_add_to_lua_tree:aaa["l dap"]["badPwdCount"] = "0
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["codePage"] =

R
DAP_TRACE:

;"dap_add_to_|lua_tree: aaa[ "l dap"]["countryCode"] = "0
DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["badPasswor dTi ne"] =
R

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["| ast Logoff"]
R

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["] astLogon"]
=

["DAP_TRACE: dap_add_to_lua_tree:aaa["l dap"][" pwdLast Set

;"128273494546718750"

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["primaryGoupl D'] =
;""513

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["userParaneters"]

cont ai ns

bi nary data

DAP_TRACE: dap_add_to_lua_tree: aaa["|dap"]["objectSid"]
contains binary

dat a

DAP_TRACE:

= ["dap_add_to_lua_tree:aaa[ "l dap"]["account Expires

;" 9223372036854775807"

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["] ogonCount"]
;"="0

DAP_TRACE:

["dap_add_to_lua_tree:aaa["| dap"][" sAMAccount Nane
;"1241879298"

DAP_TRACE:

["dap_add_to_lua_tree:aaa["| dap"]["sAMAccount Type
; "805306368"

DAP_TRACE:

= ["dap_add_to_l ua_tree:aaa[ "l dap"]["userPrinci pal Nane
;"m | @241879298"

DAP_TRACE:

= ["dap_add_to_lua_tree:aaa["| dap"][" obj ect Cat egory
CN=Per son, CN=Schema, CN=Conf i gur ati on, DC=ggsgsecl| ab, DC=0"
;'rg

DAP_TRACE:

dap_add_to_lua_tree:aaa["ldap"]["msNPAI |l owDi alin"] =

;""" TRUE

["DAP_TRACE: dap_add_to_lua_tree:aaa["cisco"]["usernane

;"m| @241879298"




: DAP_TRACE: Usernane: 1241879298@ri |, Sel ected DAPs
DAP_TRACE: dap_request: menory usage = 33%

DAP_TRACE: dap_process_sel ected_daps: selected O records
DAP_TRACE: Usernane: 1241879298@r |, dap_aggregate_attr:
rec_count =1

OCSP / lg>Mool9 cllasY] OliSiwl 6olgb dud
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Jizuuil) (c980)l 55l 9l) @iall CA pS 62>9 ellas | auuai— 95Ul o9 9 -
obsleill degozo dayllns 29 OCSP Cuzims plasiwl plxi 65kl dxo (o gaxill dlioVl 01D sglns
alolall

dlole oblgi dcgom09 Lo o éxill o5 63l Je sgizy sVl ellasVl aumas zl,3] C3 Sl auiog,
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CRYPTO_PKI : Found a suitabl e authenticated trustpoint

. ASDM Tr ust Poi nt 11

CRYPTO_PKI: All ocated OCSP data handl e Oxca2d27b8
CRYPTO PKlI: Certificate validation: Successful, status:
0. Attenpting

to retrieve revocation status if necessary

CRYPTO PKI: status = 0: poll revocation status

CRYPTO PKI: Attenpting to find OCSP override for peer
cert: serial

:nunber: OF192B, subject nane

.cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S
- Gover nment , c=US, issuer_nane: cn=DOD JI TC EMAI L CA

. 0u=PKl , ou=DoD, o=U. S. Gover nrment, c=US, 15

. CRYPTO_PKI: Processing map rules for SSL

... CRYPTO PKI: Processing map SSL sequence 20
CRYPTO_PKI: Match of subject-name field to map PASSED.
:Peer cert field

. cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKIl , ou=DoD, o=U. S
"" Governnent,c=US, nap rule: subject-nanme ne
CRYPTO_PKI: Peer cert has been authorized by map: SSL

. sequence: 20

: CRYPTO_PKI: Found OCSP override match. Override URL
http://198.154.68. 90, Override trustpoint:

ASDM Tr ust Poi nt 12

() CRYPTO PKI: crypto_pki _get_cert_record_by_subj ect
CRYPTO_PKI : Destroyi ng OCSP data handl e Oxca2d27b8
ICrypto CA thread sl eeps

CRYPTO PKI: Attenpting to find tunnel group for cert
with serial

:nunber: OF192B, subject nane

. cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKIl , ou=DoD, o=U. S
- Gover nment , c=US, issuer_nane: cn=DOD JI TC EMAI L CA

. ou=PKl , ou=DoD, o=U. S. CGover nnent, c=US, 15

CRYPTO_PKI : Processing nap rules for
.DefaultCertificateMp




CRYPTO_PKI : Processing nap Defaul tCertificateMap
...sequence 10

CRYPTO_PKI: Match of subject-name field to map PASSED.
:Peer cert field

.cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S
"" Governnent,c=US, nmap rule: subject-name ne
CRYPTO_PKI: Peer cert has been authorized by nap:

Def aul t Certi fi cat eMap

. sequence: 10

CRYPTO_PKI: Ignoring match on map Defaul t CertificateMap,
i ndex 10 for

WebVPN group map processing. No tunnel group is
.configured

:CRYPTO_PKI: Peer cert could not be authorized with map
.DefaultCertificateMp

. CRYPTO_PKI: Processing map rules for SSL

... CRYPTO PKI: Processing map SSL sequence 20
CRYPTO_PKI: Match of subject-name field to map PASSED.
: Peer cert field

. cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKIl , ou=DoD, o=U. S
"" Governnent,c=US, nmap rule: subject-nanme ne
CRYPTO_PKI: Peer cert has been authorized by map: SSL

. sequence: 20

CRYPTO_PKI : Ignoring match on map SSL, index 20 for
WebVPN group map

dlalall oslell dcare daslas ag gl>1 :C5 JSl

8lalo 63lgs gL,>] 5 JSidl

n %l =X- 3- 7E17t 02h7a Certinf icaH ue cnhta,in faioled
.=uval i dati on

CMertifilcLa,ted ccha=inl ais eibtrhaer tin,valdid cor
=noct

. oanut hori, zed

map rul e: subject-name ne
CRYPTO PKI : Peer cert has been authorized by map:

Defaul tCertificateMap

. sequence: 10

Tunnel G oup Match on map Defaul tCertificateMap sequence
. # 10

G oup nane i s CAC USERS

CRYPTO PKI: Checking to see if an identical cert is
...already in the database

=CRYPTO PKl: | ooking for cert in handl e=2467668, di gest
CRYPTO PKI: Cert record not found, returning E_NOT_FOUND
.CRYPTO PKI: Cert not found in database

... CRYPTO PKI: Looking for suitable trustpoints
CRYPTO_PKI : Found a suitable authenticated trustpoint
.trustpoint0

CRYPTO PKI: Certificate validation: Successful, status:
0. Attenpting

to retrieve revocation status if necessary

CRYPTO PKI: Attenpting to find OCSP override for peer
cert: serial

nunber: 2FB5FC74000000000035, subject name: cn=Et han

: Hunt, ou=M L, dc=ggsgsecl ab, dc=org, issuer_nane

. cn=ggsgsecl ab, dc=ggsgsecl ab, dc=or g

CRYPTO PKI: Processing map rules for

.Defaul tCertificateMp




CRYPTO_PKI : Processing nap Defaul tCertificateMap
...sequence 10

CRYPTO_PKI: Match of subject-name field to map PASSED.
:Peer cert field

cn=Et han Hunt, ou=M L, dc=ggsgsecl ab, dc=org, map rule: =
subj ect - nane

. ne
CRYPTO_PKI : Peer cert has been authorized by map:
Def aul t Certi fi cat eMap

. sequence: 10

: CRYPTO_PKI : Found OCSP override match. Override URL
http://ocsp.disa.m|, Override trustpoint: OCSP

() CRYPTO PKI: crypto_pki _get_cert_record_by_subj ect
CRYPTO_PKI : Found a subject match

ERROR Certificate validation failed, Certificate is
revoked, serial

nunber: 2FB5FC74000000000035, subject name: cn=Et han
Hunt , ou=M L, dc=ggsgsecl ab, dc=or g

CRYPTO_PKI: Certificate not validated
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ding baze "CH=Clark Kenl, DU=MIL.DC=1abralDC=oom®. .
sull <00 fnull)
atchied DS
1 entries:
> Dnz O Clark Kent, OU =ML DT tabrat DC=com

4> phjectliaga: tog: person; erganizationalPerson; usern

13 en: Clark Kenlk

1 =0 Kent

1 physicalDeliveryificeName: Welcome 1o LOAPIE

2> userCenificate: <ldp; Binary bloby; <idp: Binary blabz:

T gheentame: Clark:

13 distinquishedName: CN=Clark Kent, 0U=MIL.DC=labrat.DC=cam;

1> instance Type: (ed = [ 1T_WRITE |

12 whenCreated: G671 32006 12:50:21 Eastern Standard Thne Enstern Daylight Time:
1> whenChanged: DE[21/2006 1 3:31:54 Eastern Standard Thne Eastern Daylight Time:
1x dlzplayMame: Clark Kent

1> uSNCreated: 14072

1> uSHChanged: 14701;

1> pnmes Clark Kenty

13 ohjectGUID: 4403%ci4-a12a-dee-9337-12 402 Becl7;

1> uperdcconntControl: Tl B200 = [ UF_NOAMAL SCCOUNT | UF_DONT_EXPIRE PASSWD

13 badPwiCount: 0

1> eadePage: 07

12 em ade: B

1> brdPesswordTime: 06142006 151936 Eastenn Standard Time Esstemn Dayllght Teme:
13 lastLogodf: BIOIFIEN 00:00:00 UNC

T2 lasti ogon: DG AFZ006 16:20:44 Esstern Standard Tine Eastern Daylight Time:
13 pwdlastSet BN ILZ006 12:50:21 Ensterm Standard Time Easlern Dayflght Time;
1> primangGrowpiDc 513

1> sserParameters: m: d L

1> phjectSid: 5-1-5-21-3541 46036 4-24508291 B25- 1399096 43-1115;

1> sccouniExplocs: U5 430828 024805 UNC

1> logonCount: 11;

1> sAMAccouniName: 123456T670;

1> sbdiccountType: BISI06 368

1 usePrincipaome: 123456 TRTO@ abrat.com;

13 sbjeciCaiegony: CN=Perpan.CH=Schems.CH=Configuration. DC=labrat DC=cam;
1> meNPAHowF alin: TRUE:

1> maif; Clark Kent@iahrat.com;
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C.\ Docunents and Settings\All Users\Application Data\C sco\C sco
AnyConnect VPN dient\Profile

;@ olglasdl Jasl

.Notepad plaxiwl calall 2idlg AnyConnectProfile.tmpl i1 .1
Juw e F1 Gl g21) .cawaall IP oloic ol jxaall Jio calall ule duliall oMol ezl @9 .2
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xml. aw® e waloll lna>| clguVl aic .3
.Cisco 0 AnyConnect VPN ac a2 wala) XML alo 0 diuc 01
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Ry a5l plaziwl wlisl geosd, sl XML oy ,=5 calo ¢y0 el e 6auiy 9gumall gein pi tdla>No
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"xml version="1.0" encoding="UTF-8

The ClientInitialization section represents global ---!

settings !--- for the client. In some cases, for
example, BackupServerList, host specific !--- overrides
- <-- --! _are possible

The Start Before Logon feature can be used to ---!
activate !--- the VPN as part of the logon sequence. !--
- UserControllable: Does the administrator of this
profile allow the user !--- to control this attribute
for their own use. Any user setting !--- associated with
<-- .this attribute is stored elsewhere

This control enables an administrator to have a one ---!
time !--- message displayed prior to a users first
connection attempt. As an !--- example, the message can
be used to remind a user to insert their smart !--- card
into its reader. !--- The message to be used with this
control is localizable and can be !--- found in the
AnyConnect message catalog. !--- (default: "This is a
(".pre-connect reminder message

This section enables the definition of various --!
attributes !--- that can be used to refine client
- <-- .certificate selection

Certificate Distinguished Name matching allows for ---!
exact !--- match criteria in the choosing of acceptable
- .client !--- certificates




This section contains the list of hosts from which --! -
.!-—- the user is able to select

This is the data needed to attempt a connection to ---!
- <-- .a specific !--- host

do old ologleo
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