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PC with Cisco AnyConnect

VPN Client
Insid o Tunnel 1P
NN TRV 192.168.10.1
10.77.241.128 Dutside nebtwork 192.168.1.0
172.16.1.0
Internet Clmud3('
Websarver
10.2,2.2

Internet Traffic

— S5L Tunnel

RFC 1918.,,9lLe @9 .ci i)l _le routable Ligild JuSii 13D (9 Jasiuwy das Ly yul ip JI :da>No
LAy itk diy 9 Lgolaziwl o5 il

(ASDM 6.0(2 plaziwl, ASA 19S5

o JSuin Jass J=all 0dlis] ai 48 dgzloll (eSS bVl (ueSIl ol aiiumall 13D o jid,

ASDM dlauwls; ASA (105i; zlowll ASDM _JI HTTPS Jawes zlowdl I g2l :dla>No

ASDM g>1, .i8liall o8l ,usi, pis o) bo lguwas ASA dg=ly lc ASDM 9 WebVPN (Sai oSy ¥ tdla>Yo
‘wlogleall o 350 e Joaxl) ASA dgzlo uss _le aiSes pi sill WebVPN o
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&= Add IP Pool

Marmme: vaRnpool

Starting IP Address: 192.168.10.1

Endinig IP Address: 192165810254
Subnet Mazk: 2552552550 -
K, Cancel Help

P VPNpool & ,; ulgic
1o 90 JuSis CLI 3uby dslnalo .2
3dio w9 Jwogs SSL VPN<isio (0945) aSub<VPN iy o Jowo9< JiSuis o ,is].WebVPN ,Soi .3
Jac Jguo9 onSas (o Lyl gax .25 o lall DTLS OSas9 ddio oy JI cuiladl (o)l
SVl &5 9 8raxall dglgll le aaall SSL VPN Jsae Jouo9 91 Cisco ¢, AnyConnect VPN
ag=lg)l e SSL VPN ,5ai) obisl Jgazdl
> I
@unﬁguratiun > Remote Access YPH >~ Hetwork (Client) Access > 551 YPH Connection Profiles

The security appliance automatically deploys the Cisco &nyConnect YPH Client or legacy SSL WPM Client ke
client deplovment requires end-user adminiskrative rights, The Cisco anyConnect YPH Client supports the
Lawer Security (DTLS) tunneling options.

(Mare client-related parameters, such as client images and client profiles, can be found at Clienk Setkings

Access Interfaces

(F Enable Cisco anyiConnect WP Client or legacy S3SL WPM Client access on the interfaces selected iI;IthE

Interface Allow Access Require Client Certificate Enable DTLS
r: outside v I_ F )
inside r r r

[ fccess Pork: |443 DTLS Part: I443 ]

Click. hetre ta Assign Certificake ko Inkerface,

Access (Jwo=Jl) Network < (-,,95il) Configuration > Remote Access VPN pld.da.. aslnsls
Cisco JI cainl Add in order to < Jsasll whslac] < Advanced > SSL VPN < (aSuidl J| Jowogll)
99 LS ASA J (a9gall 6,S13I) Flash 6,515 -0 AnyConnect VPN Client Image



&= Add SSL ¥PN Client %| |SSL VPH = Client Settings
Flash S¥C Image: | Browse Flash. ..
Upload. ..
nunkered operation syskem ko the top of the
(0] 4 Zance| | Help |
@% Browse Flash x
Folders Files
o diskn: FileMarme - Size (bytes) Date Modified

_1log [ ) crvpto_archive 07[24)07 05:21 43
(crypto_archive 07/24/07 05:21:36
asdm-603.bin 6,851,212 01/04/05 13:07:02

asadi3-ka,bin 14,635,005 01/04)05 17:42:50

admin.cfg 1,220 09/z0/07 09:51:33

anyconneck-win-2.0.03. ., 3 08/13/07 04:14:50

asdm-602 . bin 6,389, 764 01/03/058 21:358:26

asarez-ka.bin 8,312,832 021307 04:16:30

asdm-52Z.bin 0,623,108 0z2/12/07 05:53:45

asadiz-ka.bin 14,524,416 01/03/05 21:24:42

ald_running. cfg 1,341 092007 09:51:38

sslclient-win-1.1.4.179.... 418,765 031405 134753

-
File: Mame: [anvcnnnect-win-z.D.DS43-k9.pkg J

A= Add 55L ¥PN Client Image

Flash SWiC Image: Ict-win-E.D.DS43-k9.pkg i Browse Flash...

Upload. ..

Ik | Cancel Help
aSlo| 999 sl OK b ,al9
Add).)




Configuration > Remote Access WPH = Hetwork (Client) Access > Advanced > 551 YPH > Client Settings

Identify 53L YPM Client {3%C) related files,

SSL ¥PN Client Images

Minimize conneckion setup time by moving the image used by the most commonly encountered operation system ko &

ge add | [ Replacel 'ﬂ Delete | 4 Move UP | <& Maowve Down

disk: famyconnect-win-2, 0.0343-k3, plg

1 9o JuSuiw CLI

in order to ag dCgamo<idio (us:j) dSub<VPN iz, o, Jouwog< JiSuiv o i3l.acqoxoll gg (uoSs .4
SSL VPN Client ,LisVl &l 53> ple gl doMe cx .aCoazo dwluw Ugsj daCooxo I5D cals
JsS959,.5 WebVPN ,Soil

f= Add Internal Group Policy
1@ I Marme: [ln:ientgmup |

SEryErs

—Hisdvanced Bannes: [¢ Inherit I

Spit Tunneling

—IE Broweser Proxy Address Pools: [ Inherit |

#1551 WPN Cliant
#-1Psec Client

More Oplions

Tunneling Protocals: [~ Inherit [ Chentless S50 'In"F'N[ [+ S50 YPN Client ] [~ IPsec

54l 2l Inherit ;LY &5 xyazs clally a8 (L aail JlasV] pyuds < dodio Gl ysidl dode 9
aoslall o0 obsl Badl &b aaild ,i319 puuioll

) duuind |
ﬁ- Add Internal Group Policy .EI
Genaral St tunngiing netsork lists distinguish netwarks that require traffic ko go theough the tunnel and those that do not
Servers require tunneling, The security apoliance makes splk bunneling decisions on the basis of a netwark kst, which is an
L Advanced ACL that consisks of kst of addresses on the private network,
IE Browesar Provy DS Names: [ Inherit |
[E-55L WPN Clienk
HE1Psec Clent Pollcy: [ Inherit | |Tunnel &l Networks ;I

Turiniel &l Mebwarks :
Mebyeork List: [« Inherit MenEe.,

sclude Network Lisk Below

aosd o)l Juui) Manage (999 Léil o pundiall gaill olSub dosla) Inherit )LVl G5 xaxs clell 09

Joogll 9 oSl
(ACL)
#& Edit Internal Group Policy: hivalleyypn |
Gareral Splic tunnelng network lists distinguish networks that require traffic to go through the bunnel and those that do not
Servars require bunmaing, Tha security appliance makes spit burneding decisions on the basis of a network st which is an
5 Advancad ACL that consists of list of sddrasses an the privats network,
IE Brovser Proxy DNS Mames: 7 Inherkt |
[ 551 VPN Clisrit
3. 1Peae CHank Policy: [ Inherit |Tunne-| hetwork Lisk Below j
Cherk Access Rule . m -
Fottrmg = D <] |
“-Hardware Chenk

aosd clinY ..(ACL) Jgwogll S aSxll ansld < adlio] i1 (ACL) Jswogll L9 aSzill daild 6,l5] (oo
Js.09
0250>



= ACL Manager

Standard ACL | Extended AcL |

P Add v|ﬂ’Edit ]ﬂnelete|1~ + | o B R -

Acld ACL...

drezz Action Dezcription
9 Acd ACE...
o [nizert...
'-i.' In=ert After...
S99 4l (ACL) Jguoglly pSxill dasla) punl ,19gi; 09
. &9lgo
g% ACL Manager

Stardard ACL | Extended ACL |

g add - [ EdE ﬁDelete“r + | & B B -

Mo Addrezz Action Dezcrigtion
B= Add ACL |
ACL Matme: Ispl'rt-tunnel
Ok Cancel | Help |

Jawogll (5 pSxill J5] a8loY ACE aslo| < adlio] ,isi «Jawgll (9 aSxill dosld puwl clis] 5,20
26/10.77.241.128 _» aSyil =l 03® 5 .ASA Jl s LAN JI Jilsy oi ACE JI cuise.(ACE)
Joogll (9 pSsll @sls 6,1] o 29,3l (38l9o §99 ssil.el>lS glawdl 5a>9

.(ACL)



= ALL Manager

Standard ACL | Extended ACL |

4 Add ~ [ CE ﬁDeletE|‘j‘ ¥ ‘ 3:. B R -

4 u] Address Action De=zcription
A= Add ACE x|
—Action

Actior: Iﬁ? Perrmit ;I

~HostMletwork
IP Acidress: 10.77.241.125] = J
Metmask:  [255.255.255.192 =]
Description:

2k Cancel Help

Sl punsioll ol oSub dasla) gill Lpilisl ead (il (ACL) Jowgll (8 pSxill daild oz oo 25T
2e" oSS I 6392l (§9lgo (999

Macgozall
= Add Internal Group Policy x|
General Spit tunneling network lsts detinguish nebworks that require traffic bo go through the tunnel and those that do not
— require bunneling, The security appliance makes splk bunneling decisions on the basis of a network list, which is an

&1-Advanced ACL that conssts of kst of addresses on the private network,
—IF Brweser Prooy DS Names:  [7 Inherit |
551 VFN Clienk
I-T Faae Ciant Policy: [ Inherit |Tunn|:| Metwoork: List Below :I
(_I‘-.latwklist: [ Inhert B LSBTl ]
Intercept DHCP Configuration Message from Micosolt Clients ¥

98z p8.ASA I 5019Vl Jluw,Y (Lollas W3 oIS 13]) Jluw) i Gk 999 il cpansss | dxaall e
clally a8 Jwaell ol e cuioll cliy] 5L Lo Joaxl.dcgozall agi 209 a0 SSL VPN clslacl
5le=> Lo eladl SVC gl cla Yl 13D rowy.clanV psi 3l (§99 Liil9 g JlisVl G5 yaxs

Ll 5Ll 13 agy  JlasVl lgd piy 630 JS (8 Jso=dl JI SVC zoliyy Joji ASA Ll ¥ Ui . Jsosl
aSuin J uslay b Wle il ol uoaivuall o>

.as il



eneral [Keep Installer on Client System: [T Inherit f+ Yes " Mo

BFVErS

dvanced Campression; ¥ Inherit ¢ Enable Disak
Datagram TLS: ¥ Inherit ¢ Enable Disak

I8 keepalive Messages: ¥ Inherit [~ Disable  Interval:

53lo ] o3 all s xess yitill 63l | Joall Juonas slac] o) Josall o slac] 5s i
38 oS _iolidVl il

QU090
eneral After successfully logging in, user can have the choice bo download the client software, or g
%ervers portal page, The Following setkings decides what will happen.
dvanced [~ Inherit
—5plit Tunneling
—IE Browser Proxy Posk Login Setting
=550 VPN Client

[F Do nok prompk user to n:hn:u:us%

ogin Setking
ey Regeneration
Dead Peer Detecti
ustarmization User has I seconds to chonse, ar Default Post Lagin Selection belowis bake
FH-IPsec Client

" Prompt user bo choose

Default Post Login Selection

" Go to Clientless S5L VPN portal

[ﬁ' Download S50 YPM Client j

SVl &l aaxs cl2lly dnherit ;LY &l ayass skl @8 (oslaidl 8sleY Lol Jwolall s

Sl cdgll Job e 590> usi Bl e GVl G pip.plisall > 85821 sae J35l9 Unlimited
) B9 Laily dnherit ,LisYl &l xaxs el @b (Loglail 65lel day b [l o pliaall ad oS,
6leY > 03lis] o5 1> 84 9l LI SSL 345 Loglall 6le] paskiass Ol Sar. SSL sl

.wo9laill
eneral Reneqgatiation Interval: [ Inherit [~ Unlimited | 30 minukes
Ervers
dvanced Renegotiation Methad: [~ Inherit ¢ Mone f* 5L  Mew Tunnel

—aplit Tunneling
—IE Browser Proxy
=551 WPM Client

agin Sekting

> a9 OK calnsb

|\"Currﬁguratiun > Remote Access YPH = Hetwork (Client) Access > Group Policies :|

Manage ¥PM group palicies, & ¥PM graup policy is a collection of user-oriented attributefvalue pairs that may be skared inter
externally on a RADIUSILDGP server, The group policy information is referenced by YPR tunnel groups and wser accounts,

d Add |+ [ Edit | T Delete |
Tvpe Tunneling Protocal

Mame
Internal LZTP-IPSec, IPSec, webvpn - M-

-

DfltGrpPolicy {System Default)



. 3180 i CLI
céls in order to wawa,< Jasiuwe Jxo<AAA setup<is; ¢ Remote Access VPN<JSuis o il .5
> a9 0K wsalnaly ssluser! Llu> Josiwe ya>

ges Add User Account

R

PM Paolicy

sername; | Issluserl

Password: Inwnnw

onfirm Password: Iff EREEH **l

[T User authenticated using MSCHAR

Member-of

add ==

Member-of:
Delete

Access Resktriction

Select one of the options below to restrick 4300, S5H, Telnet and Console access,

Maote: All users have network access, regardless of these settings.
f+ Full accessi(&50M, 55H, Telnet and Consale)
Privileqe level is used with cormmand authorization,

Privilege Lewvel: iZ ;I

" CLI login prompk Far 55H, Telnet and console (no AS0M access)

This setting is effective only if 488 authenticate console command is configured.
" Mo ASDM, S5H, Telnet or Consale access

This setting is effective only if 488 authenticate console command is configured.

e 9180 JuSuis CLI

iN o6 < dacgazxe Job AAA < >lac] AAA < (a=s ¢ Jowogll) Remote Access VPN< S o il .6
dosd _uodl go pasimall Lol Lo enable Jl Laxsy o (o dcgome Job wasill clac order to
J oYolxo
16




@unﬁguraﬁun > Remote Access VPH > AAA Setup > AAA Server Groups :l

AAA Server Groups

SErVEr Group | Prokocol | fccounting Mode | Reactivation Mode

@= Edit LOCAL Server Group x|

This Feature allows wou to specify the maximum number of Failed atkempts ta allow
before locking out and denving access ko the user, This limit is applicable anly
when the local dakabase is used For authentication,

[+ Enable Local User Lockauk

Maxinum Aktempts: | 16

oI, iZancel Help

I [

1980 JuSin CLI quboy 3 a=,9 OK cadlails .7

Juogs SSL VPN<iais (1)) éSp<Remote Access VPN< i o il gail dcgazo (o5 .8
b diSay (puwluwl rodll dode 5.88Igroup dcsazo (345 10> il in order to élol<olayogs
wouss ulgie o o3 .SSLGROUP puwly 38l dcgaxo duouty pd:xg90 8 oS & liygSill dasld
2o eMac dcgazo Ll " Lol,idYl dcganall g oo damisll dnild)l oo VPNPOOI &S, olgisll
dnslall o dcgomall

.dJ ool
§%& Add SSL ¥PN Connection Profile
; | Marme: [sslgrl:uup_l
#F-Advanced ;
Aliases: |
Authentication
Method: v adf (7 Certificate  Both
ABA Server Group:  |LOCAL *| Manag
|5 AlLIFEServer Group Fafls
Client Address Assigment
DHCP Servers: [
Client address Pools: |'.f|:|n|:n:u:l | Select
Default Group Policy
Group Policy: |client|;|mu|:| ;I Managi
S5L WPH Client Protocol: [ Enabled
Ik Cancel Help |

ad e leimall dcgazxall puwl puwl 33> JLasVl 6 )leiws clowl < SSL VPN Cyguill dodle
_le ,ailg sslgroup_users



= Add 55L ¥YPN Connection Profile

asic Portal Page Custormization: IDFItCustDmizatinn
dvanced

| Seneral iZ30 Alternate Group Policy: IIZJI:II:Gr|:|F'|:|Ii|:3f
:Etiﬂ;:ﬁi;s:ng [~ Enable the display of Radius Reject-Message an th
—Aukharization

| Accounting Connection Aliases

g% Add Connection Alias x|

ﬂ.lias:UssIgrnup_users J
[+ Enabled

Ik I Zancel | Help

g Add | [ Delete
lailo . §9lso
1980 JuSuin CLI guloy U5 22,9 OK i

oo b ol 49,0 &S, Wi 8acld nat LS ,> adlio]<éacld nat<alos> Hlan<JiSuis o i3l NAT (05 .9
ulsic )5 o w5 wiS gilaiwy dd> [l aSuill
172.16.1.5

g% Add Dynamic NAT Rule

Original

Interface: Iinsi-:le

1«

Source:; Iany

Translated

Select a global pool For dynamic translakion,

Poal ID Interface Addresses Pool
1] (outbound) Same as original address (identity)
) {il |tlun.|| |d]i L= |1 |=ara fn g 1 (= Ell:lljr'E-'SS |:il:|E!I'I|:i|:':.":|
1 O 172.16.1.5
al9

999 »43l9.0K (999
.OK
Configuration > Firewall = HAT Rules C

), Find Diagram = Packet Trace

g Add - [ Edit ﬂDelete‘ + & | 3 B’ -

Criginal

* Twpe

Source Deskination Service Interface

[=l inside {1 Cvnamic rules)
11 n -
1 13 Crynarmic &P any outside =




S0 JiSis CLI gulny dslnslo
VPN sae I a3l éSpidl oo sx512)l Qb 49,0 45,5 nat slac] ¢ueSi a8
ci scoasa(confi g) #access-1list nonat permit ip 10.77.241.0 192.168.10.0
ci scoasa(confi g) #access-1list nonat permit ip 192.168.10.0 10.77.241.0
ci scoasa(confi g)#nat (inside) 0 access-list nonat

ASA CLI 055

(Cisco ASA 8.0(2

ci scoasa(confi g) #show running-config
Saved :

(ASA Version 8.0(2
|
host nane ci scoasa
donai n- nane defaul t. domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
nanes
|
interface Ethernet0/0
nanei f inside
security-level 100
i p address 10.77.241. 142 255. 255. 255. 192
|
interface Ethernet0/1
narei f outside
security-level 0O
ip address 172.16. 1.1 255.255.255.0
|
interface Ethernet0/2
shut down
no nanei f
no security-Ieve
no i p address
|
interface Ethernet0/3
shut down
no nanei f
no security-Ieve
no i p address
|
i nterface Managenent 0/ 0
shut down
no nanei f
no security-Ieve
no i p address
|
passwd 2KFQhbNI dI . 2KYQU encrypt ed
boot system di skO:/asa802-k8. bin
ftp node passive
clock timezone I ST 5 30
dns server-group Defaul t DNS
domai n-nane default. domain.invalid
access-list split-tunnel standard permit 10.77.241.128
255.255.255.192
ACL for Split Tunnel network list for encryption. ---!
access-list nonat permt ip 10.77.241.0 192.168.10.0
access-list nonat permt ip 192.168.10.0 10.77.241.0 !--
- ACL to define the traffic to be exempted from NAT.




pager |ines 24 |ogging enabl e | oggi ng asdm i nformati ona
mu inside 1500 ntu outside 1500 ip local pool vpnpool
192.168.10.1-192.168.10.254 mask 255.255.255.0

The address pool for the Cisco AnyConnect SSL VPN ---!
Clients no failover icnp unreachable rate-limt 1 burst-
size 1 asdm i mage di skO:/asdm 602. bin no asdm hi story
enabl e arp tinmeout 14400 global (outside) 1 172.16.1.5

The global address for Internet access used by VPN ---!
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range
provided by your ISP. nat (inside) 0 access-1list nonat
The traffic permitted in "nonat" ACL is exempted ---!
from NAT. nat (inside) 1 0.0.0.0 0.0.0.0

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
dynani c- access-policy-record Dfl t AccessPolicy
http server enable
http 0.0.0.0 0.0.0.0 inside
no snnp-server | ocation
no snnp-server contact
snnp-server enabl e traps snnp authentication |inkup
I'i nkdown col dstart

no crypto isaknp nat-traversa
telnet tineout 5
ssh timeout 5
consol e timeout O
threat - detecti on basic-threat
threat-detection statistics access-1|ist

|
cl ass-map i nspection_defaul t

mat ch defaul t-inspection-traffic

|

!
policy-map type inspect dns preset_dns_nap
paraneters

message- | ength maxi num 512
pol i cy-map gl obal _policy

cl ass inspection_default

i nspect dns preset_dns_map

i nspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect net bi os

i nspect rsh

i nspect rtsp

i nspect ski nny

i nspect esntp

i nspect sql net

i nspect sunrpc

i nspect tftp

i nspect sip

i nspect xdnctp




service-policy global _policy globa
webvpn
enable outside

Enable WebVPN on the outside interface svc image ---!
disk0:/anyconnect-win-2.0.0343-k9.pkg 1

Assign an order to the AnyConnect SSL VPN Client ---!
image svc enable

Enable the security appliance to download SVC ---!
images to remote computers tunnel-group-list enable

Enable the display of the tunnel-group list on the ---!
WebVPN Login page group-policy clientgroup internal

Create an internal group policy "clientgroup" ---!
group-policy clientgroup attributes
vpn-tunnel-protocol svc

Specify SSL as a permitted VPN tunneling protocol ---!
split-tunnel-policy tunnelspecified
split-tunnel-network-list value split-tunnel

Encrypt the traffic specified in the split tunnel ---!
ACL only webvpn
svc keep-installer installed

When the security appliance and the SVC perform a ---!
rekey, they renegotiate !--- the crypto keys and
initialization vectors, 1increasing the security of the
connection. svc rekey time 30

Command that specifies the number of minutes from ---!
the start of the !--- session until the rekey takes
place, from 1 to 10080 (1 week). svc rekey method ssl

Command that specifies that SSL renegotiation takes ---!
place during SVC rekey. svc ask none default svc

username ssluserl password ZRhW85jZgEaVd5P. encrypted

Create a user account "ssluserl" tunnel-group ---!
sslgroup type remote-access

Create a tunnel group "sslgroup" with type as ---!
remote access tunnel-group sslgroup general-attributes
address-pool vpnpool

Associate the address pool vpnpool created default- ---!
group-policy clientgroup

Assoclate the group policy "clientgroup" created ---!
tunnel-group sslgroup webvpn-attributes
group-alias sslgroup_users enable

Configure the group alias as sslgroup-users pronpt ---!
host nane cont ext

Crypt ochecksum af 3c4bf c4f f c07414c4df bd29c5262a9 : end
#(ci scoasa(config

SVC plaziwl SSL VPN Jlail elis]




:ASA g0 Juogi SSL VPN cals steps in order to 13® cusl

L) ol o, 9 ASA o awvolxJl WebVPN dg>lg, Lol IP Glgic 9i URL ulgic J.>.>| A
https://url
9l
. <https://<IP address of the ASA WbVPN interface
= WebVPN Service - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

QEack - ﬂ ﬁ ;‘ j.-x*' Search “:ﬁr’ Favarkes {7“! [v _1_#_ ":i

Addres: .EI hittps: /172,161, 1/ +webyvprefinde:x, kil

Cisco SvsTems

- WebVPN Service

Please enter your usemames and password.
USERNAME: | |
PASSWORD: |

GROUP: ssigroup_users v|

Login Clear

98 LS @ouuinll aoslall oo dylaall cicgamo Loyl i3l .cly Lwoll 49,0)l dalS9 pasiuusl] pul 351 .2
Login
Flease enter your username and password.

USERNAME: ::zluser
PASSWORD: llllllll|
GROUP: sslgroup_users v
5350 135 gin Login Clear s
el SSL VPN JI ol Jid
-Jwogi




'éll'gélt;' Cisco AnyConnect VPN ClI

@ ¥PN Client Downloader

Please wait while the YPM connection is established.

e o

Cancel :

|He|p| | Cancel |

ol 3,30 H Y 13D L8l SVC Jyji Jid isuaSIl (8 ActiveX ol el oy alasM
JlasVl



.élll.‘:élt;. Cisco AnyConnect VPN

E@ weblLaunch Connection Established
The Cisco AnyConnect WPN Client has successfully
Platform connected.
Detection The connection can be controlled from the tray icon,

- ActiveX circled in the image below:

" L 11:43F

- Connected
Cancel

& anwconnect - Paint

pleall Lo 3 selay s3I Jaall §g el 3



#2 Cisco AnyConnect VPN Client |:||E”l

% EDHHEEHDH:I| O Statistics | & About |

T
CISCO

| Disconnect |

35,9 oYl 13 gla, EF‘I‘-.I session established. :I iouaSJL
Il Log ASA dauwlg cpu=all IP ylgic ¢ 192.168.10.1 (Jlodl Juw e .SSL Jlail Jg> wlogleo



#2 Cisco AnyConnect YPN Client

| % Connection | (i) 5tﬂti3tiﬂ3:‘| =3 About|

I
CISCO

Tunnel State: Connected
Client &ddress: 192.168.10.1
Server Address: 1721611
Bytez Sent: 23461
Bytez Recerned: 1111
Time Connected: 00:04:51
| Details... |
YPM session established, s

cisco Jl 6390 13® s )
a2uo g ) AnyConnect VPN



#2 Cisco AnyConnect VPN Client

aﬁ\ Connection | €9 Statistics| I% About ||

T
CISCO

Cizco AnyConnect WPM Client Verzion 2.0.0343

Copyright 2007 Cizco Systems, [nc. All Rights Reserved

Thiz product includes zoftware developed by the
Open55L Project for uge in the OpenS5L0L Toolkit:
hittp: £ fwaany openszl.ong

WPR cazcinn ectahliched .&qghzo

2o Sy oueSil Jac 4T punsl] 138 paciuwl

2,2 (OIT) 23Vl a2 io 6131 pasiuwl .ShOW Lolol aes (lnad ulrualleNazl)) 213V p o 6131 acs
. Show oVl 2,50 >

.ai9gaJl ASA 6 515 9 d;%all SVC g0 Lo ,2, —show webVPN svc
ci scoasa#show webvpn svc
diskO:/anyconnect-win-2.0.0343-k9.pkg 1 .1

+Cl SCO STC wi n2k

2,0,0343

Mon 04/ 23/ 2007 4:16:34.63

SSL VPN Client(s) installed 1

.aJIJI SSL wlail Jg> wlogleall o 2, —show vpn-sessiondb svc -

ci scoasa#show vpn-sessiondb svc
Sessi on Type: SVC

User name . ssluserl | ndex c12


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

o duwl> WebVPN _JIxJl &8 ,¢ in order to dwl><cla>] monitore>VPN>VPN o i3 ASDM 6

Assigned | P 192.168.10.1 Public IP 192.168.1.1
Pr ot ocol Clientless SSL-Tunnel DTLS-Tunnel

Encryption RC4 AES128 Hashi ng SHA1

Bytes Tx 194118 Bytes Rx 197448

G oup Policy : clientgroup Tunnel Group : sslgroup
Login Tinme 17:12: 23 | ST Mon Mar 24 2008

Dur ati on Oh: 12m 00s

NAC Resul t Unknown

VLAN Mapping : NA VLAN none

dalie wlegozol a4ugSs o5 SV leiwall pwdl Lo ,2—show webVPN group-alias

ci scoasa#show webvpn group-alias

Tunnel G oup: sslgroup G oup Alias: sslgroup_users enabled

.

JI
ASA
Monitoring > VPH > WPH Statistics > Sessions
Sessions
Remoke S5L VPN
Ske-ko-Sike E-rnail Proc YPN Load Balanci 1
Access Clientless | with Client | Total L =
0 0 0 0 0 0 0
Filter By: | EERG I L ~ | |- Al Sessions -- =l Filker |
Isarname Group Palicy Protacal Lagin Time Biyt
IP Address Connection Encryption Dur akicn Byt

ssluserl

clientgroup

192.168.10.1

sslgroup

le>Molg eliasVl OLiSiwl

Le>Woly oSl elias] GliSiwy lgolasiuw! liSay ologles pumall 13D 9,

username JI J awl> SSL VPN JI u,9x, ol ol — <VPN-sessiondb logoff name <username .1

SvC

ol

ci scoasa#vpn-sessiondb logoff name ssluserl

Do you want to |ogoff the VPN session(s)? [confirn] Y

INFO: Number of sessions with name "ssluserl" logged off : 1
Ici scoasaf#fCalled vpn_remove_uauth: success
webvpn_svc_np_ tear_down: no ACL
webvpn_svc_np tear_down: no IPv6é ACL
(np_svc_destroy session(0xB000

SVC Joe clul> gio> clg:V vpn-sessiondb logoff sve oVl plasiuw] Sy « Jiall
SSL VPN Jlail elgl oSy «oluwdl 91 shsiwVl g9 I souaSIl Jas! 15] radasVo .

webvpn_rx_data_cstp
webvpn_rx_data_cstp: got message

message: t/s=5/16: Client PC is going into suspend mode (Sleep, Hibernate, e
(tc
!Called vpn_remove_uauth: success

webvpn_svc_np_ tear_down: no ACL
webvpn_svc_np tear_down: no IPv6é ACL
(np_svc_destroy session(0xA000



ci scoasa#show vpn-sessiondb svc
INFO There are presently no active sessions

sl elivy _leall edg)l (5 WebVPN olasi ,8g, —<debug webVPN svc <1-255 .

Ci scoasa#debug webvpn svc 7

webvpn_rx_dat a_t unnel _connect
CSTP state = HEADER PROCESSI NG
()http_parse_cstp_net hod
"input: ' CONNECT /CSCOSSLC/ tunnel HTTP/1.1..
()webvpn_cstp_parse_request_field
"input: 'Host: 172.16.1.1..
'Processing CSTP header line: 'Host: 172.16.1.1
()webvpn_cstp_parse_request_field
"input: 'User-Agent: C sco AnyConnect VPN Client 2, 0, 0343..
Processi ng CSTP header line: 'User-Agent: G sco AnyConnect VPN Cient 2, 0, 0343

"Setting user-agent to: 'Ci sco AnyConnect VPN Client 2, 0, 0343
()webvpn_cstp_parse_request _field

i nput: ' Cookie: webvpn=16885952@2288@206098825@251883E8625B92C1338D631B08B. .
' 7D75F4EDEF26
Processi ng CSTP header line: 'Cookie: webvpn=16885952@12288@206098825@?251883E8
' 625B92C1338D631B08B7D75F4EDEF26
Found WebVPN cooki e: 'webvpn=16885952@12288@1206098825@251883E8625B92C1338D631B
' 08B7D75F4EDEF26
WebVPN Cooki e: ' webvpn=16885952@12288@L 206098825@?251883E8625B92C1338D631B08B7D7
' 5GF4EDEF26
()webvpn_cstp_parse_request _field

"input: ' X-CSTP-Version: 1...
' Processi ng CSTP header |ine: 'X-CSTP-Version: 1
"Setting version to '1
()webvpn_cstp_parse_request _field

"input: ' X-CSTP-Hostname: tacweb...
' Processi ng CSTP header |ine: 'X-CSTP-Hostnane: tacweb
"Setting hostnanme to: 'tacweb
()webvpn_cstp_parse_request_field

"input: ' X-CSTP-Accept-Encoding: deflate; gq=1.0...
' Processi ng CSTP header |ine: 'X-CSTP-Accept-Encoding: deflate;q=1.0
()webvpn_cstp_parse_request_field

"input: 'X-CSTP-MIU. 1206..
' Processi ng CSTP header line: 'X-CSTP-MIU. 1206
()webvpn_cstp_parse_request_field

"input: ' X-CSTP- Address-Type: |Pv4..
' Processi ng CSTP header |ine: 'X-CSTP-Address-Type: |Pv4
()webvpn_cstp_parse_request_field

i nput: ' X-DTLS-Master-Secret: CE151BA2107437EDESECAF5EE6AEBAC12031550B1812D40. . .
' 642E22C6AFCB9501758FF3B7B5545973C06F6393C92E59693
Processi ng CSTP header line: 'X-DTLS-Master-Secret: CE151BA2107437EDESECAFSEE6AE
' BAC12031550B1812D40642E22C6AFCB9501758FF3B7B5545973C06F6393C92E59693
()webvpn_cstp_parse_request _field

"input: ' X-DTLS-C pher Suite: AES256- SHA: AES128- SHA: DES- CBC3- SHA: DES- CBC- SHA. . .
Processi ng CSTP header line: 'X-DTLS-Ci pherSuite: AES256- SHA: AES128- SHA: DES- CBC3
' SHA: DES- CBC- SHA-
Val idating address: 0.0.0.0
CSTP state = WAl T_FOR_ADDRESS
webvpn_cst p_accept _address: 192.168.10.1/0.0.0.0
CSTP state = HAVE_ADDRESS

No subnet mask... must calculate it
SVC: NP setup
(np_svc_create_sessi on(0x3000, O0xD41611E8, TRUE
webvpn_svc_np_setup
SVC ACL Name: NULL



SVC ACL ID: -1

SVC ACL ID: -1

I'vpn_put _uaut h success

SVC | Pv6 ACL Nane: NULL

SVC IPv6 ACL ID: -1

SVC: adding to sessngnt

SVC:. Sendi ng response

Unable to initiate NAC, NAC m ght not be enabled or invalid policy
CSTP state = CONNECTED

webvpn_rx_data_cstp

webvpn_rx_data_cstp: got internal mnessage

Unable to initiate NAC, NAC m ght not be enabled or invalid policy

8ol 8 wlaoVl Jo,el sose < lall edgll 9 ol Jojle < o < @8lyo i3l ASDM 5 .
l=all

File ‘Wiew Tools  Wizasrds  Window Help Look Far: |
oy o~ Forw, e

@) rome & configration [ -] Monitering|| | save (¥ refresh| ) sask ([ Forvard| D rei
| Logging & B ¥ | Monitoring > Logging > Real-Time Log Viewer

S [To AT | RealTimeLog Viewer

% —{5] Log Buffer

(=]
il Click the Yiew button below to start deplaving syslog messages in real bme, Select the

desired logging level ko see messages at thak sewverity or higher,

loganglLevel:  [Debugaing =1

Buffer Lifmik: 1000

,lall 5le> plaiwly SSL Jac duwl> clisl pi ail Jlial 13 pios,

ﬁ- Real-Timwe Log Wiewer - 10.77.241.142 ;IEI.

Fia Tools ‘#ndow  Help

00 Pause | 53 Copy | Save By Clear | P! Color Settings | $% Create Rus J5) Show Ruls ||(E) Show Details| 2 Help

Fiker By =] BeFiter @ Show sl |Find: | a
Severty | Date | Time | Sydlogio | Sowce | Destinatin |
i 6 Mar 21 2008 20:03:36 725007 10.77.235,74 551 geszian with dient ingde: 10,77, 233,74/ 1026 terminated,

L6 Mar 21 2008  20:03:35 106015 10.77.235.74 10.77.241. 142 Dy TR (o conrection] Fram 10,77, 235,74 1026 ba 10.77.241 . 142 /¢4
i 6 Mar 21 2008 2000335 302014 10.77.2353.74 10.77.241. 142 Teardown TOP connection 700 for nside: 10,77, 233, 74/1026 ba MNP [denti
]

i Mar 21 2008  20:0%:35 605005 0.0.0.0 0.0.0.0 Legin permitbed from 00,000 026 ba irside: 0.0 00 R Far user "enshh
(A 6 [Mer 21 2008 _J20:0 233,74 evice completed S, hendshake wth dient inside: 10.77,233, 741026
Le Mar 21 2008 | 20:03:35 725003 10.77.233.74 5L client irside: 10, 77,233, 741026 request to resume previows s=ssian,
L& Mar 21 2008 |20:03:35 725001 10.77,233,74 Starking 551 handshake with cient inside: 10.77,233, 741026 Far TLSv 56
L6 Mar 21 2008 20:03:35 302013 10.77,233,74 10.77,241,142 Buik inbound TOP connection 700 For inside: 10, 77233 741026 (10,7723
4 |
——— -
FoASA-E-TIIOS Fﬁﬁcomp]ctcﬂ G5L handshake with rewofe_fderimeimarfoce_mame [P addrasalport
— e
-
y
The 351 handshake has completed successfully with the remote device. ey

—— —
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