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= Add Internal Group Policy

Matme: | In::lientgrnup
PSec | Cliert Configuration | Clisrt Fireweall | Hardware Cliert | MAG | vk

Check an Inkherit checkbox 1o let the corresponding setting take itz value from the default group policey .
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= Edit Internal Group Policy: clientgroup

Marme: ln::lierrtgrl:uup

General | IPSes £ Cient Configuration | Client Firewall | Hardware Client | Nac | wisbven |

Check an Inhetit checkbox tao let the carresponding zetting take itz value from the default group palicy.

eneral Client Parameters I Cizco Client Parameters I hicrozoft Client Parameters I
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i= Edit Internal Group Policy: clientgroup

Matme: in::lientgrn:lup

General | IPSes f Client Configuration)| ciert Firswall | Hardware Client | Hac | wibven |

Check an Inherit checkbox to let the corresponding setting take itz value from the default group palicy .

General Client Parameters l Cisco Client Parameters ! Wicrozoft Client Parameters
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=
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f= Edit Internal Group Policy: clientgroup

Mame:  |clientgroup
eneral | IPSec | Coent Configuration | Cliert Firewsil | Hardware Client | NaC

Configura YVskhVvPN attributes wsing the following tabs |
Check an Inherit checkbox to let the corresponding setting take &= walue from the default group policy.

Functions | Contert Fittering | Homepage | Port Forvwarding | Cither | Auto Signot |

Use SSL VPN Cliert: ™ Inkherit T Always " Never

Keep Installer on Client System: [ Inherit " N

Compression ¥ Inherit " Enabie {" Disatie
Keepalive Messages: [+ Inherit I~ Enalbie [Fiterws] Ii S =letalg ]
Key Rensgotiation Settings

Renegotistion Interwval: ™ nherit

Rensgotiation Method: I nherit

—Dead Peer Detection

Gateway Side Detection: ¥ Inhertt I Enabie Ity SO

Client Side Detection: ¥ nherit I Erehie IFterss SECOFIE
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A= Add Tunnel Group

Marme; |Isslgrnup | Type: ||Wehvp%

eneral | Wieh PR |

Configure general access attributes from the following sub-tabs.

.ﬂ-.uther'din:atinnl Autharization An:n:u:uuntingl Client Addrezs Azsignment | Advanced

roup Palicy:

[ cliertgroup ]
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&= Add Tunnel Group

Marme: isslgrnup Type:  webvpn

WiekAPH |

Configure general accesz attributes from the followwing sub-tabs.

Eiaain::l .ﬂ-.uther'rtin:atin:un! Authorization | Accounting [':"Eﬂt Addrezs Assignment I Acvanced

To zpecity whether to use DHCP or address pools for address assignment, go to Configuration = %Pk
= |P Addrezz Management = Azsignmett.

rDHCP Servers -

IF Address: i

ra&ddress Pools -
To configure interface-specific address poals, goto the Advanced tab.

Available Pools Azzigned pools

(Add == ] ||

9 leimall pwdl puwl LiST URL ¢,59licg 6)leimall olegazall slowl < WebVPN (gl dode 9
Jiuss axso (9 olegazall clowl daaild (9 eln, alex)<< @l Lailg doleoll g0

Jo=all
Zeneral | VebPM .|

Configure WebPN access attributes from the following sub-tabs.

Basic | NetBIOS Servers [Group alisses and URLs | b page |

iEroup Aliases —

Alias:

¥ Enable
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== Remove

1 S0 JiSin CLI. gaday <l 22,9 OK cuslaslb
a1l &Sl o sl ol 9,0l &S, (S,> nat sacld<adlio]<adlio|<nat< i o isINAT (4085 .8
ulgic 25 2o o> 5 WS galaiun Ol



@ Add Dynamic NAT Rule

-Real Address

Irterface: Iinside ll

IP Address: 0.0.0.0 R J
Metmask:  10.0.0.0 =]

rDynamic Transkation -

Interface: Iu:uutside _ﬂ

dp add [ Edit [[] Delete

[ SElect Fool L SAUFEEEES Fool

iz B 1721615

MAT Options. .. |

ialaalog ok dalasl Ok I Cancel Help 1721615
190 JuSiis CLIL duu )l dxaall (9 (3doy
9 VPN Uwae JI @zl éSuidl ¢po 025l=)l olll 49 0 aS =) nat elac| 950 09

ci scoasa(confi g) #access-1list nonat permit ip 10.77.241.0 192.168.10.0
ci scoasa(confi g) #access-1list nonat permit ip 192.168.10.0 10.77.241.0
ci scoasa(confi g) #nat (inside) 0 access-list nonat

CLI plaziwl (ASA 7.2(2 :,eSill

(Cisco ASA 7.2(2

ci scoasa#show running-config
Saved :

(ASA Version 7.2(2
!
host nane ci scoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!
interface Ethernet0/0
nanei f inside
security-level 100
ip address 10.77.241. 142 255. 255. 255. 192
!
interface Ethernet0/1
narei f outside
security-level 0O




ip address 172.16. 1.1 255.255.255.0
|
interface Ethernet0/2
shut down
no nanei f
no security-Ieve
no i p address
|
interface Ethernet0/3
shut down
no nanei f
no security-Ieve
no i p address
|
i nterface Managenent 0/ 0
shut down
no nanei f
no security-Ieve
no i p address
|
passwd 2KFQnbNI dI . 2KYQU encr ypt ed
ftp node passive

access-list split-tunnel standard pernmit 10.77.241.128
255. 255. 255. 192

ACL for Split Tunnel network list for encryption. ---!
access-list nonat permit ip 10.77.241.0 192.168.10.0
access-list nonat permit ip 192.168.10.0 10.77.241.0 !--
- ACL to define the traffic to be exempted from NAT.
pager lines 24 ntu inside 1500 ntu outside 1500 ip local
pool vpnpool 192.168.10.1-192.168.10.254

The address pool for the SSL VPN Clients no ---!
failover icnp unreachable rate-limt 1 burst-size 1 asdm
i mage di sk0:/asdm 522.bin no asdm history enable arp

ti meout 14400 global (outside) 1 172.16.1.5

The global address for Internet access used by VPN ---!
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range
provided by your ISP. nat (inside) 0 access-1list nonat
The traffic permitted in "nonat" ACL is exempted ---!
from NAT. nat (inside) 1 0.0.0.0 0.0.0.0

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00 ngcp-pat 0:05:0

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
. si p-di sconnect 0:02

ti meout uauth 0:05:00 absol ute

group-policy clientgroup internal

Create an internal group policy "clientgroup". ---!
group-policy clientgroup attributes
vpn-tunnel-protocol webvpn

Enable webvpn as tunneling protocol. split-tunnel- ---!
policy tunnelspecified
split-tunnel-network-list value split-tunnel




Encrypt the traffic specified in the split tunnel ---!
ACL only. webvpn
svc required

Activate the SVC under webvpn mode. svc keep- ---!
installer installed

When the security appliance and the SVC perform a ---!
rekey, !--- they renegotiate the crypto keys and
initialization vectors, !--- and increase the security
of the connection. svc rekey time 30

Command that specifies the number of minutes !--- ---!
from the start of the session until the rekey takes
place, !--- from 1 to 10080 (1 week). svc rekey method
ssl

Command that specifies that SSL renegotiation !--- ---1!
takes place during SVC rekey. username ssluserl password
ZRhW85jZgEavVd5P. encrypted

Create an user account "ssluserl". aaa local ---!
authentication attempts max-fail 16

Enable the AAA local authentication. http server ---!
enable http 0.0.0.0 0.0.0.0 inside no snnp-server

| ocation no snnp-server contact snnp-server enable traps
snnp aut hentication |inkup Iinkdown col dstart tunnel-
group sslgroup type webvpn

Create a tunnel group "sslgroup" with type as ---!
WebVPN. tunnel-group sslgroup general-attributes
address-pool vpnpool

Associate the address pool vpnpool created. ---!
default-group-policy clientgroup

Associate the group policy "clientgroup" created. ---!
tunnel-group sslgroup webvpn-attributes

group-alias sslgroup_users enable

Configure the group alias as sslgroup-users. telnet ---!
timeout 5 ssh tineout 5 console tineout 0 ! class-map
i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map paraneters
nmessage-| ength maxi mum 512 policy-map gl obal _policy
cl ass inspection_default inspect dns preset_dns_nap
i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os i nspect rsh inspect rtsp inspect skinny inspect
esntp inspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
webvpn
enable outside

Enable WebVPN on the outside interface. svc image ---!
disk0O:/sslclient-win-1.1.4.179.pkg 1

Assign an order to the SVC image. svc enable ---!

Enable the security appliance to download !--- SVC ---!
images to remote computers. tunnel-group-list enable




Enable the display of the tunnel-group list !--- on ---!
the WebVPN Login page. pronpt hostnane context

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end
#ci scoasa

SVC plaziwl SSL VPN Jlail elis]

ASA g0 SSL VPN Jlasl clisy clglazll 01 JaSl

98 LS iy sl Lo,2ius 9 ASA J WebVPN dg>ls, Lokl IP Glgie 9l URL ylgie wisl .1
https://url
9l
_ <https://<IP address of the ASA WebVPN interface

File Edit  Miew Favorikes Tools Hel

@Eﬂd"’. - _,JI Ii.h' ﬁ :] f.. ! Search ‘;:I_-F.”FEI'-'DHIIBS @ I '_' f E ﬂ

Gj https f172.16. 1.1 +webypn-+findss:, bt "

Address

Cised SesTEms

- WebhVPN Service

Flease enteryour username and password.
USERNAME: |
PASSWORD: | -

GROUP: i-sslgrnup_usem -

.ih"'l Fiana O o e

98 LS @douioll daailall o W dbliall dcgazall i3l a3 49 ,0)l dalS9 pasiwmall pwl 351 .2



Flease enter your username and password.
USERNAME: |ssluser]
PASSWORD: ssssssss| |

GROUP: sslgroup_users v

_ Login 1 Clear |

2090

File Edit Miew Favoritkes Tools  Help

il — il
- - | b ] (= o i o
@ Back. b J I HL| LELI | Search .'.'x'\:'.; Favarites '%:i

Address féj https:if172.16.1, 1 /CACHE/ skef1 finde:x . html

Ristd STSTIME

. SSLVPN CUENT forWEBVPN

The installer is downloading the Activel,
Please wait...

Useful Tips

.SVC
SSL Jlasl clisl Jd oLyl 0id gl 4

Rised STETEMS

PR, SSLVPN CLENT forWEBVPN

Please wailt while the 55L VPH connection is
establishecl.

VPN
ol 3,200 8lgill 03® e Jowall diSsy .5




jr;' Cisco Systems SSL ¥PN Client

The S5L WPM connection has been established.

Jo> ologles _lasi Ll olylbYl 0id Leh iguastl plgo Jay i L5 ek, sl oVl plisll
172.16.1.1 ulois) IP p3l2ly Jsasll ol IP olgic o 192.168.10.1 (Jliall Juw e .SSL Jlas
aansiiiol] gaill JuasVl So

|39 A

o Cisco Systems 55L VPN Client

Gngcn STETEMS

SSLVPN CLENT for WEBVPN

Sialisfics’| Route Details | About |

..........................

Recycle B

= =

Address Information | S55L Information
Server 1721611 Cipher: ADES SHAA
Client: 132.168.101 Yerzion: TLS1
Bytes Tranzport Information
Sent: 2087 Local LAM: Dizabled
Received: 3410 ( Split Tunneling: E nal:nle::l_:
Frames Connection Information
Sent; 35 Tirne: 000024
Received: 12

LIl
Sod ,ail .6

" Ciose

9>

Jsos)l daild o dSuidl 4a3ld yjis piys (SSL alawles B wiiss pisw Ll dio¥l aSuidl oo gazill L]
Il Jsog)l SSL VPN o ¢p08s (Jliall 13D (9. ASA (5 leingSs o il puiiall Gaill e
e L] oy ¥9 5,391 S lill 49,0 45,5 gaa> i aiy Y laiy 24/10.77.241.128



# Cisco Systems 55L VPN Client

GIses SYSTEME

. SSLVPN CuENT for WEBVPN

Local LAN Routes Secure Routes

Metwork | Subnet Mazk | Metwork | Subnet Mask |
1077.241128 255255255,

# Cisco Systems 55L VPN Client

Gisen SvsTEMS

M. SSLVPN CLENT forWEBVPN
5tati3tic3] Route Details 1

Cisco SYsTeMs

SSLVPN CLIENT
. for WEBVPN

“erzion1.1.4.179

Create a fully secure connection
anywhere anytime

SECURE REMOTE ACCESS.INOW.

& Copyright 2004-2008 Cisco Systems, Inc. All nghts reserved. Cisco, Cisco Systems
and the Cisco Systems Logo are registered trademarks of Cisco Systems, Inc. andfor
its affiliates in the United States and cerain other countries.
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w22 (OIT) 2L,3Vl a2 i 8151 pazkiwl .ShOW Lolol Lasy (Jaad ulxualleNasl)) 2151 p> is 6131 ac
. show oVl 2,50 il

.ai9g0Jl ASA 6,515 9 & %all SVC g0 o2 —show webVPN svc
ci scoasa#show webvpn svc
disk0:/sslclient-win-1.1.4.179.pkg 1 .1

Cl SCO STC wi n2k+ 1.0.0

1,1,4,179

Fri 01/18/2008 15:19:49. 43

SSL VPN Client(s) installed 1

aJIJI SSL wlail Jg> wlogleall Lo 42, —show vpn-sessiondb svc

ci scoasa#show vpn-sessiondb svc

Sessi on Type: SVC

User nane . ssluserl

I ndex 1

Assigned IP : 192.168.10.1 Public IP : 192.168.1.1

Pr ot ocol . 8svc Encryption . 3DES

Hashi ng . SHA1l

Byt es Tx : 131813 Byt es Rx . 5082

(Adient Type : Mzilla/4.0 (conpatible; MSIE 6.0; Wndows NT 5.1; SVi
Cient Ver . Cisco Systems SSL VPN Client 1, 1, 4, 179

Group Policy : clientgroup
Tunnel Group : sslgroup

Login Tinme . 12:38:47 UTC Mon Mar 17 2008
Dur ation : 0Oh: 00m 53s
Filter Nanme

aalize wlegoxo) aigSs pi S leiwoll awdl Lo ,2—show webVPN group-alias
ci scoasa#show webvpn group-alias
Tunnel G oup: sslgroup Goup Alias: sslgroup_users enabled

Sl Jg> cale in order to dauwl><VPN<clila>| monitore>VPN>VPN o 31 ASDM
JI S dwl> WebVPN
ASA

iondonng = ¥PH = WP Statistics = Sessions

EHEY VPN Connection Graphe : Sessing
"‘T FZec Turnels Remnols Total
o s e LAN--LEN WuskvPN | S5LwPNCIane | E-nal Proy Tt e
VP Stetiztice n ; . . : .
- Cpypio Stetistics

Compression Statieti
Encryption Statistics

Fitar
Gokel IKEIPSen Shed
g o
s 5:45-:]::;“: LSsITaMme Graup Palcy Protocol Login The Detais
frofocol Slalishcs B Adikass . TuapEl oL Erciy plice Cigpsbioe
L gEhiser cherlgroug & .
B oo Sebstics — SnICLL
Fing

Le>Nolg cllas VI BLiSiwl

LMool (oSl eliaz] BlisSiwY lgolasinwl liSay ologleo pumill 13D 9,

username JI J auwl> SSL VPN JI o9, ol ol —<VPN-sessionDB logoff name <username .1
o


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Cci scoasa#vpn-sessiondb logoff name ssluserl

!Called vpn_remove_uaulth: success

webvpn_svc_np_tear_down: no ACL

NFO: Number of sessions with name "ssluserl" logged off : 1

SVC Jac olul> o> clgY vpn-sessiondb logoff sve oVl plasiw] cliSey «Jiall
.SSL VPN Jlasl elg] o,Soy «buw¥l 9l slasiwVl &9 J siguaSIl Jauil 13] :da>No .

webvpn_rx data_cstp

webvpn_rx_data_cstp: got message

(SVC message: t/s=5/16: Client PC is going into suspend mode (Sleep, Hibernate, etc
ICalled vpn_remove_uauth: success

webvpn_svc_np_tear_down: no ACL

ci scoasa#show vpn-sessiondb svc
INFO There are presently no active sessions

sl elisy _leall cdg)l (5 WebVPN lasi ,8g,<debug webVPN sve <1-255 .

C scoasa#debug webvpn svc 7

ATTR _CI SCO AV_PAIR got SVC ACL: -1
webvpn_rx_dat a_t unnel _connect
CSTP state = HEADER PROCESSI NG
()http_parse_cstp_net hod
"input: ' CONNECT /CSCOSSLC/ tunnel HTTP/1.1...
()webvpn_cstp_parse_request _field
"input: 'Host: 172.16.1.1...
'Processing CSTP header line: 'Host: 172.16.1.1
()webvpn_cstp_parse_request _field
"input: 'User-Agent: Cisco Systenms SSL VPN Client 1, 1, 4, 179...
, Processi ng CSTP header line: 'User-Agent: G sco Systens SSL VPN Cient 1, 1, 4
'179
"Setting user-agent to: 'Cisco Systenms SSL VPN Client 1, 1, 4, 179
()webvpn_cstp_parse_request_field
"input: ' X-CSTP-Version: 1...
' Processi ng CSTP header |ine: 'X-CSTP-Version: 1
"Setting version to '1
()webvpn_cstp_parse_request_field
"input: 'X-CSTP-Hostname: tacweb...
' Processi ng CSTP header |ine: 'X-CSTP-Hostnane: tacweb
"Setting hostnanme to: 'tacweb
()webvpn_cstp_parse_request_field
"input: ' X-CSTP-Accept-Encoding: deflate; gq=1.0...
' Processi ng CSTP header |ine: 'X-CSTP-Accept-Encoding: deflate;q=1.0
()webvpn_cstp_parse_request_field
i nput: ' Cookie: webvpn=16885952@ 0@ 205757506@4886D33FBF1CF236DB5ESBE70B1486. .
' D5BC554D2
Processi ng CSTP header line: 'Cookie: webvpn=16885952@0@205757506@4886D33FBF1
' CF236DB5ESBE70B1486D5BC554D2
Found WebVPN cooki e: ' webvpn=16885952@ 0@ 205757506@4886D33FBF1CF236DB5ESBE70B1
' 486D5BC554D2
VebVPN Cooki e: ' webvpn=16885952@0@L205757506@4886D33FBF1CF236DB5ESBE70B1486D5B
' C554D2
Val idating address: 0.0.0.0
CSTP state = WAl T_FOR_ADDRESS
webvpn_cst p_accept _address: 192.168.10.1/0.0.0.0
CSTP state = HAVE_ADDRESS
No subnet mask... mnust calculate it
SVC: NP setup
webvpn_svc_np_setup
SVC ACL Name: NULL
SVC ACL ID: -1



SVC ACL ID: -1

I'vpn_put _uaut h success
SVC. adding to sessngnt
SVC:. Sendi ng response
CSTP state = CONNECTED

edell S sVl o,el Jose < Lleall edgll LS Jruwll Josle < Jssws < &8l,0 i3 ASDM 6 4
9 WebServer 10.2.2.2 ¢ SVC 192.168.10.1 ou Ja=ll dul> clogles Jhall 138 puiss, . leall
ASA M (o el
172.16.1.5
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