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ci scoasa(confi g- pmap- c) #set connection embryonic-conn-max 200
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ci scoasa(confi g- pmap-c) #set connection timeout tcp 2
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to dest_address on interface interface_nane
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Pl X| ASA- 3-210011: Connection limt exceeded cnt/limt for dir packet%
.fromsip/sport to dip/dport on interface if_nane
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ASA- 4- 419002: Recei ved duplicate TCP SYN fronte
in_interface:src_address/src_port to out_interface: dest_address/dest_port with
.different initial sequence nunber
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bV jle> Jl g3 S aie dlaixall olaxgll 3,21 show threat-rate oVl plasiw| i

Ci scoasa#show threat-detection rate

Aver age( eps) Current (eps) Trigger Total events

10-min ACL drop: 0 0 0 16
1- hour ACL drop: 0 0 0 112
1- hour SYN attck: 5 0 2 21438
10-m n Scanni ng: 0 0 29 193
1- hour Scanni ng: 106 0 10 384776
1- hour Bad pkts: 76 0 2 274690
10-min Firewall: 0 0 3 22
1-hour Firewall: 76 0 2 274844
10-m n DoS attck: 0 0 0 6
1- hour DoS attck: 0 0 0 42
10-min Interface: 0 0 0 204
1- hour Interface: 88 0 0 318225
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Syslog Message 733100
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ASA- 4-733100: (bject drop rate rate_ID exceeded. Current burst rate is rate _val per second, nmax%
configured rate is rate_val; Current average rate is rate_val per second, nax configured rate is
rate_val; Cumul ative total count is total_cnt
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ASA- 4-733100: [Interface] drop rate 1 exceeded. Current burst rate is 1 per%
, second
,max configured rate is 8000; Current average rate is 2030 per second
max configured rate is 2000; Cunul ative total count is 3930654
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ASA- 4- 733100: [ Scanning] drop rate-1 exceeded. Current burst rate is 10 per
_second
_max configured rate is 10; Current average rate is 245 per second
(max configured rate is 5; Cunulative total count is 147409 (35 instances received
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ASA- 4-733100: [Bad pkts] drop rate 1 exceeded. Current burst rate is 0 per%
, second
,max configured rate is 400; Current average rate is 760 per second
max configured rate is 100; Cumul ative total count is 1938933
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