od9su 9lzod bys IUsule o> wosssle
Firepower (FTD)

lJpzogsle

lJp, 9500
lJpobJolo Il wl wsé

Lpclo ol

9lz06 LJIsLy6 £,)is izo 36 ASA 5500-X

LS 9lzos 116
Oz wiulez FTD

lz06 1116 izo36 FTD Firepower Hardware

lJp 95,00

959,22 03l IJp wows Jsdsé wubvgsd 9lzos 1J1b16 9odssyol eJs Firepower Threat Defense
(FTD).

IJecbdole 1Jlul jusé
lJeobdolo

Jl 692> polbdule gluos Josl 1dpuuaws.
lJpdoule Idpuuwespd

* FTD sz wuvésdo weolj Idpdgule 1dpl>sé ASAS508-X
* FTD sy wubgsdo weols Idpdsule 1Jpl>sé ASAS512-X
* FTD sy wuvésdo weols Idpdgule 1Jpelbsé FPR9300

* FMC szys wuvgsdo wldluesl) 6.1.0 (Ideesse 330)

op louble Uro(C_Jg,olu |J_9|J)o WIS o3l IJpwaews pu Ulao_)o 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu apgse |JICOJO |Jpwua)p0 k9.$ o5l |.,J|.OL)AJuu) uqu_SgSu PPU“SC (ldu)luDgS) |)| !Jluu



peJ9ple lumlymse
s8> FTD 25 Lo9) Iduslez 1Jps236 1o Spdu oewsool gds o3o Idiobes 1wl uss:

« ASA5506-X, ASA5506W-X, ASA5506H-X, ASA5508-X, ASA5516-X
+ ASA5512-X, ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X

+ FPR4100, FPR9300

* VMware (ESXi)

* Amazon Web Services (AWS)

+ KVM

* 9236 pozo ISR
IlJEru2 pu 03l Idpuwews 09 w9 oSE ol SJS:

© Luso 9lzos 31,6 FTD gJs lzo36 ASA5500-X

* 9lzod 51,6 FTD gy lgwegsle FDM

* 9lzod 31,6 FTD gJs uwduwJé FP41xx/FP9300

« wsobssole wdled FTD/e,d; 11,6 Firepower (FMC)

lJodssu
9lz06 1J131,6 £Js Izo36 ASA 5500-X
9lzos IUbL6 eJs IJiao 6 ASAS5506/08/16-X 9ASA5512/15/25/45/55-X.

9030 05 29,6 ASAS506-X:

030 0 29,6 ASAS555-X:




EUd UELSS L9,6 FTD gds 5506/08/16. swpe £502 9lzod 1JILé eJs Iuol Management1/1. b
Iz036 5512/15/25/45/55-X. s owg 03l 09 Management0/0. o0 9lz06 Lwlo, 1Jisle, (CLI) J FTD.
Sedu ldezdd pu 3JY Vs ¢,z show tech-support.

Sp WIJlouald w9pss wedp FTD sogugsd Iiey:

<#root>
>
show t ech- support

----------------- [ BSNS-ASA5508-1 J-------n-=-=-mm-

Model : Cisco ASA5508-X Threat Defense (75) Version 6.1.0 (Build 330)
uuib : 04f55302-a4d3-11e6-9626-880037a713f3

Rules update version : 2016-03-28-001-vrt

VDB version : 270

Cisco Adaptive Security Appliance Software Version 9.6(2)

Compiled on Tue 23-Aug-16 19:42 PDT by builders
System image file is "diskO:/os.img"
Config file at boot was "startup-config"

firepower up 13 hours 43 mins

Hardware: ASA5508, 8192 MB RAM, CPU Atom C2000 series 2000 MHz, 1 CPU (8 cores)
Internal ATA Compact Flash, 8192MB

BIOS Flash M25P64 @ Oxfed01000, 16384KB

Encryption hardware device : Cisco ASA Crypto on-board accelerator (revision 0x1)
Number of accelerators: 1

1: Ext: GigabitEthernetl/1 : address is d8b1.90ab.c852, 1irq 255
2: Ext: GigabitEthernetl/2 : address 1is d8b1.90ab.c853, 1irq 255
3: Ext: GigabitEthernetl/3 : address is d8bl.90ab.c854, irq 255
4: Ext: GigabitEthernetl/4 : address is d8b1.90ab.c855, irq 255
5: Ext: GigabitEthernetl/5 : address is d8bl.90ab.c856, irq 255
6: Ext: GigabitEthernetl/6 : address is d8b1.90ab.c857, irq 255
7: Ext: GigabitEthernetl/7 : address is d8b1.90ab.c858, 1irq 255
8: Ext: GigabitEthernetl/8 : address is d8b1.90ab.c859, irq 255
9: Int: Internal-Datal/1l : address is d8b1.90ab.c851, irq 255
10: Int: Internal-Datal/2 : address is 0000.0001.0002, irq O
11: Int: Internal-Controll/1 : address is 0000.0001.0001, irq O
12: Int: Internal-Datal/3 : address is 0000.0001.0003, irq O
13:
Ext: Managenent 1/1 : address is d8bl.90ab.c851, irq O

14: Int: Internal-Datal/4 : address is 0000.0100.0001, irq O



ASA5512-X:

<#root>
>
show t ech- support

------------------- [ FTD5512-1 J-----m-mmmmmmmmmmo -

Model : Cisco ASA5512-X Threat Defense (75) Version 6.1.0 (Build 330)
uuib : 8608e98e-f0e9-11e5-b2fd-b649ba0c2874

Rules update version : 2016-03-28-001-vrt

VDB version : 270

Cisco Adaptive Security Appliance Software Version 9.6(2)

Compiled on Fri 18-Aug-16 15:08 PDT by builders
System image file is "diskO:/os.img"
Config file at boot was "startup-config"

firepower up 4 hours 37 mins

Hardware: ASA5512, 4096 MB RAM, CPU Clarkdale 2793 MHz, 1 CPU (2 cores)
ASA: 1764 MB RAM, 1 CPU (1 core)

Internal ATA Compact Flash, 4096MB

BIOS Flash MX25L6445E @ Oxffbb0000, 8192KB

Encryption hardware device: Cisco ASA Crypto on-board accelerator (revision 0x1)

Boot microcode : CNPx-MC-B0O0OT-2.00
SSL/IKE microcode : CNPx-MC-SSL-SB-PLUS-0005
IPSec microcode : CNPx-MC-IPSEC-MAIN-0026

Number of accelerators: 1
Baseboard Management Controller (revision 0x1) Firmware Version: 2.4

0: Int: Internal-Data0/0 : address is a89d.21ce.fde6, irq 11
1: Ext: GigabitEthernet0/0 : address is a89d.2l1ce.fdea, irq 10
2: Ext: GigabitEthernet0/1 : address is a89d.2l1ce.fde7, irq 10
3: Ext: GigabitEthernet0/2 : address is a89d.2lce.fdeb, irq 5
4: Ext: GigabitEthernet0/3 : address is a89d.21ce.fde8, irq 5
5: Ext: GigabitEthernet0/4 : address is a89d.2lce.fdec, irq 10
6: Ext: GigabitEthernet0/5 : address is a89d.2l1ce.fde9, irq 10
7: Int: Internal-Control0/0 : address 1is 0000.0001.0001, irqg O
8: Int: Internal-Data0/1 : address is 0000.0001.0003, irq O
9: Ext: Management0/0 . address is a89d. 21ce.fde6, irq O

wuso 9lzod IUbL)6

Swp o 9uwSe 9lzod IUbL6 IJs slzowsy pubdsesy: br1 (managementO gJs iaojé
FPR2100/4100/9300) slJovgsue:



FTD CLISH

g’

IJI>1,6 - br1/managementO

L6 - IJouvgsuosd

* Sup luuegsle 030 1Jglzod :Jog_@g,su euwsly IP
lJgluo wenulez FTD 9ldpeuvogse oo iEJ louoldle
FTD/FMC.

* w99p wluole sftunnel w sy FMC/FTD.

© ©98,9,09JI 80 wed (B o
IJecld: SNMP) 1 oz, AS

* sup lguoislpol Jpuod, Ly

lJ&)H U
Jer * Sop luwosleol oo, Jepdsle 1Usgad [Us gpdsle 1Usged [Us IJuble (
lJuble (syslogs) lJeuveowsé |Js 1J9sles. 9AAA 9SNMP gJs puwwss L
* 099, 9,09d SSHGHTTPS |Js wyulpg FTD IJs 3JY.
lJslgds.
Jl9Jl s9u0s
U o3l oSt e Swp luwwgsleol Jlooldle FTD/IFMC oodesool. 63u06 Clwessle
IUslpes : S S .
(9uuwos gusol sftunnel) olz06 ;_J@IL':JQ o3Il w6 30" (b,
lJedlzbsé I>ulo)
Swp wd9sy o0do lJglgos Ieole oowsw FTD (IJlgs)s). Jol spdu wdosy [Jglgosd
lJodssu

Spdod weasd leshle br1 Jlgdl sds IJuzs lJolds:

pL Sleod Idpuwetse lhum9pss IJ




<ttroot>

>

configure network ipv4 nanual 10.1.1.2 255.0.0.0 10.1.1.1

Setting IPv4 network configuration.
Network settings changed.

>

IUz1096 2. o wopsse IP 1JglLo o FTD gJs FMC.

Managemant + L
Hansk: 19,.1.1.2
Statues; i

wpeod) blyé Firepower (FMC):
loedd 1Js 1Jizoss > 1ls IJzols

2 1) oosy op loodd 1Js 1Jsl

I K L] L 14 T = T ¥ -
|m b ASAGLO6-X Theeat Delens

Devices  Routing m

T
="
|
0 [E':.ih;ul:lzl:tl'*.-lrl-.'l Py
¥ [Eﬁl-:.-l:l‘.l:l.l'-.-l'l-.'l oy
] ':.ih:'.n:l-'.l:l:l'*.-l-'l-.'l Phiysc

:
(& ] E Cragnosbs 171 Phiy s

9SS
lJso9d

* 98pdu Jdpumedse ldpumdsd S8b Ilo ol
Lldslzo8 1U,es6 FTD BR1. L idd Ide,l aes.

* Jodsss SSHsezdd IUsuesd wluwwesle slzed

> configure ssh-access-Tist 10.0.0.0/8

ledluse 1Uguosd 1Js slzoes IJoyu
Spdu IJepde wol w9l uls FTD
IJizoj6 > Jesble IJoble IJiuwl us
bows IJiely

9
IJizoj6 > lesble IJpo 06 > HTTP

eds IJoslds




ARP Inspection

Banner

Fragment Settings
= HTTP

ICMP

Secure Shell

SMTP Server

SHNHP

Syslog

Timeouts

Time Synchronization

lJozdd
oU
lJogé

IUb,s586 1Ji9Jss - pu 9lzos ywlo, IUisle, (CLI) oo FTD:

<#root>
>

show net wor k

State : Enabled

Channels : Management & Events
Mode :

MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 18:8B:9D:1E:CA:7B

Configuration : Manual
Address : 10.1.1.2
Netmask : 255.0.0.0
Broadcast : 10.1.1.255

U596 IJoluss - pu slzed IJpuwegse lrumsess pu

FMC

IJizos6 > 51,6 IJzols > IJzols > 1JIsly6

1,536 1J19Jis - o 9lzos Lwlbs, |
(CLI) po LINA:

<t#froot>
firepower#

show interface ip brief

Managementl/1 192.168.1.1 YES un:

firepower#

show run interface ni/1

interface Managementl/1
management-only

nameif diagnostic
security-level 0

ip address 192.168.1.1 255.255.:

U586 IJeluss - pu 9lzos 1Upy
lJyum9peséd po FMC

loodd [Js 1Jizojs > bls 1Jzols

2 1) oeosy op loodd 1Js 1Jsl




* 6 9obld 01295 pu 2 )s ) pwegse FTD 6.1

Routed Mode Deployment

We recommend that you do not configure an IP address for the Diagnostic interface if you do not have an inside
router. The benefit to leaving the IP address off of the Diagnostic interface is that you can place the Management
interface on the same network as any other data interfaces. If you configure the Diagnostic interface, its IP address
must be on the same network as the Management IP address, and it counts as a regular interface that cannat be on
the same network as any other data interfaces. Because the Management interface requires Internet access for
updates, putting Management on the same network as an inside interface means you can deploy the Firepower
Threat Defense device with only a switch on the inside and point to the inside interface as its gateway. See the
following deployment that uses an inside switch:

ouwesd wulez FTD

* el s§9p Io> 1deuwetrpsu vodsso cuwesd FTD eu lesble 1pouos: s@9e FTD
Clogile Huwlisd gpdsle 1Usgad IJs IJuble (Syslog) (Jel o9 1dzld s ASA IJodJds>8)
95pduo luwegsle s slzos wslule Jpuos) (wel Bs 3JY "lJoivgsuose"). 9p0 1JieeJs
eJs leds yuwlisd gpdsle 1Usgsd IJs [Juble (syslog) lJos swe logilyel Ws odd 1dzlJs:

May 30 2016 19:25:23 firepower : %ASA-6-302020: Built inbound ICMP connection for faddr 192.168.75.14/1

* 9pU QI@&&S ié)..s‘ ew> wpdsyu Rule-level logging |Uglue wuvsluwé I._Joad:o O lJsosd
(ACP). suuwis FTD oo Iduwzdle po edId 1Uslzod IJpulb8sé br1 JeLos). swp lugsle
IJuvedle po 1Jglzos IJw,es0 FTD bri:

Connection Events

10.48.35.160 (Syslog) Connection Events
| (FMC)
Sys¥og server brl£§10.48.23.71
(SIEM) FTD

122 ASA-Engine logs .6

192.168.75.x/24



/content/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-use-cases.html
/content/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-use-cases.html

15,6 FTD Cluwessle FDM (IJ1s1L)6 10513 J.s6)

slecoll po 1dluosly 8.1 spdo bls FTD 1Jss sop oowseo eJs lzojé ASA5500-X el oo gJIJ
151,86 FMC (1JIsL,6 1Jglzs6) I po ¢JIJ 1yé FDM (1Js1)8 1UslgJsé).

IJlg)lz po FTD CLISH gosel wop 1shs IJzols wsluwlos FDM:

<#root>
>
show nanagers

Managed locally.
>

Suwwede FDM 1Jglzod IJpulb 8s6 brl. 9s5pdu wposd 3JdY eds IJuzs IJolds:

N

FTD CLISH

pL Slzod puucgre FDM. spdu 1U9uo9d IUs slzod IUbL6 oo J9zé pedsele IUzels > lesble
IJoble > go9le IP 1Jgloo wlshé Izols:



ifa] il [a ==

CISCO Menitoring Policies Objects EEENN) KSEC-ASASS., @

Interface 3 | g Routing Updates Systam Settings

onneched There are no routes yet. Managerrent Sccess List

Logging Settings

3 Enabled > Craate the firetl static routs ¥ View Configuration 3 DHOR Server
DS Sarver
I Device Managerment IP ]
atfran]rs i 0 o= SR KSEC-ASASS
=3 -
CI5CO banitaring Policies Objects

A - = Dencs Dashibhoand
System Settings + . : .
g - Configure Device Management IP

Management Acoess List

Lopging Settings CONFIGURE IPV4
Pl Address
DHCP Server 10.62.148.29
DMNS Sarvar
Metweork Mask
Devios Management ' 265.255.255.128
Heoatriarmss
Gatewsay
NTP
10621481

Traffic Settings

9lz06 IJ31,6 £Js Izo36 FTD Firepower Hardware

Jol spJdy vowse FTD gds iaojé Firepower 2100 94100 99300. s.99, osJJ Firepower

lJsless vouvesd uble lJogugsd (OS) 1Uglue wo sldds @Lup..s FXOS loule wowse FTD
eJds 9eré/uuad.

zol; FPR21xx

TessssEssRRREES
& " mn .8 L !

zol; FPR41xx



mn-mt-mn-m?: H:Itﬂl.ﬂl“"“ﬂlﬂtl: fﬁﬁmﬁ it

i% s

eJs FPR4100/9300. o030 IJglzos oo 06 Wb Jbys IJosdd IUsless 9l spdu
lovwésleollpulydwol pg wyulez FTD IU3s sgpd 5lgd 9236 FP. Cldugwewd |Js 9256 FTD. §p
w0t oS0 9lz0d wslule pudLEJS 2luos Llblye FTD.

£Js FPR2100. cop puilyds 030 191206 wso Idosdd 1J8less (FXOS) sldzols IJpulb s FTD:

<{froot>
>

show net wor k

[ System Information ]

Hostname : ftde23
Domains : cisco.com
DNS Servers : 192.168.200.100
8.8.8.8
Management port : 8305
IPv4 Default route
Gateway 1 10.62.148.129
[
managenent 0
1
State : Enabled
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 70:DF:2F:18:D8:00
—————————————————————— [ IPV4 J------—— -
Configuration : Manual

Address
Netmask

: 10.62.148.179
1 255.255.255.128



Broadcast : 10.62.148.255
Configuration : Disabled

>

connect fxos

Cisco Firepower Extensible Operating System (
FX- Cs

) Software

firepower#

Jbs |J il s 030 pl936 o0 9lzod puuwegsp pos,) osJdd Firepower IJsless (FCM) eds
FPR4100 z 5o swp wguosue 9lzos pudods Jbbhe FTD. Ws o3l 1dpeld: sop lgosh
Ethernet1/3 Jslzos 51,6 FTD: p1

v D] Logical Davices  Security Englne  Platfarm Settingd

W rwors Moduls 8 [er————
- - - - * ! X 2 "rl:-v-ll uq-m.- »
S - - |
Lt K FP Chassis management
: ol k] L e
Aedirin spead. Operatiensl speed Appiation Operatien Habs P

- [FTENE " - m

[ R Sre— chater ibtea PR T p—— C -

- PrE— tana Interface allocated for FTD . .

& erremena At managermeant - . =
| & i i - - o . »

1= [— ity EER 1Bsgkga D - -

|~ T— s . s N ) .

Jol spdo pdlebos 3J9 pu £d1pé wussy 1Jizos8 IJpub §.s56:p2

Overview Interfaces QIGHITEIRMEUTGEEN Security Engine  Platform Settings System Tools Help admin
€ Refrash
=« FTD Standalone Status: ok & &8
Application Version Management 1P Gateway Management Port Status
= FTD 6.1.0.330 10.62.148.84 10.62.148.1 Ethemet1/3 O‘onl-nc— et
Ports: Attributes:
Cluster Operational Status : not-applicable
Data Interfaces: Ethernetl/2 Ethemeti/4 Firepower Management 1P : 10.62.148.84
Ethernet1/5 Management URL : hitps:/[ksec-fsk-1.cisco.com/
I : 655f5a40-854c- 11e6-9700-cdcd5c01b28¢

WOs FMC: sep &uo lJglgod gds iool OUUESUoS6: p3



Overview .ﬂ.nal':,r.-;.I::

Device Management NAT VPN QoS Flatform Settings
Crsco Fapower 4140 Theaat Dofonds:
DEwices Rowting m Inhne Sets DHCP
-
+
Status Interface Logical Mame — Type
i Ethematl/2 Physical
i ] Ethsarmatl)d B Fhvysic
0 Ethewmatl/d Physical
i3 Ethamatl/s Physic 3

IJe2d8 eu Slzos b, 1Jisle, (CLI)

<#root>

FP4100#

connect nodul e 1 consol e
Firepower-modulel>
connect ftd

Connecting to ftd console... enter exit to return to bootCLI
>
>

show i nterface

. output omitted ..

Interface
Et hernet 1/ 3 "di agnosti c"

, is up, line protocol 1is up
Hardware is EtherSVI, BW 10000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.3e0e, MTU 1500
IP address unassigned
Traffic Statistics for "diagnostic":
1304525 packets input, 63875339 bytes
0 packets output, O bytes
777914 packets dropped
1 minute input rate 2 pkts/sec, 101 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 1 pkts/sec



112 bytes/sec
0 bytes/sec

5 minute input rate 2 pkts/sec,

5 minute output rate 0 pkts/sec,

5 minute drop rate, 1 pkts/sec
Management-only interface. Blocked 0 through-the-device packets

.. output omitted ..
>

>pz FTD pg oY) 51,6 Firepower (FMC) - susuolysgole 1J1,6

:.9;5()' SJS wu9) weo pu tsblo IJuui, Idos coseg bLo FTD IJss swp wubvgsdoe eds
lz036 ASA5500-X oo, FMC.

lJuovsubsy 1. FTD 9 FMC gJds IduveJds 1Jd, 86 oo wol.

903l os L_,uujo epdso uuiny. Jpel 09 ,ogu'oa s IJuvdd: sw9d; FMC eds Iduveds 18, 856
o wol 1Uzlos wlzes FTD bri:

FMC FTD

MO/0 (br1l)

100

| nemma”

ASA5545-X

192.168.1.x/24

lJuvsuolysy 2. FTD 9 FMC gds Iduvedle 1UB)es6 IUpgodws. I se) puwess and:o U
¢JIJ FTD.

Vs o3l IJuyin: Sgw I sY9yu J>s FTD p,_,.‘:l_) ue9 FMC gldeJ w Loese. s FTD: 1Jgbgs
lJeldss os zoly pu IUbo s IJeldes (e9z0):

FMC
Mo/0

(=
100
192.168.2. x124

(bri) @ "

.10

102.168.1.x/24 | Wuam_=—-"
ASA5545-X

pedyple dlo LoJs
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