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lJpzosslo

| Jp, 9506
lJpobdole Il wl_wsé

lJoJoule | P00

ASA2 (o e 1)



R1 (TALK2)
| wed ol 1Jizble 9l odlzol
owz Il aeslole 1 lposé

lzeo o wdsd nat

l9lo, | wed ol IJizble ol oJlzol

psJ9ple So o
lJe 95,00

SUod 03l 98596 I steps swegpd o seoee IJ VPN 2,36 09, lo syl gy lan JJs LAN
(L2L) IPsec v 98 wsu leuly ey polsis (ASA) BOs uwsulisy pwsléd slsusl wized guslu lsuw,
(PAT) 2596 pu9) IJlocsue.

IJpcbdoule IJlgulgusé

IJeobJulo

lds po wdsso zols 1Jiely 1ddled JJodsyd oy Cisco ulguaesle gulssy IP eds Islzole.
9p0 w9, |pdluse Uloold Idlgwlgwss §od fJ,ooI.__,gé weuld lJdodosy oil.

lJedyule IJpuuosped
lowume 1Jpedops Bs 03l 98586 eds 03l wyprss LOSES:

- wyulez Izoj6 IJiely IJpg>Js Cisco Adaptive Security Appliance. 1J]_osl, 8.3 slJloshle
IJlzse.
op logule |LJ(>=&J3|0|Q Ingl_).)c'S O .o.'>| lJouwows pu Uig_o_jé |Jp92956 &_9.,5 WSS0 pERpJSo Eluoo.
wlo gpse lJlzojé |J.pquoé.)p5 Ss ol ldpuwous vodssy ppuwse (IVeslups). Bl dlve
u’bvdod p.._;kjb_)é‘ wolds PU u_90|p¢J JJQ|&..§_) |JpaopJ JLS ||o_).

pEJ9IS Iwlwsd

S$92> eJ JJ zols Uvods ¢luos press. Vs Iduvsubsele Idewsleds. I spae Idleuold o)
e dd VPN 10 Jlo IJgse JI wgly) 1duveds 1J,es6 1dpedss Todl pud huwld 2536 1es9) 1Js
ew9lu IP1JEl o woduw Iy ds 1J8,es6. spdu wrdsd 3 pe woged guslo Idubods
(NAT) Jpl 09 p9soe O3 IJlguwle IJoldss.

lJoyzped eds JJ po udlb wolssé VPN

e pl wosld Uuvodle VPN IJpzpst 9spdu wedsd IJodysy _EJ& JJI oé]_oo@ lJuolsé:
9spJdu luwugsle NAT Jusged Iduveds ldpedss |Us guvods W,e86 pgodws gus ldluedld
IJs duveds 1Js)esé 1dpo,zped g0 w8o.
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192.168.2.0 /24 192.168.3.0 /24

ASA 1

louble Idksole 1UJLpsé JJuvedle [Jd)es8 $e> IUluwadsle

obj ect network LOCAL
subnet 192.168.1.0 255.255.255.0
obj ect network XLATED- LOCAL
subnet 192.168. 2.0 255. 255.255.0
obj ect network XLATED- REMOTE
subnet 192.168. 3.0 255. 255. 255.0

odosu gulye NAT

louvle gol)6 83956 qua,oes_ lJubeds IJpedss |Us ,:Jilydé 9,880 peod9s VW 9b g
IJloedld Ids Iduveds 1J,es6 1Uwgs6 (po)zed lsuoal)

nat (inside, outside) source static LOCAL XLATED- LOCAL destination static XLATED- REMOTE XLATED-
REMOTE

odysu Blisesd IJoedp Vs 1Uguosd [Us IJogvds) wlgwodsle IUubodle IUB,)es6 IUos wpo
&)@p&ol

access-list VPN TRAFFI C extended permit ip object XLATED LOCAL obj ect XLATED- REMOTE Rel e
odysu lJogvds) 3¢ 1JuaJs

crypto ikevl enabl e outside
crypto ikevl policy 1

aut hentication pre-share
encryption aes- 256

hash sha

group 2

lifetime 86400

crypto ipsec ikevl transform set AES256- SHA esp-aes- 256 esp-sha-hmac
crypto ipsec security-association pntu-aging infinite

crypto map MYMAP 10 mat ch address VPN TRAFFI C

crypto map MYMAP 10 set peer 172.16.2.1

crypto map MYMAP 10 set ikevl transform set AES256- SHA



crypto map MYMAP interface outside

tunnel -group 172.16.2.1 type ipsec-12|
tunnel -group 172.16.2.1 ipsec-attributes
i kevl pre-shared-key secure_PSK

ASA 2

louble IJdlsole 1JJLes Jubodls 1JW)ess Gss Wlguaesle

obj ect network LOCAL

subnet 192.168.1.0 255.255.255.0
obj ect network XLATED- LOCAL
subnet 192.168. 3.0 255. 255.255.0
obj ect network XLATED- REMOTE
subnet 192.168. 2.0 255. 255.255.0

odosu gwlyo NAT

logvle oo $2986 -JCUEP‘S_ lJubvede IJpedss |Us gi'uvdé 9,80 peodu9s VW Yb g
IJloesld Ids 1Juveds U, es6 1Uwgs6 (po)zed lsual)

nat (inside,outside) source static LOCAL XLATED-LOCAL destination static XLATED- REMOTE XLATED-
REMOTE

odosu Blisps IJogdp Vs 1Ugue9d [Js IJogvlds) wlgvodsle Idubedle 1JWV,ess IJos opo
Ck)apCbo|

access-1ist VPN TRAFFI C extended permt ip object XLATED- LOCAL obj ect XLATED- REMOTE Rel e
odosu IJoubds) 3¢ 1JuaJs

crypto i kevl enabl e outside
crypto i kevl policy 1

aut hentication pre-share
encrypti on aes-256

hash sha

group 2

lifetine 86400

crypto i psec ikevl transformset AES256- SHA esp- aes-256 esp-sha-hmac
crypto i psec security-association pntu-aging infinite

crypto map MYMAP 10 natch address VPN TRAFFI C

crypto map MYMAP 10 set peer 172.16.1.1

crypto map MYMAP 10 set ikevl transformset AES256- SHA

crypto map MYMAP interface outside

tunnel -group 172.16.1.1 type ipsec-12|

tunnel -group 172.16.1.1 ipsec-attributes
i kevl pre-shared-key secure_PSK

IJo2dd pu lJuors
lguegse 03l IUBuwe Joldss gpd IUedssy wuvdd Lozse.

ASA 1



ASAl(config)# sh cry isa sa
| KEvl SAs:

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 172.16.2.1
Type :L2L Rol e D initiator
Rekey 1 no State : MM_ACTI VE

There are no | KEv2 SAs

ASAl(config)# show crypto ipsec sa
interface: outside
Crypto map tag: MYMAP, seq num 10, local addr: 172.16.1.1

access-1ist VPN TRAFFI C extended permit ip 192.168.2.0 255.255.255.0 192.168.3.0
255. 255. 255. 0

| ocal ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

renote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)

current _peer: 172.16.2.1

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

#pkts conpressed: 0, #pkts deconpressed: 0

#pkts not compressed: 9, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICVMP Errors rcvd: O

#send errors: 0, #recv errors: O

local crypto endpt.: 172.16.1.1/0, renote crypto endpt.: 172.16.2.1/0
path mu 1500, ipsec overhead 74(44), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

ICVMP error validation: disabled, TFC packets: disabled

current outbound spi: F90C149A

current inbound spi : 6CE656C7

i nbound esp sas:
spi: Ox6CE656C7 (1827034823)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 16384, crypto-map: MYMAP
sa timng: remaining key lifetime (kB/sec): (3914999/28768)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x000003FF
out bound esp sas:
spi: OxF90C149A (4178318490)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 16384, crypto-map: MYNMAP
sa timng: remaining key lifetime (kB/sec): (3914999/28768)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001



ASA 2

ASA2(config)# show crypto isa sa
| KEvl SAs:

Active SA 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA 1

1 | KE Peer: 172.16.1.1
Type o L2L Rol e . responder
Rekey 1 no State : MM_ACTI VE

There are no | KEv2 SAs

ASA2(config)# show crypto ipsec sa
interface: outside
Crypto map tag: MYMAP, seq num 10, local addr: 172.16.2.1

access-1ist VPN TRAFFI C extended permt ip 192.168.3.0 255.255.255.0 192.168.2.0
255. 255. 255. 0

| ocal ident (addr/nmask/prot/port): (192.168.3.0/255.255.255.0/0/0)

renote i dent (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

current _peer: 172.16.1.1

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 9, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragnents created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICW Errors rcvd: 0, #lnvalid ICW Errors rcvd: 0O

#send errors: 0, #recv errors: O

l ocal crypto endpt.: 172.16.2.1/0, renpote crypto endpt.: 172.16.1.1/0
path ntu 1500, ipsec overhead 74(44), nedia mu 1500

PMIU tine renmaining (sec): 0, DF policy: copy-df

ICVP error validation: disabled, TFC packets: disabled

current outbound spi: 6CE656C7

current inbound spi : F90C149A

i nbound esp sas:
spi: OxF90C149A (4178318490)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-nmap: MYMAP
sa timng: remaining key lifetime (kB/sec): (4373999/28684)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnap:
0x00000000 0x000003FF
out bound esp sas:
spi: Ox6CE656C7 (1827034823)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-nmap: MYMAP
sa timng: remaining key lifetime (kB/sec): (4373999/28683)



IV size: 16 bytes

replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

IJp9se SlJpeddp pe 18,e penlgds

IS Idpebb I.J.;:,I.JL,_S‘ Sewss JJl Jgbesu eds IUyveds 1J9,es6 O ol IJos Sdjpe
gelswol gy v IPsec Lleglo Iduese. Jogwosd IUbLé eds IUSbu Id nat b dsd 1o sed 1
Swilgd puvdds lugie eds Idue,6 VIb.

ASA 2 (SPOKE 1)

2 o
077 P 62’?'0
AQ" 5
6%:5. 172.16.2.0 /24
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192.168.2.0 /24

R1 (SPOKE 1)

192.168.3.0 /124

192.168.2.0 /24

ASA1

louble IJdlsole 1JJbes Jubodls 1JW)ess G Wlgusesle

obj ect network LOCAL
subnet 10.10.10.0 255. 255.255.0

obj ect networ k SPOKES- NETWORK
subnet 192.168. 2.0 255. 255. 255.0

obj ect networ k LOCAL- XLATE- TO- SPOKEL
subnet 10.20.20.0 255. 255.255.0

obj ect networ k LOCAL- XLATE- TO- SPOKE2
subnet 10.30.30.0 255. 255.255.0

obj ect networ k REMOTE- XLATE- SPOKEL
subnet 192.168. 3.0 255. 255. 255.0

obj ect networ k REMOTE- XLATE- SPOKE2
subnet 192.168. 4.0 255. 255. 255.0

louble 2ed 83986 Jo)gpé:



1Jubods 1Jpedss eo 10.10.10.0 /24 |Js 10.20.20.0 /24 g0 IUloodld 1Js TALKY
(192.168.2.0 /24).

. Ubods TALKT oo 192.168.2.0 /24 |Js 192.168.3.0 /24 £ 19 09 |J.s 10.20.20.0 /24.

1Jubeds 1Jpedss eo 10.10.10.0 /24 |Js 10.30.30.0 /24 g0 1Jloedld |Js TALKS
(192.168.2.0 /24).

- Ubods TALK2 oo 192.168.2.0 /24 |Js 192.168.4.0 124 g5 el wuod 1Js 10.30.30.0 /24.

nat (inside,outside) source static LOCAL LOCAL- XLATE- SPOKE1l destination static REMOTE- XLATE-
SPOKE1 SPOKES- NETWORK
nat (inside,outside) source static LOCAL LOCAL- XLATE- SPOKE2 destination static REMOTE- XLATE-
SPOKE2 SPOKES- NETWORK

odosu Blisps IJoedpe Vs 1U9Lo9d |Us IJoybds) wluvedsle IUubodle IJ)ess lJos opo
o)a,oool

access-1ist VPN-to-SPOKEL extended permt ip object LOCAL- XLATE- SPOKE1l obj ect SPOKES- NETWORKS
access-1ist VPN-to-SPOKE2 extended permt ip object LOCAL- XLATE- SPOKE2 obj ect SPOKES- NETWORKS

odysu lJogbvs) 3¢ IJuodé

crypto i kevl enabl e outside
crypto ikevl policy 1

aut hentication pre-share
encrypti on aes-256

hash sha

group 2

lifetine 86400

crypto ipsec ikevl transformset AES256- SHA esp- aes- 256 esp-sha-hmac
crypto i psec security-association pntu-aging infinite

crypto map MYMAP 10 nmatch address VPN-to- SPOKEL

crypto map MYMAP 10 set peer 172.16.2.1

crypto map MYMAP 10 set ikevl transformset AES256- SHA

crypto map MYMAP 20 nat ch address VPN-to- SPOKE2

crypto map MYMAP 20 set peer 172.16.3.1

crypto map MYMAP 20 set ikevl transformset AES256- SHA

crypto map MYMAP interface outside

tunnel -group 172.16.2.1 type ipsec-12|

tunnel -group 172.16.2.1 ipsec-attributes
i kevl pre-shared-key secure_PSK

tunnel -group 172.16.3.1 type ipsec-12|

tunnel -group 172.16.3.1 ipsec-attributes
i kevl pre-shared-key secure_PSK

ASA2 (cJdJe 1)

od9su Blisps IJopde Vs 1Uguesd (ACL) JJouvss) 1S sdow [Js IJuvwds 1UB,es6
lJpcnzped (10.20.20.0 /24)

access-1ist VPN TRAFFI C extended permit ip 192.168.2.0 255.255.255.0 10.20.20.0 255. 255.255.0
odysu IJoubds) 3 IJuoJds

crypto i kevl enabl e outside



crypto i kevl policy 1

aut hentication pre-share
encrypti on aes-256

hash sha

group 2

lifetine 86400

crypto ipsec ikevl transformset esp-aes-256 esp-sha-hmac
crypto i psec security-association pntu-aging infinite
crypto map MYMAP 10 natch address VPN TRAFFI C

crypto map MYMAP 10 set peer 172.16.1.1

crypto map MYMAP 10 set ikevl transform set AES256- SHA
crypto map MYMAP interface outside

tunnel -group 172.16.1.1 type ipsec-12|
tunnel -group 172.16.1.1 ipsec-attributes
i kevl pre-shared-key secure_PSK

R1 (TALK2)

Ip wodssu Blises IJopdp B IUsuesd (ACL) JJovds) IUlvedld [Js Idubeds 1UWd,esé
IJpczed (10.30.30.0 /24)

ip access-1ist extended VPN TRAFFI C
permt ip 192.168.2.0 0.0.0.255 10.30.30.0 0.0.0. 255

odysu IJogbds) ds IJuoJdo

crypto i saknmp policy 1
encr aes 256

aut henti cation pre-share
group 2

crypto i saknmp key secure_PSK address 172.16.1.1

crypto i psec transformset AES256- SHA esp-aes 256 esp-sha-hnmac
node tunnel

crypto map MYMAP 10 i psec-i sakmp
set peer 172.16.1.1

set transformset AES256- SHA
mat ch address VPN TRAFFI C

interface G gabitEthernet0/1
ip address 172.16.3.1 255.255.255.0
dupl ex auto
speed auto
medi a-type rj45
crypto map MYNMAP

lJe2dd pu lJuogs

ASA 1

ASAl(config)# show crypto isaknp sa

| KEvl SAs:



Active SA: 2
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 2

1 | KE Peer: 172.16.3.1

Type :L2L Rol e : responder

Rekey 1 no State : MM_ACTI VE
2 | KE Peer: 172.16.2.1

Type :L2L Rol e : responder

Rekey 1 no State : MM_ACTI VE

There are no | KEv2 SAs

ASAl(config)# show crypto ipsec sa
interface: outside
Crypto map tag: MYMAP, seq num 10, local addr: 172.16.1.1

access-1ist VPN-to-SPOKEL extended permt ip 10.20.20.0 255.255.255.0 192.168.2.0
255.255. 255. 0

| ocal ident (addr/mask/prot/port): (10.20.20.0/255.255.255.0/0/0)

renote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

current _peer: 172.16.2.1

#pkts encaps: 10, #pkts encrypt: 9, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 9, #pkts verify: 10

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 9, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICVMP Errors rcvd: O

#send errors: 0, #recv errors: O

|l ocal crypto endpt.: 172.16.1.1/0, renote crypto endpt.: 172.16.2.1/0
path mu 1500, ipsec overhead 74(44), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

ICVMP error validation: disabled, TFC packets: disabled

current outbound spi: 79384296

current inbound spi : 2189BF7A

i nbound esp sas:
spi: O0x2189BF7A (562675578)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-map: MYNMAP
sa timng: remaining key lifetime (kB/sec): (3914999/28618)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x000003FF
out bound esp sas:
spi: 0x79384296 (2033730198)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-map: MYNMAP
sa timng: remaining key lifetime (kB/sec): (3914999/28618)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

Crypto map tag: MYMAP, seq num 20, local addr: 172.16.1.1



access-1ist VPN-to-SPOKE2 extended permt ip 10.30.30.0 255.255.255.0 192.168.2.0
255. 255. 255. 0

| ocal ident (addr/mask/prot/port): (10.30.30.0/255.255.255.0/0/0)

renote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

current _peer: 172.16.3.1

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 4, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICVMP Errors rcvd: O

#send errors: 0O, #recv errors: O

|l ocal crypto endpt.: 172.16.1.1/0, renote crypto endpt.: 172.16.3.1/0
path mu 1500, ipsec overhead 74(44), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

ICVMP error validation: disabled, TFC packets: disabled

current outbound spi: 65FDF4F5

current inbound spi : 05B7155D

i nbound esp sas:
spi: 0x05B7155D (95884637)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: MYNMAP
sa timng: remaining key lifetime (kB/sec): (3914999/2883)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x0000001F
out bound esp sas:
spi: Ox65FDF4F5 (1711142133)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: MYNMAP
sa timng: remaining key lifetime (kB/sec): (3914999/2883)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

ASA2 (odJp 1)

ASA2(config)# show crypto isaknmp sa
| KEvl SAs:
Active SAI 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1
1 | KE Peer: 172.16.1.1
Type :L2L Rol e initiator
Rekey 1 no State : MM_ACTI VE

There are no | KEv2 SAs



ASA2(config)# show crypto ipsec sa
interface: outside

Crypto map tag: MYMAP, seq num 10,

access-1ist VPN TRAFFI C extended permt

255. 255.255.0
| ocal ident

(addr/ mask/ prot/port):

| ocal

addr: 172.16.2.1

ip 192.168.2.0 255.255.255.0 10.20.20.0

(192. 168. 2. 0/ 255. 255. 255. 0/ 0/ 0)
renote ident (addr/mask/prot/port): (10.20.20.0/255.255.255.0/0/0)

current _peer: 172.16.1.1

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 9, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly:

#TFC rcvd: 0, #TFC sent: O
#Valid ICVWP Errors rcvd: 0, #lnvalid ICVMP Errors rcvd: O

#send errors: 0, #recv errors: O

l ocal crypto endpt.:
path mu 1500,
PMIU tine remining (sec):

I CVMP error validation:
current outbound spi: 2189BF7A
current inbound spi 79384296

i nbound esp sas:
spi: 0x79384296 (2033730198)

transform esp-aes-256 esp-sha-

in use settings ={L2L, Tunnel

slot: 0, conn_id: 8192, crypto-
sa timng: remaining key lifetime (kB/sec):
IV size: 16 bytes

replay detection support: Y
Anti replay bitnmap:
0x00000000 0x000003FF
out bound esp sas:
spi: O0x2189BF7A (562675578)

transform esp-aes-256 esp-sha-

in use settings ={L2L, Tunnel

slot: 0, conn_id: 8192, crypto-
sa timng: remaining key lifetime (kB/sec):
IV size: 16 bytes

replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

R1 (TALK2)

R31show crypto i saknp sa
I Pv4 Crypto | SAKMP SA

172.16.2.1/0,
i psec overhead 74(44),
0, DF policy:
di sabl ed, TFC packets:

renote crypto endpt.: 172.16.1.1/0
nmedia nmu 1500
copy- df

di sabl ed

hmac no conpression

| KEvl, }

map: MYMAP

(4373999/ 28494)

hmac no conpression

| KEvl, }

map: MYMAP

(4373999/ 28494)

dst src state conn-id status
172.16.1.1 172.16.3.1 QM I DLE 1001 ACTI VE
I Pv6 Crypto | SAKMP SA
Rl#show crypto ipsec sa
interface: G gabitEthernet0/1

Crypto map tag: MYMAP, |ocal addr 172.16.3.1



protected vrf: (none)
| ocal ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.30.30.0/255.255.255.0/0/0)
current _peer 172.16.1.1 port 500
PERM T, flags={origin_is_acl,}
#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.3.1, renpte crypto endpt.: 172.16.1.1

pl aintext ntu 1438, path nmtu 1500, ip ntu 1500, ip mu idb G gabitEthernet0/1
current outbound spi: 0x5B7155D(95884637)

PFS (Y/N): N, DH group: none

i nbound esp sas:
spi: Ox65FDF4F5(1711142133)
transform esp-256-aes esp-sha-hmac
in use settings ={Tunnel, }
conn id: 1, flow.id: SW1, sibling_flags 80004040, crypto map: MYNAP
sa timng: remaining key lifetime (k/sec): (4188495/2652)
1V size: 16 bytes
repl ay detection support: Y
St at us: ACTI VE( ACTI VE)

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

spi: 0x5B7155D(95884637)
transform esp-256-aes esp-sha-hmac
in use settings ={Tunnel, }
conn id: 2, flow.id: SW2, sibling_flags 80004040, crypto map: MYNAP
sa timng: remaining key lifetime (k/sec): (4188495/2652)
1V size: 16 bytes
repl ay detection support: Y
St at us: ACTI VE( ACTI VE)

out bound ah sas:

out bound pcp sas:
lgvedpld IJizble gl oJlzol
$98, 03l IJBuwpe pedsple spdud luuegsleol Jluvad il igble IJedssy sluadlzol.
euwve IJlBeslole IUieoss

g luwad il Tgble SA gl odlzol. olds pu puwz suwlisd SA 1Jp92936 wes lole wéss). b
IJsuoe 3 Ilecshle J PIX Iguegse 1Ji9le, IJolJss:

- puz UG IPsec - sz3w v dle IPsec IJuilos.
- powt IJogbs, isakmp sa - sz30 Jvodle IKE IJugilbe.

olzeo oyvdsd nat



- & wlyosd nat - sg)00 wdssu NAT pe wyuwse IJJlisy (IJJlsole) [ pgeses
(pzasele) Idlsole

ol e, luweduuld IJisble 9] oJlzol
lwegse 03l IS Joldss gpd IJodsso wuvdd Lozse.
$>&p Cisco CLI Analyzer (pzJJ 9lzoé w1 Jisle, oo Cisco) (JJg pdle I wz sy «8.8b) lgle,

show pgsué. Iuwegse Cisco CLI Analyzer (ppdd slzoé yulb, IJisl o, o0 Cisco) Jg,Lo wedsd
Jeesz IJle, show.

pdleblod: Lze IUs pedople pops 200 9ley wuozsz Iizble ol wed il Tzble ialy, 1P
oluodlzol - Wop l9lp) wozsz IJIRble 9l wogsleol o I ouwedse 1910, debug.

- debug crypto ipSec - sg, 0 plgole IPsec JJpyzdo 2.
- debug crypto isakmp - sg, 2 el ole ISAKMP JJpe,eds 1.

pedsple slo LoJé

5 o 9 L2L 1JIYe )  wsegl
. pdlo 06 IPSec/y 90999 Jle IKE
- 1 S90S 9l oople - Cisco Systems
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agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
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