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o0 1Jpe99e 929> luvegdlele AnyConnect |Js mus.cisco.com guwe IJoopse.
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1. luogb gJs pdwle Windows.

2. 1Joo Notepad Vs 2 8J IUwzw.

3. Bs volisg Jueo: lod) wiy Idplsuw 1Jispw 898 Notepad 933 IJouivgsd Jpuwdsd.
4. po Notepad. lee IJpdwd: "C:\Windows\System32\Drivers\etc\hosts".
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5. 8p vepd Iogssile IUdbes gds 1dpds.
6. 23> pJV > 200b Jpdb wess)led.

1. Bog ulWis ldpels IJb,8s6.

2. b¢d o3l 1Jie, Jbep pdd IUizos6 IJpLos 86 Lluwegsle oz IJuues,e nano lde opews
Vs ublp IJoyvgsd: "sudo nano /etc/hosts”.

3. bed puweere 1deeld 99Jp8 1Jps).
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1. Vo ulwis Idezbo IUb,8s6.
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Standard Cuery A mus.cisco.com

Endpoint with Anyconnect client MNetwork Acces Device
IP: 10.31.121.202 - DS server
IP: 10.88.240.69

Standard Query response Server failure A mus.cisco.com
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Date : 06/17/2020
Time : 20:21:57
Type : Warning
Source : acvpnhagent
Description : Function : CDNSRequest::0nSocketReadComplete

File: c:\temp\build\thehoff\negasonic_mr30.297045120452\negasonic_mr3\vpn\common\ip\dnsrequesct.cpp
Line: 1147

Timeout (per request) while trying to

Fehhf RN R hfhddddddededededededededededededehh ik *

resolve [A] query mus.cisco.com via DNS server 10.88.240.69 (time



lweduuld IJlgble gl oJlzol

Joldss lJgpdso lJpolwoée spdud wpdsu IJodlb 2jedé eds 9lzod perz vldbs [Juolssd
wluwegsle Wireshark.

| M [ dns.ary.name == "mus.cisco.com"

Ma. Timea Source Destination Pratocol Lengtt Info
1235 Standard mus.cisco. com
L 18 2020-06-17 20:21:43.662753 10.88.2408.69 18.31.121.202 DNS 73 Standard gquery response @x83a7 Server failure A mus.cisco.com
26 2020-06-17 20:21:47.336418 10.31.121.282 10.88.240.69 DNS 73 Standard guery @x@3d8 A mus.cisco.com
59 2020-06-17 20:21:59.969648 10.88.240.69 10.31.121.202 DNS 73 Standard guery response @x@3d8 Server failure A mus.cisco.com
66 2020-06-17 20:22:02.385726 10.31.121.2082 10.88.240.69 DNS 73 Standard guery @x@489 A mus.cisco.com
88 2020-06-17 20:22:13.570386 10.88.240.69 18.31.121.202 DNS 73 Standard guery response @x@409 Server failure A mus.cisco.com
96 2020-06-17 20:22:17.426213 10.31.121.202 10.88.240.69 DNS 73 Standard guery @x043a A mus.cisco.com
117 2020-86-17 20:22:28.977132 10.88.248.69 10.31.121.202 DNS 73 Standard query response @x@43a Server failure A mus.cisco.com
135 2020-06-17 20:22:32.478764 10.31.121.202 10.88.240.69 DNS 73 Standard guery @x046b A mus.cisco.com
159 2020-86-17 20:22:43.477717 10.88.2408.69 18.31.121.202 DNS 73 Standard query response @x@46b Server failure A mus.cisco.com
167 2020-06-17 20:22:47.526516 10.31.121.202 10.88,240.69 DNS 73 Standard guery @x@049¢ A mus.cisco.com
197 2020-06-17 20:22:59.790911 10.88.248.69 10.31.121.202 DNS 73 Standard query response @x@49c Server failure A mus.cisco.com
203 2020-06-17 20:23:02.572275 10.31.121.2082 10.88.240.69 DNS 73 Standard guery @x@4cd A mus.cisco.com
225 2020-06-17 20:23:14.291583 10.88.240.69 10.31.121.202 DNS 73 Standard guery response @x@4cd Server failure A mus.cisco.com
232 2020-06-17 20:23:17.615747 10.31.121.202 10.88.249.69 DNS 73 Standard query Ox@4fe A mus.cisco.com
251 2020-86-17 20:23:29.698518 10.88.240.69 10.31.121.202 DNS 73 Standard guery response @x@4fe Server failure A mus.cisco.com

eJs 9lgod !quuoé.),o lJym9ess (GUI) oo AnyConnect 90 lyuwlJs E_Joi Ueds. sugd,
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Limited Access - DNS Failure
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gws wbusy s pu IJedod IJossdé: spdud lsool IJodlb 256 eJs Wireshark 9l wegsle
glpd wuoWs6 DNS Joldss IUlweedlple IJolows gJs mus.cisco.com:

(W [dns -]
Mo Time Source Destination Protecol  Length Info
16389 BEG.042487 10.4.9.62 18.4.9.1 LS 84 Standard query @xc72% A sls.update.microsoft.com
16352 866.151743 18.4.9.62 18.4.9.1 DHs 91 Standard query @xad6f A settings-win.data.microsoft.com
16486 867.055885 18.4.9.62 18.4.9.1 ons &4 Standard query €xc729% A sls.update.microsoft.com
16414 B67.151917 1e.4.9.62 18.4.9.1 DHs 91 Standard query @xadéf A settings-win.data.microsoft.com
16449 B69.858880 18.4.9.62 18.4.9.1 DhS B4 Standard query 8xc729 A zls.update.microsoft.com
16451 BE9.167454 18.4.9.62 18.4.9.1 DHS 91 Standard query @xadéf A settings-win.data.microsoft.com
16588 B73.058065 19.4.9.62 18.4.9.1 DS 84 Standard query Bxc729 A sls.update.microsoft.com
16587 B873.183053 10.4.9.62 18.4.9.1 DS 91 Standard query @xad6f A settings-win.data.microsoft.com
16562 877.888933 10.4.9.62 18.4.9.1 Dus 84 Standard query @x9992 A sls.update.microsoft.com
16587 B78.873865 18.4.9.62 18.4.9.1 oHS &4 Standard query @x9%82 A sls.update.microsoft.com
16598 §79.873732 19.4.9.62 18.4.9.1 DS B4 Standard query 8x9982 A <ls.update.microsoft.com
16635 881.989368 18.4.9.62 18.4.9.1 DHS B4 Standard query 8x9%82 A sls.update.microsoft.com
16684 BES.184894 10.4.9.62 18.4.9.1 DHS B4 Standard query €x9982 A sls.update.microsoft.com
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