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lJ2lb96 5. wJa.se, SSL Cisco Secure Client
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lowod vl Iizble oo lzol

lJp 95,00

S 03l Ipwews Jsdss wdssy gpsd Cisco IUley (souopeu AnyConnect) Lluwegsle
lJeob 86 lJpedsé eds Cisco FTD IJos wwpe bhwel wyluwbé Cisco FMC.

IJecbdole 1Jlul jusé
lJpobdolo

900 Cisco Llu ooy Jrsd pe,uds ldpsluose IJoldss:

* odysu gpsd SSL IUIey pu 2JIJ py3; b6 FirePOWER (FMC)
+ odysu Jlsule Firepower oy ¢JIJ FMC
+ wwobly SSL gJs Firepower

lJpdovlo Idpuwespd

ouwow Idpedsele 1Jglyo W o3l ldpuwens 1Js luosble Idolez ldedsole 1Jpehbss Ideldss:

+ Cisco Firepower Threat Defense (FTD). |Jl_o>l, 7.0.0 (Build 94)
» Cisco FMC. IJl_o>l, 7.0.0 (Build 94)
» Cisco Secure Mobility Client 4.10.01075
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ped9ple luwluss

B 03l IUpeld sep luweisle bods plss Idesuosd IUlews (SSL) Jlousle IUubods 1Jgluos
IUblo,sé (VPN) oo FTD ¢ osJ Windows 10.

ou IJluosly 7.0.(?‘ S8 w9w9d9d FTD IUss wwp blwe .__,_9|u?b6 FMCnI.J,ouobLéé lJpzJso
Jepdle Cisco IJlpusu. 98pJ0 wg s 03l Jb)ys96 puol> 9o luwlwss 19 Jbys o lzoslbss
WO gldo du.uJ IJbys@6 IJluwlgwss. Vs o3l Idpeld sop odssy Idpuolb 8o 1Jpedso
Jpol>96 luulvss.

Sod o SY9u luosly 1w ulpe 031 Cisco Secure Client Local Authentication gJs FTD polel W @§b
eJs Cisco Firepower Device Manager (FDM).

lJodosu

lJodssule

IJgss 1. 1Jeedd pu IJesgsue

ISvd wdysy Cisco Secure Client: sgo ouwesd FMC slu ooy p9l9 96 pg prgd IJe,dsue

IUsds. Jl spdud wuiy Cisco Secure Client |31 Jeo sJo J FTD o s PLUS g APEX g VPN
wolde Wb,

loedd lJs IJoble > 1Jo)ldsue > IJoslsue 1U3dss Juoplo ouvesd FMC 9ol ol pe
w9lué IJo,gzsue 1U3ds:
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BHSes Logging v Health » Monitering Toals v

Smart License Status

Bp wldoprs) Jiuwdd sds ubuw IUuodzs. B IUzje Iduvdds pu pebl IJoslésuo 1Usdss.
Spdud 4986 IUlusle 1Jpgodids oo o)lisue gpsd Cisco lJles (AnyConnect) 1Jee9u8,6
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Smart Licenses X Edit Performance Tier Edit Licenses
|iemme dvrefomic e | liewtaziee lipemee s
] Firepower Management Center Virtual {2) =]
] Base (2) (]
] Malware (2) o
] Threat (2) -]
] URL Filtering (2) e
« {J AnyConnect Apex (2) -]
TS 8B 8 ™ Cisco Firepower Threat Defense for vMWare - v6.7.0 o Cisca Firapamar Theaat Dafonsa for VHWare Globa oA
e DT thach Firapamer Thresk Dafense for Vhware - v7.0.0 -] Cisco Firapower Threat Defense for ViHware Global HiA
AnyConnect Plus (0)
AnyConnect VPN Only (0)
Note: Container Instances of same blade share feature licenses

1Jgo96 2. wepsd zjpd Cisco Secure Client |Js FMC

Juble lJouvgsd Windows py cisco.com:

Application Programming Interface [API] (Windows)@
anyconnect-win-4.10.01075-vpnapi.zip
Advisories [

AnyConnect Headend Deployment Package (Windows)[g

anyconnect-win-4.10.01075-webdeploy-k9.pkg
Advisories [

AnyConnect Pre-Deployment Package (Windows 10 ARM64) -
includes individual MSI files@m
anyconnect-win-arm64-4.10.01075-predeploy-k9.zip

Advisories [{

AnyConnect Headend Deployment Package (Windows 10 ARM64)

a
anyconnect-win-arm64-4.10.01075-webdeploy-k9.pkg
Advisories [

Profile Editor (Windows)g
tools-anyconnect-win-4.10.01075-profileeditor-k9.msi
Advisories []

AnyConnect Installer Transforms (Windows)g
tools-anyconnect-win-4.10.01075-transforms.zip
Advisories [

21-May-2021

21-May-2021

21-May-2021

21-May-2021

21-May-2021

21-May-2021

Ip wouisd gjed uuvy 9226 lJluweweld sldoe 1Jglues o Cisco Secure Client (AnyConnect)

141.72 MB +
77.81 MB Oy
34.78 MB F
44.76 MB +
10.90 MB + N\
0.05 MB A

Jozgesd w296 gpsd Cisco |.JT,o.;J‘ loedd lJs IJdlsole > b IJdlse 9o, pdw gpsd Cisco

IUlew Lopw Bisé VPN B za9J IUpeogsle:


https://software.cisco.com/download/home/286281283/type/282364313/release/4.10.02086

Overview olicies Devices AMP  Intelligence Deploy  Systern Help v dpererve v

Object Management Intrusion Rules

AnyConnect File

File objects reprasent files used in configurations, typically for ramate sccass VPN policies. They an gantain AmyConnect Cliant Profile and AnyConnact Client Image files.

& Route Map
# @ security Inteligence Mo records to display
[ DH5 Lists and Fosds
¥ Network Lists and Feeds
W URL Lists and Feeds
@sivronn
i 5LA Moritor
& Time Range
& Tema Zona
4 Tumnel Zone
@ v
5 variable Set
% VLAN Tag

R Cartaicate Map
& custom Asibute
[y Greup Policy
8 1KEvL 1Psec Proposal
B 1kEv1 Pocy

W vz 1Psec Froposal
B wevz posey b Mo data'fy display, Page [1 of 1 [

ige) 15 luolds pJud AnyConnect. B uldss |olbs pJb gpsJ AnyConnect IJlou: §p
oSS luwp JJIlsur &p o) luveg)lyo.. JIgesh 2ips gpsd Cisco IUlew. slgs)l 3o,
w296 gpsd AnyConnect Jy9g Idpdwd Vs 1JB8lses IJpuuusJe:

Add AnyConnect File

Narna:* AryConndet_Win_4.10

File Hama:® B win-4, 10,0107 5-webdeplor-k9.5 | Browse..

e

Description:

e, 1ds) eldb. sew luols IJdlsy 1Js Blises IJJlsole:
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uwdbd Giols sledss Iy pize pudS pE9 Lol
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Device Management  Device Upgrade  NAT VPN« QoS Platform Settings  FlexCondig
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2y 1) 1old6. &p 2 FTD 1Jp929s B 1Ji8lses Idpoowsds Jzols B wldss |olss
uwoldé grs36.

Objects AMP Intelligence

Device Management Device Upgrade NAT VEN * Qus. Platform Sattings FlexCanfig Certificates

Add New Certificate T X

Add 3 new certificate to the device using cert enroliment object which i used to generate CA and
Igentify certificate.

Dewica™:




12 iy luplds ouwesd 1dsuosd (12uo) + p5) Jlouble Jiiso wuwzsd 2263 Bp IJloe B oldss
luolds wuwpsd 2¢9d JJguuos vogssu luve JJIliso 9lge) ybolss 09 9¢es Slosl Vs IUSlses
IJpuuwsds uag ldouvesd.

Add Cert Enrollment

Hame® S5L_SelfSigned

Desaription

m Certificate Paramaters K!“f Revocation
— -

. Cemmon Name (CH) i3 mandatory for dalf-3igned canificate that I8 used in Remaote Aceds VPN, To ceafigure
* CN, please navigate to ‘Certificate Parameters tab.

Allow Orerrides

gl wldogwwd Jduueble 1Jesdes slosl sJou [Usles! 1o sdsw ool luwe puie,d (CN).
loodd Ids gdled ldowsse pedele Iduvelss Jog s CN:

Add Cert Enroliment

Name* 551_SelfSigned

Description

_canformavon | [KEENTSIIRNN Kev _Revocaton

Inclade FOON: Don't use FQON in certificate

Inclde Device's IP Address:

‘Commen Mame (CN):
Organization Unit (OU):

‘Organization [0):

Lecality (L)

State (5T):

‘Country Code (C):

Emadl (E):

[ include Device's Serial Number

Allow Overmides
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+ W frdvha-dperezve Y
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Cloud Services m Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

IEEIEl realm Sequences  Sync Results

2 5o 1upld6 285 B 0ld3s [olds LblE 2383 Bp woessu luwe 9l 2sh peds B
IUlis 06 1J poiwsJs 1Jose:

Add MNew Realm

Hame™
AnyConnect-Local-Auth
Type

Local User Configuration
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N pdlebs: sz o s950 JIJale 1es9) 21 213 200 Jurss Sles s 1B 52500 £ 2
WPES) 909, Sl 92 Eluo sleo.

Add New Realm

AnryConnect-Local-Auth
Trpe
LocaL

Local User Configuration

A dperezve

Usemame

Pagsword Confirm Pagsword

ledb IJogsslo: &p lud) 998 luolds 2 Jlolds whbld 238> [Js Blises IUpgledle
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Coefiguration  Users  Domains  Integration  SecureX  Updates  Licenses™  Loggings  Healhe  Monitoring v Toolsw
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Hame = Descrigtion Type Domain AD Primary Donssin Dase DN State

[ YCannact-Local-Auth Glota o Enablad It

lJglbgs 5. wJd9sy SSL Cisco Secure Client

Jodgsy SSL Cisco Secure Client. loo@d 1Js 1Jizoé > VPN > 1Jso9d g0 wes:

Overview Analysis Polides m Objects AMP Intelligence ) Systen  Melp »  dperezve v

Device Management  Device Upgrade  NAT | VPN = Remote Access | QoS Flatform Settings  FlexConfig  Certificates

bybye IJadd j,inorderto ¢J3w 235> VPN Luslws. §p woedss luwe Jpdd og)sud
IJlouolde &p 235 Elus lgosl) SSL e lge,) FTD 1des)z eds luo 1Jzols 1Jpuwwosrdd. sge
od9so JJ Jvse s Suve wessu lduog Vs peldz wog VPN JJsuesd gu we»:

Overview Analysis Policies ISUITN Objects | AMP Intelligence 3 System  Help v dperezve ¥

Device Management  Dévice Upgrade  NAT VPN » Remote Access QoS Platform Settings  FlexConfig  Centificates
Remote Access VPN Policy Wizard

o Pelicy Assignment 2) Connection Profile > 3) AnyConnect > 4] Access & Cartificate > 5) Summany

Pesme:® S5L_AnyConnect_Localauth

CAL or Beaim or BADISE
or S50 to authenticate VPN

onnect Client Package
sure you have AnyConnoct package
b

dantials to download
B frdv-dperezve
Device Interface

Interfaces should be already configured on
targal @ usad

Mext Cancel
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Device Management Device Upgrade NAT VPN * Remote Access Qos Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

1) Pollcy Assignment 9 Connection Profile 3} AnyConnect > 4) Access & Certificate > 5) Summary
5 oy
| ! L ] [

- y — (== ||

Awthentication Server:® LOCAL I > O
- o

Back Hext Cancel

atfuanlie
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S dops) Jiwdd eds 0Bduw IJuodes: e lody B9 ks IUSdp Iuolue B Suvp
ozpe eulasu IPVA Jogsss wgpe IP 1Jpuwedse po 9od gpdle Cisco lJlpy:

Objects AMP  Intelligence

telp v dperezve v

Device Management Device Upgrade AT VPN * Remote Access: Qo5 Patform Settings FlexConfig Certificates
Remote Access VPN Policy Wizard

5 s SRR 5 v > (5 s ot 5 s
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Address Pools
Authar
ailabie 1Pv4 Pools € o
Agcour
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Device Management Device Upgrade  NAT VPN * Remote Access QoS Platform Settings  FlexConfig Certificates
Remote Access VPN Policy Wizard

(1) Policy Assignment > (2] Connection Profile © AnyConnect (4] Access & Certificate > (5) Summary
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AnyConnect Cllent Image

o-grde s o
1 ¥ Operating System
7] AnyConnses Win_4.10 Ay COnnet-win -4, 10,01075-WabdepoF KRS | panaoo s =
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€ISEo

bybyce g 3Jdin order to u9Jo |Js Access & Certificate (§wp. s 1J8lsed 1JpuuusJoé
022986 131206/ 00l 86 1Ji0ly « Ige,) 1d9lz06 IJos sJjp wedsw Cisco Secure Client
(AnyConnect) WBsol. &pc B 1J8liseé Idpuuwsds ouvesd Iduiolss: 1o, IJuuolyé IJos wp
loublgel WS 1Ugbys 3:
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Device Management Device Upgrade INAT VPN * Remote Access QoS Platform Settings FlexConfig Certificates
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Remote User AnyCannest Client
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Ana

Network Interface for Incoming VPN Access
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Enable OTL
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Dwsice Management  Device Upgrade  NAT VPN » Remote Access QoS Flatform Settings  FeConfig  Certificates
Remote Access VPN Policy Wizard

Remote Access VPN Policy Conliguration Additionsl Configuration Requirements

1) Policy Assig

Firepower Management Center will configure an R WPN Policy with the following sattings Aer the wizard comeletes, the  fof
et to be completed for
work on all device tarpets.
) Acoess Control Policy Lipdate
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Authe i DNS Configuration
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@ Cisco AnyConnect Secure Mobility Chent

VPH:

@ Cisco AnyConnect | 10.31.124.25

=

Group: 55L_AnyConnect_LocalAuth

Username: | dperezve

Password:

ween lewel wslule IUlgeels oo Bod FTD. szu lu sg)uo wbwsd Cisco AnyConnect Secure
Mobility Client z1Js IJloolJ:

@ Cisco AnyConnect Secure Mobility Client

@

Connected to 10.31.124. 25,

10,31, 124,25

alfuanfie
CISCO

pu FTD. lue suvobse ,J o &500 vpn-sessionDB anyConnect I, in order to g, o 1J cisco



Slew ju90 aduws vuvb 2lds! eds 2ol IJzelss:

firepower# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : dperezve Index : 8

Assigned IP : 172.16.13.1 Public IP : 10.31.124.34

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

Bytes Tx : 15756 Bytes Rx : 14606

Group Policy : Dfl1tGrpPolicy
Tunnel Group : SSL_AnyConnect_LocalAuth

Login Time : 21:42:33 UTC Tue Sep 7 2021

Duration : Oh:00m:30s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN ! none
Audt Sess ID : 00000000000080006137dcc9

Security Grp : none Tunnel Zone : O

lpwod ol IJIzble 9] odlzol

I9p voUuESJ IJi,oJ debug webVPN AnyConnect 255 ¢Js FTD Jo)s wxd @ louold SSL gds
FTD:

firepower# debug webvpn anyconnect 255

wlJluolws [Js euoese i'ablc IJg psd IJlew po Cisco. spdy pdlzbbs a8 d IUloyold pg
IJedllo 2506 TCP lsuol. 03l peld eds louold vlez: swp 19pld Sdle gpdsle puoldes 39,56
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Fle Eda Vew Go Captere  Anshue Rntioc  Tdephomy  Widess Tok  Hep
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W [pads -= 8308

3353888

18.31.134.39

18,31, 134,34

17 3341963 TeP

18 3.341563 .30, 134, 4. TiSvh.2 1271 Server Hello, Certificate, Server Eey Exchange, Server Hello Done
2 3.19086 10.31.134. 15 TCR 54 SAMD + &40 [AK] Seqelid AckelllR WineG)LI} Lensd

£l 18.31.134. 3% Tuivi.2 147 (Hent Key Exchange, Chinge Clpber Spec, Encrypted Wandyhshr Mesrsge
r g wr : At i fncoypted Haodshabs feisare

R 18.30.124,25 Tiivi.i 1349 spplicatien Data

32 5. 458069 18.30. 104,34 TeR 60 443 = SIM0 [ADK] Sequli6h Acke1533 Min=3ITES Leah

I 5. 500054 10,3014, 34 TLSvi.Z 594 dpplicatien Data

M55 10,02, 134, 14 TSvE.2 797 spplicatien Data

15 5500054 10.31.124. 34 TuvE.2 9 dpplicaticn Data

3 5.500158 10.32.124.3% Tep 54 52300 + £43 [ACK] $0q1332 Acke2455 Min=£4280 Lea=d

44 13, HakdL 1850 184,35 Tuivi.} 1534 Applicaticn Data

67 12, 260397 183010434 TeR 60 443 = 51500 [ALK] Sequl48B ArkelV4} Mins3ITES Leawd

8 12269297 10.30.124, 4 TeP 60 443 = SLMQ [ALK] Seqrd488 Ack-32 Wn=3768 Leaed

9 12, 69297 10,0014, 4. TUSVE.Z 554 dpplicatisn Dats

7 12, 69097 1001124, 34 Tsvi.@ 1431 dgplicatisn Gata

71 12, M0Ta7 10.31.128. 34 Tuivi.z 1433 spplicetion Data =
72 12. 80518 18.31.120. 28 Ten 44 52500 + £43 [ACK] SequBM02 AtksSTES Mns£4240 Leawd

73 12278473 18.30.104, 34 T2 1504 spplicatien Data

TEALIBT 1.ML13426 1830104, 34 TLSvh.} 1514 Agplicetien Dats [TCP segment of & reassesbled PoU]

L TR AR TRATY 18 MR85 8,000, M

T He
60 443 = S1M0 [AK] Seqel Ack=194 Wise32TES Lensd

Tisvi.d 1371 dppilcatien Cate -l

[+ Frame 13: 86 bytes on wire (518 bits), 66 bytes captured (335 bits) cn Enterface \Davice\WHF_(DC14ACH3-BAS1-AACC-ABSE BACFCIFFCECH), Ld B
* Ethernet II, Sre: Wiware Bérefred ($0:50:56:96:c6iek), Dat: Viware h3:B4:aT (B0: bk 3
* Isternet Protocel Wersien 4, Seer 10,
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