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Windows Server FTD AnyConnect Client
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lJeuweéde. Vs d>Jdsd Idodysy odl swp logile puwlole IJpuvedspsy odo.
ewvlole Jpgwespsu:

* IJdpuw9sd: swp luwwgsle o3l 1deuwle Jeuwle s3dsd Jduwele J FTD Cldbhoolb Ggle
Active Directory.

« admin: g wlo puw9sd I2ovl) suvwése Jlbol) 0966 [Jpuwegse.
we>s> LDAP DN IJiwlws 9 DN JJpeeeoed
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B Local Sercer

B A Servees

" apcs

& aDDs

¢ ADFS

& ons

B§ File and Storage Services b
I 15

T Nap

Iz View Option 1JJszs W IJleds: 980 wlolzs Advanced Features. Jpl 09 09 02 B |JL09,6:

'WELCOME TO SERVER MANAGER

QUICK START

WHATS NEW :

ROLES AND SERVER GROUPS

Aol T | Serwer groups Fes
"} apcs 1 il aoos 1 2 ADFS & DNS
() Manageability () Manageability (T Manageability (0 Managesbisty
Events Events Events Events
Saervices Services Services Services
Ferformance Performance Performance Performance
BPA results BFA resulis BPA resulis BRA results
o s 1 ™ nap 1 B Local Server Ei Al servers
() Manageability (@ Manageability Manageability (® Marageabity
Events Events Events Everits
Services Services Services Services
Performance Performance Performance Performance
BPA results BPA results EPA results BPA results

B File {

Serv
® Man:
Evenl
Servi
Perfq

BPAL

Active Directory Adminitrative Center
Azte Dvectary Domaans sad Truits

tive Dinestory Module for Windaws Powerhl
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AD F5 Management
ADS! Edit

Certification Autharity

Component Services

Computer Management

Drefragenent and Optimize Drives

DNS

Event Veewer

Group Pokcy Management

eaith Regictraten Autharity

Internet Infoematon Sernces (115) Manager
SCSI Initiator

Laeal Secunsy Paiey

Rietwork Pely Servee

DOEC Data Senrrirs [32-b1)

DDEC Dats Ssamves [B5-ba)
Perdomange Monsar

Resource Monstor

Security Configurabon Wizaed

Senvices

System ConfSigueation

System Informaion

Task Scheduler

Windows Firewall with Advanced Security
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Windows PowerSaell
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Add/Remove Columns...

] Active Direc Large lcons
p ) SavedQ  Smalllcons
4 ﬁ razor.log List ntainer for up...

b (] Buil |E| P ntainer for do...

» @ Co ntainer for sec...
p [E] Do Users, Contacts, Groups, and Computers as containers htainer for of...

b

i ions... ation for stor...
> B Ma Filter Options i _r r.
rem settings

b [ Pro Customize...

b (2] System ainer for up...
] Users [7INTDS Quotas  msDS-QuotaC... Quota specifications co...

p (7] NTDS Quotas (5] TPM Devices  msTPM-Infor...
p [C] TPM Devices In'frastructure infrastructurel...

T

Displays items in a list.

Swse 3JY gHup Idguolisuo IUluoliss cpo Jlsule AD.
eds wwesd Ipoeldc Jdees) eds yvwdsd DN IUElLos wldes, razor.local 1u8) vy [dplyuw 1Jlsps 89§ razor.local. & pe
i¢,) Properties. Jol 09 p9 08 B 030 1J09,6:



File Action View Help
e 2@ oBez Bm3ataras

] Active Directory Users and Com|| Name Type Description
p (] Saved Queries ] Builtin builtinDomain
434 _lamr.l?c Dedeoatz Controll t:‘r Default container for up...
t [ Built ional... Default container for do...

Find...
B g gom o . ner Default container for sec...
b om nge Domain...

b 5 Forei Change Domain Controller.. ner Default container for ma...

b [ Lost Raise domain functional level... ner Default location for stor...

L' 3 :::; . Operations Masters... ner Builtin system settings
ner Default container for up...

€ New
d S USS:F QuotaC... Quota specifications co...

Al Tasks s
P :j NTD I =Intor...
p 0 TRM View ucturel...

dFound Default container for or...

] >

Opens the properties dialog box for the current selection.

oew Properties. igo, Attribute Editor £ Jleé lJowsse. lupe disiinguishedName weo 1Jguolis o &p 1o, View. Jpl o9
P92 s 1Juo96.

903l sBwz W36 23526 25 SpIdu uuwg DN 9d oo b FMC Jlzsl.

b o3l IJpeld: sJ9u DN Iz, DC=razor. DC=local. lowg 1J§se06 9edbol J9do Jlgd. bbb de OK inorder to ¢ jze lJésb
uwed pzay uldss 9b gb§e OK wlyse inorder to gz 1Jguolisue.



razor.local Properties (2] x ]

General | Managed By | Object | Security | Attribute Editor

Attributes:
Attribute Value A
defaultLocalPolicyObj... <not set>
description <not set> -
desktop Profile <not set> =
displayName <not set>

displayNamePrintable  <not set>
distinguishedName DC=razor,DC=local

domain PolicyObject <not set>

domainReplica <not set>

dSASignature { V1: Flags = 0x0; LatencySecs = 0; DsaGuic

dSCorePropagationD... 0 =()

eFSPolicy <not set>

extensionName <not set>

flags <not set>

forceLogoff (never) v
< m ]

View Fitter

Attribute: distinguishedName
Value:

Clear




ouwe e uvolsé SSL J LDAP

luog b Win+R ghygJ mme.exe. &p 1o, OK. Jpl 09 p9 oz B od0 IJLo9)6.

A Run L

= Type the name of & program, folder, document, or Internet
= resgurce, and Windows wall open it for you,

Oper: | D ]

| QK | | Cancel Browse... |

loodd lJs File> Add/Remove Snap-in...c Jpel 09 p9 oz B 030 1Ju09,6:



There are no items to show in this view.
Save As...

Add/Remove Snap-in...
Options...

1 C\Windows\system32\dsa

2 C\Windows\system32\eventvwr
3 C:\Windows\system32\certmgr
4 C\Windows\system32\certsrv
Exit

Enables you to add snap-ins to or remove them from the snap-in console.

aga Idhgla 1lualuigs \eaizse iE, Certificates & p 1§, Add: Jel 09 p9oe B 030 IJLo9,6:



budd ar Remeve Snap-ins

You can sekct snap-ns for s console from thase avalable on your computer and configure the selected sat of snap-ns. For
extenzble snap-ins, you can configure which extersions are enabled,

Available snap-ns:
Snap-in Vendor
[l Active Directory Do...  Microsoft Cor...
B Active Directory Site...  Microdoft Cor...
] Active Directory Use... Mirosoft Cor...
Mcresoft Cor,.,
Micresoft Cor...
Micresaft Cor...
Marosoft Cor,.,
Murosoft Cor,.,
s Certification Authority  Microsoft Cor,,,
B, Component Serviees  Microsoft Cor...
ECﬂn‘rputa'r-'la'paan Microsaft Cor...
Hbew:e MMaraper Murosaft Cor,..,
J.TI'.“lisl-:|'I-'|-n-l'u.'u_;lm:ﬂwl:!':’c Microsoft and, ..
Desmipbion:

Selected snap-ins:

[ Conscle Root

Eemove

Mave Lip

Move Down

The Certificates snap-n alews yeu to bravse the contents of the cersficate stores for yoursalf, a sandce, or a computer.

| | cancel

i¢, Computer account &p o8, Next. Jol 09 090z Bes 030 1JL09,6:




Certificates cnag-in

Thiz srizp-n will always manage cetificates for

gl ] [

Jol 09 p9 oz ouli 169, Finish.




Select Computer

Selact the computer you wart this snap-in to manage.
This snapn will always manage:
(®) Local computer he computer this conaole ks nunning on)

(") Another computar:

Browse...

[ ] Alow the selected computer to be changad when launching from the command line. Thiz

orfy appliea F you save the consola.

< Back

IJTo 1@,y OK. Jpl 09 p9 o B o030 IJuo9,6.




budd ar Remeve Snap-ins

You can sekct snap-ns for s console from thase avalable on your computer and configure the selected sat of snap-ns. For
extenzble snap-ins, you can configure which extersions are enabled,

Available snep-ns: Selected snap-ins:
S vendar - [l Console Root Edit Extensions. ..
| Active Directory Da...  Microsoft Cor... S Certficates (Local Computer) S

B Active Directory Site...  Microdoft Cor...
] Active Directory Use... Mirosoft Cor...

=1 ActiveX Contral Microsoft Cor.,.. Mave Lin
ADS] Edit Micresoft Cor... S e
Autharization Manager Micresoft Cor. .. ik ik
#| Certificate Templates  Marosoft Cor,..
I Certificates Microsoft Cor..,
il Cartification Authority  Microsoft Cor..
}:thp-:nmntiaﬁ.riut Micresaft Cor...
& Computer Managem... Microsoft Cor...
Hbew:e MMaraper Murosaft Cor,..,
i Disk Management Microsoft and. ..
oA CHeTEEaT en w _ Advanced...
Desmiption:

The Certificates snap-n alews you to bravise the contents of the cerificate stores for yoursslf, a sandce, or a computer,

o ][ o

O wuyuwse Personal |Jpeds: &p lud) Certificates. szo luosl) Iduiolss IJpuuwegses oo dod LDAPS|Js |uwe IJpzld
lpsod olddled (FQDN) 1Jzloo wilse WIndows. ssz> s o3l 1zlse el Loble psyzé:

op luosly vobs p)ze puodd IJws razor-WIN-E3SKFIQD6J7-CA o5l wboés.

Juolds pyze puod8 Lol pu 9lds supinfo-WIN-FNJVPOQUEHS-CA.

wp luosl) Juolsé 09s6 |Js WIN-E3SKFIQD6J7.razor.local razor-WIN-E3SKFIQD6J7-CA.




B sdsd IJodssu o3l sdse FQDN o9 WIN-E3SKFIQD6J7.razor.local. sulJelds Bl IJuvobosy Ilsdssy és) woldzosu
Jdluwwgsle Juioelsé LDAPSSSL. Luoelss 1Je9gsé lJos we luoslyol WIN-E3SKFIQD6J7.razor.loca os Luolsé wpe |uosbel wddlissl
w9luwlbd 306 IJpsze ldpues§ J Windows Server. 1u 8, @l pis9e! eds [duvolbs Jdozgdd po lJovdluosd.

File Action View Favorites Window Help
« nm 0| 6=

[ Console Root Al Issued To = Issued By Expiration Date
4 L}]' Certificates (Local Computer) T3l razor-WIN-E3SKFIQDEI7-CA razor-WIN-E3SKFJQDEIT-CA 372272026
a ] Personal %zl supinfo-WIN-FMJVPOQUEHS-CA  supinfo-WIN-FNJVPOQUEHS-CA  2/23/2025

[ Certificates| E;Jmn-essmqow.rmuocal razor-WIN-E3SKFIQDEIT-CA 472572023 |
B O] oot Certilication Autho
» = Enterprise Trust
b 1 Intermediate Certification Autho
p (1 Trusted Publishers
p 1 Untrusted Certificates
p (] Third-Party Root Certification Ay
b | Trusted People
b 1 Client Authentication Issuers
b (] Other Pecple
b 1 Remote Desktop
p [ Certificate Enroliment Requests
b (] Smart Card Trusted Roots
b (] Trusted Devices
b (=] Web Hosting
< "

More Actions

Persenal store contains 3 certificates.

o0 lzd luwweslpol Juuolsé LDAPS SSL. szw lu wuweglds 1ol Ipobdule 1JelJss:

Seblod Uluee Iduslise 19 1Uluue Idwssd Jessse DNS pg FQDN 13l o wélse Windows,

©2o9s Iduwelbs gds puob$d IUthe Uopw 28 luveisle IUpclz Idpzuwo.

oew Detalls g Jlps IJowssy IUglues ldubolsé. e, Subject Alternative Name. z.se WIN-E3SKFJQD6J7.razor.local sse, FQDN
9e9>l-



Certification Path

Value
%|Enhanced Key Usage Client Authentication (1.3.6.1....
| Application Policies [1]Application Certificate Polic...
5| subject Key Identifier 1b 34758 c43e ef 58 b 43 ...
55| Authority Key Identifier KeyID=cf83 92 a4 1400 e75...
gcm Distribution Points [1]CRL Distribution Point: Distr...
&l

Authority Information Access  [1]Authority Info Access: Acc...

Key Usage Digital Signature, Key Endpher...
Subject Alternative Name DNS Name=WIN-E3SKFJQD&]...

S Name=WIN-E3SKFIQD617.razor.local

DNS Name=RAZOR

Edit Properties...
Learn more about certificate details

wzw Enhanced Key Usage. Server Authentication gzl _o,.



General Certification Path

Show: | <All>

Field Value

Certificate Template Inform... Template=LDAPoverSSL(1.3.6...
n3| Enhanced Key Usage Client Authentication (1.3.6.1....
Application Policies [1]Application Certificate Polic...

SubjectKeyIdenﬁﬁer 1b3475f8c43eefS8H 43...

Authority Key Identifier KeyID=cf 8392 a4 1400 e75...
@ CRL Distribution Points [1]CRL Distribution Point: Distr...
Authority Information Access  [1]Authority Info Access: Acc...

|Key Usage Digital Signature, Key Encipher...

Edit Properties...
Learn more about certificate details

epl sop oldss 3JY. wew Certification Path g Jleé 1o w9sw: g Uolss Idpuwess IJigds sldes os iols IUe,ze
IJeuo23 1ded) ep lud) View Certificate. s3> 03l [Js Bog ol osd [duvol>é Juuolss IUpyze 1dpuesd 1Uzd) Jel 09
P3P s IJues)é:



. Certificate [ x|
Certification Path

Certification path
razor-WIN-E35KFJQD617-CA I
(5] WIN-E3SKFIQD6J7.razor.local

View Certificate

Certificate status:

F; certificate is OK.

Learn more about certification paths

- Certificate | x|

General | Details | Certification Path |

I- a Certificate Information

This certificate is intended for the following purpose(s):
« All issuance policies

» All application policies

Issued to: razor-WIN-E3SKFIQD6I7-CA

Issued by: razor-WIN-E3SKFIQD637-CA

Valid from 3/22/2021 to 3/22/2026

Issuer Statement

Learn more about certificates

[ ]

oo Details gJlps IJowsse 1Jeluod wuivolss IUesze [Jpuead 1Jes): lody Copy to Filegoowe gJIJCertificate Export

Wizard lU>s sues) IJpsze [dpuord 1Jzd) vouuwsd PEM.

i¢w, Base-64 encoded X.509 Jouusd pJu.




Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

C:\Users\Administrator \Downloads'yoq
Export Keys No
Indude all certificates in the certification path No
File Format Base64 Encoded X.509 (*.cer)

IBez Giolss IJpuze Ipuesd 1Jed) IJetius B IJpsde 1Jpess eds 1dzol wluwegsle p33,8 19 ks p2an vuosue 18-

S&Huo 03l Jwelxs wuuwsd PEM. lz b o3l Jsgo Jlz 8.

————— BEGIN CERTIFICATE-----

MIIDfFTCCAMWgAWIBAgGIQV 4ymxt 3BJOIHNDL +luY azANBgkghkiGOWOBA QUFA DBRMRUWEWY K CZImiZPyL GQBGRY FbG9j Y WwxFTATBgo.
vCjEhMB8GA1UEAXMY cmF6b3ItV0lOLUUzUOtGSIFENKko3LUNBMB4XDTIXMDMyMjEOMzMxNVoXDTI2MDMyMjEONDMxNVowUTEV MBM!
BWxvY 2FsMRUWEWY KCZImiZPyL GQBGRY FcmF6b3IxI TAfBgNVBAMTGHJIhem9yL VdJITi1IFM INL RkpRRDZKNy1DQTCCASIwDQY JKoZlhve
CCAQ0oCggEBAL803nQ6xPpazjj+HBZY c+8fV++RX CG+cUnblxwtX OB2G4UXZ3L RrWznj X aS02Rc3qV w4l nOA ziGs4ZMNM 1X 8UWeK uwi8QZQljJ
9dkncZaGtQ1cPmgenCWunfTsaENK bgoKideX jpwwUSbEY wU3Qaiil/tp422ydy3K gl 71gt1s4X gpZmT ezykWra7dUy X fkuESKBIEOAV +zNxfBJIn3Q9Nzf



CSKTQTRXY ryy8dJWjAF/N6A3VnS/I 7UhujIx4CD20BkfQy6p5HpGxdcdGM T TnDzUL 460t6i meB X PHFOI Jehh+tZk3bxpox TDX ECAWEA AaNRM E8w
DAgGGMABGA 1UdEWEB/WQFMAMBATf8WHQY DVROOBBY EFM+DkqQUAOdY 379NnViaM JAVTZ1IMBAGCSsGAQQBgjcVAQQDAGEAMAQC
AA4IBAQCiSm5U7UBY 7zX dx+dleJdOQmGgKayAAuY AD+MWNwCANzFD8Y r7BnO6f/V nF6V GY PXatDvs7V L ZewMNKkp3i+V QpkBCK dhAV 6qZu
4sMZffbVrGIRz7twWY 36J5G5vhNUhzZ1IN20L wewtHg2SO8XIvpTS5fAnyCZgSK 3V PK X nn1HL p7UH5/SWN2JbPL 15r+wCW84b8nryl bBfnONEX 71
GuDsepY 7/u2uWfy/vpTJigeok2DH6HF OET 3sE+7rsI AY +0f OkWW5gNwQ4hOwv4Gogj+Y QRAX Xi20ZyltHR1dfUUbwV ENSFQtDNFA 7X

B 2lds 929> Uivoblo pogsss powes Bs "pgiu Ideol IUpeds" eds ¢lbe LDAPS (IEoshs)

1. B elds 929> 1Jesss pu Uvoble 1Jesss lJes spdu luwwgsleol po God LDAPS9guspl $I90 ould 30 SESU BSpl soedd
dpowetse: ls Jl$9z> 9009 s Else LDAP: sbd pu IJepdo luweile ez IJpwesd 10es) po 1Jedlb 25pé op edis FTD.

2.8 glds 929> £36 uoble Loldes Jpuolb 86 1Ughbe Bs peiu Uvoble IJJpwsye) IUpeds Jgbe LDAP (pod 9236 Idoedp
NJpzld AD D9). spdu pdlzbs |uuwesle yiolss ppodds Jlwoldle LDAP. 18 joJ ad Jeed 030 1Jp dJs o9 51Jé JJ
IJuieble g8y IJu2,9,86 pu pEiu uvoble IJdpwsse) IUpeds s8sol Liolss 9lzas V@b Loldzs Jpuol> 86 1Jgh .

908 3JI I Iy 00ld Luow pubbds sobdu 929> Uiobosu 19 1de, slu sdsw Jssd ¢lse Windows Server 2008 LDAP g J.s
IJi.jJ‘ SpIdu luwedsle peu [Juvoble Jgselo peld &>06 Active Directory (NTDS\Personal) JloolJle LDAP.

w9 030 lJgbgle Jsbss wuoss) Jvold wp wedsy LDAP gdsol pu pgio uvoble Idpwssa) IJpeds Jogrd Idozde
uldeeld 1Js peio uvoble €306 peld ¢206 Active Directory (NTDS\Personal).

loedd 1Js 9236 wedpe MMC gJs gl e Active Directory. glg e, File: &p 169, Add/Remove Snap-in.

v, Certificates & p 10,8, Add.

.

I Certificates snap-in. i'ao_, Computer account & e 109, Next.

s Select Computer. i3, Local Computer. 1o, OK. &p o @, Finish. s Add or Remove Snap-ins. 1u§, OK.

B 9236 wpdp Iduwoble 1Uglues wlddpossw) IU3s Szoss eds uvols ouwedse Jpuolb$s 1Jehe: 1ud) wis Idelouw
IJlspw 89,9 certificate All Tasks. & p lu g, Export.



[ File Action View Favorites Window Help
e 2@ &G X0 BE

[ Console Root lssued To = Issued By Expiration Date

4 [ Certificates (Local Computer) o) razor-WIN-E3SKFIQDEIT-CA razor-WIN-E3SKFJQD6EIT-CA 3/22/2026
a ] Personal ¥) supinfo-WIN-FNJIVPQUEHI-CA  supinfo-WIN-FNJVPOQUEHO-CA  2/23/2025

[ Certificates WIN-E3SKFIQDE/7.razordocal  razor-WIN-E3SKFJQDEZC

b ] Trusted Root Certification Autho
b ] Enterprise Trust
b | Intermediate Certification Autho !
p 7] Trusted Publishers Request Certificate with Mew Key...
b ] Untrusted Certificates Renew Centificate with New Key...
: g Im:‘?o:;m cofeston &y | Manage Private Keys...
b [ Client Authentication Issuers | Advanced Operations
b (2] Other People Export...
v 3 Remote Desktop
p ] Certificate Enroliment Requests
b (] Senart Card Trusted Roots
b 5] Trusted Devices

I p (] Web Hosting

< n

Export a certificate

o ous) Iduohs uldouunsd pix B IlEuule 1deldss. IJ1ushs 1Js 030 1Jpdlds 29 Jsdss wuoss, Uivolss
vldoouuwsd pix oo MMC:

https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118339-technote-wsa-00.html .

e lople ouoss) Idyiolrs: luwdd [Js Add/Remove Snap-in g sd MMC console. 1y, 9, Certificates & e 103, Add.

I¢w, Service account &p 1§, Next.

This snap-n will always manage certificates for:
(O My user account

(® Service account

(O Computer account


https://www.cisco.com/c/ar_ae/support/docs/security/web-security-appliance/118339-technote-wsa-00.html

b Select Computer 1J sl s, Ige, Local Computer 9lo g, Next.

i¢w, Active Directory Domain Services &p o8, Finish.

Select a service account to manage on the local computer.

Service account:
Active Directory Certificate Services

[} ory Uoma
Active Directory Web Services
AD FS Windows Service
Application Host Helper Service
Application Identity
Application Information
Application Layer Gateway Service
Application Management
ASP NET State Service
Background Intelligent Transfer Service
Background Tasks Infrastructure Service
Base Filtering Enaine

s Add/Remove Snap-ins IJ il wé. o8, OK.

wp>> Certificates - Services (Active Directory Domain Services) &p 1o 9y NTDS\Personal.



lody vy IJplogw IJLs,o._', NTDS\Personal. glu g, All Tasks: &p lu g, Import.

@@ File Action View Favorites Window Help

e z[@ o &= @B

7] Console Root Object Type
b I:ﬁ Certificates (Local Computer) | Certificates
a [ Certificates - Service (Active Directory[.’1 -
p [E NTPeo . Mare Actions
b B NT Find Certificates... ]
b CINT[ AlTasks » Find Certificates...
b E NI
p B NT View » | Import...
v I N _New\Mndnwfmm Here Advanced Operations »
» O NT New Taskpad View...
b & NT |
b :j NT Refresh
Export List...
Help
< L1} >

Add a certificate to a store

s Certificate Import Wizard _il jwé I jzses lod) Next.

VO Juluvd pdd Jdluwos)bb lod) Browse 9255 pdlo pdd IJojgsue 1Uds §po wouodsyo puvwdl.

eJs IJubluié [Jpdeges: olds po weass wubd Idpedsple IJubguoss (*pix*.pl2) Juge 1Updd e Ge ldoudd B
uble IJpdBle Jozass pdlu IUvobs lJes Gpo vouoss)ol puwodl. S lud)y eds odd [dioelss.



®

A ¥ | » Libraries » Documents v C;l | Search Documents

Organize ¥  New folder 2~ 1 @
W Favostes Name - Date modified Type Size
B Desktop | @ Idapcert 4/25/2022 12:01 Personal Informati... 5KB |
|8 Downloads

] Recent places

4 Libraries
Documents
Jl Music
(=) Pictures
B videos

% Computer

€l Network

File name: | Idapcert vl Personal Information Exchange vl

| open | | Cancel |

lu@, Open Wy oy Next.

I5ed Jdpb 19, s Uil ins. ©p 1o8, Next 898 Jd s 1des9, IJes Gpe wuowbel JJpdd.

B LOWEs peju Iduvoble: clds pu weass 9o JJ Iuboble 918l pgju IJuiolsle: NTDS\Persond e 10,8, Next.



Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
NTDS\Personal

Learn more about certificate stores

B Certificate Import Wizard il iss 1J1dplJe 1u8) Finish. e o) Huwlds odss wlo gpdsé IJluves,b cee vogle.
l08).0K sbo, T IJuiolss wpe luwas,bol wew psu IJubelsle: NTDS\Personal.



File Action View Favorites Window Help
e 2 G X0 @@

[] Console Root Issued To = Issued By Expiration Date || Actions

b G Certificates (Local Computer) 3 razor-WIN-E3SKFJQDEIT-CA razor-WIN-E3SKFJQDET-CA 3/22/2026 Certificates -
4 (5 Certificates - Service (Active Directery D|| BTN E G oI IR ] razor-WIN-E3SKFIQDEI7-CA 4/25/2023
4 | NTDS\Personal

1 Cetificates
b | NTDS\Trusted Root Certification Au 7.
b ] NTDS\Enterprise Trust Meore Actions | 4
b 1 NTDS\Intermediate Certification Au
b ] NTDS\Trusted Publishers
b ] NTDS\Untrusted Certificates
p 1 NTDS\Third-Party Root Certificatior
b (] NTDS\Trusted People
B [ NTDS\Client Authentication Issuers

L I — >« m >

NTDS\Personal store contains 2 certificates.

wdysule FMC

Joedd eu lJosgsue

Jouin odsso AnyConnect: szo wuwzsd FTD pe e Idengsue 105ds: ssze wbusd oatsue Plusis Apexly VPN oldz eds
IJzols BBk

elde Ilesls

loedd [Js System > Integration. oo dd |Js Reams. &p 168 89,9 Add Ream. Jpl 09 p9oz B 030 IJo9,6:

AMP Intelligence

Configuration  Users  Domains | Integration | Updstes  Licenses v  Logging»  Heahe | Monitoring»  Tooks

Cloud Services Realms I Identity Sources High Availability eftreamaer Host Input Client Smart -l
m Realm Sequences  Sync Results

Compars Roalms || Add Realm

leJi 1Jz89J 1Jpe 19,26 wole eJs IJpedsple 1Jos wp wzpseol po gle Microsoft J LDAPS. §oJ 3J: 9p wluwas)ls
Jiolss 1Jpsze 1Jpuosd 1Ues) IJos s8ee eds uiolsd 306 LDAP gJs ¢lse Windows Objects > PKI > Trusted CAs > Add
Trusted CA 1w pse suih 1Js 3J9 Iuudd Directory Server Configuration |Jobld. gus IJlowole: Io@, OK.



Edit Trusted Cenrtificate Authority

Namie:

LDAPS-ROOT-CERT

Subject:
Common Name: razor-WIN-E3SKFIODEIT-CA
Ovganization:
Owganization Unit:

Issuer:
Commaon Name: razor-WIN-E3SKFIQDEJT-CA
Ceganization:
Organization Unit:

Mot Valid Before:
Mar 22 14:33:15 2021 GMT

Mot Valid After:

[ Install Genificate ]




Add New Realm [ 7 4

MName* Description
LDAP-Server
Type

LDAP
Directory Username* Directory Password*
Administrator@razor.local sessnssesn
Base DN* Group DN*
DC=razor,DC=local DC=razor,DC=local

Directory Server Configuration
A WIN-E3SKFIQD6]/.razor.local: 636

Hostname/IP Address* Port*
WIN-E3SKFJQD6J7.razor.local 636
Encryption CA Certificate*
LDAPS | | LDAPS-ROOT-CERT +

Interface used to connect to Directory server o
(@ Resolve via route lookup
() Choose an interface

Default: Management/Diagnostic Interface '

——

Add another directory

bbb §é Testin order to Jopuw iv FMC suwobse vogle swubo pg ldsdsd username 9JJes 39> S 1Uglb9s pod).
subyl Jio 030 IJizooblo sop wadol po 9236 IUoedpe B bbLs 1UJgzé IJiw|w§6 (FMC) sdsuw pu eJIJ leas 1Uslzole




IUdlods Jdosese IJos o odsuel gds FTD (Jpl 09 1Jzld B 1Usled Is 1Jgbz Is dmz). Slu IUlegeld 1ulze (s
IJSlusd) Jl supps v IJueszs Jeuolds AnyConnect bl Jio bdule pusls8é AnyConnect LDAP sop wadol pu
less slgolw FTD IJG8loJé JJw9zso.

Add Directory 0@ X

Hostname/IP Address* Port*
WIN-E3SKFJQD6J7.razor.loc 636

Encryption CA Certificate*

LDAPS ] I LDAPS-ROOT-CERT J +

Interface used to connect to Directory server o
@ Resolve via route lookup

O Choose an interface

Default: Management/Diagnostic Interface v

® Test connection succeeded

[ Cancel J[ OK J

I wopdsu Idubly Iz s>.




Overview Analysis Policies Devices

AMP  Intelligence

Cloud Services m Identity Sources High Availability eStreamer Host Input Client

LT reaim Ssquences  Sync Results

Configuration Usars Domaing Intagration Updates Licenses » Loggang v Haalth » Manitoring * Tooks »

Smart Software Manager On-Prem

Gompars Roalms || Add Realm

Name - Bascription Trpe Bomain ABD Primany Domakn Bais BN Stats

AC-Local LOCAL Globa D Enabled +r By
LOAP AD Glaba ciseall.eom OU=Lisirns, 00 = CISCO,DE=isca01, DE=com o Erabied + 7 BN
I:an-smr AD Globa razoelocal DC=razor,DCs=local W Enabled *» 7oy

wdysy AnyConnect JIsl,6 JJpeé 1Jp,9)

ite) pd ogrs IJlouold 1Je929s 19 Bp wlouile pdd o s zasa 13l Il Jeshsl lsJs! J AnyConnect. ool suvegspe
S90S 9o Sd 929> luwpo 'ANYCONNECt-AD' pesu w2 §6 prdss.

Overview Analysis Policies JlMISES Objects AMP  Intelligence

Duvice Management  Device Upgrade  NAT - VPN » Remote Access QoS Platform Sattings

AnyConnect

m Access Interfaces Advanced

Cartificates

£ Cancal

Policy Assignments (1)

Local Bealm: 38 Cynaenic Acoess: Policy: Hostacen

o
Name Ana Group Policy
DelBusWEBNPHGroup Hy DiGepPolicy 78
AnyConnect ;i [RACHUS) Fy DMGepPolicy 78

on: Radus (RADIUS)
AnyCannct-AD Uy AeyCornact-Group 708

Gp wos) pdud oe s Ilouold 9oessy gbp LDAPIJz s> 1U3s wp odsue B IJgbsle [Juwlwdé: Iuudd leshle
AAA 1JElLo6 wpdd ogys Idleuold. weg)s IJlueole: @) Save 898 1Ujl9s6 IUeds! IJspus.



Edit Connection Profile

i Geovp Polcy
Client Address Assignment ARR Aliases

Authentication
Authentication Method: [MAOIW '[

Authentication Server: | LDAP-Server (D) -]
(] Faliback to LOCAL Authentication
] Use secondary authentication
Authorization

Server: | Use same server v |

] Allow connection only if user exists in autherization database
Configuro LDAP Atirbute Map

Accounting
* Advanced Settings:
(] Strip Realm from usemame

pdue Jdes s cpe IJ AAA > Advanced Settingssp bbb e IJovdsd.

I[n.. |v|

0] mow canesection ooy i user exists in authorization dstabase
Configure LOAP Atiriste Map

=

Settings
[ strip Reatm from usemame
) trip Group from wsemame
Erabie Phiswerd Mansgament
[y dars prior o passmurd expiraticn
) Moty user on the day of password expiration

(s || oo

lJouiv



oo sop pe IJ IJogsdsd. bbsoDeploy 15 gds IJigds seso.

Overview Analysis Policles BRNISEE Objects  AMP  Inteliigence th| Deploy System Help v admin v

lod, B9 ¢lus IJlzesh 1deel,s Jodsse FTD Idpbod edsel &p lud) 998 Deploy. Jpl 09 9oz S 030 IJuo9,6:

Owverview Analysis Policles Devices Objects = AMP  Intelligence 2, System  Help v admin v

Deployment  Deployment History

1 device selected

i I
Davico Modified by Imspect Interrupticn Type Growp Last Daploy Time Proview Status

>E1 0197 224.190_FTD1 admin FTo May 30, 2022 7:34 AM ] Pending

|JQ)Q;§9 UuOl-.SnS
03l 09 IJedssy IUss sbo)y B 9lzos wls, 1Uisle, (CLIY IJgluo6 o FTD wes 1o IJulze.

odysu AAA

<tfroot>

> show runni ng-confi g aaa-server

aaa-server LDAP-Server protocol Tdap

<------ aaa- server group configured for LDAPs
max-failed-attempts 4
realm-id 8
aaa-server LDAP-Server host WIN-E3SKFJQD6]7.razor.local
<-mmmmm- - LDAPs Server to which the queries are sent

server-port 636



Tdap-base-dn DC=razor,DC=Tocal
Tdap-group-base-dn DC=razor,DC=local
Tdap-scope subtree
Tdap-naming-attribute sAMAccountName
Tdap-Togin-password #%%%*
Tdap-Togin-dn *****@razor.local
Tdap-over-ss1 enable

server-type microsoft

wdgsu AnyConnect

<tfroot>

> show runni ng-confi g webvpn

webvpn

enable Outside

anyconnect image diskO:/csm/anyconnect-win-4.10.01075-webdeploy-k9.pkg 1 regex "Windows"

anyconnect profiles FTD-Client-Prof diskO:/csm/ftd.xml
anyconnect enable
tunnel-group-1list enable
cache
no disable

error-recovery disable

> show runni ng-confi g tunnel - group

tunnel-group AnyConnect-AD type remote-access
tunnel-group AnyConnect-AD general-attributes

address-pool Pool-1

aut henti cati on-server-group LDAP-Server

LDAPs Ser ve



default-group-policy AnyConnect-Group

passwor d- managenent passwor d- expire-in-days 1 S Passwor d- managenent

tunnel-group AnyConnect-AD webvpn-attributes

group-alias Dev enable

> show runni ng-confi g group-policy AnyConnect -G oup

group-policy
AnyConnect - G oup

internal

Cmmmmmmmn- Group-Policy configuration that is mapped once the user is authenticated

group-policy AnyConnect-Group attributes
vpn-simultaneous-Togins 3
vpn-idle-timeout 35791394
vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel - protocol ikev2 ssl-client S Pr ot ocol

split-tunnel-policy tunnelspecified
split-tunnel-network-1ist value Remote-Access-Allow
default-domain none

split-dns none

split-tunnel-all-dns disable

client-bypass-protocol disable

vlan none

address-pools none



webvpn
anyconnect ss1 dtls enable
anyconnect mtu 1406
anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules value none
anyconnect profiles value FTD-Client-Prof type user
anyconnect ask none default anyconnect

anyconnect ss1 df-bit-ignore disable

> show runni ng-confi g ssl

ss1 trust-point ID-New-Cert Outside

mmmmmmm- FTD I D-cert trustpoint nane mapped to the outside interface on whi ch AnyConnect Connections

Joeds

IUleuold o AnyConnect slJez 8 po £pdss 15Ls ddes 1des) Jlouold Idpowedse

1 we logald wpdd g )sd IJlouold IJpeus. wees weass wEss) IJes 1pas) eos ouvesd 1Usgsd Iisds wb,l Jiu JJes
[Jea9) Iduwleods op b8 ool Lyluulbs Microsoft Server gos luwole odleswoli wop pbldus Idpuuwegse vogss) Jdes [Je9).



M Ciace AmyConmeet | FTD-Hastrisne

Rl Dev

Username: |

& Cunco AnyConnest | FTD-Hostname

]
P Paspvnrd: l|
Verify Password:

Password change requred, you must enter & new
passweed with & minimum length of 7 to contrue,

wee beld Ideumedse JIJps 1des9) 1ders6 Jogwesd 1dsgad: sop lugile Idlouald wogle.

’s Cisco AnyConnect Secure Mobility Client — X

Connected to FTD-Hostname.

FTD-Hosthame

00:02:43

¢ O Ll

IJozdd po louold Ipuwese eds slzos uwlo, IJlole, (CLI) J FTD:



<{froot>

FTD_2# sh vpn-sessi ondb anyconnect

Session Type: AnyConnect

User nane admin
Index 1 7
S Usernane, | P address assigned infornation of
Assigned | P 10. 1. x. X
Public IP : 10.106.xx.xX
Protocol

AnyConnect - Par ent SSL- Tunnel DTLS- Tunne

License
Encryption
Hashing

Bytes Tx

Group Policy :

Login Time
Duration
Inactivity

VLAN Mapping

Audt Sess ID :

Security Grp :

: 16316 Bytes Rx

: N/A VLAN

: AnyConnect Premium
: AnyConnect-Parent: (1)none SSL-Tunnel:

: AnyConnect-Parent: (1)none SSL-Tunnel:

AnyConnect - G oup Tunnel G oup :

: 13:22:24 UTC Mon Apr 25 2022
: Oh:00m:51s

: 0h:00m:00s

0ac5e0fa000070006266a090

none Tunnel Zone

the client

: 2109

AnyConnect - AD

. hone

(1)SHA384 DTLS-Tunnel:

(1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256

(1)SHA384



lowoduul IJigble gl oJlzol
ouoese IJigble
SpJdu wuvgsd ouoese IJigble o3l Bs CLI wuigsuos Jluwad il igble 1 IJps 1,9, sluadlzol: debug Idap 255.

gedslo cuozst igble 11,6 IJes 1Jps) 1eleds

<#froot>

[24] Session Start
[24] New request Session, context 0x0000148f3c271830, reqType = Authentication
[24] Fiber started

[24] Creating LDAP context with uri=|daps://10.106.71.234:636

[24] Connect to LDAP server: |daps://10.106.71.234:636, status = Successful

Il
w

[24] supportedLDAPVersion: value

Il
N

[24] supportedLDAPVersion: value
[24] Binding as *****@razor.local
[24] Performing Simple authentication for *****@razor.local to 10.106.71.234

[24] LDAP Search:

Base DN = [DC=razor,DC=Tocall]
Filter = [sAMAccountName=admin]
Scope = [SUBTREE]

[24] User DN = [CN=admin,CN=Users,DC=razor,DC=local]

[24] Talking to Active Directory server 10.106.71.234

[ 24] Readi ng password policy for admin, dn:CN=adm n, CN=User s, DC=r azor, DC=l ocal

[24] Read bad password count 3

[24] Binding as adnin



[24]

[24]

[24]

[24]

[24]

[24]

[24]

[25]
[25]
[25]

[25]

[25]

[25]
[25]
[25]
[25]

[25]

[25]

[25]

Perform ng Sinple authentication for admn to 10.106.71. 234

Sinpl e authentication for adm n returned code (49) Invalid credentials

Message (admin): 80090308: LdapErr: DSID-0C0903C5, comment: AcceptSecurityContext error, data 773,

Checki ng password policy

New password is required for admn

Fiber exit Tx=622 bytes Rx=2771 bytes, status=-1

Session End

Session Start
New request Session, context 0x0000148f3c271830, reqType = Modify Password
Fiber started

Creating LDAP context with uri=Tldaps://10.106.71.234:636

Connect to LDAP server: |daps://10.106.71.234:636, status = Successful

Il
w

supportedLDAPVersion: value

Il
N

supportedLDAPVersion: value
Binding as *****@razor.local
Performing Simple authentication for *****@razor.local to 10.106.71.234

LDAP Search:

Base DN = [DC=razor,DC=local]
Filter = [sAMAccountName=admin]
Scope = [SUBTREE]

User DN = [CN=admin,CN=Users,DC=razor,DC=local]

Talking to Active Directory server 10.106.71.234



[ 25]

[ 25]

[ 25]

[ 25]

[ 25]

[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]

[25]

Readi ng password policy for admn, dn:CN=adm n, CN=User s, DC=r azor, DC=| oca

Read bad password count 3

Change Password for admin successfully converted old password to uni code

Change Password for admin successfully converted new password to uni code

Password for adnmin successfully changed

Retrieved User Attributes:
objectClass: value = top
objectClass: value = person
objectClass: value = organizationalPerson

objectClass: value

user

cn: value = admin

givenName: value = admin

distinguishedName: value = CN=admin,CN=Users,DC=razor,DC=1local
instanceType: value = 4

whenCreated: value 20201029053516.0Z

20220426032127.0Z

whenChanged: value
displayName: value = admin

uSNCreated: value 16710

uSNChanged: value 98431

name: value = admin

objectGUID: value = ..0.].LH..... 9.4
userAccountControl: value = 512
badPwdCount: value = 3

codePage: value = 0

countryCode: value = 0

badPasswordTime: value = 132610388348662803



[25] lastLogoff: value = 0
[25] TastLogon: value = 132484577284881837

[25] pwdLastSet: value = 0

[25] primaryGroupID: value = 513
[25] objectSid: value = ................ 7Z|....RQ...
[25] accountExpires: value = 9223372036854775807

[25] TogonCount: value = 0
[25] sAMAccountName: value = admin

[25] sAMAccountType: value 805306368

[25] userPrincipalName: value = ******@razor.local
[25] objectCategory: value = CN=Person,CN=Schema,(CN=Configuration,DC=razor,DC=Tocal

[25] dSCorePropagationData: value 20220425125800.0Z

[25] dSCorePropagationData: value 20201029053516.0Z

[25] dSCorePropagationData: value 16010101000000.0Z

[25] lastLogonTimestamp: value = 132953506361126701
[25] msDS-SupportedEncryptionTypes: value = 0

[25] uid: value = ******@razor.local

[25] Fiber exit Tx=714 bytes Rx=2683 bytes, status=1

[25] Session End

IJizble IJblisgs IJos wpo puobdel leule 1b)s JJes 1Je,9,

ehoc I3l Jp swp 1J9dle Loz JJps 1dpi9) 1U3s wp wessuoe w9luubs Microsoft Server ¢JIJ 19 de 1Uss S 89 Oso lJpuwagse
wu9ds) JJpd IUpye) 1Uzrs8: sop luole IUloolJ VIJ'aJoi "l os Jdpd 1Up,s) veobdulo vog Jdes 1Je9,". soldelds:
olds pu wblo® JJdps 1Jp,9) 1828 pg lduog IUds we wessuo wyluwlbs Microsoft Server J LDAPs.



Carmot complete password change because the password does rot meet the
pasgword pobty requnements. Chedk the mirimum passward length, password
complesety, and password hetory requinements.

Cannot complate password changs bacss the passwrd
does not meet the passwond policy requirements. Chedk

Cisco AnyConnect

Cannot complete pacsword change becaute the pastword
does not meet the password policy requinements. Check the
minsmyum password lengeh, parsword complexty, and
password history requirements.
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