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. Active Directory Certificate Services
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File Services
(i) Web Server (IIS)
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Yiou can sshect orag-ns for This console from Shose avalsbls om your compater and configure $e selected set of mapre. For
ExhernEble SRp-IE, you can cordigure winch exbrmcns Mg enabied.

Al - Selechid snag-ra:
Srapn erder - Carmsls Rast Edi Extensions.... |
i Actren Directory Do, Miresalt Cor... Gl cerntientes ool Computer)
Wi Actien Directory Site.., Mirsanh Cer., Ropmcrve [
| Actrve Drectory Upe,., Meresofl Cor.,
= e tree Corirol Mirosof Caor., - |
&' KDS] Ede Mireosaft Car.. |
Barfawrization Manager Memosoff Cor.., L4
21 Certifcate Templates  Miorosoft Cor.. Add > I
Mereanit Car...

L Certfcnbon Authanity  Meredolt ...
B Comrponent Sericed Micredsalt Oar...
Commputir Mariges.., Menddol 05,

5 v Marger Microdnf Car.,
= vk, Mo Microgaft andl.,

i S Mcresoft Car... 2 Advanced... [
DeescripSon:

Thee Certficates snap-n slows you b browse T conbends of the osrdficate stores for yoursel, & service, or & Comgasber,

o ]_ome |
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Request ew Cartcte..

Refresh

Export List... Advanced Operabons Create Custom Request...
— A, ] Manage Erroliment Policies. ..
Arrange Icons

Hedp

IJ¢b9o 4. 235 IJolds Bs ulwse IJogwesd.
B Certdicat e Enrallnsent -[;]E
") Certilicate Envaliment

Before You Begin

The following shaps will Feslp pou inetall carbScabes, which are dioial cradientish usad o cormect (o winslass nebworks,
prodect conbent, establsh identity, and do ofher sequrity related tacks.

Before requesing a cerdficate, wverify the folowing:

Tims Compuler i connecbed o the fetreark
o Bl credentall thial can be uied to verify your right to obian the certificate

Lesrn mare sbout thathl fertificates

IHI.‘IIE-II'J:H

lJglo9é 5. 235> wog wuwesd IJuvolxé 9z IJolds.



B eridicate Farellment Hmﬁ
_ Certificate Enrollment

Select Certificate [nrollment Polscy

Cartificate sryolment polcy enasbles enrolment for certificates based on predefined certificate templates. Cergficate
ervolimeent polcy may siresdy be configured for you

Configured by your admanistrabor

Acitrve Deecliory Enrolment Podcy

Configured by you
Custom Reguest
Procead vatout envoliment poboy

Aod Mew

Leawmi move: about gertificate ennolment poboy

IJglo96 6. 1o, IJBIJe Jghbe 98w 9235 Ields.

W Ceriificabe Enrollment

_s Certificabe Enrollment

Custom request
iCherse an opition from the kst below and configune the certificats opors as reguired.

Tenplale:

[T Suppress defpilt exvtensons

Reguest foemal: 67 BCS 210

(s

MNadi: Ky andhn/al i Aol valdalle for SoSBanbed hiaded on B Sublom St ERCRLE fequisit, Enen when Bl oplien i
specfed n the cerbficate templabe,

Learm more: about i reguest

[oe ] e |

1Jg1096 7. 5l o cdsso Blde "ghe Isse” wuindd Lozse 99l pesl Jdouwzsd: sop eruo
lJz1Js 1Jpe9e9,6. 235 odlosd Jugwse IJguolsuo.
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o Cerificate Enrollment

Certificake Information

Chck st B0 uohe Bt apbions alneadly selecied h”m.'ﬂ chick Doy bo cuioemine B farSSenbe neguesh,
| e isck: Mext.

Active Dircetory Enroliment Policy

¥ Web Server ) STATUS: Avadatie Doty ()
T Federaanid GpSard degonbe the uied and wabdily perisd that agdly 1o el Type of oerihoate:
iy e Cegital signabure

Wy Enopherment
Apphen bom poboied:  Server AlhenBonben

Wakdrty period {days): 730

FHHIHHHI

Liarrs mmore nbout cerificateg

[ ret | conew |

IJ¢os6 8. Iuode edis 1UIGJ: IJ CN 9 DNS Ligh. $pdo [olds wdiss Iduuple 986
Jecbdole Uiely 1006 oo,

Certificate Properties Ed

s Subject I'EEI'IHH] Extensions | Private Key |

The subject of a certificate is the user or computer to whidh the certificate is issued, You can
enter nformation about the types of subject name and alternative name values that can be used
in & certificate,

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: N =amp-vp<, G500.Com

ICW e j Add =

Value:

I < REmave
Alternative name:

Type:

N RSO CEHT

[ores El

Value:

I Add = |

< Remave |
Leann mare about subject name
ok | cancd | acoly

IJg1096 9. [poshsl Bp wleble luup pldosd wew edlpé IJowssy glp.
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Slodl JJouoss) bopu Suve Esblo lJpuvlose.

Certificate Properties B

A% Subject | General | Extensions Private Key |

Cryptographic Service Provider g
Key options i
Set the key length and export options for the private bey,

Key size: I 48 ;I

W Make private key exportable
I Alow private key to be archived

I strong private key protection

Ky bype L
KEy Dermssions i
Learn mare about private key
oK cancel | Aoy

IJglogé 1. gyl 235 Bs OK. szw 1o 938 3JY IJs oy el wuvesd [Juvolss s spdud
weass IJolds.

IJglb9s 12. ooz [Us pdlo Jedb oJ req ldeyuvd Is gbpe CA JJesdse.
buwld CSR |[Js CA gloule 1 bsol>é

IJ¢b9o 1. luwdd IUs uoze MS AD Certificate Services gJs [J9sw Jpl 09 p9 0 bolo 9ed>
bJo vols.



Microsoft Active Directory Certificate Services - bgl-amp-AD-CA

Welcome

Use this Web site to request a certificate for your Web brov
request, perform other security tasks.

You can also use this Web site to download a cerificate au

For more information about Active Directory Certificate Ser

Select a task:
Reuuest a certificate

annlnad a CA cemflcate cemftcate chaln or CRL

lJglo9s 2. 1Jwzss> Vs houlb bdo IJgbolbs IJpo@3p6.

Microsoft Active Directory Certificate Senices -- bgl-amp-AD-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

1J21096 3. 235 buwld bbdy yiobs lgueisle pJd CMC I9 PKCS #10 r373 wIJiuwlw 6419 1w
bJy OEASd y|uuUa)|lp PJLS PKCS #7 F-37-3) -,;|.J|uu|uu 64.

IJglo9s 4. 1oz peussle pds req (CSR) Idpedsls yulo @l oo gJIJ Notepad. logwg
lJpewssle sduodol oul. lds po weass Slde [Juboelss Jgbe 95w
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Cartificats Issusd

The caribcate you requeasted was ssuad 10 you

* DER ancoded of Basea 64 encoded

Hi. ""3 [ ;gﬂnlgﬂ ,gnm;ajg
e ifi hain

oo IJpdele 1Uglue sldorasd IJs cuuwsd PEM

IJ¢b9o 1. §p voswse Idyvohs Vs pgiu lduvoble IUglue v gu bys® WGog pJud .cerggas
COuso lJuvols.

IJg196 2. loodd |Js 116 1Jl ol sé MMC 1Jos op wpassol Bs 98 ulud.
IJ¢b9o 3. luwdd IUs ldpoe) 1U3s wp vowse [duisolé WBso.

IJglo96 4. 108, vy IJplogw IUlspu: 235 IJ Idpole > ouoss).

consol

?@dispex- —

bgl-amp-AD-CA

bal-amp-AD-CA
?ﬁdisp—pr Al Tasks » Open
di
%ﬁ:sull: Cut Request Certificate with New Key...
_ o Copy Renew Certificate with Mew Key...

] private

Delete _

Manage Private Keys...
Properties Advanced Operations »




IJg1096 5. B "peldz wuoss) Iduvoble” olds oo wuoss) Idpbalz 1Jgluo: Jpl 09 pa o B
lJuo9,6.

Certificate Export Wizard E

Export Private Key
You can dhoose to export the private key with the certificate.

Private kays are password protected. TF you want to export the private key with the
certificate, you must type a password on a later page.

D you want to export the privalte key with the certificate?
(¥ Yoo, sxport the private key
(" Mo, do not export the private key

Learn more about exporting private keyvs

<Back [ Mext> | cancel |

U9 6. ¢ Jpé w9, 9233 Iolds Jedb IUpbele 10gluo eds 1080

1Jglo9s 7. s955 03l |Us b IJpelz IUglue vouuwsd PFX 9pg ')JSJ‘ Sdjpe wz9sd o3l [Js
cuuwsd -PEM Jlgwegsle 03l pg Iduwelws [JEluos Juldlbs IJuelse Ilpye.

lJglbss 8. vousy pduule OpenSSL.
IJgl96 9. Ibez ld3s p9zo II9le) 98p wIJogss) IUs Idsdsd 2se $po woduse OpenSSL.
IJg1o96 10. 8o wouvésd IUie, IJolds Jiweple IJpdolz IJgluo sedbo B pJud zass: (131

o pdO PEX1JEILe od Jsuw Bs 08w puwly pdewé OpenSSL zse sop wijsvel Szw
edsd w8 Idpuwhy 1856 et luwe 1dpdw)

openssl pkcsl2 -in yourpfxfile.pfx -nocerts -out privatekey.pem -nodes
!._J'a]ogé 1. 1Jlo Gp vouvgsd IJle) Idolds Jigvedle yivoldo gles 9z 8bol B pJud 26>
ls_ol:

openssl pkcsl2 -in yourpfxfile.pfx -nokeys -out publiccert.pem -nodes

louble Jbolsé gJds gbp Linux (wp wglbsd Beuo SSL 1Upds>)



pdlebé: so288 1Uc2dd Iduohe po TLS pu i Iduiolss ods weobdole TLS J Apple.
Sues ldzee 1Js adsd 1UbLe JJzuesd £Js piss pu ldpedspelo.

olds po o Ebpe Linux IJ3s welod logble Iduvoble 1Jelb s wo pdocle OpenSSL 1.1.1
poowd. 1Jozdd pu lu odl IUlple sldpumzso bole spdu lu stod eo waise Jsuadyw IUss
U89 vuurEsJo. wp Ity odl Idgis Jpl 09 1deld eds ¢lbe CentOS 8.4.

louvle RootCA 1Jpe9 g Slosl

IJglogs 1. logile Idpdwle [Jglo Juvolss IJeyze 1Jpuesd 1Jz3).

openssl genrsa -out

lJglogs 2. [ouble Juolsé IJpyze lUpuo>8.

openssl reqg \

-subj '/CN=

-addext "extendedKeyUsage = serverAuth, clientAuth" \
-outform pem -out

-key

-days "1000"

louvle bolxé JIJJ 506

Ip wlouble Juolys JJpuol>§6 99256 IJwedpe 9ldoo,y [Juoliss 9ldeswed gupsse 1Jgbe
92306 033 ILé Firepower (FMC) 90981 Jbb¢ld luwe DNS. szw ol gpdsé logble Idvolss
bole JJJ 306 (IJpuol>86: 9236 [Jwgdp 9pl [Js 3JY).

AMF for Endpoints Console Certificate Disable Sirict TLS Check  Undo

® Cartificate {PEM .crt) a, Kay (PEM .Key)
Certificate file has been wploaded. Hey fila has been uploaded.
Cartificata s in a readable format Kay containg a suppored key type.
Cartificate start and end dates ane valid Hay containg public key matedal,
Caortificate contains a subject Kiry containg private Koy material

Cartificals Containg 4 Common name, Kay COnlEng a public Key ratching the uplodded obrtificale,

00000

Certificale containg a publc key matching the upioaded key.

+ Choose Kay

Cartificate matches hosiname.

Cartificate is signed by a tnested root authority.

+ Choose Certificate


https://docs.amp.cisco.com/SecureEndpointPCAdminGuide.pdf

louble pBCle Eluo

openssl genrsa -out
lvowsJo <YourServiceName.key> og |Jpdolz 2383 luwpe 1Jpdd 1o sI9u ¢Jde J Auth-
Cert.Key

logvle CSR

openssl reqg -new \
-subj '/CN=
-key

luwewsld <YourServiceName.key> pg pJud pdele Iduuolss IJzlds (19 1Jzss) pod Auth-
Cert.key

luwewsde <YourServiceName.csr> o CSR I we pJW Iy sJ9u J8e pod Auth-Cert.crt

louble Juol>é

openssl x509 -reqg \

:CAkey

-days 397 -sha256

luvewsJo <YourServiceName.csr> ol CSR e dss (I9 z3s38) pod Auth-Cert.csr

| e wsd <YourRootCAName.pem> Clwe pJwd PEM IJdeJis (I9 1Jz>s>) J RootCAName.pem
lvewsd <YourServiceName.key> wpoJd pdolz IJuuolss Izl (Is 1Jzsss) pood Auth-Cert.key

luvewsd <YourServiceName.crt> Ul wpe 1Jpd 1U3s pusope lugilye pod Auth-Cert.crt
logble bolsé gds gbp Linux (op wpdsu IJoedd IUuolie po SSL)

pdlzbé: sop vl Jozdd IJuobp oo TLS pu I lJiol>s wds wewlbdole TLS J Apple.
Sozs oese IJs adsd 1UDbhs Jdeuesd eds w38 pu ldpedsple.

louble ROOtCA 1esdg slesl

IJgboss 1. logile Idpdelz 1Jgluo Juvelss I eze 1dpuo3G 125,

openssl genrsa -out

lJglo9é 2. [uuble Juolyé IJpyze |Jpuo>09.

openssl reqg \
-subj '/CN=


https://docs.amp.cisco.com/SecureEndpointPCAdminGuide.pdf

-outform pem -out
-key
-days "1000"

louble bolys JJJ 06

I wlouble guolxs Jdpuol>§6 99256 IJwedpe 9ldoo,yd [Juoliss 9ldeswed gupsse 1Jgbe
9836 o) blyo Firepower (FMC) 90991 JI>gld luve DNS. szw o)) gpdse logile 1diolso
bolo JIJJ 306 (IJpuol> 860 9236 IJwgdp 9pl |Us 3JY).

AMP for Endpoints Consolbe Certificate O Disable Strict TLS Check | Undo Replace Cerificate

& Certificate (PEM .crt) ey)

Cartificate file has betn uplaadad

Kary Tile has been uploaded

Cartificate s in a readable format. Kay contains a suppored key type.

Cartificate start and end dates ang valid Koy containg pubic kiy matarial

Gartificate contains a sulbact. Kay contains private key material.

Cartificatis CONTAINRS & COMMON Name, ey €ORLAING & Pullic kiy matehing ths uplopded cenificat,

Cartificate contains a puiic key matching the uploaded kKey.

+ Choose Key
Cenificate malches hosinamg,

Cartificate ks signed by & trusted root authaority

Certificate Bsued aiter 07012019 must hivee 4 walidity period
of &25 days or less

Carfificate imsued after 02012030 must have a validity period
of 358 diys or less

Cartificate 4oes nol use sha-1 signature algonthm.

Cartificate using BSA kiys must uso a key size of 2048 or
THOE.

Carficats Mmust specily Sener Cemiicats in Extended Key
Uisage axtension,

+ Chiodsi Cartificibe

louble pdud odosu pdedlo 9z dbo (extensions.cnf)

[v3_cal

basicConstraints = CA:FALSE

keyUsage = critical, digitalSignature, keyEncipherment
extendedKeyUsage = critical, serverAuth, clientAuth

louble pdclz glue

openssl genrsa -out

luvowsde <YourServiceName.key> og pcle 2385 luwpe IJpdud Io sIdouw gJée J Auth-



Cert.key

louble CSR

openssl reg -new \
-key

-subj '/CN=

-out

luwewsld <YourServiceName.key> og pbolz I uolys 1zlds (19 1Jzas3) pod Auth-Cert.Key

luwewsde <YourServiceName.csr> og 1J iolsé 1JzlJsé (19 1Jzsss8) CSR eed Auth-Cert.csr

logble Juol>é

openssl x509 -reqg -in

-CA

-CAcreateserial -out

-extensions v3_ca -extfile extensions.cnf \
-days 397 -sha256

luwewsde <YourServiceName.csr> pg ivol>é CSR zlJs (I9 2o.s3) posd Auth-Cert.csr

lvewsd <YourRootCAName.pem> Lluwpe luwpe pJd PEM IJzlds (I9 1zss5) I
RootCAName.pem

luwewad <YourServiceName key> woJwd ool IJuuolss IJzlds (Is 1Uzsss) pod Auth-Cert.key

luvewsd <YourServiceName.crt> Ulwpe 1Jpdd 1U3s gusope logile ped Auth-Cert.crt

luolds I boble Jelpso Iduvelwd 1Jgluos wopss Idcedp

lJgb9é 1. wpzyd logule Iduboble pu |..s eu U9 U_9_|J)6 ig.JIo‘ Yp wogpesd ldyvol>é
lUpdleds JIJ 8. Bl op logblyel wuvdd Lozse: Buvsepe wedsu zpst edlele IIResh
Jel 09 p9,02 Os 1Juog,6 oul.
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agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
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