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= Advanced Settings for File Reputation File Reputation Server: AMERICAS (cloud-sa.amp.cisco.com) v

AMP for Endpoints Console Integration (2 _

SSL Communication for File Reputation: .
= e Use SSL (Port 443)

Tunnel Proxy (Optional):

Server: |
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File Reputation and Analysis

Mode —Cluster: AMPTEST —m . —

k Centralized Management Options

Advanced Malware Protection

File Reputation: | Enabled
File Analysis: | Enabled

Edit Global Settings... |

Click here to group or view appliances for File Analysis reporting.
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Mode —‘Clustl.'.r: AMPTEST change Mode... v

= Centralized Management Options

Settings are defined:

Delete Settings for this feature a} this mode.
You can also Manage Settings.

Advanced Malware Protection

File Reputation: | Enabled
File Analysis: | Enabled
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Made —Cluster: AMPTEST Change Mode... v

= Centralized Management Options

Manage Settings for Cluster: AMPTEST

® | Copy ¥ | settings to:

= Cluster: AMPTEST (current mode) . |
. Group: Main_Group
______ Machine: ESA.cisco.com

.+ +o Machine: esad.ancent.com

Delete settings from:
Cluster: AMFTEST =

| Submit
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File Reputation and Analysis

Mode —Cluster: AMPTEST [Change Mode... Y]
) Change Mode...

ized Management Options | o0y Seo s ampTEST (current mode)

. Group: Main_Group

Advanced Malware Protection K2R Mach"e: ES”:"-:'FQ-W"”
..s -.» Machine: esad.ancent.com

b Central

eputation: bled

File Analysis: Enabled

| Edit Global Settings...

Click here to group or view appliances for File Analysis reporting.
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HMode —Machine: esad.aricent.com | Charge Mode.., hd

b Centralized Management Options

Advanced Maltware Protechion services require mabwork communication fo the doud servers an ports 32137 or 443 (for File Reputation) and #43 (for File Analysis), Plsase see the Online Help for additional datails,

File Reputation Fitering: | 1 Enable File Reputation

File Anatysic: (7 # Enable File Analysis

= Select A Expand all [ meset

archived and compressed
Configuration

Database

Dcurment

Email

Encodied and Encrypled
Executables

Micresaft Decuments
Miscellaneous

anced Settings for File Reputabion File Reputabion Server: | AMERICAS [clowd-sa.smp.cisco.com) v

AMP for Endpoints Console Integration (2 Register Appliance with AMP for Endpoints

Communication for File Reputation:
S5L Communication for File Reputation Use S5L [Port 443)

Tunnel Proocy (Cpticnal):
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp23281
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
/content/en/us/support/security/fireamp-endpoints/tsd-products-support-series-home.html
https://www.cisco.com/c/ar_ae/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-user-guide-list.html
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