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Dictionarias Conditions Rasults

Diclianary Condilscad List = New Dictionary Condition

Fosture
[ ] Dictionary Simple Condition
e *Mame| reassesment
Er | E - Description
1= Fila Conditien
i= Registry Condition
12 Application Condition * bl = Qparator *Valug
3 Sarylos Conditisn [Sessban:ngent-&quest-'ﬁrpe [ | Equals '] | Feriodic Reassessment] -]

Cempound Conditien

AV Compound Condition
AS Compound Condition
Dictionary Simple Conditian

Dictionary Compaund Conditicn
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Jodinital S : 4 Home Opesalions|v  Policy| v Administiation | v !

la, Authentication [ Auhorizaion | Profiling  |@ Posture |5 Glient Provisioning =) Security Group Atcess | gt Policy Elements

Dictionaries Conditions Results

Dicbonany Conditiops Lok = New Dictienary Condition

AV Compeund Condition
AL Compeund Condition
:= Ddcticnary Simpls Condition

1= Dictiemary Compoand Condition

dslll saclall §lasg Jasd aoVl olawail JoVl saclall gillasg .gogll aclgd 9 ubo il VS plasiuw] Soy
raa> Wl olowsil| gua>

. h Home Operations|v  Falicy| v Adminisiration| v -

[5) Aulherication  [m) Aulhorization [ Prefiling |7 Poslie | |oy ClientProsioning [ SecurityGroup Atcess g% Pelicy Elements

Posture
Dictionary Simple Condition

| £ | * Wame| Initial

arE- = Diescription

i= File Conditien

1= Registry Condition

iz Application Condition = Allribute * Dparaton =l

i= Sarvice Condition [sessionAgent-Request Tipe 0 || Equals «| [ muteal -

= Compound Condition Subrmit | Cancal

Posture Policy
Dafing tha Poshirs P\:'If..'r o -Cl:ll'ﬂljl,.l'll'lg nilas basad an cparannq sg.*:mm andiar ofnar conditinns
L
=latus Fule Mameg Idemty Groups Oparatng Systams Othezr CondfAans Requirgmants
B poslurz_inial Ay il Windows Al inifal e file_requirmeant
B poEIURE_TGRES a5 Smant ANy ani - Windaws &l IEABEESEMArT e ik requirmant
‘2090 98 oS wlglazl 038 JlaS| oo A58 o JSuin Joy i) cuoSill ol oo 5Tl
A ASA o VPN aSui paziams Juai

:douw Url-redirect-acly url-redirect go & lxiw| pliwy9 lb-ASA RADIUS JI Juw s .2

oo dEd mRXQ sevwFiEN AR @NEE B

Filter: [ v | Expresson... Clear Apply Save
No. | Source | Destination | Protocet | Length| infa
1192, 168. 111, 10 18, 48,66, 74 RADIUS 312 Aecens-Request(1) (idsl6, 1=270)
1 J 1 ! IS 111 At s AEcept|? [ 1dbmdls 1

F 48 , 66 ,

Frame 2: 311 bytes on wire (2488 bits], 311 bytes captured (2438 bils)
¢ Ethermet T1, Src: Veware_c888:83 (08:58:56:00:80:03). Dsh: Veware_ef:ef:25% (68:8c:20:e8:0l:35)
¢ Intermel Protecel Yersien 4, Src: 10.48.56.74 (18.48.66.74), Dat: 197.168.111.10 (192.183.111.18)
¢+ User Datagram Protecel, Src Porl: sightlime (16451, Dst Port: 54450 (54459)
- Radius Protocel
Code: Aifess-Recepl (25
Packel identifier: 0ude (46)
Lemgthi 269
Buthent icalor: belXFIbAT0a10: 1eddeabia TTRED Bl

|Tine from request: 8.0%9399088 seconds)
= Atiribute Yalue Pairs
FAVP: Im7 Iwlher-Rame(1): ¢isco
FOAVPD Imdd  twStated24): SHS6175TH6A5IG5TIT 06100 100 130613817 3008613038, .
FAVPD Ie30  teClass{23): A343I3334633061333730306 1 303030 3064 30300353262 . ,
= A¥P: lak3  teVendor-Specilic (28] weciscoaSystens()
b WSA: 1=3T t=Cisco-AVWPalr(l): url-redirect-acleredirect

= AYP: Iml1%  Ee¥endor-Spec ific (26) we iscoSystess(9)
FVSA: L=11Y t=Cisco-AVPalr(ll: wrl-redivec t=hitps://ise?, test-¢ lsco, coni B4 gues por tal Agateway Poess Lonld=c Dall 70000 520 1b 1b¢ bac  Lon=cpp
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(JoVI Szl J5o1) giogll cay e calo Gallay Jiesadl ol JI ISE oMo i

#A 0 SACLS P ASHGZ amplant [L1¥
152 168.10.8 ASAD.F ASAGZ2complant Comphant Isa
0 clsco 192.168.10.67 Compliant (L1
142,168 f AZADE ASARR-posture User Ident&y Gro... Pendng Ised

VPN S dl> Jl agi é5le] ASA oy,
/ aaa_url_redirect: Added url redirect:https://ise2.test-cisco.com 8443
guest port al / gat eway?sessi onl d=c0a8700a0000900052b840e6&act i on=cpp
acl:redirect for 10.10.10.10

HTTP )90 dS,> a>9i 4249 wollao giogll ol ASA e VPN dul> dl> b .
ASA# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detail ed
User nane : cisco | ndex 9
Assigned IP : 10.10.10.10 Public IP : 10.147.24.61
Pr ot ocol : AnyConnect - Parent SSL- Tunnel DTLS- Tunnel
Li cense : AnyConnect Essentials
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHALl
Byt es Tx : 16077 Byt es Rx 119497
Pkts Tx : 43 Pkts Rx 1 225
Pkts Tx Drop : O Pkts Rx Drop : O
G oup Policy : GP-SSL Tunnel Goup : RA
Login Tine : 14:55:50 CET Mon Dec 23 2013
Dur ati on : Oh: 01m 34s
I nactivity : Oh: 00m 00s
VLAN Mapping : NA VLAN : none

Audt Sess ID : c0a8700a0000900052b840e6
Security Gp : O

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

: AnyConnect - Par ent

Tunnel ID 9.1

Public IP : 10.147.24.61

Encryption : none Hashi ng : none

TCP Src Port : 50025 TCP Dst Port : 443

Aut h Mode : user Password

Idle Time Qut: 30 M nutes Idle TO Left : 28 Mnutes
Cient CS D wWn

Client Type : AnyConnect

Cient Ver : Cisco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx . 5204 Bytes Rx » 779

Pkts Tx 4 Pkts Rx 1

Pkts Tx Drop : O Pkts Rx Drop : O

: SSL- Tunnel

Tunnel ID 9.2

Assigned IP : 10.10.10.10 Public IP : 10.147.24.61
Encryption : R4 Hashi ng : SHA1
Encapsul ati on: TLSv1.0 TCP Src Port : 50044

TCP Dst Port : 443 Aut h Mode : user Password

Idle Tine Qut: 30 M nutes Idle TO Left : 28 M nutes



Client OS : W ndows
Client Type : SSL VPN dient

Cient Ver : Cisco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx : 5204 Bytes Rx 1 172

Pkts Tx 4 Pkts Rx 2

Pkts Tx Drop : O Pkts Rx Drop : O

: DTLS- Tunnel

Tunnel D 9.3

Assigned IP : 10.10.10.10 Public IP : 10.147.24.61
Encryption : AES128 Hashi ng : SHA1

Encapsul ati on: DTLSv1.0 UDP Src Port : 63296

UDP Dst Port : 443 Aut h Mode : user Password
Idle Tine Qut: 30 M nutes ldle TO Left : 29 M nutes
Cient CS : W ndows

Client Type : DTLS VPN dient

Cient Ver : Cisco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx : 5669 Bytes Rx : 18546

Pkts Tx : 35 Pkts Rx 1 222

Pkts Tx Drop : O Pkts Rx Drop : O

:ISE Posture
?Redirect URL : https://ise2.test-cisco.com:8443/guestportal/gateway
sessionId=c0a8700a0000900052b840e6&action=cpp
Redirect ACL : redirect

(ACL) Jgwog)l L pSxill asld gulls Ll HTTP 49,0 45,5 ey psés il Jsasll ags dsle] o .
ISE | ax>gill 65ley

aaa_url _redirect: Created proxy for 10.10.10.10

/aaa_url _redirect: Sending url redirect: https://ise2.test-cisco.com 8443
guest port al / gat eway?sessi onl d=c0a8700a0000900052b840e6&act i on=cpp
for 10.10.10.10

7 raziog) ISE _J| Jsasll azgs b3lel o

=B Fobosise? estecizco,cam: 0340 auth A pp et eakion Trarsion = c0p TODOODIE0 IS 2b0 6 dos =Wmdaw T (£ [ .- AV Szcure Fagrch o8 ®% B-

cisco Client Frovisioning Portal

CISCD Identl tf" SE rvices : ‘5 Dizbermining pricr Cieoo Sgeni Inste leton oo cevice. . 26 ceccnd(s).
H c‘ v _JEEl :h ri
Engine Network Sases

Notice

Do you want to Contlnue?
The cornection to this website 5 untrusted.

! 5 Welbmite: ko {jiesl best-come comil 43

Mobe:  The cebfizste s not wsbd and carnos be zed oo ver Fe By dentky of the webs e

This apolcator will e Blocked 17 2 fobare Jows seconby updste beceus= the 162 fle marfes: doss ot
corkn the Permiss o stinbute, Feass contact the Pubisber For more nfomiston, Hooe Fformsticn

8 L2y s gl JoSeigll e gogll acled Jijiis posi NAC U9 cais a2y .NAC Jole cuis o5
ISE _Jl sl i Jlu,y] el sy piy - 39lsdl 31z gaxill ollac



£ Cisco NAC Agent =Sy

vl ]es '
cisco Cisco NAC Agent

Full Network Access

Your device conforms with all the security policies for this protected network

E OK j

ooy .COA Jw 9 Jiosill > susy (oYl o)) 131)9 (Juoll acled pwés =9 (@l L 85 ISE &by .9
iise-psc.log 9 sL2 VIl 13D (0 gaxill

ci sco.cpm posture.runtinme. PostureHandl erl npl -:cisco: c0a8700a0000900052b840e6
Decrypting report -:::

ci sco. cpm posture. runtime. PostureManager -:cisco:c0a8700a0000900052b840e6
User cisco belongs to groups NAC Group:NAC:IdentityGroups:User Identity -:.::
Groups :Employee, NAC Group: NAC: | dent i t yGr oups: An

ci sco. cpm posture. runtime. PostureManager -:cisco:c0a8700a0000900052b840e6
Posture report token for endpoint mac 08-00-27-CD-E8-A2 is Healthy -:.::

ci sco. cpm posture. runtime. PostureManager -:cisco:c0a8700a0000900052b840e6
Posture state is compliant for endpoint with mac 08-00-27-CD-E8-A2 - ..

ci sco.cpm posture.runtime. PostureCoA -:cisco: c0a8700a0000900052b840e6
Posture CoA is triggered for endpoint [null] with session -:::
[ c0a8700a0000900052b840e6]

10 :JolSUl Jouog)ly 2amy sl DACL auwly session_id euai sill ISE RADIUS COA

No. |Source Destination Protocol| Length| Info
716.48.66.74 192,168, 111.10 RADILS 231 CoA-Request (43) (id=11, 1=189)

8 192.168.111. 148 10,48.66.74 RADIUS 62 CoA-ACK(44) (id=11, 1=20)
o
* Frame 7: 231 bytes on wire (1848 bits), 231 bytes captured (1848 bits)
* Ethernet II, Src: Vmware c@:00:83 (08:50:56:cB:00:03), Dst: Vmware eB:efi25 (00:8c:29:e8:efi25)
* Internet Protocol Version 4, Src: 10.48.66.74 (10.48.66.74), Dst: 192,.16&.111.18 (192.168.111.18)
¥ User Datagram Protocol, Src Port: 44354 (44354), Dst Port: mps-raft (1708)
= Radius Protocol
Code: CoA-Request [(43)
Packet identifier: @xb (11)
Length: 189
Authenticator: d20817chcad28celdbdeasdf15177hed
= Attribute Value Pairs
b OAVP: 1=6  t=NAS-IP-Address(4): 18.147.24.61
FOAVP: 1=15 t=Calling-Station-Id({31): 192,168.18,67
b AVP: 1=6 t=Event-Timestamp(55): Dec 18, 2013 15:32:10,000000000 CET
P OAVP: 1=18 t=Message-Authenticator{B2): lee?89fld83e5f3aadd3ddbbdaatblTebeb
= AVP: 1=75 +t=¥endor-Specific(26) v=ciscoSystemsi9)
PVSA: 1=69 t=Cisco-AVPair(l): ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-PERMIT_ALL_TRAFFIC-5lef7dbl
* A¥P: 1=49 t=Yendor-Specific(26) v=ciscoSystems(9)
P VSA: 1=43 t=Cisco-AVPair(l): audit-session-id=sc@aB8To0a0000d00052b1blbe

ISE oMo 8 ell3 SuSisg



(a>gi)l 65lc] o) giogll Lawogs g5 il a9Vl @dslaall JoVI Jzull J5] eSy
- 89lsiall 5 gl il ab asy Wzl J55) e o ai

" Saoliyd Loy ail avog pi sUI) sl I @8loYl (CoA Jlw,l sie el Jxudl JBo) e o oy

(el

DACL ;i ASA pgi; loxic gl Szl J55] elis axy
L E o #ACSACL P4 ASADE g i phant Ised
B - | a 152.168.10.5 ASHG.F ASASZ-camphant Comphant Isad
i} a 0 clsco 192.168.10.67 Compliant iBed
. B a 192,168,106 ASADE ASASZ-posture User Identiy Gro... Fendng IseZ

2ilgd Jisin ASA pgéy .agill 63lc] &) caos ailg COA pMiw| a5 &l ASA e ellasV quuas gl

103l o3 3] (DACL) Jguogll 8 pSxill
ASA# Received RAD COA_REQUEST

(RADI US packet decode (CoA- Request

= (Radius: Value (String

-3a 43 69 73 63 6f 53 65 63 75 72 65 2d | ACS: CiscoSecure 53 43 41
6e 65 64 2d 41 43 4c 3d 23 41 43 53 | Defined- ACL=#ACS 69 66 65 44
4c 23 2d 49 50 2d 50 45 52 4d 49 54 5f 41 | ACL#-IP-PERM T_A 43 41
4c 4c 5f 54 52 41 46 46 49 43 2d 35 31 65 66 37 | LL_TRAFFI C 51ef7
dbl | 31 62 64

Cot AV-Pair with value audit-session-i d=c0a8700a0000900052b840e6
=CGot AV-Pair with val ue ACS: G scoSecure- Defi ned- ACL
ACSACL#-IP-PERMIT ALL_TRAFFIC-5lef7dbl#

aaa_url _redirect: Deleted url redirect for 10.10.10.10

12 pasiioual) (JolS Jsuo9) oy DACL JI ik, CiscO caul> VPN Jl 2z,

ASA# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

User nane : cisco | ndex 9

Assigned IP : 10.10.10.10 Public I P © 10.147.24.61

Pr ot ocol : AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect -Parent: (1)none SSL-Tunnel: (1) RC4 DILS-Tunnel: (1)AES128
Hashi ng . AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1)SHAL
Bytes Tx 194042 Byt es Rx : 37079

Pkts Tx : 169 Pkts Rx : 382

Pkts Tx Drop : O Pkts Rx Drop : O

Goup Policy : GP-SSL Tunnel Goup : RA

Login Tinme : 14:55: 50 CET Mon Dec 23 2013

Dur ati on : Oh: 05m 30s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID: c0a8700a0000900052b840e6
Security Gp : O

[EnY

AnyConnect - Parent Tunnel s:
SSL- Tunnel Tunnel s:
DTLS- Tunnel Tunnels: 1

[EnY
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: AnyConnect - Par ent

Tunnel 1D 9.1

Public IP :10.147.24.61

Encryption : none Hashi ng : none

TCP Src Port : 50025 TCP Dst Port : 443

Aut h Mode : user Password

Idle Tine Qut: 30 M nutes Idle TO Left : 24 M nutes
Client OS Dowin

Client Type : AnyConnect

Client Ver : G sco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx . 5204 Bytes Rx © 779

Pkts Tx 4 Pkts Rx 1

Pkts Tx Drop : O Pkts Rx Drop : O

: SSL- Tunnel

Tunnel 1D ©9.2

Assigned IP : 10.10.10.10 Public IP : 10.147.24.61
Encryption . RC4A Hashi ng : SHA1
Encapsul ation: TLSv1.0 TCP Src Port : 50044

TCP Dst Port : 443 Aut h Mode : user Password
Idle Tine Qut: 30 M nutes Idle TO Left : 24 M nutes
Client OS : W ndows

Client Type : SSL VPN dient

Client Ver : G sco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx : 5204 Bytes Rx : 172

Pkts Tx 4 Pkts Rx 2

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name : #ACSACL#-IP-PERMIT ALL_TRAFFIC-5lef7dbl

: DTLS- Tunnel

Tunnel 1D : 9.3

Assigned IP : 10.10.10.10 Public IP : 10.147.24.61
Encryption : AES128 Hashi ng : SHA1
Encapsul ation: DTLSv1.0 UDP Src Port : 63296

UDP Dst Port : 443 Aut h Mode : user Password
Idle Tine Qut: 30 M nutes Idle TO Left : 29 M nutes
Client OS : W ndows

Client Type : DTLS VPN dient

Client Ver : G sco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx . 83634 Bytes Rx : 36128

Pkts Tx : 161 Pkts Rx : 379

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name : #ACSACL#-IP-PERMIT ALL_TRAFFIC-5lef7dbl

449 ,0 DACL (sl CoA 2 0,35, ¥ boie > azgill 63le] aclgd Lails ASA ), dla>Mo
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dul>-NSF .
PS> -
e

:debugs JI waoliy CLIin order to JI ,_}_,.oi l3® >

i se2/ adm n# show logging application ise-psc.log tail count 100
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Pasture More Detail Assessment

Trme Fange Fromn LAZ32013 12200000 AM to Lar23r2013 03721 Pr

Garserated AL 2013-12-23 155731 248

Clignt Detalls

Username

Mac Address:

IP addrass:

Sassion ID:

Client Operating Systam
Client NAC Agent

PR& Enforcemeant:

Co:

PRA Grace Time:

PHA Intensal:

PRA Action:

User Agreement Status:
System Name:

System Domain:

System User

User Domain:

A Installed:

A5 Installed:
Pastura Report
Fostura Status

Logged At:

Posture Policy Detalls

Paolicy Mame

postura_initial

clsco
08:00:27: CO:ER:AZ

10.147.24.92
c0ag8700al000b00052bad6e0

windows 7 Enterprise 64-bit

Cisco MAC Agent for Windows 4.9.0.1013
1

Received a posture report from an endpaoint

240

continge

NetEnabled

MGARCARZWS0L

cisco.com

I1'.;J.:|'.\_ alL

CISCO

Mcdfer VirusScan Enterprise:B.8.0,.975: 7227, 1001 37201 3:McafeatV, Cisco Security Agent;&,0,2.130;;; Ciscoy

wWindows Defender;5.1.7600.16385;1.95.191.0:11/1 9/201 0; Microsoft &5

Compliant

2013-12-23 15:21:34.5902

Enforcement Statu  Passed Falled Skipped Conditions

fi e_require... Mandatory 'f||-:'-_.’ ondition

ASA e cllasVl auouas
:ASA JI e loun, 139 wiSo gulaiuy il

debug aaa url-redirect -

debug aaa J,9>v -

debug radius J _Seoli> Jug -
debug sl cuas 6,44 s -
debug radius user cisco -

JsSoll elasl auuas

o dNgiwl piy silg (Cisco Log Packager plaziwl elasVl auuas o oSaall o (NAC JiSo) duill,
.CLI): CCAAgentLogPackager.app) ,ol9Vl jlaw dg>l9 plaziwl 9l (GUI) dwogum Jl pasiuuel] dg>lg



ailvane,
cisco. Cisco Log Packager

Cisco Log Packager colects information for product support requests. The
information & stored in a ZIP archive that can be protected by a password.

Click the <Collect Data> button to start the information collection.

(TAC) ayidill xcluall 55,0 6151 plasiawly bl a0 b iSay puals

il gdloall JI il el Jole) oMol sl i
6151 plaiwl &59540) Temp > Webagent.log < al=all oblae)l < <user> < cblaeYlg daggll < :C -

(TAC
Temp > WebSlotSetup.log < dlxall ohlac)l < <user> < cblacYly aasell < :z -

TEMP iy o oy 3550 (@lgall 03 L5 63950 oMol oS5 o) 3] sdla>Mo

NAC JsS9 giog Jind

passianall e cull Go,e aiy gl Jid dll> 9



cisco Client Provisioning Portal

£ Cisco NAC Agent o @ (=

Information |
Isco NAC Agent

@ Temporary Network Access 00:03:30 left

Scan Result Requirement Name
(%] Mandatory  file_requirement

Hide Details

System Check Complate

lainsSs 05 13] pMo¥l wlelzl el asy packimol) 2amy

c1scoO Client Frovisioning Portal

£ Cisco NAC Agent

Information |
Isco NAC Agent

@ Temporary Network Access 00:03:58 left

There ks atleast one mandatory requirement failing. You are reguired to update your system
before you can access the network.

| Repair | | Show Defails |

System Check Complele
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//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/asa_91_vpn_config.html
//www.cisco.com/en/US/docs/security/ise/1.2/user_guide/ise_overview.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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